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Abstract

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects used for managi ng
expressions of MB objects. The results of these expressions becone
M B obj ects usable |ike any other M B object, such as for the test
condition for declaring an event.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.
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1. The SNWP Managenent Framework

The SNVP Management Framework presently consists of five mgjor
component s:

0 An overall architecture, described in RFC 2571 [ RFC2571].

0 Mechani sns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Management Information (SM) is called SMv1l and described in
STD 16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [ RFC1215]. The second version, called SMv2, is described
in STD 58, RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and
STD 58, RFC 2580 [ RFC2580] .

0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [RFC1157]. A second version of
the SNVP nessage protocol, which is not an Internet standards
track protocol, is called SNMPv2c and described in RFC 1901
[ RFC1901] and RFC 1906 [ RFC1906]. The third version of the
message protocol is called SNMPv3 and descri bed in RFC 1906
[ RFC1906], RFC 2572 [RFC2572] and RFC 2574 [ RFC2574].

0 Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [ RFC1157]. A second set of
prot ocol operations and associated PDU formats i s described in
RFC 1905 [ RFC1905].
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0 A set of fundanental applications described in RFC 2573
[ RFC2573] and the view based access control nechani sm descri bed
in RFC 2575 [ RFC2575].

A nore detailed introduction to the current SNVP Managenent Franework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. bjects in the MB are
defined using the nechani sns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conform ng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically

equi val ent, except where objects or events are omtted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

2. Overview

Users of MBs often desire MB objects that M B designers have not
provided. Furthernore, such needs vary from one nmanagenent

phil osophy to another. Rather than fill nore and more MBs with
standardi zed objects, the Expression MB supports externally defined
expressions of existing MB objects.

In the Expression MB the results of an evaluated expression are MB
objects that may be used |ike any other MB objects. These custom
defined objects are thus usabl e anywhere any other M B object can be
used. For exanple, they can be used by a managenent application
directly or referenced fromanother MB, such as the Event MB
[MBEvent M B]. They can even be used by the Expression MB itself,
form ng expressions of expressions.

The Expression MB is instrumentation for a relatively powerful,

compl ex, high-level application, considerably different fromsinple
instrumentation for a communication driver or a protocol. The MBis
appropriate in a relatively powerful, resource-rich managed system
and not necessarily in a severely limted environment.

Nevert hel ess, due to dependencies fromthe Event MB [ RFC2981] and
the need to support as |lowend a system as possi ble, the Expression
M B can be sonewhat stripped down for |ower-power, |ower-resource

i npl ementations, as described in the Subsets section, bel ow
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I mpl ement ati on of the Expression MB in a nmanaged systemled to the
addition of objects that may not have been necessary in an
appl i cation environnent with conpl ete know edge of conpiled MB
definitions. This is appropriate since inplenentation nust be
possible within typical nmanaged systens with some constraints on
system resources.

2.1. Usage

On nmanaged systens that can afford the overhead, the Expression MB
is a way to create new, custonized MB objects for nonitoring.

Al 't hough these can save sonme network traffic and overhead on
managenment systens, that is often not a good tradeoff for objects
that are sinply to be recorded or displayed

An exanpl e of a use of the Expression M B would be to provide custom
objects for the Event M B [RFC2981]. A conpl ex expressi on can
evaluate to a rate of flow or a boolean and thus be subject to
testing as an event trigger, resulting in an SNVMP notification

Wt hout these capabilities such nonitoring would be limted to the
objects in predefined MBs. The Expression MB thus supports
powerful tools for the network manager faced with the nonitoring of

| arge, conplex systens that can support a significant |evel of self
managenent .

2. 2. Per si st ence

Al t hough like nost MBs this one has no explicit controls for the
persi stence of the values set in configuring an expression, a robust,
polite inplenentation would certainly not force its managi ng
applications to reconfigure it whenever it resets.

Again, as with nost MBs, it is inplenentation specific how a system
provi des and manages such persistence. To specul ate, one could

i magi ne, for exanple, that persistence depended on the context in

whi ch the expression was configured, or perhaps systemspecific
characteristics of the expression’s owner. O perhaps everything in
a MB such as this one, which is clearly ained at persistent
configuration, is automatically part of a system s other persistent
configuration.

2.3. Qperation

Most of the operation of the MB is described or inplied in the
obj ect definitions but a few highlights bear nentioning here.
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2.3.1. Sanpling

The M B supports three types of object sampling for the M B objects
that make up the expression: absolute, delta, and changed.

Absol ute sanples are sinply the value of the MB object at the tine
it is sanpled.

Absol ute sanples are not sufficient for expressions of counters, as
counters have neaning only as a delta (difference) fromone sanple to
the next. Thus objects nay be sanpled as deltas. Delta sanpling
requires the application to naintain state for the value at the | ast
sanmple, and to do continuous sanpling whether or not anyone is

| ooking at the results. It thus creates constant overhead.

Changed sanpling is a sinple fallout of delta sanpling where rather
than a difference the result is a bool ean indicating whether or not
the object changed val ue since the | ast sanple.

2.3.2. Wldcards

Wl dcards allow the application of a single expression to nultiple

i nstances of the sanme M B object. The definer of the expression

i ndi cates this choice and provides a partial object identifier, with
sone or all of the instance portion left off. The application then
does the equival ent of GetNext to obtain the object val ues, thus

di scovering the instances.

Al'l wldcarded objects in an expression nmust have the sane semantics
for the missing portion of their object identifiers. Oherw se, any
successful evaluation of the wildcarded expression would be the
result of the accidental matching of the wildcarded portion of the
object identifiers in the expression. Such an evaluation will likely
produce results which are not neani ngful

The expression can be evaluated only for those instances where al
the objects in the expression are available with the sane val ue for
the wi |l dcarded portion of the instance.

2.3.3. Evaluation

There are two inportant aspects of evaluation that nay not be
obvi ous: what objects and when

VWhat objects get used in the eval uati on depends on the type of

request and whet her or not the expression contains wildcarded
objects. |If the request was a Get, that | ocks down the instances to
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be used. If the request was a GetNext or CetBul k, the application
must work its way up to the next full set of objects for the
expr essi on.

Eval uati on of expressions happens at two possible tines, depending on
the sanpling nethod (delta or absolute) used to evaluate the
expr essi on.

If there are no delta or change values in an expression, the

eval uati on occurs on denand, i.e. when a requester attenpts to read
the value of the expression. 1In this case all requesters get a
freshly cal cul ated val ue.

For expressions with delta or change val ues, eval uati on goes on
continuously, every sanple period. 1In this case requesters get the
val ue as of the |ast sanple period. For any given sanple period of a
gi ven expression, only those instances exist that provided a full set
of object values. It nay be possible that a delta expression which
was eval uated successfully for one sanple period may not be
successfully evaluated in the next sanple period. This may, for
exanpl e, be due to m ssing instances for sone or all of the objects
in the expression. In such cases, the value fromthe previous sanple
period (with the successful evaluation) nmust not be carried forward
to the next sanple period (with the failed eval uation).

2.3.4. Value ldentification

Val ues resulting fromexpression evaluation are identified with a
conbi nation of the object identifier (OD) for the data type from
expVal ueTabl e (such as expVal ueCount er32Val ), the expressi on owner,
t he expression nane, and an O D fragnment.

The O D fragnent is not an entire O D beginning with iso.dod.org
(1.3.6). Rather it begins with 0.0. The remainder is either another

0 when there is no wildcarding or the instance that satisfied the
wildcard if there is wildcarding.

2.4. Subsets

To pare down the Expression MBs conplexity and use of resources an
i npl ementor can | eave out various parts.

2.4.1. No Wldcards
Leaving out wildcarding significantly reduces the conplexity of

retrieving values to eval uate expressions and the processing required
to do so. Such an inplenentati on woul d al | ow expressi ons nade up of
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i ndi vi dual M B objects but would not be suitable for expressions
appl i ed across large tables as each instance in the table would
require a separate expression definition

Furthernore it would not be suitable for tables with arbitrary,
dynani ¢ instances, as expressions definitions could not predict what
i nstance val ues to use.

An i nmpl enentation without wldcards m ght be useful for a self-
managi ng systemwith small tables or few dynanmi c instances, or one
that can do calculations only for a few key obj ects.

2.4.2. No Deltas

Leaving out delta processing significantly reduces state that nust be
kept and the burden of ongoi ng processing even when no one is |ooking
at the results. Unfortunately it also nakes expressions on counters
unusabl e, as counters have neaning only as deltas.

An inmpl enentation without deltas m ght be useful for a severely
limted, self-managing systemthat has no need for expressions or
events on counters. Although conceivable, such systens woul d be
rare.

2.5. Structure

The M B has the follow ng sections:

0 Resource -- managenent of the M B' s use of systemresources.
o] Definition -- definition of expressions.
0 Val ue -- values of eval uated expressions.

2.5.1. Resource
The resource section has objects to nmanage resource usage by
wi | dcarded delta expressions, a potential major consuner of CPU and
menory.

2.5.2. Definition
The definition section contains the tables that define expressions.
The expression table, indexed by expression owner and expression
nane, contains those paraneters that apply to the entire expression,

such as the expression itself, the data type of the result, and the
sanpling interval if it contains delta or change val ues
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The obj ect table, indexed by expression owner, expression name and
obj ect index within each expression, contains the paraneters that
apply to the individual objects that go into the expression,
including the object identifier, sanple type, discontinuity

i ndi cator, and such.

2.5.3. Value
The val ue section contains the val ues of eval uated expressions.

The val ue table, indexed by expression owner, expression nane and

i nstance fragnment contains a "discrimnated union" of eval uated
expression results. For a given expression only one of the columms
is instantiated, depending on the result data type for the
expression. The instance fragnent is a constant or the final section
of the object identifier that filled in a wldcard.

2.6. Exanples
The examples refer to tables and objects defined belowin the MB
itself. They may well nmake nore sense after reading those
definitions.
2.6.1. WIdcarding
An expression may use w |l dcarded M B objects that result in multiple
val ues for the expression. To specify a wildcarded MB object a
managenent application | eaves off part or all of the instance portion
of the object identifier, and sets expOhjectWIldcard to true(l) for
that object. For our exanple we'll use a counter of total blessings
froma table of people. Another table, indexed by town and person
has bl essings just fromthat town.
So the index clauses are:
personEntry OBJECT- TYPE
iNbEX { personlndex }
And:
t ownPer sonEntry OBJECT- TYPE

iNbEX { townl ndex, personlndex }
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In our friendly application we may have entered our expression as:
100 * townPersonBl essings. 976.* / personBl essi ngs. *

What goes in expExpression is:
100*$1/ $2

For exanpl e purposes we’'ll use sone slightly far-fetched O Ds. The
People MBis 1.3.6.1.99.7 and the Tomm MB is 1.3.6.1.99.11, so for
our two counters the O Ds are:

per sonBl essi ngs 1.3.6.1.99.7.1.3.1. 4
t ownPer sonBl essi ngs 1.3.6.1.99.11.1.2.1.9

The rule for wildcards is that all the wldcarded parts have to match
exactly. In this case that means we have to hardwire the town and
only the personlndex can be w |l dcarded. So our values for

expCbj ectI D are:

1.3.6.1.99.7.1.3.1. 4
1.3.6.1.99.11.1.2.1.9.976
W' re hardwired to townl ndex 976 and personlndex is allowed to vary.

The val ue of expExpressionPrefix can be either of those two counter
O Ds (including the instance fragnent in the second case), since
either of themtakes you to a MB definition where you can | ook at
the I NDEX cl ause and figure out what's been left off. Wat’'s been

|l eft off doesn’t have to work out to be the sane object, but it does
have to work out to be the sanme values (semantics) for the result to
make sense. Note that the managed system can not typically check
such semantics and if given nonsense will return nonsense.

If we have people nunbered 6, 19, and 42 in town nunber 976, the
successi ve val ues of expVal uel nstance will be:

cooo
cooo
Ao

19
42

So there will be three values in expValueTable, with those O Ds as
t he expVal uel nstance part of their indexing.
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2.6.2. Calculation and Conditiona

The following fornmula for line utilization of a half-duplex link is
adapt ed from [ PracPersp].

utilization = (ifInCctets + ifQutCctets) * 800 / seconds / if Speed

The expression results in the percentage line utilization per second.
The total octets are multiplied by 8 to get bits and 100 to scale up
the percentage as an integer

The foll owi ng Expression M B object values inplenment this as an
expression for all iflndexes that directly represent actual hardware.
Since the octet counters are Counter32 val ues, they must be delta
sampl ed to be neaningful. The sanple period is 6 seconds but for
accuracy and i ndependence is calculated as a delta of sysUpTi ne.

The expOoject Table entry for iflnQctets has an expObj ect Conditi ona
that checks for being a hardware interface. Only one object in the
expressi on needs that check associated, since it applies to the whole
expression. Since ifConnectorPresent is a TruthValue with val ues of
1 or 2 rather than 0 and non-zero, it nmust also be in an expression
rat her than used directly for the conditional

The interface-specific discontinuity indicator is supplied only for
iflnCctets since invalidating that sanple will invalidate an attenpt
at evaluation, effectively invalidating ifQutCctets as well
(correctly, because it has the sane indicator).

For notational clarity, in the rest of this docunent, a string in
quotes as part of the object instance indicates the value that would
actually be one subidentifier per byte. The objects all belong to
owner "

ne" .

Also for clarity ODs are expressed as the object descriptor and

instance. |In fact they nust be supplied nunerically, with al
subidentifiers in place before the part for the particul ar object and
i nst ance.

What the user woul d set in expExpressionTabl e:

expExpression. 2. "me". 4. "hard" = "$1==1"
expExpressi onVal ueType. 2. "ne". 4. "hard" = unsi gned32
expExpressi onRowsSt at us. 2. "nme" 4. " hard" = "active
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expExpression. 2. "ne". 4. "util" = "($1+$2) *800/ $4/ $3"
expExpressi onVal ueType. 2. "nme". 4. "util" = integer32
expExpressionDel talnterval . 2. "ne". 4. "util" =6
expExpressi onRowSt atus. 2. "nme" 4. "util" = "active’

What the user would set in expObjectTabl e:

expCbjectID.2."me". 4. "hard". 1 = i f Connect or Pr esent
expCbj ect Wl dcard. 2. "nme". 4. "hard". 1 = "true’

expObj ect Sanpl eType. 2. "ne". 4. "hard". 1 = ' absol ut eVal ue’
expCbj ect RowSt atus. 2. "ne". 4. "hard". 1 = "active’
expObjectID. 2."me". 4. "util".1 = iflnCctets
expCbject Wl dcard. 2. "me". 4. "util".1 = "true’

expCbj ect Sanpl eType. 2. "me". 4. "util".1 = ' del taval ue’
expObj ectConditional .2."nme". 4. "util".1 =

expVal ueUnsi gned32Vval . 4. "hard". 0.0

expObj ect Condi ti onal Wl dcard.2."ne". 4. "util".1 = "true’
expCbjectDiscontinuitylD. 2. "me". 4. "util".1 =

i f Count er Di sconti nuityTime

expCbj ect Di scontinuityl DWIldcard. 2. "me". 4. "util".1 = "true’
expCbj ect RowStatus. 2. "ne". 4. "util". 1 = "active’
expCbjectID. 2. "me". 4. "util".2 = ifQutCctets

expCbj ect Wl dcard. 2. "nme". 4. "util".2 = "true’

expCbj ect Sanpl eType. 2. "me". 4. "util".2 = ' del taval ue’
expCbj ect RowSt atus. 2. "ne". 4. "util". 2 = "active’
expCbjectID. 2. "nme". 4. "util".3 = i f Speed

expCbject Wl dcard. 2. "nme". 4. "util".3 = "true’

expCbj ect Sanpl eType. 2. "me". 4. "util".3 = ' absol ut eVal ue’
expCbj ect RowSt atus. 2. "ne". 4. "util".3 = "active’
expCbjectID. 2. "me".4."util". 4 = sysUpTinme. 0
expCObject Wldcard. 2. "nme". 4. "util". 4 = 'fal se’

expObj ect Sanpl eType. 2. "ne". 4. "util". 4 = 'del taval ue’
expCbj ect RowSt atus. 2. "ne". 4. "util". 4 = "active’

These settings will result in popul ating one colum of expVal ueTabl e:
expVal uel nteger32val . 2. "ne". 4. "util".0.0.?

The subi dentifier represented by "?" above represents one
subidentifier that takes on a value of iflndex and identifies a row

for each iflndex value where ifConnectorPresent is "true’ and the
interface was present for two sanples to provide a delta.
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This value could in turn be used as an event threshold [ RFC2981] to
watch for overutilization of all hardware network connections.

3. Definitions
DI SMAN- EXPRESSI ON-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
I nt eger 32, Gauge32, Unsi gned32,
Count er 32, Counter64, |pAddress,
Ti meTi cks, m b-2, zeroDotZero FROM SNWMPv2-SM
RowSt at us, Trut hVal ue, Ti neStanp FROM SNWPv2- TC

sysUpTi me FROM SNVPv2- M B
SnpAdni nSt ri ng FROM SNVP- FRAVEWORK- M B
MODULE- COMPLI ANCE, OBJECT- GROUP FROM SNVPv2- CONF;

di smanExpr essi onM B MODULE- | DENTI TY
LAST- UPDATED "200010160000Z" -- 16 Cctober 2000
ORGANI ZATI ON "I ETF Di stributed Managenment Working G oup”
CONTACT- | NFO " Ramanat han Kavasseri
Cisco Systens, Inc.
170 West Tasnan Dri ve,
San Jose CA 95134-1706.
Phone: +1 408 527 2446
Emai |l : rank@i sco. cont'
DESCRI PTI ON
"The M B nodul e for defining expressions of MB objects for
managenent purposes.”
-- Revision History

REVI SI ON "200010160000Z" -- 16 Cctober 2000
DESCRIPTION "This is the initial version of this MB.
Publ i shed as RFC 2982"
c:={ mb-2 90 }

di smanExpr essi onM BObj ects OBJECT | DENTI FIER :: =
{ di smanExpressionMB 1 }

expResource OBJECT | DENTI FIER ::= { di smanExpressi onM BCbj ects 1 }
expDefine OBJECT I DENTIFIER ::= { di smanExpressi onM BObj ects 2 }
expVal ue OBJECT I DENTIFIER ::= { di smanExpressi onM BObj ects 3 }

-- Resource Contr ol
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expResour ceDel t aM ni nrum OBJECT- TYPE

SYNTAX Integer32 (-1 | 1..600)
UNI TS "seconds"”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The m ni num expExpressi onDeltalnterval this systemwl|
accept. A systemmay use the larger values of this mninumto
| essen the inpact of constantly computing deltas. For |arger
delta sanmpling intervals the system sanples | ess often and
suffers | ess overhead. This object provides a way to enforce
such | ower overhead for all expressions created after it is
set.

The value -1 indicates that expResourceDeltaM ninumis
irrelevant as the systemw |l not accept 'deltaValue' as a
val ue for expQObj ect Sanpl eType.

Unl ess explicitly resource linmted, a system s value for
this object should be 1, allowing as snmall as a 1 second
interval for ongoing delta sampling.

Changing this value will not invalidate an existing setting
of expQbj ect Sanpl eType. "
::={ expResource 1}

expResour ceDel t aW | dcar dl nst anceMaxi mum OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "i nstances"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"For every instance of a deltaVal ue object, one dynam c instance
entry is needed for holding the instance value fromthe previous

sanple, i.e. to maintain state.

This object limts maxi mum nunber of dynanmic instance entries
this systemw || support for wldcarded delta objects in
expressions. For a given delta expression, the nunber of

dynanmi ¢ instances is the nunber of values that neet all criteria

to exist tines the nunber of delta values in the expression

A value of O indicates no preset limt, that is, the [imt
i s dynam c based on system operation and resources.

Unl ess explicitly resource limted, a systems value for
this object should be O.
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Changing this value will not elinmnate or inhibit existing delta
wi | dcard instance objects but will prevent the creation of nore
such obj ects.

An attenpt to allocate beyond the linmt results in expErrorCode
bei ng tooManyW | dcardVal ues for that evaluation attenpt."
::={ expResource 2}

expResour ceDel t aW | dcar dl nst ances OBJECT- TYPE

SYNTAX Gauge32

UNI TS "i nstances"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of currently active instance entries as
defined for expResourceDeltaW | dcardl nstanceMaxi mum "
::={ expResource 3}

expResour ceDel t aW | dcar dl nst ancesHi gh OBJECT- TYPE

SYNTAX Gauge32

UNI TS "instances"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The hi ghest val ue of expResourceDel taW | dcardl nstances
that has occurred since initialization of the managed
system"”

::={ expResource 4 }

expResour ceDel t aW | dcar dl nst anceResour ceLacks OBJECT- TYPE

SYNTAX Count er 32
UNI TS "instances"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines this systemcould not eval uate an
expressi on because that woul d have created a val ue instance in
excess of expResourceDel taW ! dcardl nst anceMaxi mum "

::={ expResource 5}

-- Definition

-- Expression Definition Table

expExpressi onTabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF ExpExpressionEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e of expression definitions."
= { expbefine 1}

expExpressi onEntry OBJECT- TYPE

SYNTAX ExpExpr essi onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Informati on about a single expression. New expressions
can be created using expExpressi onRowsSt at us.

To create an expression first create the naned entry in this
table. Then use expExpressi onNane to popul ate expObj ect Tabl e.
For expression evaluation to succeed all related entries in
expExpressi onTabl e and expOhj ect Tabl e nust be 'active' . |If
these conditions are not nmet the correspondi ng values in
expVal ue sinply are not instantiated.

Deleting an entry deletes all related entries in expQObjectTabl e
and expErrorTabl e.

Because of the relationships anong the nultiple tables for an

expressi on (expExpressionTabl e, expQbj ect Tabl e, and

expVal ueTabl e) and the SNWP rul es for independence in setting

obj ect values, it is necessary to do final error checking when
an expression is evaluated, that is, when one of its instances
in expValueTable is read or a delta interval expires. Earlier
checki ng need not be done and an inplenmentati on may not i npose
any ordering on the creation of objects related to an

expr essi on.

To maintain security of MB information, when creating a newrow in
this table, the nanaged system nust record the security credentials
of the requester. These security credentials are the paraneters
necessary as inputs to isAccessAllowed fromthe Architecture for

Descri bi ng SNVP Managenent Franmeworks. Wen obtaining the objects
that make up the expression, the system nust (conceptually) use
i sAccessAllowed to ensure that it does not violate security.

The eval uation of the expression takes place under the
security credentials of the creator of its expExpressionEntry.

Val ues of read-wite objects in this table may be changed

Kavasseri & Stewart St andards Track [ Page 15]



RFC 2982 Di stributed Managenent Expression MB Cct ober 2000

at any tinme."
I NDEX { expExpressi onOwner, expExpressionNane }
::={ expExpressionTable 1 }

ExpExpressi onEntry ::= SEQUENCE {
expExpr essi onOaner SnnpAdmi nStri ng,
expExpr essi onName SnnpAdmi nStri ng,
expExpressi on OCTET STRI NG
expExpr essi onVal ueType | NTECER,
expExpr essi onConment SnnpAdmi nString,
expExpressi onDel t al nt erval I nt eger 32,
expExpressi onPrefi x OBJECT | DENTI FI ER,
expExpressi onErrors Count er 32,
expExpr essi onEnt rySt at us RowSt at us
}
expExpressi onOwmner OBJECT- TYPE
SYNTAX SnipAdmi nString (SIZE(O. . 32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The owner of this entry. The exact semantics of this
string are subject to the security policy defined by the
security admnistrator."

::= { expExpressionEntry 1}

expExpr essi onName OBJECT- TYPE

SYNTAX SnnpAdm nString (SIZE (1..32))
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The name of the expression. This is locally unique, within
the scope of an expExpressi onOmner."
;.= { expExpressionEntry 2 }

expExpressi on OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1..1024))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The expression to be evaluated. This object is the sane
as a DisplayString (RFC 1903) except for its nmaxi mum | ength.

Except for the variable nanes the expression is in ANSI C
syntax. Only the subset of ANSI C operators and functions
listed here is allowed.

Vari abl es are expressed as a dollar sign ('$ ) and an
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i nteger that corresponds to an expQbjectlndex. An
exanple of a valid expression is:

($1- $5) *100

Expressions nust not be recursive, that is although an expression
may use the results of another expression, it nust not contain
any variable that is directly or indirectly a result of its own
eval uati on. The managed system must check for recursive

expr essi ons.

The only all owed operators are:

* | %
N >> ~
&&ll::!:>>:<<:

)
(unary)
I

-—Q°+|A

Not e the parentheses are included for parenthesizing the
expression, not for casting data types.

The only constant types defined are:

int (32-bit signed)
I ong (64-bit signed)
unsi gned i nt

unsi gned | ong
hexadeci nal
character

string

oid

The default type for a positive integer is int unless it is too
large in which case it is |ong.

Al but oid are as defined for ANSI C. Note that a
hexadeci mal constant may end up as a scalar or an array of
8-bit integers. A string constant is enclosed in double
quotes and may contai n back-sl ashed i ndividual characters
as in ANSI C.

An oi d constant conprises 32-bit, unsigned integers and at
| east one period, for exanple:

0.

.0
1.3.6.1
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No additional leading or trailing subidentifiers are automatically
added to an O D constant. The constant is taken as expressed

I nteger-typed objects are treated as 32- or 64-bit, signed

or unsigned integers, as appropriate. The results of

m xing themare as for ANSI C, including the type of the
result. Note that a 32-bit value is thus pronoted to 64 bits
only in an operation with a 64-bit value. There is no
provision for |arger values to handl e overfl ow.

Rel ative to SNMP data types, a resulting value becones
unsi gned when cal culating it uses any unsigned val ue,
including a counter. To force the final value to be of
data type counter the expression must explicitly use the
counter32() or counter64() function (defined bel ow).

OCTET STRINGS and OBJECT | DENTIFIERs are treated as

one-di nensi oned arrays of unsigned 8-bit integers and

unsi gned 32-bit integers, respectively.

| pAddresses are treated as 32-bit, unsigned integers in
network byte order, that is, the hex version of 255.0.0.0 is
0xf f 000000.

Condi tional expressions result in a 32-bit, unsigned integer
of value O for false or 1 for true. Wien an arbitrary val ue
is used as a boolean 0 is false and non-zero is true.

Rules for the resulting data type from an operation, based on
t he operator:

For << and >> the result is the sane as the | eft hand operand.

For &&, ||, ==, !=, <, <=, > and >=the result is always
Unsi gned32.

For unary - the result is always |nteger32

For +, -, *, [, % & |, and ™ the result is pronoted according
to the following rules, in order fromnost to | east preferred

If Ieft hand and right hand operands are the sane type,
use that.

If either side is Counter64, use that.

If either side is | pAddress, use that.
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If either side is TinmeTicks, use that.
If either side is Counter32, use that.
Q herwi se use Unsi gned32.

The following rules say what operators apply with what data
types. Any conbination not explicitly defined does not work.

For all operators any of the following can be the | eft hand or
ri ght hand operand: Integer32, Counter32, Unsigned32, Counter64.

The operators +, -, *, [/, % <, <= > and >= work with
Ti meTi cks.
The operators & |, and » work with | pAddress.

The operators << and >> work with | pAddress but only as the
| eft hand operand.

The + operator performs a concatenation of two OCTET STRI NGs or
two OBJECT | DENTI Fl ERs.

The operators & | performbitw se operati ons on OCTET STRI NGs.
If the OCTET STRI NG happens to be a DisplayString the results
may be neani ngl ess, but the agent system does not check this as
some such systenms do not have this information

The operators << and >> perform bitw se operations on OCTET
STRI NGs appearing as the | eft hand operand.

The only functions defined are:

count er 32
count er 64
arraySection
stringBegi ns
stringEnds
stri ngCont ai ns
oi dBegi ns

oi dEnds

oi dCont ai ns
aver age

maxi mum

m ni mum

sum

exists
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The followi ng function definitions indicate their parameters by
nam ng the data type of the paranmeter in the paraneter’s position
in the paranmeter list. The paraneter nust be of the type indicated
and generally may be a constant, a MB object, a function, or an
expr essi on.

counter32(integer) - wapped around an integer val ue counter32
forces Counter32 as a data type.

counter64(integer) - simlar to counter32 except that the
resulting data type is 'counter64’

arraySection(array, integer, integer) - selects a piece of an
array (i.e. part of an OCTET STRI NG or OBJECT | DENTIFIER). The
i nteger argunents are in the range 0 to 4,294,967, 295. The
first is an initial array index (one-dinensioned) and the second
is an ending array index. A value of 0 indicates first or |ast

el ement, respectively. |If the first elenent is larger than the
array length the result is O length. |If the second integer is

|l ess than or equal to the first, the result is O length. |If the
second is larger than the array length it indicates |ast

el ement .

st ri ngBegi ns/ Ends/ Cont ai ns(octetString, octetString) - |ooks for

the second string (which can be a string constant) in the first
and returns the one-di nensi oned arrayi ndex where the match began.
A return value of 0 indicates no match (i.e. boolean false).

oi dBegi ns/ Ends/ Contai ns(oid, oid) - |ooks for the second QD
(which can be an O D constant) in the first and returns the

t he one-di nensi oned i ndex where the match began. A return val ue
of 0 indicates no match (i.e. bool ean fal se).

aver age/ maxi mund m ni mun{i nteger) - cal cul ates the average,

m ni mum or maxi num val ue of the integer val ued object over
multiple sanple tinmes. |f the object disappears for any
sanmpl e period, the accumul ati on and the resulting val ue object
cease to exist until the object reappears at which point the
cal cul ation starts over

sunm(i ntegerbject*) - sunms all avail abl e val ues of the

wi | dcarded integer object, resulting in an integer scalar. Mist
be used with caution as it waps on overflow with no
notification.

exi sts(anyTypeObject) - verifies the object instance exists. A

return value of 0 indicates NoSuchlnstance (i.e. bool ean
false)."
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::= { expExpressionEntry 3}

expExpr essi onVal ueType OBJECT- TYPE

SYNTAX I NTEGCER { counter32(1), unsigned32(2), tinmeTicks(3),
i nteger32(4), ipAddress(5), octetString(6),
objectld(7), counter64(8) }

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The type of the expression value. One and only one of the

val ue objects in expValueTable will be instantiated to match

this type.

If the result of the expression can not be nmade into this type,
an invalidOperandType error will occur."”

DEFVAL { counter32 }

::={ expExpressionEntry 4 }

expExpressi onComrent OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"A comment to explain the use or neani ng of the expression."
DEFVAL { ""H}

::={ expExpressionEntry 5 }

expExpressi onDel tal nterval OBJECT- TYPE

SYNTAX I nteger32 (0..86400)
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Sanpling interval for objects in this expression with
expObj ect Sanpl eType ' del t aVal ue’

Thi s object has no effect if the the expression has no
del t aval ue obj ects.

A value of 0 indicates no automated sanpling. In this case
the delta is the difference fromthe last tinme the expression
was evaluated. Note that this is subject to unpredictable
delta tinmes in the face of retries or nultiple managers.

A value greater than zero is the nunber of seconds between
aut onat ed sanpl es.

Until the delta interval has expired once the delta for the
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object is effectively not instantiated and eval uating
the expression has results as if the object itself were not
i nstanti at ed.

Note that delta values potentially consune |arge anmounts of
system CPU and nenory. Delta state and processi ng nust

continue constantly even if the expression is not being used.
That is, the expression is being evaluated every delta interval,
even if no application is reading those values. For wldcarded
obj ects this can be substantial overhead.

Note that delta intervals, external expression value sanpling
intervals and delta intervals for expressions within other
expressi ons can have unusual interactions as they are inpossible
to synchroni ze accurately. |In general one interval enbedded
bel ow anot her rmust be enough shorter that the higher sanple
sees relatively snooth, predictable behavior. So, for exanple,
to avoid the higher level getting the sane sanple tw ce, the

| ower |evel should sanple at least twice as fast as the higher
| evel does."

DEFVAL { 0}

;.= { expExpressionEntry 6 }

expExpressi onPrefi x OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"An object prefix to assist an application in deternining
the instance indexing to use in expValueTable, relieving the
application of the need to scan the expOhjectTable to
determ ne such a prefix.

See expObj ect Tabl e for information on wildcarded objects.

I f the expVal uel nstance portion of the value O D nmay

be treated as a scalar (that is, normally, 0) the value of
expExpressionPrefix is zero length, that is, no OD at all
Note that zero length inplies a null OD, not the OD 0.0

O herwi se, the val ue of expExpressionPrefix is the expOhjectlID
val ue of any one of the wildcarded objects for the expression
This is sufficient, as the renainder, that is, the instance
fragment relevant to instancing the values, nmust be the sane for
all wldcarded objects in the expression."

;.= { expExpressionEntry 7 }

expExpressi onErrors OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of errors encountered while evaluating this
expr essi on.

Note that an object in the expression not being accessible,
is not considered an error. An example of an inaccessible
object is when the object is excluded fromthe view of the
user whose security credentials are used in the expression
evaluation. In such cases, it is alegitinmte condition
that causes the correspondi ng expression value not to be
instantiated. "

::={ expExpressionEntry 8 }

expExpressi onEnt rySt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The control that allows creation and del etion of entries."”
::={ expExpressionEntry 9 }

-- Expression Error Table

expError Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF ExpErrorEntry
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"A tabl e of expression errors."
::={ expDefine 2}

expErrorEntry OBJECT- TYPE

SYNTAX ExpErrorEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Informati on about errors in processing an expression

Entries appear in this table only when there is a matching
expExpressi onEntry and then only when there has been an
error for that expression as reflected by the error codes
defined for expErrorCode."

I NDEX { expExpressi onOwner, expExpressionNane }
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1= { expErrorTable 1 }

ExpErrorEntry ::= SEQUENCE {
expErrorTinme Ti meSt anp,
expEr ror | ndex I nt eger 32,
expEr r or Code | NTEGER

expErrorlnstance OBJECT | DENTI FI ER

}

expErrorTi mre OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Di stributed Managenent Expression MB

Cct ober 2000

"The val ue of sysUpTinme the last tine an error caused a

failure to evaluate this expression

::={ expErrorEntry 1 }

expErrorl ndex OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The one-di nensi oned character array index into

expExpression for where the error occurred.

zero indicates irrel evance."
::={ expErrorEntry 2}

expEr ror Code OBJECT- TYPE
SYNTAX | NTEGER {

i nval i dSyntax(1),
undef i nedObj ect | ndex(2),
unr ecogni zedOper at or (3),
unr ecogni zedFuncti on(4),
i nval i dOper andType(5),
unnmat chedPar ent hesi s(6),
t ooManyW | dcar dVal ues(7),
recursion(8),
del taTooShort (9),
resour ceUnavai | abl e(10),
di vi deByZer o(11)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The error that occurred.

expected timng of the error is in parentheses.

the error occurs on a Set request.

Kavasseri & Stewart
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occurs on the attenpt to evaluate the expression either due to
Get from expVal ueTabl e or in ongoing delta processing.

i nval i dSynt ax the val ue sent for expExpression is not
val id Expression M B expression syntax
(S)

undef i nedObj ect | ndex an object reference ($n) in

expExpressi on does not have a natching
instance in expQbj ect Table (E)

unr ecogni zedQper at or the val ue sent for expExpression held an
unrecogni zed operator (S)
unr ecogni zedFuncti on the val ue sent for expExpression held an

unrecogni zed function name (S)

i nval i dOperandType an operand in expExpression is not the
right type for the associ ated operator
or result (SE)

unnmat chedPar ent hesi s the val ue sent for expExpression is not
correctly parenthesized (9S)

t ooManyW | dcar dVal ues eval uati ng the expression exceeded the
limt set by
expResour ceDel t aW | dcar dl nst anceMaxi mum
(B)

recursion t hrough sonme chain of enbedded
expressi ons the expression invokes itself
(B

del t aTooShort the delta for the next eval uation passed

before the system coul d eval uate the
present sanple (E)

resour ceUnavai | abl e sone resource, typically dynam c nenory,
was unavail abl e (SE)

di vi deByZer o an attenpt to divide by zero occurred

(B

For the errors that occur when the attenpt is nade to set
expExpressi on Set request fails with the SNVP error code
"wrongValue’. Such failures refer to the nost recent failure to
Set expExpression, not to the present value of expExpression

whi ch nust be either unset or syntactically correct.

Errors that occur during evaluation for a Get* operation return
the SNVP error code 'genErr’ except for 'tooManyW I dcardVal ues
and 'resourceUnavail abl e which return the SNVP error code
"resourceUnavail abl e’ . "

::={ expErrorEntry 3}

expErrorlnstance OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"The expVal uel nstance bei ng eval uated when the error
occurred. A zero-length indicates irrel evance."
::={ expErrorEntry 4 }

-- (Object Table

expObj ect Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF ExpObj ect Entry
MAX- ACCESS not-accessi ble

STATUS current

DESCRI PTI ON

"A table of object definitions for each expExpression.
W dcarding i nstance | Ds:

It is legal to onmit all or part of the instance portion for
some or all of the objects in an expression. (See the

DESCRI PTI ON of expObjectID for details. However, note that

if nore than one object in the sane expression is w | dcarded
in this way, they all nust be objects where that portion of
the instance is the same. 1In other words, all objects may be
in the sane SEQUENCE or in different SEQUENCEs but with the
same semantic index value (e.g., a value of iflndex)

for the wildcarded portion."

::={ expDefine 3}

expCbj ect Entry OBJECT- TYPE

SYNTAX ExpQbj ect Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Informati on about an object. An application uses
expCbj ectEntryStatus to create entries in this table while
in the process of defining an expression.

Val ues of read-create objects in this table may be

changed at any tine."

I NDEX { expExpressi onOwer, expExpressionNane, expCbjectlndex }
:={ exphjectTable 1}

ExpQbj ect Entry ::= SEQUENCE {
expObj ect | ndex Unsi gned32,
expCbj ectI D OBJECT | DENTI FI ER,
expCbj ect | DW I dcard Trut hVal ue,
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expCbj ect Sanpl eType | NTECER,
expCbj ect Del t aDi scontinuityl D OBJECT | DENTI FI ER,
expCbj ect Di scontinuityl DWI dcard Trut hVval ue,
expObj ect Di sconti nuityl DType | NTECER,
expObj ect Condi ti onal OBJECT | DENTI FI ER,
expObj ect Condi ti onal Wl dcard Tr ut hVal ue,
expObj ect Ent rySt at us RowsSt at us
}
expObj ect | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Wthin an expression, a unique, nuneric identification for an
object. Prefixed with a dollar sign ("$ ) this is used to
reference the object in the correspondi ng expExpression."
i={ expObjectEntry 1}

expCbj ect | D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The OBJECT |IDENTIFIER (O D) of this object. The O D may be
fully qualified, meaning it includes a conplete instance
identifier part (e.g., ifInCctets.1 or sysUpTine.0), or it
may not be fully qualified, neaning it may lack all or part
of the instance identifier. |If the expQhjectIDis not fully
qualified, then expObjectWI!dcard nmust be set to true(l).
The val ue of the expression will be multiple

val ues, as if done for a GetNext sweep of the object.

An object here may itself be the result of an expression but
recursion is not allowed.

NOTE: The sinplest inplenmentations of this MB may not all ow
wi |l dcards. "
:={ exphjectEntry 2 }

expCbj ect | DW I dcard OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A true value indicates the expQhjeclD of this rowis a wildcard
object. False indicates that expObjectIDis fully instanced.
If all expOhjectWIldcard values for a given expression are FALSE,
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expExpressionPrefix will reflect a scalar object (i.e. wll

be 0.0).
NOTE: The sinplest inplenentations of this MB nmay not all ow
wi | dcards. "

DEFVAL { false }

:={ exphjectEntry 3}

expObj ect Sanpl eType OBJECT- TYPE
SYNTAX | NTEGCER { absol uteVal ue(1l), deltaValue(2),
changedVal ue(3) }
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The met hod of sanpling the sel ected variabl e.

An 'absoluteValue' is sinply the present val ue of the object.

A 'deltavValue’ is the present value mnus the previous val ue,
whi ch was sanpl ed expExpressi onDel tal nterval seconds ago.

This is intended primarily for use with SNVMP counters, which are

meani ngl ess as an ' absol utevalue’, but nmay be used with any
i nt eger-based val ue.

A ' changedVal ue’ is a boolean for whether the present value is

different fromthe previous value. It is applicable to any data

type and results in an Unsigned32 with value 1 if the object’s

value is changed and O if not. 1In all other respects it is as a

"deltaValue’ and all statements and operation regarding delta
val ues apply to changed val ues.

When an expression contains both delta and absol ute val ues
the absol ute values are obtained at the end of the delta
period."
DEFVAL { absol uteVal ue }
:={ expbhjectEntry 4 }

sysUpTi mel nst ance OBJECT IDENTIFIER ::= { sysUpTinme 0 }

expObj ect Del t aDi scontinuityl D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The OBJECT IDENTIFIER (O D) of a TimeTicks, TinmeStanp, or
Dat eAndTi ne obj ect that indicates a discontinuity in the val ue
at expQbj ect | D.
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This object is instantiated only if expOhjectSanpl eType is
"del taVal ue’ or ' changedVal ue’.

The O D may be for a |l eaf object (e.g. sysUpTine.0) or may
be wildcarded to match expQojectl| D

Thi s object supports normal checking for a discontinuity in a
counter. Note that if this object does not point to sysUpTime
di scontinuity checking must still check sysUpTinme for an overal
di scontinuity.

If the object identified is not accessible no discontinuity
check will be nade."

DEFVAL { sysUpTi nel nst ance }

:={ exphjectEntry 5 }

expObj ect Di scontinuityl DWI dcard OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A true value indicates the expObjectDeltabi scontinuitylD of
this rowis a wildcard object. False indicates that
expObj ect Del tabDi scontinuitylDis fully instanced.

This object is instantiated only if expOhject Sanpl eType is
"del taVal ue’ or ' changedVal ue’.

NOTE: The sinplest inplenentations of this MB nmay not all ow
wi | dcards. "

DEFVAL { false }
:={ expbjectEntry 6 }

expObj ect Di sconti nuityl DType OBJECT- TYPE

SYNTAX I NTECER { tinmeTicks(1l), tineStanp(2), dateAndTinme(3) }
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value 'tineTicks indicates the expObjectDeltaD scontinuitylD
of this rowis of syntax TineTicks. The value '"tineStanp’ indicates
syntax TineStanp. The val ue 'dateAndTi ne indi cates syntax

Dat eAndTi ne.

This object is instantiated only if expOhjectSanpl eType is
"del taVal ue’ or ’'changedval ue’ . "
DEFVAL { timeTicks }

:={ expbhjectEntry 7 }
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expCbj ect Condi ti onal OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The OBJECT I DENTIFIER (O D) of an object that overrides
whet her the instance of expObjectIDis to be considered

usable. If the value of the object at expOhject Conditional
is 0 or not instantiated, the object at expCbhjectID is
treated as if it is not instantiated. |n other words,

expObjectConditional is a filter that controls whether or
not to use the value at expObjectlD.

The O D may be for a |l eaf object (e.g. sysCbjectID.0) or may be
wi | dcarded to match expCbjectID. If expObject is wldcarded and
expObjectIDin the same rowis not, the wild portion of

expCbj ect Condi ti onal rmust match the wildcarding of the rest of
the expression. |If no object in the expression is w | dcarded
but expObjectConditional is, use the lexically first instance
(if any) of expObjectConditional.

If the value of expOhjectConditional is 0.0 operation is
as if the value pointed to by expObjectConditional is a
non-zero (true) val ue.

Not e that expObjectConditional can not trivially use an object
of syntax TruthVal ue, since the underlying value is not 0 or 1."
DEFVAL { zeroDot Zero }

::={ expbjectEntry 8 }

expCbj ect Condi ti onal Wl dcard OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A true value indicates the expQhjectConditional of this rowis
a wildcard object. False indicates that expObjectConditional is
fully instanced.

NOTE: The sinplest inplenmentations of this MB nmay not all ow
wi | dcards. "

DEFVAL { false }
:={ expbjectEntry 9 }

expObj ect EntrySt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"The control that allows creation/deletion of entries.

ohjects in this table my be changed while
expCbjectEntryStatus is in any state.”
i={ expOojectEntry 10 }

-- Expression Val ue Tabl e

expVal ueTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF ExpVal ueEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of values from eval uated expressions."
1= { expValue 1}

expVal ueEntry OBJECT- TYPE

SYNTAX ExpVal ueEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A single value froman eval uated expression. For a given
instance, only one "Val’ object in the conceptual row will be
instantiated, that is, the one with the appropriate type for
the value. For values that contain no objects of
expCbj ect Sanpl eType ' del taVal ue’ or 'changedVal ue’, reading a
value fromthe table causes the evaluation of the expression
for that value. For those that contain a ’deltaValue' or
"changedVal ue’ the value read is as of the |ast sanpling

i nterval .

If in the attenpt to evaluate the expression one or nore
of the necessary objects is not available, the corresponding
entry in this table is effectively not instantiated.

To maintain security of MB informati on, when creating a new
rowin this table, the nanaged system nust record the security
credentials of the requester. These security credentials are

the paraneters necessary as inputs to i sAccessAllowed from

[ RFC2571]. Wen obtaining the objects that make up the
expression, the system must (conceptually) use isAccessAllowed to
ensure that it does not violate security.

The eval uation of that expression takes place under the
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security credentials of the creator of its expExpressionEntry.

To maintain security of MB information, expression eval uation nust
take place using security credentials for the inplied Gets of the
objects in the expression as inputs (conceptually) to

i sSAccessAll owed fromthe Architecture for Describing SNWP
Managenment Frameworks. These are the security credentials of the
creator of the correspondi ng expExpressi onEntry."
I NDEX { expExpressi onOwner, expExpressionNane,

| MPLI ED expVal uel nstance }

::={ expValueTable 1 }

ExpVal ueEntry ::= SEQUENCE {
expVal uel nst ance OBJECT | DENTI FI ER,
expVal ueCount er 32Val Count er 32,
expVal ueUnsi gned32Val Unsi gned32,
expVal ueTi neTi cksVal Ti meTi cks,
expVal uel nt eger 32Val I nt eger 32,
expVal uel pAddr essVal | pAddr ess,
expVal ueCct et Stri ngVal OCTET STRI NG
expVal ueQ dVal OBJECT | DENTI FI ER,
expVal ueCount er 64Val Count er 64
}
expVal uel nst ance OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The final instance portion of a value’s O D according to
the wildcarding in instances of expOojectlD for the
expression. The prefix of this QD fragnent is 0.0,

| eading to the foll ow ng behavior

If there is no wildcarding, the value is 0.0.0. In other
words, there is one val ue which standing al one woul d have
been a scalar with a 0 at the end of its AOD.

If there is wildcarding, the value is 0.0 foll owed by

a value that the wildcard can take, thus defining one val ue

i nstance for each real, possible value of the wildcard.

So, for exanple, if the wildcard worked out to be an ifl ndex,
there is an expVal uel nstance for each applicable iflndex."
::={ expValueEntry 1 }

expVal ueCount er 32Val OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"The val ue when expExpressi onVal ueType is ’counter32’ .
::={ expValueEntry 2 }

expVal ueUnsi gned32Val OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when expExpressi onVal ueType is
::={ expVal uekEntry 3 }

unsi gned32’ . "

expVal ueTi meTi cksVal OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when expExpressi onVal ueType is
::={ expValueEntry 4 }

ti meTicks’.'

expVal uel nt eger 32Val OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when expExpressi onVal ueType is ’integer32 .
::={ expValueEntry 5 }

expVal uel pAddr essVal OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when expExpressi onVal ueType is
::={ expVal uekEntry 6 }

i pAddress’.'

expVal ueCct et Stri ngval OBJECT- TYPE
SYNTAX OCTET STRING (SI ZE (0..65536))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when expExpressi onVal ueType is
::={ expValueEntry 7 }

octetString' .

expVal ueQ dval OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"The val ue when expExpressi onVal ueType is 'objectld .
::={ expVal ueEntry 8 }

expVal ueCount er 64Val OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue when expExpressi onVal ueType is 'counter64’ .
::={ expVal ueEntry 9 }

-- Conformance

di smanExpr essi onM BConf or rance OBJECT | DENTI FI ER :: =
{ di smanExpressionMB 3 }

di smanExpr essi onM BConpl i ances OBJECT | DENTI FI ER ::
{ di smanExpr essi onM BConf or mance 1 }

di smanExpr essi onM BG oups OBJECT I DENTIFIER :: =
{ di smanExpr essi onM BConf or nance 2 }

-- Conpliance

di smanExpr essi onM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for entities which inplenent
the Expression MB."
MODULE -- this nodul e
MANDATORY- GROUPS {
di smanExpr essi onResour ceG oup,
di smanExpressi onDefiniti onG oup,
di smanExpr essi onVal ueG oup

}
OBJECT expResour ceDel t aM ni mum
SYNTAX Integer32 (-1 | 60..600)
DESCRI PTI ON

"I npl enentation need not allow deltas or it may
i mpl emrent them and restrict themto higher values.”

OBJECT expCbj ect Sanpl eType
WRI TE- SYNTAX | NTEGER { absol uteVal ue(1) }
DESCRI PTI ON

"I npl enentation may disallow deltas cal cul ation or
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change detection."

OBJECT expCbj ect | DW | dcard
WRI TE- SYNTAX | NTEGER { false(2) }
DESCRI PTI ON

"I mpl enentation may all ow wil dcards. "
OBJECT expCbj ect Di scontinuityl DWI dcard
WRI TE- SYNTAX | NTEGER { false(2) }
DESCRI PTI ON

"I mpl enent ati on need not allow w | dcards."
OBJECT expObj ect Condi ti onal Wl dcard
WRI TE- SYNTAX | NTEGER { false(2) }
DESCRI PTI ON

"I mpl enent ati on need not allow deltas wi | dcards.
::= { di smanExpressi onM BConpl i ances 1 }
-- Units of Conformance

di smanExpr essi onResour ceG oup OBJECT- GROUP
OBJECTS {
expResour ceDel t aM ni mum
expResour ceDel t aW | dcar dl nst anceMaxi nmum
expResour ceDel t aW | dcar dl nst ances,
expResour ceDel t aW | dcar dl nst ancesHi gh,
expResour ceDel t aW | dcar dl nst anceResour ceLacks

}
STATUS current
DESCRI PTI ON
"Expression definition resource nanagenent."
::={ di smanExpressi onM BG oups 1 }

di smanExpressi onDefiniti onG oup OBJECT- GROUP
OBJECTS {
expExpr essi on,
expExpr essi onVal ueType,
expExpr essi onComrent ,
expExpressi onDel t al nterval,
expExpressi onPrefi x,
expExpressi onErrors,
expExpr essi onEnt rySt at us,

expErrorTi me,
expErrorl ndex,
expEr r or Code,
expErrorl nstance,
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expCbj ect | D,

expCbj ect | DW | dcard,
expCbj ect Sanpl eType,
expObj ect Del t aDi scontinuityl D
expObj ect Di scontinuityl DW I dcard,
expObj ect Di sconti nui tyl DType,
expCbj ect Condi ti onal ,

expObj ect Condi ti onal Wl dcard,
expObj ect EntrySt at us

}
STATUS current
DESCRI PTI ON
"Expression definition."
::={ di smanExpressi onM BG oups 2 }

di smanExpr essi onVal ueG oup OBJECT- GROUP

OBJECTS {
expVal ueCount er 32Val ,
expVal ueUnsi gned32Val ,
expVal ueTi meTi cksVal
expVal uel nt eger 32Vval ,
expVal uel pAddr essVal ,
expVal ueCct et Stri ngVval ,
expVal ueG dval ,
expVal ueCount er 64Val

}
STATUS current
DESCRI PTI ON
"Expression val ue."
.= { di smanExpressi onM BG oups 3 }

END

4.

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards- rel ated docunmentation can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.
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The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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7. Security Considerations

Expression M B security involves two perspectives: protection of
expressions fromtanpering or unauthorized use of resources, and
protection of the objects used to cal cul ate the expressions.
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Security of expression definitions and results depends on the
expressi on owner (expExpressionOmer). Wth view based access
control [RFC2575] a network manager can control who has what | evel of
access to what expressions.

Access control for the objects within the expression depends on the
security credentials of the expression creator. These are the
security credentials used to get the objects necessary to eval uate
the expression. They are the security credentials that were used to
set the expExpressi onRowSt at us object for that expression to
"active', as recorded by the nmanaged system

This nmeans that the results of an expression could potentially be

made avail able to soneone who does not have access to the raw data
that went into them This could be either legitimate or a security
vi ol ation, depending on the specific situation and security policy.

To facilitate the provisioning of access control by a security

adm nistrator for this MB itself using the View Based Access Contro
Model (VACM defined in RFC 2575 [ RFC2575] for tables in which

mul tiple users may need to independently create or nodify entries,
the initial index is used as an "owner index". Such an initial index
has a syntax of SnnpAdminString, and can thus be trivially mapped to
a securityNanme or groupNane as defined in VACM in accordance with a
security policy.

Al entries in related tables belonging to a particular user wll
have the same value for this initial index. For a given user’s
entries in a particular table, the object identifiers for the
information in these entries will have the same subidentifiers
(except for the "colum" subidentifier) up to the end of the encoded
owner index. To configure VACMto pernmit access to this portion of
the table, one would create vacmVi ewlreeFam | yTable entries with the
val ue of vacnVi ewTreeFam | ySubtree including the owner index portion,
and vacnVi ewTr eeFani | yMask "wi | dcardi ng" the colum subidentifier.
More el aborate configurations are possible.

Kavasseri & Stewart St andards Track [ Page 39]



RFC 2982

8.

Aut hor’ s Addr ess

Bob St ewart

Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
U S A

Edi tor’s Address

Ramanat han Kavasser i
Cisco Systens, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
U S A

Phone: +1 408 527 2446
EMail : rank@i sco. com

Kavasseri & Stewart

Di stributed Managenent Expression MB

St andards Track

Cct ober 2000

[ Page 40]



RFC 2982 Di stributed Managenent Expression MB Cct ober 2000

10. Full Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any
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