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Abstract

In this docurment, a nunber of popul ar extensions to the Network News
Transfer Protocol (NNTP) protocol defined in RFC 977 are docunent ed
and di scussed. Wile this document is not intended to serve as a
standard of any kind, it will hopefully serve as a reference docunent
for future inplenenters of the NNTP protocol. In the role, this
docunent woul d hopefully create the possibility for sone | evel of
interoperability anmong inpl enentations that nmake use of extensions.

I nt roducti on

RFC 977 [1] defines the NNTP protocol and was rel eased over a decade
ago. Since then, NNTP has becone one of the nost popul ar protocols
in use on the Internet. Many inplenentations of the protocol have
been created on many different platforns and operating systens. Wth
the gromh in use of the protocol, work began on a revision to NNTP
in 1991, but that work did not result in a new standard protoco
specification. However, many ideas fromthat working group did find
their way into many inplementations of NNTP. Additionally, nmany

ot her extensions, often created by newsreader authors, are also in
use. This docunent will capture and define all known extensions to
NNTP available in official NNTP server rel eases of sonme type as of
this witing. Were possible, the server software first inplenmenting
a particular extension will be noted. It is the hope of the author
that using this docunment in tandemwith RFC 977 will limt the
addition of new extensions that essentially do the sane thing.

Sof tware devel opers may wish to use this docunent and others [2] as a
resource for the devel opnent of new software.
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Thi s docunent does not specify an Internet Standard of any kind. It
only attenpts to document current practices. Wile this docunent nmay
clarify some anbiguity in RFC 977, RFC 977 should be regarded as
authoritative in all cases. There are sone inplenentations that are
not strictly RFC 977 conpliant and where necessary, these deviations
fromthe standard will be noted. This docunent does reflect the work
of the | ETF NNTP- EXT wor ki ng group chaired by Ned Freed and Stan

Bar ber .

Thi s docunent is provided to help inplenenters have a uniform source
of information about extensions, however, it is inportant for any
prospective inplenenter to understand that the extensions listed here
are NOT part of any current standard for NNTP. In fact, sone of the
ones listed in this docunent should not be included in new NNTP

i npl ementations as they should no | onger be used nodern NNTP

envi ronments. Such commands shoul d be considered historic and are
docunmented as such in this document.

Extensions fall into three categories: transport, newsreader and
other. Transport extensions are additions to the NNTP specification
that were made specifically to nove news articles fromone server to
anot her server. Newsreader extensions are additions to the NNTP
specification that were nade to assist NNTP clients in selecting and
retrieving news articles fromservers. Qher extensions to the NNTP
specification are those which did not specifically fall into either
of the other two categories. Exanples of other extensions include
aut henti cation and time-of-day extensions. For each comuand, the
format of section 3 of RFC 977 will be used.

1. Transport Extensions

A transport extension is one which is primarily used in inter-server
communi cations. Followi ng are the descriptions of each transport
ext ensi on conmands and the responses which will be returned by those
comrands.

Each command is shown in upper case for clarity, although case is
ignored in the interpretati on of commands by the NNTP server. Any
paraneters are shown in | ower case. A paraneter shown in [square
brackets] is optional. For exanple, [GMI] indicates that the
triglyph GMI may present or omtted. A paraneter that may be
repeated is followed by an ellipsis.
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1.1.1 The CHECK conmand
CHECK <nessage-i d>

CHECK is used by a peer to discover if the article with the specified
message-i d should be sent to the server using the TAKETH S command.
The peer does not have to wait for a response fromthe server before
sendi ng the next command.

From usi ng the responses to the sequence of CHECK commands, a list of
articles to be sent can be constructed for subsequent use by the
TAKETH S comrand

The use of the CHECK command for streaming is optional. Sone
i mpl ementations will directly use the TAKETH S conmand and send all
articles in the send queue on that peer for the server.

On sone inplementations, the use of the CHECK comand is not
perm tted when the server is in slave node (via the SLAVE conmand).

Responses that are of the form X3X nust specify the nessage-id in the
response.

1.1.2. Responses

238 no such article found, please send it to ne
400 not accepting articles

431 try sending it again |later

438 already have it, please don't send it to ne
480 Transfer perm ssion denied

500 Command not under st ood

1.2.1 The MODE STREAM command
MODE STREAM
MODE STREAM i s used by a peer to indicate to the server that it would
like to suspend the | ock step conversational nature of NNTP and send
commands in streans. This command shoul d be used before TAKETH S and
CHECK. See the section on the commands TAKETH S and CHECK for nore
detail s.

1.2.2. Responses

203 Streaming is K
500 Command not under st ood
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1.3.1 The TAKETH S commrand
TAKETHI S <message-i d>

TAKETH S is used to send articles to a server when in stream ng node.
The entire article (header and body, in that sequence) is sent

i medi ately after the peer sends the TAKETH S command. The peer does
not have to wait for a response fromthe server before sending the
next conmand and the associated article.

During transm ssion of the article, the peer should send the entire
article, including header and body, in the nanner specified for text
transm ssion fromthe server. See RFC 977, Section 2.4.1 for
details.

Responses that are of the form X3X nust specify the nessage-id in the
response.

1.3.2. Responses

239 article transferred ok

400 not accepting articles

439 article transfer failed
480 Transfer perm ssion denied
500 Command not under st ood

1.4.1 The XREPLI C conmand
XREPLI C ggg: nnn[, ggg: nnn. . . ]

The XREPLI C conmand makes is possible to exactly duplicate the news
spool structure of one server in another server. It first appeared
in | NN

This command works simlarly to the I HAVE command as specified in RFC
977. The sane response codes are used. The command |ine argunents
consi st of entries separated by a single conma. Each entry consists
of a news group name, a colon, and an article nunber. |f the server
responds with a 335 response, the article should be filed in the news
group(s) and article nunber(s) specified in the XREPLIC command | i ne.
If the server cannot do successfully install the article once it has
accepted it, a 436 or 437 response code can be used to indicate the
failure.

Thi s command should only be used when the receiving server is being

fed by only one other server. It is likely that when used with
servers that have nultiple feeds that this command will frequently
fail

Bar ber I nf or mat i onal [ Page 4]



RFC 2980 Common NNTP Ext ensi ons Cct ober 2000

XREPLI C sl aving has been deprecated in INN version 1.7.2 and | ater.

I NN now has the ability to slave servers via transparent neans,
simply by having the article’ s Xref header transferred. (In previous
versions, this header was generated locally and stripped off on

out goi ng feeds.)

It is likely that future versions of INNw Il no |onger support
XREPLI C.

1.4.2. Responses

235 article transferred ok

335 send article to be transferred. End with <CR-LF>. <CR-LF>
435 article not wanted - do not send it

436 transfer failed - try again | ater

437 article rejected - do not try again

2. Newsreader Extensions

Newsr eader extensions are those which are primarily used by
newsreading clients. Follow ng are the descriptions of each
newsr eader extension conmands and the responses which will be
returned by those conmands.

Each command is shown in upper case for clarity, although case is
ignored in the interpretati on of commands by the NNTP server. Any
paraneters are shown in | ower case. A paraneter shown in [square
brackets] is optional. For exanple, [GMI] indicates that the
triglyph GMI may present or omtted. A paraneter that nmay be
repeated is followed by an ellipsis. Mitually exclusive paraneters
are separated by a vertical bar (]|) character. For exanple,

ggg| <message-id> indicates that a group nane or a <message-i d> may
be specified, but not both. Some paraneters, notably <message-id>,
is case specific. See RFC 1036 for these details.

Al so, certain commands nmake use of a pattern for selection of
mul ti pl e news groups. The pattern in all cases is based on the
wildmat [4] format introduced by Rich Salz in 1986. Argunents
expected to be in wildmat format will be represented by the string
wildmat. This format is discussed in detail in section 3.3 of this
docunent .

2.1.1 Extensions to the LIST conmand
The original LIST command took no argunments in RFC 977 and returned
the contents of the active file in a specific format. Since the

ori gi nal newsreaders nmade use of other information available in the
news transport software in addition to the active file, extensions to
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the LI ST command were created to nake that information available to
NNTP newsreaders. There may be ot her extensions to the LI ST conmand
that sinply return the contents of a file. This approach is
suggest ed over the addition of over verbs. For exanple, LIST MOTD
coul d be used instead of addi ng XMOTD.

2.1.2 LIST ACTIVE
LI ST ACTI VE [wi | dnat ]

LI ST ACTIVE is exactly the sane as the LI ST comand specified in RFC
977. The responses and the format should exactly match the LIST
conmand w t hout argunents. |f the optional matching paraneter is
specified, the list is linmted to only the groups that match the
pattern. Specifying a single group is usually very efficient for the
server, and nultiple groups may be specified by using w | dmat
patterns (described later in this docunent), not regular expressions.
If nothing is matched an enpty list is returned, not an error. This
command first appeared in the UN X reference version.

2.1.3 LI ST ACTI VE. TI MES
LI ST ACTI VE. TI MES

The active.times file is maintained by some news transports systens
to contain information about the when and who created a particul ar
news group. The format of this file generally include three fields.
The first field is the name of the news group. The second is the
time when this group was created on this news server neasured in
seconds since January 1, 1970. The third is the email address of the
entity that created the news group. Wen executed, the information
is displayed follow ng the 215 response. Wen display is conpleted,
the server will send a period on a line by itself. |[If the
information is not available, the server will return the 503 error
response. This command first appeared in the UNI X reference version

2.1.3.1 Responses

215 information foll ows
503 program error, function not perforned

2.1.4 LI ST DI STRI BUTI ONS
LI ST DI STRI BUTI ONS
The distributions file is maintained by some news transport systens

to contain informati on about valid values for the Distribution: |ine
in a news article header and about what the val ues nmean. Each |ine
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contains two fields, the value and a short explanation on the neaning
of the value. Wen executed, the information is displayed foll ow ng
the 215 response. Wen display is conpleted, the server will send a
period on a line by itself. |If the information is not avail able, the
server will return the 503 error response. This conmand first
appeared in the UNI X reference version.

2.1.4.1 Responses

215 information foll ows
503 programerror, function not perfornmed

2.1.5 LI ST DI STRI B. PATS
LI ST DI STRI B. PATS

The distrib.pats file is maintained by sonme news transport systens to

contain default values for the Distribution: line in a news article
header when posting to particular news groups. This information
could be used to provide a default value for the Distribution: line

in the header when posting an article. The information returned

i nvol ves three fields separated by colons. The first colum is a
wei ght. The second is a group nane or a pattern that can be used to
match a group nanme in the wildmat format. The third is the val ue of
the Distribution: I|ine that should be used when the group nane

mat ches and the weight value is the highest. Al this processing is
done by the news posting client and not by the server itself. The
server just provides this information to the client for it to use or
ignore as it chooses. Wen executed, the information is displayed
followi ng the 215 response. Wen display is conpleted, the server
will send a period on a line by itself. If the information is not
avail able, the server will return the 503 error response. This
command first appeared in I NN

2.1.5.1 Responses

215 information foll ows
503 program error, function not perforned

2.1.6 LI ST NEWSGROUPS
LI ST NEWSGROUPS [wi | dmat ]
The newsgroups file is mmintained by some news transport systens to
contain the nane of each news group which is active on the server and
a short description about the purpose of each news group. Each line

inthe file contains two fields, the news group nanme and a short
expl anation of the purpose of that news group. Wen executed, the
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information is displayed following the 215 response. \Wen display is

compl eted, the server will send a period on a line by itself. [If the
information is not available, the server will return the 503
response. |f the optional matching paraneter is specified, the list

is limted to only the groups that match the pattern (no nmatching is
done on the group descriptions). Specifying a single group is

usual ly very efficient for the server, and multiple groups may be
specified by using wildmat patterns (simlar to file gl obbing), not
regul ar expressions. |If nothing is matched an enpty list is
returned, not an error

When the optional parameter is specified, this comand is equival ent
to the XGTI TLE command, though the response code are different.

215 information foll ows
503 program error, function not perforned

2.1.7 LI ST OVERVI EW FMI
LI ST OVERVI EW FMT

The overview.fnt file is maintained by sonme news transport systens to
contain the order in which header information is stored in the
overvi ew dat abases for each news group. Wen executed, news article
header fields are displayed one line at a tine in the order in which
they are stored in the overvi ew database [5] followi ng the 215
response. When display is conpleted, the server will send a period
on aline by itself. |If the information is not avail able, the server
will return the 503 response.

Pl ease note that if the header has the word "full" (w thout quotes)
after the colon, the header’s nane is prepended to its field in the
out put returned by the server
Many newsreaders work better if Xref: is one of the optional fields.
It is STRONGY recommended that this conmand be inplenmented in any
server that inplenents the XOVER command. See section 2.8 for nore
details about the XOVER comand

2.1.7.1 Responses

215 information foll ows
503 program error, function not perforned
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2.1.8 LI ST SUBSCRI PTI ONS
LI ST SUBSCRI PTI ONS

This command is used to get a default subscription Iist for new users
of this server. The order of groups is significant.

When this list is available, it is preceded by the 215 response and
followed by a period on a line by itself. Wen this list is not
avai l abl e, the server returns a 503 response code.

2.1.8.1 Responses

215 information foll ows
503 program error, function not perforned

2.2 LI STGROUP
LI STGROUP [ ggd]

The LI STGROUP command is used to get a listing of all the article
nunbers in a particular news group

The optional paraneter ggg is the nane of the news group to be
selected (e.g. "news.software.b"). A list of valid news groups may
be obtained fromthe LIST conmand. |If no group is specified, the
current group is used as the default argunent.

The successful selection response will be a list of the article
nunbers in the group followed by a period on a line by itself.

When a valid group is selected by neans of this conmand, the
internally maintained "current article pointer” is set to the first
article in the group. If aninvalid group is specified, the
previously selected group and article remain selected. If an enpty
news group is selected, the "current article pointer" is in an

i ndeterm nate state and shoul d not be used.

Note that the name of the news group is not case-dependent. |t nust
ot herwi se match a news group obtained fromthe LIST command or an
error will result.
2.2.1 Responses
211 list of article nunmbers follow

412 Not currently in newsgroup
502 no perni ssion
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2.3 MCDE READER

MODE READER is used by the client to indicate to the server that it
is a news reading client. Sone inplenentations make use of this
informati on to reconfigure thenselves for better performance in
respondi ng to news reader conmands. This command can be contrasted
with the SLAVE command in RFC 977, which was not w dely inpl enented.
MODE READER was first available in I NN

2.3. 1 Responses

200 Hell o, you can post
201 Hell o, you can't post

2.4 XGTI TLE
XGTI TLE [wi | dmat ]

The XGTI TLE command is used to retrieve news group descriptions for
speci fic news groups.

This extension first appeared in ANU-NEWS, an NNTP i npl enentation for
DEC s VMs. The optional parameter is a pattern in wildmat fornmat.
When executed, a 282 response is given followed by lines that have
two fields, the news group nane (which matches the pattern in the
argunent) and a short explanation of the purpose of the news group
VWhen no argument is specified, the default argunent is the current
group narme. Wen display is conpleted, the server sends a period on
a line by itself.

Pl ease note that this command and the LI ST NEWSGROUP conmand provi de
the sane functionality with different response codes.

Since this command provides the sane functionality as LI ST NEWSGROUP
it is suggested that this extension be deprecated and no | onger be
used in newsreading clients.

Note that there is a conflict in one of the response codes from
XGT1 TLE and sone of the authentication extensions.

2.5.1 Responses

481 Groups and descri ptions unavail abl e
282 list of groups and descriptions follows
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2.6 XHDR
XHDR header [range| <message-i d>]

The XHDR command is used to retrieve specific headers fromspecific
articles.

The required paraneter is the nane of a header line (e.g. "subject")
in anews group article. See RFC 1036 for a list of valid header
lines. The optional range argunent nay be any of the foll ow ng:

an article nunber

an article nunber followed by a dash to indicate
all follow ng

an article nunber followed by a dash foll owed by
anot her article nunber

The optional nessage-id argunment indicates a specific article. The
range and nessage-id argunents are nutually exclusive. If no
argunent is specified, then information fromthe current article is
di spl ayed. Successful responses start with a 221 response fol |l owed
by a the matched headers fromall nmatched nessages. Each line

contai ning matched headers returned by the server has an article
nunber (or nessage ID, if a nessage ID was specified in the conmand),
then one or nore spaces, then the value of the requested header in
that article. Once the output is conplete, a period is sent on a

line by itself. |[If the optional argunment is a message-id and no such
article exists, the 430 error response is returned. |If a range is
specified, a news group nust have been selected earlier, else a 412
error response is returned. |If no articles are in the range
specified, a 420 error response is returned by the server. A 502
response will be returned if the client only has perm ssion to

transfer articles.

Sone inplenentations will return "(none)" followed by a period on a
line by itself if no headers match in any of the articles searched.

O hers return the 221 response code followed by a period on a |ine by
itself.

The XHDR conmand has been available in the UNI X reference

implementation fromits first release. However, until now, it has
been docunented only in the source for the server.
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2.6.1 Responses

221 Header foll ows

412 No news group current sel ected
420 No current article selected
430 no such article

502 no pernission

2.7 Xl NDEX
Xl NDEX ggg

The XINDEX command is used to retrieve an index file in the format of
originally created for use by the TIN [6] news reader.

The required paraneter ggg is the nane of the news group to be
sel ected (e.g. "news.software.b"). A list of valid news groups may
be obtained fromthe LI ST conmand

The successful selection response will return index file in the
format used by the TIN news reader followed by a period on a |ine by
itself.

When a valid group is selected by neans of this conmmand, the
internally maintained "current article pointer” is set to the first
article in the group. If an invalid group is specified, the
previously selected group and article remain selected. |If an enpty
news group is selected, the "current article pointer"” is in an

i ndeterm nate state and shoul d not be used.

Note that the name of the news group is not case-dependent. |t nust
ot herwi se match a news group obtained fromthe LI ST comrand or an
error will result.

The format of the tin-style index file is discussed in the
docunentation for the TIN newsreader. Since nore recent versions of
TI'N support the news overview (NOV) format, it is reconmended that
this extension becone historic and no | onger be used in current
servers or future inplenmentations

2.7.1 Responses

218 tin-style index foll ows
418 no tin-style index is available for this news group

Bar ber I nf or mat i onal [ Page 12]



RFC 2980 Common NNTP Ext ensi ons Cct ober 2000

2.8 XOVER
XOVER [range]

The XOVER conmmand returns information fromthe overvi ew dat abase for
the article(s) specified. This command was originally suggested as
part of the OVERVI EWwork described in "The Design of a Comon
Newsgroup Overvi ew Dat abase for Newsreaders" by Geoff Collyer. This
docunent is distributed in the Cnews distribution. The optiona
range argunent nay be any of the follow ng:

an article nunber

an article nunber followed by a dash to indicate
all follow ng

an article nunber followed by a dash foll owed by
anot her article nunber

If no argunment is specified, then information fromthe current
article is displayed. Successful responses start with a 224 response
foll owed by the overview information for all natched nessages. Once
the output is conplete, a period is sent on a line by itself. |If no
argunent is specified, the information for the current article is
returned. A news group nust have been selected earlier, else a 412

error response is returned. |If no articles are in the range
specified, a 420 error response is returned by the server. A 502
response will be returned if the client only has perm ssion to

transfer articles.

Each line of output will be formatted with the article nunber,

foll owed by each of the headers in the overvi ew dat abase or the
article itself (when the data is not available in the overview

dat abase) for that article separated by a tab character. The
sequence of fields nust be in this order: subject, author, date,
message-i d, references, byte count, and line count. Oher optiona
fields may follow line count. Qher optional fields nay follow |line
count. These fields are specified by exam ning the response to the
LI ST OVERVI EW FMI conmand. \Were no data exists, a null field nust
be provided (i.e. the output will have two tab characters adjacent to
each other). Servers should not output fields for articles that have
been renoved since the XOVER dat abase was created

The LI ST OVERVI EW FMI' conmmand shoul d be inplemented if XOVER is

i npl erented. A client can use LI ST OVERVI EWFMI to determ ne what
optional fields and in which order all fields will be supplied by
the XOVER command. See Section 2.1.7 for nore details about the LIST
OVERVI EW FMI' conmand.
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Note that any tab and end-of-line characters in any header data that
is returned will be converted to a space character.

2.8.1 Responses

224 Overview information foll ows
412 No news group current selected
420 No article(s) selected

502 no permnission

2.9 XPAT
XPAT header range| <nessage-id> pat [pat...]

The XPAT command is used to retrieve specific headers fromspecific
articles, based on pattern matching on the contents of the header.
This command was first available in | NN

The required header paraneter is the name of a header line (e.qg.
"subject") in a news group article. See RFC 1036 for a list of valid
header lines. The required range argument may be any of the
fol | owi ng:

an article nunber

an article nunber followed by a dash to indicate
all follow ng

an article nunber followed by a dash foll owed by
anot her article nunber

The required nmessage-id argunment indicates a specific article. The
range and nessage-id argunents are nutually exclusive. At |east one
pattern in wldmt nust be specified as well. |If there are

addi tional arguments the are joined together separated by a single
space to formone conplete pattern. Successful responses start with
a 221 response followed by a the headers fromall nessages in which
the pattern matched the contents of the specified header line. This
includes an enpty list. Once the output is conplete, a period is
sent on a line by itself. |If the optional argument is a nmessage-id
and no such article exists, the 430 error response is returned. A
502 response will be returned if the client only has permission to
transfer articles.

2.9.1 Responses
221 Header foll ows

430 no such article
502 no perni ssion
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2.10 The XPATH commrand
XPATH <message-i d>

The XPATH command is used to determne the filenanmes in which an
article is filed. It first appeared in | NN\

The required paraneter message-id is the message id of an article as
shown in that article s nessage-id header. According to RFC 1036
[3], all nessage ids for all articles within the netnews environnent
are unique, but articles nay be crossposted to nultiple groups. The
response to an XPATH conmand will include a listing of all filenanes
in which an article is stored separated by spaces or a response
indicating that no article with the specified nessage-id exists. The
returned data is only useful if the news client knows the

i npl ementation details of the server. Because of this, it is
recomended that client avoid using this command.

2.10.1 Responses

223 pathl[ path2 ...]
430 no such article on server

2.11 The XROVER command
XROVER [ r ange]

The XROVER command returns reference information fromthe overview
dat abase for the article(s) specified. This comand first appeared
in the Unix reference inplenmentation. The optional range argunent

may be any of the foll ow ng:

an article nunber
an article nunber followed by a dash to indicate
all follow ng
an article nunber followed by a dash foll owed by
anot her article numnber

Successful responses start with a 224 response followed by the
contents of reference information for all matched nessages. Once the
output is conplete, a period is sent on aline by itself. If no
argunent is specified, the information for the current article is
returned. A news group rmust have been selected earlier, else a 412
error response is returned. |If no articles are in the range
specified, a 420 error response is returned by the server. A 502
response will be returned if the client only has perm ssion to
transfer articles.
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The output will be formatted with the article nunber, followed by the
contents of the References: line for that article, but does not
contain the field nane itself.

Thi s command provides the same basic functionality as using the XHDR
command and "references" as the header argument.

2.11. 1 Responses

224 Overview information foll ows
412 No news group current sel ected
420 No article(s) selected

502 no pernission

2. 12 XTHREAD
XTHREAD [ DBI NI T| THREAD]

The XTHREAD command is used to retrieve threading informtion
in format of originally created for use by the TRN [ 6] news
reader.

The command XTHREAD DBINI T nay be issued prior to entering
any groups to see if a thread database exists. |If it does,
the dat abase’s byte order and version nunber are returned
as binary data.

If no paraneter is given, XTHREAD THREAD i s assuned.

To use XTHREAD THREAD, a news group must have been sel ected
earlier, else a 412 error response is returned.

A 502 response will be returned if the client only has
perm ssion to transfer articles. A 503 response is returned
if the threading files are not avail abl e.

The format of the trn-style thread format is discussed in
the docunentation for the TRN newsreader. Since nore recent
versi ons of TRN support the news overview (NOV) format, it
i s recomended that this extension becone historic and no
| onger be used in current servers or future inplenentations.

2.12. 1 Responses
288 Binary data to foll ow
412 No newsgroup current sel ected

502 No perni ssion
503 programerror, function not performnmed
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3. O her Extensions
3.1 AUTH NFO

AUTHINFO i s used to informa server about the identity of a user of
the server. In all cases, clients nust provide this information when
requested by the server. Servers are not required to accept

aut hentication information that is volunteered by the client.

Clients nmust accommodate servers that reject any authentication

i nformati on volunteered by the client.

There are three forns of AUTHINFO in use. The original version, an
NNTP v2 revision called AUTH NFO SI MPLE and a nore recent version
which is called AUTH NFO GENERI C

3.1.1 Original AUTH NFO

AUTHI NFO USER user name
AUTHI NFO PASS password

The original AUTHI NFO is used to identify a specific entity to the
server using a sinple usernanme/ password conbination. It first
appeared in the UNI X reference inplenmentation

When aut horization is required, the server will send a 480 response
requesting authorization fromthe client. The client nust enter
AUTHI NFO USER fol | owed by the username. Once sent, the server wll
cache the usernanme and may send a 381 response requesting the
password associated with that usernane. Should the server request a
password using the 381 response, the client nust enter AUTH NFO PASS
foll owed by a password and the server will then check the

aut henti cati on database to see if the usernane/password conbi nation
isvalid. |If the conbination is valid or if no password is required,
the server will return a 281 response. The client should then retry
the original comand to which the server responded with the 480
response. The command shoul d then be processed by the server
normally. |If the conmbination is not valid, the server will return a
502 response.

Clients nust provide authentication when requested by the server. It
is possible that sone inplenentations will accept authentication
information at the beginning of a session, but this was not the
original intent of the specification. |If a client attenpts to

reaut henticate, the server may return 482 response indicating that
the new authentication data is rejected by the server. The 482 code
will also be returned when the AUTH NFO comrands are not entered in
the correct sequence (like two AUTHI NFO USERs in a row, or AUTH NFO
PASS precedi ng AUTH NFO USER) .
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Al information is passed in cleartext.

VWhen aut hentication succeeds, the server will create an email address
for the client fromthe user nanme supplied in the AUTH NFO USER
command and t he hostnane generated by a reverse | ookup on the IP

address of the client. |[If the reverse |ookup fails, the |IP address,
represented in dotted-quad format, will be used. Once authenticated,
the server shall generate a Sender: |ine using the email address

provi ded by authentication if it does not match the client-supplied
From line. Additionally, the server should | og the event, including
the emai|l address. This will provide a neans by whi ch subsequent
statistics generation can associ ate newsgroup references wth unique
entities - not necessarily by nane.

3.1.1.1 Responses

281 Aut hentication accepted

381 More authentication information required
480 Aut hentication required

482 Aut hentication rejected

502 No perni ssion

3. 1.2 AUTH NFO SI MPLE

AUTHI NFO SI MPLE
user password

Thi s version of AUTH NFO was part of a proposed NNTP V2
specification, which was started in 1991 but never conpleted, and is
i npl emented in sonme servers and clients. It is a refinement of the
original AUTH NFO and provi des the same basic functionality, but the
sequence of commands is nmuch sinpler.

When authorization is required, the server sends a 450 response
requesting authorization fromthe client. The client nust enter
AUTHI NFO SIMPLE. |If the server will accept this form of

aut henti cation, the server responds with a 350 response. The client
must then send the usernane foll owed by one or nmore space characters
foll owed by the password. |If accepted, the server returns a 250
response and the client should then retry the original conmand to

whi ch the server responded with the 450 response. The command shoul d
then be processed by the server normally. |f the conbination is not
valid, the server will return a 452 response.

Note that the response codes used here were part of the proposed NNTP
V2 specification and are violations of RFC 977. It is recommended
that this command not be inplenmented, but use either or both of the
other forms of AUTHINFO if such functionality if required.
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3.1.2.1 Responses

250 Aut hori zation accepted

350 Continue with authorization sequence
450 Aut horization required for this conmand
452 Aut hori zation rejected

3.1.3 AUTH NFO GENERI C
AUTHI NFO GENERI C aut henti cator argunents. .

AUTHI NFO GENERIC is used to identify a specific entity to the server
using arbitrary authentication or identification protocols. The
desired protocol is indicated by the authenticator parameter, and any
nunber of paranmeters can be passed to the authenticator

When authorization is required, the server will send a 480 response
requesting authorization fromthe client. The client should enter
AUTHI NFO GENERI C fol |l owed by the authenticator nanme, and the
argunents if any. The authenticator and argunents must not contain
the sequence ".."

The server will attenpt to engage the server end authenticator,
simlarly, the client should engage the client end authenticator

The server end authenticator will then initiate authentication using
the NNTP sockets (if appropriate for that authentication protocol),
usi ng the protocol specified by the authenticator name. These

aut hentication protocols are not included in this docunent, but are
simlar in structure to those referenced in RFC 1731 [8] for the

| MAP- 4 pr ot ocol

If the server returns 501, this neans that the authenticator

i nvocation was syntactically incorrect, or that AUTH NFO GENERIC i s
not supported. The client should retry using the AUTH NFO USER
command.

If the requested authenticator capability is not found, the server
returns the 503 response code.

If there is sone other unspecified server programerror, the server
returns the 500 response code.

The aut henticators converse using their protocol until conplete. |If
the authentication succeeds, the server authenticator will termnate
with a 281, and the client can continue by reissuing the command t hat
pronpted the 380. |If the authentication fails, the server wll
respond with a 502.
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The client nust provide authentication when requested by the server
The server may request authentication at any time. Servers may
request authentication nore than once during a single session

When the server authenticator conpletes, it provides to the server
(by a mechani sm herein undefined) the email address of the user, and
potentially what the user is allowed to access. Once authenticated,
the server shall generate a Sender: |ine using the email address
provi ded by the authenticator if it does not match the user-supplied
From line. Additionally, the server should | og the event, including
the user’'s authenticated emai|l address (if available). This wll
provi de a neans by whi ch subsequent statistics generation can

associ ate newsgroup references with unique entities - not necessarily
by nane.

Sone i npl enentations make it possible to obtain a list of

aut henti cation procedures avail abl e by sending the server AUTH NFO
GENERI C with no arguments. The server then returns a list of
supported mechani sns foll owed by a period on a line by itself.

3.1.3.1 Responses

281 Aut hentication succeeded

480 Aut hentication required

500 Command not under st ood

501 Command not supported

502 No pernission

503 Programerror, function not perforned
nnn aut henticator-specific protocol

3.2 DATE
DATE
The first NNTP working group discussed and proposed a syntax for this
command to help clients find out the current time fromthe server’s
perspective. At the tine this conmand was di scussed (1991-1992), the
Network Tinme Protocol [9] (NTP) was not yet in w de use and there was
al so some concern that small systens may not be able to nake
effective use of NTP

This command returns a one-line response code of 111 followed by the
GVl date and tine on the server in the form YYYYMVDDhhnmss.

3.2.1 Responses

111 YYYYMVDDhhmss
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3.3 The W LDVAT f or mat

3. 3.

Bar

The WLDVAT format was first devel oped by Rich Salz based on the
format used in the UNIX "find" conmand to articulate file nanes. |t
was devel oped to provide a uniformmechanismfor matching patterns in
the same manner that the UNI X shell matches filenames. Patterns are
inmplicitly anchored at the begi nning and end of each string when
testing for a match. There are five pattern matching operations
other than a strict one-to-one match between the pattern and the
source to be checked for a match. The first is an asterisk (*) to
mat ch any sequence of zero or nore characters. The second is a
question mark (?) to match any single character. The third specifies
a specific set of characters. The set is specified as a |ist of
characters, or as a range of characters where the begi nning and end
of the range are separated by a m nus (or dash) character, or as any
conbi nation of lists and ranges. The dash can also be included in
the set as a character it if is the beginning or end of the set.

This set is enclosed in square brackets. The close square bracket
(]) may be used in a set if it is the first character in the set.

The fourth operation is the sane as the |logical not of the third
operation and is specified the sane way as the third with the
addition of a caret character (”~) at the beginning of the test string
just inside the open square bracket. The final operation uses the
backsl ash character to invalidate the special meaning of the a open
square bracket ([), the asterisk, backslash or the question mark.

Two backsl ashes in sequence will result in the evaluation of the
backsl ash as a character with no special neaning.

1 Exanpl es

a. [*]-] -- matches any single character other than a cl ose square
bracket or a mnus sign/dash.

b. *bdc -- matches any string that ends with the string "bdc"
including the string "bdc" (w thout quotes).

c. [0-9a-zA-Z] -- matches any single printable al phanuneric ASCl |
character.

d. a??d -- matches any four character string which begins
with a and ends with d.

ber I nf or mat i onal [ Page 21]



RFC 2980 Common NNTP Ext ensi ons Cct ober 2000

3.4 Additional Headers

Many NNTP i npl enentati ons add headers to Usenet articles when then
are POSTed via NNTP. These headers are discussed in this section
None of these headers conflict with those specified in RFC 1036 and
shoul d be passed unchanged by Usenet transports confornmng to RFC
1036.

3. 4.1 NNTP- Posti ng- Host

This line is added to the header of a posted article by the server
The contents of the header is either the IP address or the fully
qual i fied domain name of the client host posting the article. The
fully qualified domain name shoul d be determ ned by doing a reverse
| ookup in the DNS on the I P address of the client. |If the client
article contains this line, it is renoved by the server before
acceptance of the article by the Usenet transport system

Thi s header provides sonme idea of the actual host posting the article
as opposed to information in the Sender or Fromlines that may be
present in the article. This is not a fool-proof methodol ogy since
reverse | ookups in the DNS are vulnerable to certain types of
spoofing, but such discussions are outside the scope of this
docunent .

3.4.2 X-Newsreader and others

There are other lines that are added by clients as well. Mbst of
these indicate the type of newsreader software that is posting the
article.

4.0 Conmon | npl enentation |ssues

Many NNTP i npl enentations do not follow the specifications in RFC
977. In this section, sone comon inplenentation issues are
summari zed

4.1 The Response to the LI ST command

RFC 977 says that the fourth field of the "list of valid newsgroups
associated information" returned nust be "either 'y’ or 'n

i ndi cating whet her posting to this newsgroup is allowed ('y’') or
prohibited ('n’). Most inplementations sinmply output the exact
contents of the transport systemis active newsgroup list. For nore
i npl ementations, the fourth field usually has nore values that 'y

'oor

n .
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4.2 The Required Headers in an Article and the POST conmand

RFC 977 notes in section 3.10.1 that articles presented "shoul d
include all required header lines." In fact, nodern inplenentations
only require From Subject, and Newsgroups header lines and wll
supply the rest; further, many inplenmenters believe that it is best
for clients to generate as few headers as possible, since clients
often do not format other headers correctly.

This inplenentation behavior is consistent with both Bnews and Cnews
whi ch woul d supply nmissing headers for articles directly submitted to
t hem

4.3 Article Nunbering

RFC 977 does not directly address the rules concerning articles
nunber. However, the current practice is sinple: article nunbers are
monotoni cally increasing, articles may di sappear, and therefore the
hi gh and | ow water marks returned in a GROUP command shoul d be
treated as maxi mum nmi ni ma, and m ni nrum maxi ma, respectively.

4.4 Availability of commands defined in RFC 977

Sone i npl enentations pernit adm nistrators to di sabl e comands
defined RFC 977. Sone inplenmentations have sone set of comands

di sabl ed by default. This neans that client inplenentations cannot
depend on the availability of the disabled set of commands. This

i ncreases the conplexity of the client and does not encourage

i npl ementors to optimze the inplenentation of conmands that don’t
performwel .

NEWNEWS i s one of the commands frequently disabl ed.
4.5 The Distribution header and NEWNEWS

In section 12.4 of RFC 977, the optional distributions argunment is
described. This argurment, according to RFC 977, would linmit the
responses to articles that were in newsgroups with prefixes that
mat ched the optional distributions argunent.

Sone inplenentations inplement this by matching the Distributions
header in articles to the distribution argunment. Ohers do the match
agai nst segnents of the newsgroup’s nane.

This variation is probably best explained by the evolution of the
USENET article format. At the time RFC 977 was specified, the
newsgroup nane defined how the group was distributed throughout
USENET. RFC 1036 changed this convention. So, those that are
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strictly inplenenting RFC 977 woul d nmatch the newsgroup nane prefix
agai nst the distribution argument and only di splay matches. Those
that inplenment against the intent of the command (as nodified by the
redefinition of the article format)would nmatch the Distributions
header against the distribution argunent and only display those

mat ches.

5.0 Further Wrk

Wth the continued use of NNTP on the Internet, there remains an
interest in creating an optinized transport protocol for server-to-
server transfers and an optim zed client protocol for client-to-
server interactions. There is also considerable interest is building
better nechanisns to provide audit information on which news groups
are being read by which users.

An | ETF worki ng group has been forned and it is the hope of this
aut hor that these issues will be addressed in that forum

6.0 Security Considerations

The use of the AUTHINFO is optional. This command as docunented has
a nunber of security inplications. |In the original and sinple forns,
all passwords are passed in plaintext and could be di scovered by
various forns of network or system surveillance. The AUTH NFO
GENERI C conmand has the potential for the same problens if a

mechani smis used that al so passes cleartext passwords. RFC 1731 [8]
di scusses these issues in greater detail
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