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Thi s docunent describes an SNWP application |ayer gateway (ALG,

whi ch may be useful in certain environments. The docunment does al so
list the issues and problens that can arise when used as a generic
SNWP ALG. Specifically, when using SNMPv3' s authentication and
privacy mechani sns this approach nay be very problematic and
jeopardi ze the SNWP security. The reader is urged to carefully
consi der these issues before deciding to deploy this type of SNW
ALG

Abst ract

Thi s docunent describes the ALG (Application Level Gateway) for the
SNWVP (Si mpl e Networ k Managenent Protocol) by which I P (Internet
Protocol ) addresses in the payl oad of SNMP packets are statically
mapped fromone group to another. The SNMP ALG is a specific case of
an Application Level Gateway as described in [15].

An SNWP ALG al | ows network managenent stations to nanage multiple
networ ks that use conflicting |IP addresses. This can be inportant in
environments where there is a need to use SNVMP with NAT ( Network
Address Translator) in order to nanage several potentially
over |l appi ng addressing real ns.
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i s docunent includes a detail ed description of the requirenments and
mtations for an inplenmentation of an SNMP Application Leve

teway. It also discusses other approaches to exchange SNWP packets
ross conflicting addressing real ns.
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e need for I P address translation arises when a network’s interna

| P addresses cannot be used outside the network. Using basic network

ad

dress translation allows |ocal hosts on such private networks

(addressing realnms) to transparently access the external gl oba

I'n
ou
re

ternet and enabl es access to selective |local hosts fromthe
tside. In particular it is not unlikely to have several addressing
alms that are using the sane private |Pv4 address space within the

same organi zati on.

I'n
ad

many of these cases, there is a need to manage the | oca
dressing real mfroma nanager site outside the domain. However,

managi ng such a network presents uni que problens and chal | enges.
Most avai |l abl e managenent applications use SNVMP (Sinpl e Network
Managenent Protocol) to retrieve information fromthe network

el ements. For exanple, a router may be queried by the managenent
appl i cation about the addresses of its neighboring elements. This
information is then sent by the router back to the nanagenent
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station as part of the payload of an SNWP packet. In order to retain

consi stency in the view as seen by the managenment station we need to

be able to locate and translate |IP address related information in the
payl oad of such packets.

The SNWP Application Level Gateway for Payl oad Address Translation,
or SNMP ALG is a technique in which the payl oad of SNWP packets
(PDUs) is scanned and I P address related information is translated if
needed. In this context, an SNMP ALG can be an additional conmponent
in a NAT inplenmentation, or it can be a separate entity, that may
reside in the sane gateway or even on a separate node. Note that in
our context of managenent application all devices in the network are
assuned to have a fixed I P address. Thus, SNWP ALG shoul d only be
combi ned wi th NAT that uses static address assignment for all the
devices in the network.

A typical scenario where SNVP ALG i s deployed as part of NAT is
presented in figure Figure 1. A nanager device is nanaging a renote
stub, with translated | P addresses.

\ |/
S +  WAN o e e e e e e e e e +
| Regional Router|----------------- | Stub Router w NAT and SNWP ALQ
o + . o e e e e e e e i e +
I : I
| . | LAN
TS + U
| Manager | St ub border Managed networ k
S +

Figure 1: SNWMP ALG in a NAT configuration
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A simlar scenario occurs when several subnetworks with private (and
possibly conflicting) |IP addresses are to be managed by the sane
managenent station. This scenario is presented in Figure 2

oo + o e e e oo +
| SNWP ALG | ----- | Managenent devi ce
oo + o +
T1 | | T1
| |
Stub A ... | .... . [ oo Stub B
I I
o + o a o +

| Bi -directional | | Bi -directional |
| NAT Router w | | NAT Router w |
| static address | | static address

I I

| mappi ng | mappi ng
R + R +
I
| LAN LAN |
192.10.x.y | | 192.10.x.y
/ \ / \

Figure 2: Using external SNWP ALG to manage two private networks

Since the devices in the nmanaged network are nonitored by the manager
device they nust obtain a fixed | P address. Therefore, the NAT used
in this case nmust be a basic NAT with a static one to one mappi ng.

An SNWP ALGis required to scan all the payl oad of SNWP packets, to
detect I P address related data, and to translate this data if needed.
This is a much nmore conputationally involved process than the bi-
directional NAT, however they both use the sane transl ation tables.
In many cases the router may be unable to handle SNMP ALG and retain
acceptabl e perfornmance. In these cases it may be better to | ocate the
SNMP ALG outside the router, as described in Figure 2
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2. Term nol ogy and Concepts Used

In general we adapt the term nology defined in [15]. Qur main
concern are SNMP nessages exchanged between SNVP engi nes. This
docunent only di scusses SNWP nessages that are send over UDP, which
is the preferred transport mappi ng for SNMP nessages [5]. SNW
messages send over other transports can be handled in a simlar way.
Thus, the term SNWMP packet is used throughout this docunment to refer
to an SNMP nessage contained in an UDP packet.

SNVP nmessages contain SNMP PDUs (Protocol Data Units). An SNWP PDU
defines the paraneters for a specific SNWP protocol operation. The
notion of flowis less relevant in this case, and hence we will focus
on the informati on contained in a single SNVP packet.

There are currently three versions of SNMP. SNWMP version 1 (SNWPv1)
protocol is defined in STD 15, RFC 1157 [2]. The SNWMP version 2c
(SNMPv2c) protocol is defined in RFC 1901 [3], RFC 1905 [4] and RFC
1906 [5]. Finally, the SNWMP version 3 (SNWPv3) protocol is defined
in RFC 1905 [4], 1906 [5], RFC 2572 [10] and RFC 2574 [12]. See RFC
2570 [9] for a nore detail ed overview over the SNMP standards. In
the follow ng, unless otherwi se nentioned, we use the term SNVP in
statenents that are applicable to all three SNVP versions.

SNWMP uses ASN. 1 [13] to define the abstract syntax of the nmessages.
The actual encoding of the nessages is done by using the Basic
Encodi ng Rul es (BER) [14], which provide the transfer syntax.

We refer to packets that go from a nanagenent station to the network
el ements as "outgoing", and packets that go fromthe network el enents
to the managenent station as "inconing"

A basic SNWP ALGis an SNWMP ALG i npl enentation in which only IP
address val ues encoded in the | pAddress type are translated. A basic
SNVP ALG therefore does not need to be MB aware.

An advanced SNMP ALG is an SNWMP ALG i npl ementati on which is capable
of handling and replacing | P address val ues encoded in well known |IP
address data types and instance identifiers derived fromthose data
types. This inplies that an advanced SNVP ALG is M B aware.

3. Probl em Scope and Requirenents

As nentioned before, in nmany cases, there is a need to nanage a | oca
addressing real mthat is using NAT, froma nanager site outside the
realm A particular inportant exanple is the case of network
managenment service providers who provi de netwrk nanagenent services
froma renmpte site. Such providers may have nany custoners, each
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usi ng the sane private address space. Wen all these addressing
realns are to be managed from a singl e managenent station address
collision occurs. There are two straight forward ways to overcone
the address collision. One can

1. reassign |IP addresses to the different addressing real ns, or
2. use static address NAT to hide the address collisions fromthe
net wor k managenent application

The first solution is problematic as it requires both a potentially

| arge set of | P addresses, and the reconfiguration of a large portion
of the network. The problemwith the second solution is that nany
net wor k managerent applications are currently unaware of NAT, and
because of the large investnment needed in order to make them NAT
aware are likely to remain so in the near future

Hence, there is a need for a solution that is transparent to the

net wor kK managerent application (but not to the user), and that does
not require a general reconfiguration of a large portion of the
network (i.e. the addressing realn). The SNWP ALG described in this
meno i s such a sol ution

3.1 I P Addresses in SNVP Messages

SNVP nmessages can contain | P addresses in various places and formats.
The foll owi ng four categories have been identified:

1. |P version 4 addresses and nasks stored in the | pAddress tagged
ASN. 1 data type which are not part of an instance identifier. An
exanple is the i pAdEnt Net Mask object defined in the IP-MB [6].

2. IP version 4 addresses contained in instance identifiers derived
fromindex objects using the | pAddress data type. An exanple is
the i pAdEnt Addr index object of the IP-MB [6].

3. | P addresses (any version) contained in OCTET STRINGS. Exanples
i ncl ude addr essMapNet wor kAddr ess obj ect of the RMON2-M B [7], and
| P addresses contained in OCTET STRINGS derived from wel | -known
textual conventions (e.g. TAddress [5] or |pv6Address [8] or
I net Address [19]).

4. 1P addresses (any version) contained in instance identifiers
derived from OCTET STRINGS. This may derived from wel | - known
textual conventions (e.g. TAddress [5] or |pv6Address [8] or
I net Address [19]) like the ipv6Addr Address index object of the
| PV6-M B [8].

Textual conventions that can contain | P addresses can be further

divided in NAT friendly and NAT unfriendly ones. A NAT friendly
textual convention ensures that the encoding on the wire contains
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sufficient information that an advanced SNMP ALG whi ch under st ands
the textual convention and which has the necessary M B know edge can
do a proper translation. An exanple of this type is the |pv6Address
textual conventi on.

A NAT unfriendly textual convention requires that an SNVP ALG which
under stands the textual convention and which has the necessary MB
know edge, has access to additional information in order to do a
proper translation. Exanples of this type are the TAddress and the
I net Address textual conventions which require that an additiona
varbind is present in an SNVWP packet to deternine what type of IP
address a given value represents. Such a varbind may or may not be
present dependi ng on the way a managenent applications retrieves

dat a.

3.2 Requirenents

An SNWP ALG shoul d provide transparent | P address translation to
managenent applications. An SNVP ALG nust be conpatible with the
behavi or of the SNMP protocol operations as defined by RFC 1157 [ 2]
and RFC 1905 [4] and nust not have negative inpact on the security
provided by the SNWMP protocol. A fully transparent SNVP ALG nust be
able to translate all categories of |IP addresses as descri bed above,
when provided with the specified OD s and the encoding details

The SNMP ALG requires bi-directional NAT devices enroute, that
support static address mapping for all nodes in the respective
private realns. Wen there are multiple private real nms supported by
a single SNMP ALG the external addresses assunmed by each of the NAT
devi ces nust not collide with each other

4. Translating | P Addresses in SNWP Packets

Thi s section describes several ways to translate | P addresses in SNWP
packets.

A general SNMP ALG nust be capable to translate | P addresses in
out goi ng and i nconi ng SNVP packets.

SNVP nmessages send over UDP nay experience fragmentation at the IP
layer. In an extreme case, fragnmentation nay cause an | P address type
to be partitioned into two different fragnments. |n order to
translate | P addresses in SNWP nessages, the conpl ete SNMP nessage
must be avail able. As described in [18], fragments of UDP packets do
not carry the destination/source port nunmber with them Hence, an
SNVP ALG nust reassenbl e | P packets which contain SNVMP nessages. The

Raz, et al. I nf or mat i onal [ Page 7]



RFC 2962 SNVP Payl oad Address Transl ation Cct ober 2000

good news is, however, that usually SNVP agents are aware of the MIU
and that SNWP packets are usually relatively small. Sonme SNWP

i npl ementations also set the don't fragment (DF) bit in the I P header
[1] to avoid fragnmentation

4.1 Basic SNWP Application Level Gateway

A basic SNWP ALGis an SNWP ALG i npl enentation in which only IP
address val ues encoded in the | pAddress base type are translated. A
basi ¢ SNMP ALG i npl enent ati on parses an ASN. 1/ BER encoded SNWMP packet
| ooking for elenents that are encoded using the | pAddress base type.
Appendi x A contains a nore detailed description of the structure and
encodi ng used by SNWP

An | pAddress value can be identified easily by its tag val ue (0x40).
Once an | pAddress has been detected, the SNWP ALG checks the

transl ation table and deci des whether the address shoul d be
translated. If the address needs translation, the 4 bytes
representing the | Pv4 address are replaced with the translated | Pv4
address and the UDP checksumis adjusted. Section 4.3 describes an
efficient algorithmto adjust the UDP checksum wi thout recal cul ating
it.

The basi ¢ SNVP ALG does not require know edge of any MBs since it
relies on the ASN. 1/ BER encodi ng of SNWP packets. It is therefore
easy to inplenment. A basic SNWMP ALG does not change the overal
messages size and hence it does not cause translated nessages to be
| ost due to nessage size constraints.

However, a basic SNMP ALGis only able to translate | Pv4 addresses in
obj ects that use the |pAddress base type. Furthernore, a basic SNW
ALG i s not capable to translate I P addresses in objects that are

i ndex components of conceptual tables. This is especially

probl ematic on index conponents that are not accessible. Hence, the
basic SNMP ALG is restricted to the first out of the four possible
ways to represent |P addresses in SNWP nessages (see Section 3.1).

4.2 Advanced SNMP Application Level Gateway

An advanced SNMP ALG is an SNVP ALG i npl enentati on which is capable
of handling and replacing | P address val ues encoded in well known |P
address data types and instance identifiers derived fromthose data
types. Hence, an advanced SNVP ALG rmay be able to transparently map
| P addresses that are in the format 1-4 as described in Section 3.1
This inplies that an advanced SNVP ALG nust be M B aware.
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An advanced SNWMP ALG nust mai ntain an OBJECT | DENTI FI ER (Q D)
translation table in order to identify IP addresses that are not
encoded in an | pAddress base type. The O D translation table needs
to maintain informati on about the O Ds where translation nmay be
needed. Furthernore, the translation table needs to keep infornmation
about instance identifiers for conceptual tables that contain IP
addresses. Such an O D translation table may be popul ated of fline by
using a M B conpiler which |oads the MBs used wthin an addressing
real m and searches for types, textual conventions and table indexes
that may contain | P addresses.

The translation function scans the packet for these specific O Ds,
checks the translation table and replaces the data if needed. Note
that since O Ds do not have a fixed size this search is much nore
comput ational ly consum ng, and the | ookup operation nmay be expensive.

The ability to translate I P addresses that are part of the index of a
conceptual table is a required feature of an advanced SNWP ALG | P
addresses enbedded in an instance identifier are ASN. 1/ BER encoded
according to the O D encoding rules. For exanple, the O D for the
10.1.2.3 instance of the i pAdEntlflndex object of the IP-MB [6] is
encoded as 06 OD 2B 06 01 02 01 04 14 01 02 OA 01 02 03. Replacing
the enbedded private | Pv4 address with 135.180.140. 202 | eads to the
ODO06 11 2B 06 01 02 01 04 14 01 02 81 07 81 34 81 0C 81 4A. This
exanmpl e shows that an advanced SNMP ALG may change the overall packet
size since | P addresses enbedded in an O D can change the size of the
ASN. 1/ BER encoded Q D.

Anot her effect of an advanced SNVP ALGis that it changes the

| exi cographic ordering of rows in conceptual tables as seen by the
SNVP manager. This nmay have severe side-effects for managenent
applications that use |exicographic ordering to retrieve only parts
of a conceptual table. My SNMP managers check | exi cographic
ordering to detect |oops caused by broken agents. Such a nmanager wl|l
incorrectly report agents behind an advanced SNMP ALG as broken SNWP
agents.

4.3 Packet Size and UDP Checksum

Changi ng an | pAddress value in an SNVP packet does not change the
size of the SNWP packet. A basic SNVWP ALG does therefore never
change the size of the underlying UDP packet.

An advanced SNVP ALG may change the size of an SNMP packet since a
di fferent nunber of bytes may be needed to encode a different IP

address. This is highly undesirable but unavoi dable in the genera
case. A change of the SNWP packet size requires additional changes
in the UDP and | P headers. Increasing packet sizes are especially
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problematic with SNMPv3. The SNWPv3 nessage header contains the
msgMaxSi ze field so that agents can generate Response PDUs for

Get Bul kRequest PDUs that are close to the maxi num nmessage size the
receiver can handle. An SNMP ALG which increases the size of an SNWP
packet may have the effect that the Response PDU can not be processed
anynmore. Thus, an advanced SNWP ALG nay cause sone SNWPv3
interactions to fail.

In both cases, the UDP checksum nmust be adjusted when naking an IP
address translation. W can use the algorithmfrom|[18], but a snall
nmodi fi cation nmust be introduced as the nodified bytes nay start on an
odd position. The C code shown in Figure 3 adjusts the checksumto a
repl acenent of one byte in an odd or even position

voi d checksumbyt e(unsi gned char *chksum unsigned char *optr,
unsi gned char *nptr, int odd)
/* assuming: unsigned char is 8 bits, long is 32 bits,
we replace one byte by one byte in an odd position
- chksum points to the chksumin the packet
- optr points to the old byte in the packet
- nptr points to the new byte in the packet
- oddis 1if the byte is in an odd position O otherw se
*/
Il ong x, old, new,
x=chksuni 0] * 256+chksunf 1] ;
x=~X & OxFFFF;
if (odd) ol d=optr[0] *256; el se ol d=optr[O0];
x-=ol d & OXFFFF;
if (x<=0) { x--; x&O0xFFFF; }
if (odd) new=nptr[0] *256; else new=nptr[O0];
x+=new & OXFFFF;
if (x & 0x10000) { x++; x&=OxFFFF; }
x=~X & OxFFFF;
chksuni 0] =x/ 256; chksuni 1] =x & OxFF

}

5. Limtations and Al ternate Sol utions

Maki ng SNMP ALGs completely transparent to all managenent
applications is not an achievable task. The basic SNVMP ALG descri bed
in Section 4.1 only translates | P addresses encoded in the |pAddress
base type. Such an SNMP ALG achieves only very linmited transparency
since | P addresses are frequently used as part of an index into a
conceptual table. A managenent application will therefore see both
the translated as well as the original address, which can lead to
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confusion and erroneous behavi or of managenent applicati ons.

However, a certain class of managenent applications |like e.g.

networ k di scovery tools may work pretty well across NATs with a basic
SNVP ALG i n pl ace.

An advanced SNWMP ALG described in Section 4.2 achieves better
transparency. However, an advanced SNMP ALG can only claimto be
transparent for the set of data types (textual conventions)
under st ood by the advanced SNMP ALG i npl enentati on and for a given
set of MB nodules. The price paid for better transparency is

addi tional conplexity, potentially increased SNMP packet sizes and

m xed up | exi cographic ordering. Especially with SNMPv3, there is an
opportunity that communication fails due to increased packet sizes.
Management applications that rely on | exicographic ordering will show
erroneous behavi or.

Bot h, basic and advanced SNMP ALGs, introduce probl ens when using
SNWPv3 security features. The SNMPv3 aut hentication mechani sm
protects the whol e SNMP nessage agai nst nodifications while the
SNWPv3 privacy nechani smprotects the payl oad of SNMPv3 nessages
agai nst unaut hori zed access. Thus, an SNWMP ALG nust have access to
all localized keys in use in order to nodify SNWPv3 nessages wit hout
invalidating them Furthernore, the SNVWP ALG nust track any key
changes in order to function. Mre details on the security

i mplications of using SNMP ALGs can be found in Section 6.

Finally, an SNMP ALG only deals with SNVWP traffic and does not nodify
t he payl oad of any other protocol. However, nanagenent systens

usual ly use a set of protocols to manage a network. |n particular
the tel net protocol is often used to configure or troubl eshoot
managed devi ces. Hence, a managenent system and the human network
operator nust generally be aware that a network address translation
is occurring, even in the presence of an SNWP ALG

A possible alternative to SNMP ALGs are SNWP proxies, as defined in
RFC 2573 [11]. An SNWP proxy forwarder application forwards SNWP
messages to other SNMP engi nes according to the context, and
irrespective of the specific managed object types being accessed.
The proxy forwarder also forwards the response to such previously
forwarded nmessages back to the SNMP engi ne from which the origina
message was received. Such a proxy forwarder can be used in a NAT
environnment to address SNWVP engines with conflicting | P addresses.
(Just replace the box SNMP ALG with a box | abel ed SNMP PROXY in
Figure 2.) The depl oynent of SNMP proxys has the advantage that
different security |levels can be used inside and outside of the
conflicting addressing real ns.
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The proxy solution, which is structurally preferable, requires that
the managenment application is aware of the proxy situation

Furt hernore, management applications have to use internal data
structures for network elenents that allow for conflicting IP
addresses since conflicting | P addresses are not translated by the
SNVP proxy. Depl oynent of proxies nmay al so involve the need to
reconfigure network el enents and nanagenment stations to direct their
traffic (notifications and requests) to the proxy forwarder.

6. Security Considerations

SNWVPv1l and SNMPv2c have very week security services based on
community strings. Al managenent information is sent in cleartext

wi t hout encryption and/or authentication. In such an environnent,
SNVP nmessages can be nmodified by any intermedi ate node and nanagenent
application are not able to verify the integrity of SNVP nessages.
Furt hernore, an SNWMP ALG does not need to have know edge of the
community strings in order to translate enbedded | P addresses. Thus,
depl oynent of SNWP ALGs in an SNMPv1l/ SNMPv2c environment introduces
no additional security problens.

SNWVPv3 supports three security levels: no authentication and no
encryption (noAuth/noPriv), authentication and no encryption
(auth/noPriv), and authentication and encryption (auth/priv). SNWv3
messages Wwithout authentication and encryption (noAuth/noPriv) are
send in cleartext. |In such a case the usage of SNWP ALGs introduces
no additional security problens.

However, the usage of SNMP ALG i ntroduces new probl ens when SNWPv3
aut hentication and optionally encryption is used. First, SNWv3
messages with authentication and optionally encryption (auth/noPriv
and auth/priv) can only be processed by an SNVP ALG whi ch supports
the correspondi ng cryptographic algorithnms and which has access to
the keys in use. Furthernore, as keys may be updated, the SNWP ALG
must have a nechani smthat tracks key changes (either by anal yzing
the key change interactions or by propagating key changes by ot her
mechani sms). Second, the conputational conplexity of processing SNWP
messages may increase dramatically. The nessage has to be decrypted
before the translation takes place. |If any translation is done the
hash signature used to authenticate the nessage and to protect its
integrity nmust be reconputed

In general, key exchange protocols are conplicated and desi gning an
SNVP ALG whi ch maintains the keys for a set of SNVMP engines is a
non-trivial task. The User-based Security Mdel for SNWPv3 [12]
defines a nechani sm which takes a password and generates | ocali zed
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keys for every SNWP engine. The |ocalized keys have the property
that a comprom sed single |localized key does not automatically give
an attacker access to other SNWMP engines, even if the key for other
SNWVP engi nes is derived fromthe sane password.

An SNWVP ALG i npl ementation which nmaintains lists of (localized) keys
is a potential target to attack the security of all the systems which
use these keys. An SNWP ALG i npl ementati on whi ch mai ntai ns passwords
in order to generate localized keys is a potential target to attack
the security of all systens that use the same password. Hence, an
SNVP ALG i npl enmentati on nmust be properly secured so that people who
are not authorized to access keys or passwords can not access them

Finally, SNMP ALGs do not allow a network operator to use different
security levels on both sides of the NAT. Using a secure SNW
version outside of a private addressing real mwhile the private
addressi ng real mruns an unsecured version of SNVMP nay be highly
desirable in many scenarios, e.g. managenent outsourcing scenari o0s.
The depl oynent of SNMPv3 proxies instead of SNVMP ALGs shoul d be
considered in these cases since SNWP proxies can be configured to use
different security levels and paraneters on both sides of the

pr oxi es.

7. Summary and Reconmendati ons

Several approaches to address SNMP agents across NAT devi ces have
been di scussed in this neno.

1. Basic SNW ALGs as described in Section 4.1 provide very linted
transparency since they only translate | Pv4 addresses encoded in
the | pAddress base type. They are fast and efficient and may be
sufficient to execute sinple managenent applications (e.qg.
topol ogy di scovery applications) in a NAT environment. However,
ot her managenent applications are likely to fail due to the
limted transparency provided by a basic SNVP ALG  Basi ¢ SNWP
ALGs are problematic in a secure SNMP environnent since they need
to maintain lists of keys or passwords in order to function

2. Advanced SNWMP ALGs as described in Section 4.2 provide better
transparency. They can be transparent for the set of data types
they understand and for a given set of MB nodul es. However, an
advanced SNVP ALG is much nore conmplex and | ess efficiency than a
basic SNMP ALG An advanced SNWP ALG nmay break the | exicographic
ordering when | P addresses are used to index conceptual tables
and it may change the SNWP packet sizes. Especially with SNWPv3,
there is an opportunity that comunication fails due to increased
nmessage sizes. Advanced SNVWP ALGs are problematic in a secure
SNWVP environnent, since they need to maintain |ists of keys or
passwords in order to function.
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10.

3. SNWP proxies as described in RFC 2573 [11] all ow nanagenent
applications to access SNVWP agents with conflicting | P addresses.
No address translation is performed on the SNMP payl oad by an
SNWVP proxy forwarder. Hence, nmanagenent applications nust be
able to deal with network el ements that have conflicting IP
addresses. This solution requires that managenent applications
are aware of the proxy situation. Deploynment of proxies may al so
i nvol ve the need to reconfigure network el ements and managenent
stations to direct their traffic (notifications and requests) to
the proxy forwarder. SNWVP proxi es have the advantage that they
allow to use different security levels inside and outside of a
gi ven addressing realm

It is recomrended that network operators who need to manage networks
in a NAT environment make a careful analysis before deploying a
solution. In particular, it nust be anal yzed whet her the nmanagenent
applications will work with the transparency and the side-effects
provided by SNWP ALGs. Furthernore, it should be researched whet her
the managenment applications are able to deal with conflicting IP
addresses for network devices. Finally, the additional conplexity
introduced to the over all managenent system by using SNVP ALGs nust
be conpared to the conplexity introduced by the structurally
preferabl e SNMP proxy forwarders.

Current |nplenentations

A basic SNWP ALG as described in Section 4.1 was inplenmented for
SNWVPv1l at Bell-Labs, running on a Solaris Machine. The solution
described in Figure 2, where SNMP ALG was conbi ned with the NAT

i mpl ementation of Lucent’s PortMaster3, was depl oyed successfully in
a | arge network managenent service organization
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12. Appendi x A Description of the Encoding of SNMP Packets

SNWP packets use the ASN. 1/BER encoding. We will not cover the ful
details of this encoding in this docunent. These details can be
found in the International Standards |SO 8824 [13] and | SO 8825 [14].
A good description of ASN 1/BER can be found in the book "Managi ng
Internetworks with SNMP', by M A Mller [16], or in Appendix A of
the book "Understanding SNMP M Bs", by D. Perkins, and E. MG nnis
[17].

Each variable that is referred to in an SNVWP packet is uniquely
identified by an O D (Object ldentifier), usually witten as a
sequence of nunbers separated by dots (e.g. 1.3.6.1.2.1.1.3.0). Each
vari abl e al so has an associ ated base type (this is not very accurate
but good enough for this | evel of description). One possible base
type is the | pAddress type. The base type of each variable and its

O D are conveyed by the ASN. 1/ BER encoding. Note that it is possible
to associate additional type information with a variable by using
textual conventions. The additional type semantics provi ded by
textual conventions are not conveyed by the ASN. 1/ BER encodi ng.

When a value of a variable is needed by a nmanager it sends a get-
request PDU with the O D of that variable, and a NULL val ue. The
managed el ement then responds by sending a get-response PDU t hat
contains the same O D, the base type of the variable, and the current
val ue. Figure 4 shows an exanple of real data contained in an SNWPv1
Get Response PDU

The first 20 bytes contain the | Pv4 4 header. The next 8 bytes
contain the UDP header. The last two bytes of the UDP header contain
the UDP checksum (D3 65). The next four bytes 30 82 00 3E are the
begi nning of the SNMP message: 30 is SEQUENCE, and 82 00 3E is the

Il ength of the data in the SEQUENCE in bytes (62). The data in the
SEQUENCE is the version (02 01 00) and the comunity string (04 06 70
75 62 6C 69 63). The last elenent in the SEQUENCE of the SNWPv1
message i s the SNVP PDU
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| 45 00 00 5E
| 47 40 00 00
| 3F 11 39 00
| 87 B4 8C CA
| 87 B4 8C 16

| UDP Header | 00 Al 05 F5
| | 00 4A D3 65

30 82 00 3E
02 01 00 04
06 70 75 62
6C 69 63 A2
82 00 2F 02
04 6C F2 0C

| Error Status 5C 02 01 00
Error | ndex | SEQUENCE 02 01 00 30

| SNVP Message |
I I
I I
I I
| |
I I
| |
| OF | SEQUENCE | 82 00 1F 30
I I
| |
I I
I I
I I
I I
I I
|

Ver si on |
Conmuni ty

PDU Type |
Request ID

| abD 82 00 1B 06
13 2B 06 01
02 01 07 05
01 01 81 40
81 34 81 0C
81 4A 84 08
| pAddr ess | 135 | 180 40 04 87 B4
140 | 202 oo + 8C CA

The SNVMP PDU itself is a tagged SEQUENCE: A2 indicates a Get Response
PDU and 82 00 2F is the length of the data in the Get Response PDU in
bytes (47). The data in the GetResponse PDU is the request-id (02 04
6C F2 0C 5C), the error-status (02 01 00), and the error-index (02 01
00). Now follow the variables which contain the real payload: A
SEQUENCE OF of length 31 (30 82 00 1F) containing a SEQUENCE of
length 27 (30 82 00 1B). In it, the first object is an OD of length
19 (06 13) with the value 1.3.6.1.2.1.7.5.1.1.192. 180. 140. 202. 520.
The last 6 bytes 40 04 87 B4 8C CA represent an | pAddress: 40 is the
identification of the base type |IpAddress, 04 is the length, and the
next four bytes are the |IP address val ue (135.180.140.202).

The exanpl e al so shows an | P address enbedded in an OD. The QD

prefix resolves to the udpLocal Address of the UDP-M B, which is
i ndexed by the udpLocal Address 192. 180. 140.202 (81 40 81 34 81 0C 81
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4A) and the udplLocal Port 520 (84 08). The SNMP packet actually shows
an internal contradiction caused by a basic SNMP ALG since the
udpLocal Address encoded in the O D (192.180.140.202) is not equal to
the val ue of the udpLocal Address object instance (135.180.140.202).
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
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