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1. The SNWP Managenent Framework

The SNVP Management Framework presently consists of five mgjor
conmponent s:

0 An overall architecture, described in RFC 2571 [ RFC2571].

0 Mechanisns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMv1l and described in
STD 16, RFC 1155 [ RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [RFC1215]. The second version, called SMv2, is described
in STD 58, RFC 2578 [RFC2578], RFC 2579 [ RFC2579] and RFC 2580
[ RFC2580] .

0 Message protocols for transferring nanagenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [RFC1157]. A second version of
the SNVP nessage protocol, which is not an Internet standards
track protocol, is called SNMPv2c and described in RFC 1901
[ RFC1901] and RFC 1906 [ RFC1906]. The third version of the
message protocol is called SNMPv3 and described in RFC 1906
[ RFC1906], RFC 2572 [RFC2572] and RFC 2574 [ RFC2574].

o Protocol operations for accessi ng managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [ RFC1157]. A second set of
protocol operations and associated PDU formats is described in
RFC 1905 [ RFC1905].

0 A set of fundanental applications described in RFC 2573
[ RFC2573] and the view based access control nechani sm descri bed
in RFC 2575 [ RFC2575].

A nore detailed introduction to the current SNVP Managenent Franework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. bjects in the MB are
defined using the nechani sns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conform ng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are om tted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
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information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

2. Overview

An "RTP Systenmt nmay be a host end-systemthat runs an application
program that sends or receives RTP data packets, or it may be an

i ntermedi at e-systemthat forwards RTP packets. RTP Control Protoco
(RTCP) packets are sent by senders and receivers to convey

i nformati on about RTP packet transmni ssion and reception [ RFC1889].
RTP nonitors may collect RTCP informati on on senders and receivers to
and froman RTP host or internmedi ate-system

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

2.1 Conponents

The RTP M B is structured around "Session," "Receiver" and "Sender"
conceptual abstractions.

2.1.1 An "RTP Session" is the "...association of participants
communi cating with RTP. For each participant, the session is defined
by a particular pair of destination transport addresses (one network
address plus a port pair for RTP and RTCP). The destination
transport addresses nmay be common for all participants, as in the
case of IP nulticast, or may be different for each, as in the case of
i ndi vi dual uni cast addresses plus a common port pair," as defined in
section 3 of [RFC1889].

2.1.2 A"Sender" is identified within an RTP session by a 32-bit
nuneric "Synchronization Source," or "SSRC', value and is "...the
source of a stream of RTP packets" as defined in section 3 of

[ RFC1889]. The sender is also a source of RTCP Sender Report packets
as specified in section 6 of [RFC1889].

2.1.3 A "Receiver" of a "stream of RTP packets" can be a unicast or
mul ti cast Receiver as described in 2.1.1, above. An RTP Receiver has
an SSRC value that is unique to the session. An RTP Receiver is a
source of RTCP Receiver Reports as specified in section 6 of

[ RFC1889] .
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2.2 Applicability of the MB to RTP System I npl ement ati ons

The RTP M B may be used in two types of RTP inplenmentations, RTP Host
Systens (end systens) and RTP Mnitors, see section 3 of [RFC1889].
Use of the RTP M B for RTP Translators and M xers, as defined in
section 7 of [RFC1889], is for further study.

2.2.1 RTP host Systens are end-systens that may use the RTP MB to
coll ect RTP session and streamdata that the host is sending or
receiving; these data may be used by a network manager to detect and
di agnose faults that occur over the lifetinme of an RTP session as in
a "hel p-desk" scenari o.

2.2.2 RTP Monitors of multicast RTP sessions may be third-party or
may be located in the RTP host. RTP Mmnitors may use the RTP MB to
coll ect RTP session and streamstatistical data; these data may be
used by a network manager for capacity planning and other network-
management purposes. An RTP Monitor may use the RTP M B to coll ect
data to permt a network manager to detect and diagnose faults in RTP
sessions or to permt a network manger to configure its operation

2.2.3 Many host systens will want to keep track of streans beyond
what they are sending and receiving. |In a host nonitor system a
host agent woul d use RTP data fromthe host to nmintain data about
streans it is sending and receiving, and RTCP data to collect data
about other hosts in the session. For exanple, an agent for an RTP
host that is sending a streamwould use data fromits RTP systemto
mai ntain the rtpSenderTable, but it may want to maintain a
rtpRcvrTabl e for endpoints that are receiving its stream To do this
the RTP agent will collect RTCP data fromthe receivers of its stream
to build the rtpRcvrTable. A host nonitor system MJUST set the

rt pSessi onMoni tor object to "true(l)’, but it does not have to accept
managenent operations that create and destroy rows in its

rt pSessi onTabl e.

2.3 The Structure of the RTP M B

There are six tables in the RTP M B. The rtpSessi onTabl e cont ai ns
obj ects that describe active sessions at the host, or nmonitor. The
rt pSender Tabl e contains information about senders to the RTP session
The rtpRcvrTabl e contains information about receivers of RTP session
data. The rtpSessionlnverseTable, rtpSenderlnverseTabl e, and
rtpRevrinverseTabl e contain information to efficiently find indexes
into the rtpSessionTabl e, rtpSenderTable, and rtpRcvrTabl e,
respectively.
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The reverse | ookup tables (rtpSessionlnverseTabl e,

rtpSender | nverseTabl e, and rtpRcvrlnverseTable) are optional tables
to hel p managenent applications efficiently access conceptual rows in
other tables. Inplementors of this M B SHOULD i npl enent these tables
for multicast RTP sessions when table i ndexes (rtpSessionlndex of

rt pSessi onTabl e, rtpSender SSRC of rtpSenderTabl e, and the SSRC pair
in the rtpRcvrTable) are not available fromother MBs. O herwi se,
the managenment application may be forced to perform expensive tree
wal ks t hrough | arge numbers of sessions, senders, or receivers.

For any particular RTP session, the rtpSessi onhonitor object

i ndi cates whether renpte senders or receivers to the RTP session are
to be monitored. |If rtpSessionMnitor is true(l) then senders and
receivers to the session MJST be nonitored with entries in the

rt pSender Tabl e and rtpRcvrTable. RTP sessions are nonitored by the
RTP agent that updates rtpSenderTable and rtpRcvrTabl e objects with
informati on from RTCP reports fromrenote senders or renpte receivers
respectively.

rt pSessi onNewl ndex is a gl obal object that permits a network-
managenent application to obtain a unique index for conceptual row
creation in the rtpSessionTable. In this way the SNMP Set operation
MAY be used to configure a nonitor.

3. Definitions
RTP-M B DEFINI TIONS ::= BEA N
| MPORTS

Count er 32, Counter64, Gauge32, m b-2, Integer32,

MODULE- | DENTI TY,

OBJECT- TYPE, Unsi gned32 FROM SNWPv2- SM
RowSt at us, TAddr ess,

TDomai n, Test Andl ncr,

Ti meSt anp, Trut hVal ue FROM SNWPv2- TC
OBJECT- GROUP, MODULE- COVPLI ANCE FROM SNWVPv2- CONF
Ut f8String FROVI SYSAPPL-M B
I nterfacel ndex FROM | F- M B;
rt pM B MODULE- | DENTI TY
LAST- UPDATED "200010020000Z" -- 2 Cctober 2000
ORGANI ZATI ON

"I ETF AVT Working G oup
Emai | : rem conf @s. net"
CONTACT- | NFO
" Mar k Baugher
Postal : Intel Corporation
2111 NE 25th Avenue
Hi |l sboro, OR 97124
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United States

Tel : +1 503 466 8406

Emai | :  nbaugher @assedge. com
Bill Strahm

Postal : Intel Corporation

2111 NE 25t h Avenue
H |l sboro, OR 97124
United States

Tel : +1 503 264 4632

Email: bill.strahm@ntel.com

Irina Suconick

Post al : Ennovat e Networ ks
60 Codman Hi Il Rd.,
Boxboro, Ma 01719

Tel : +1 781-505-2155
Email:  irina@nnovat enet wor ks. cont'
DESCRI PTI ON

"The managed objects of RTP systems. The MB is

structured around three types of infornation.

1. General information about RTP sessions such

as the session address.

2. Information about RTP streanms being sent to

an RTP session by a particul ar sender.

3. Information about RTP streans received on an
RTP session by a particular receiver froma

particul ar sender.

There are two types of RTP Systens, RTP hosts and
RTP nmonitors. As described below, certain objects
are unique to a particular type of RTP System

RTP host may al so function as an RTP nonitor.
Refer to RFC 1889, 'RTP: A Transport Protocol

Cct ober 2000

Real - Ti me Applications,’ section 3.0, for definitions."

REVI SI ON "200010020000Z2" -- 2 Cctober 2000
DESCRI PTION "Initial version of this MB.
Publ i shed as RFC 2959."

c:={ mb-2 87}

-- OBJECTS

rtpM BCbj ects OBJECT IDENTIFIER ::= { rtpMB 1 }
rt pConformance OBJECT IDENTIFIER ::={ rtpMB 2 }
Baugher, et al. St andards Track
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-- SESSI ON NEW | NDEX

rt pSessi onNewl ndex OBJECT- TYPE

SYNTAX Test Andl ncr
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"This object is wused to assign values to rtpSessionlndex
as described in 'Textual Conventions for SMv2' . For an RTP

systemthat supports the creation of rows, the network nmanager
would read the object, and then wite the value back in
the Set that creates a new instance of rtpSessionEntry. | f
the Set fails with the code 'inconsistentValue,’ then the
process must be repeated; If the Set succeeds, then the object
is incremented, and the new instance is created according to
the manager’s directions. However, if the RTP agent is not
acting as a nonitor, only the RTP agent nmay create conceptual
rows in the RTP session table."

c:={ rtpMBbjects 1}

-- SESSI ON | NVERSE TABLE

rt pSessi onl nver seTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rt pSessi onl nverseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Maps rtpSessi onDonmi n, rtpSessi onRemAddr, and rt pSessi onLocAddr
TAddress pairs to one or nore rtpSessionlndex val ues, each
describing a rowin the rtpSessionTable. This nmakes it possible
to retrieve the row(s) in the rtpSessionTabl e corresponding to a
gi ven session without having to walk the entire (potentially
| arge) table."

::={ rtpMBbj ects 2 }

rtpSessi onl nverseEntry OBJECT- TYPE

SYNTAX Rt pSessi onl nver seEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry corresponds to exactly one entry in the
rtpSessionTable - the entry containing the tuple,
rt pSessi onDomai n, rtpSessi onRemAddr, rtpSessi onLocAddr
and rtpSessi onl ndex. "
I NDEX { rtpSessi onDomain, rtpSessi onRemAddr, rtpSessi onLocAddr,
rt pSessi onl ndex }
::={ rtpSessionlnverseTable 1}
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Rt pSessi onl nverseEntry ::= SEQUENCE {
rt pSessi onl nverseStartTi me Ti meSt anmp
}
rt pSessi onl nverseStart Ti nre OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of SysUpTinme at the tinme that this row was
created."

o= { rtpSessionlnverseEntry 1}

-- SESSI ON TABLE

rt pSessi onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rt pSessionEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"There’'s one entry in rtpSessionTable for each RTP session
on whi ch packets are being sent, received, and/or
nmoni t ored. "

c:={ rtpMBbjects 3}

rtpSessi onEntry OBJECT- TYPE

SYNTAX Rt pSessi onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Data in rtpSessionTabl e uniquely identify an RTP session. A
host RTP agent MUST create a read-only row for each session to
whi ch packets are being sent or received. Rows MJST be created
by the RTP Agent at the start of a session when one or nore
senders or receivers are observed. Rows created by an RTP agent
MUST be del eted when the session is over and there are no
rtpRecvrEntry and no rtpSenderEntry for this session. An RTP
session SHOULD be nonitored to create managenment information on
all RTP streans being sent or received when the
rt pSessi onMoni tor has the TruthValue of "true(l)’. An RTP
nmoni tor SHOULD pernmit row creation with the side effect of
causing the RTP Systemto join the nulticast session for the
pur poses of gathering managenent information (additiona
conceptual rows are created in the rtpRcvrTabl e and
rt pSender Tabl ). Thus, rtpSessionTable rows SHOULD be created
for RTP session nonitoring purposes. Rows created by a
management application SHOULD be del eted via SNVP operations by
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managenment applications. Rows created by managenent operations
are del eted by management operations by setting
rtpSessi onRowSt atus to ’'destroy(6)’."

I NDEX { rtpSessionlndex }

::={ rtpSessionTable 1}

Rt pSessi onEntry ::= SEQUENCE ({
rt pSessi onl ndex I nt eger 32,
rt pSessi onDomai n TDomai n,
rt pSessi onRemAddr TAddr ess,
rt pSessi onLocAddr TAddr ess,
rt pSessi onl f I ndex I nt er f acel ndex,

rt pSessi onSender Joi ns Count er 32,
rt pSessi onRecei ver Joi ns Count er 32,

rt pSessi onByes Count er 32,
rtpSessionStartTi nme Ti meSt anp,
rt pSessi onMoni t or Trut hval ue,
rt pSessi onRowst at us RowSt at us
}
rt pSessi onl ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The index of the conceptual row which is for SNWVP purposes
only and has no relation to any protocol value. There is
no requirenent that these rows are created or naintained
sequentially."

c:={ rtpSessionEntry 1}

rt pSessi onDomai n OBJECT- TYPE

SYNTAX TDomai n
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The transport-layer protocol used for sending or receiving
the stream of RTP data packets on this session
Cannot be changed if rtpSessionRowStatus is "active' ."
.= { rtpSessionEntry 2 }

rt pSessi onRemAddr OBJECT- TYPE

SYNTAX TAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The address to which RTP packets are sent by the RTP system
In an IP nmulticast RTP session, this is the single address used
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by all senders and receivers of RTP session data. In a unicast
RTP session this is the unicast address of the renpte RTP system
"The destination address pair may be common for all participants,
as in the case of IP multicast, or may be different for each, as
in the case of individual unicast network address pairs.’ See
RFC 1889, 'RTP: A Transport Protocol for Real -Tinme Applications,’
sec. 3. The transport service is identified by rtpSessi onDomai n.
For snmpUDPDonmmin, this is an | P address and even- nunbered UDP
Port with the RTCP being sent on the next higher odd-nunbered
port, see RFC 1889, sec. 5."

::={ rtpSessionEntry 3}

rt pSessi onLocAddr OBJECT- TYPE

SYNTAX TAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The |l ocal address used by the RTP system In an IP nulticast
RTP session, rtpSessionRemAddr will be the same IP multicast
address as rtpSessionLocAddr. |In a unicast RTP session,
rt pSessi onRemAddr and rt pSessi onLocAddr will have different
uni cast addresses. See RFC 1889, 'RTP: A Transport Protocol for
Real - Time Applications,’ sec. 3. The transport service is
identified by rtpSessi onDomain. For snnpUDPDonain, this is an IP
address and even-nunbered UDP Port with the RTCP bei ng sent on
the next higher odd-nunbered port, see RFC 1889, sec. 5."
:={ rtpSessionEntry 4 }

rt pSessi onl fl ndex OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The iflndex value is set to the correspondi ng val ue
fromIF-MB (See RFC 2233, 'The Interfaces Goup M B using
SMv2'). This is the interface that the RTP streamis being sent
to or received from or in the case of an RTP Mnitor the
interface that RTCP packets will be received on. Cannot be
changed if rtpSessionRowStatus is "active ."

::={ rtpSessionEntry 5}

rt pSessi onSender Joi ns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of senders that have been observed to have
joined the session since this conceptual row was created
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(rtpSessionStartTinme). A sender 'joins' an RTP
session by sending to it. Senders that |eave and then
re-join followi ng an RTCP BYE (see RFC 1889, 'RTP: A
Transport Protocol for Real -Tine Applications,’ sec. 6.6)
or session tinmeout may be counted twice. Every tine a new
RTP sender is detected either using RTP or RTCP, this counter
is incremented.”

:={ rtpSessionEntry 6 }

rt pSessi onRecei ver Joi ns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of receivers that have been been observed to
have joined this session since this conceptual row was
created (rtpSessionStartTine). A receiver 'joins' an RTP
session by sending RTCP Receiver Reports to the session.
Receivers that |eave and then re-join foll owing an RTCP BYE
(see RFC 1889, 'RTP: A Transport Protocol for Real -Tinme
Applications,’” sec. 6.6) or session timeout may be counted
twce."

.= { rtpSessionEntry 7 }

rt pSessi onByes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of RTCP BYE (see RFC 1889, 'RTP. A Transport
Protocol for Real-Tinme Applications,’ sec. 6.6) nmessages
received by this entity."

:={ rtpSessionEntry 8 }

rtpSessionStart Ti ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of SysUpTine at the time that this row was
created."

.= { rtpSessionEntry 9 }

rt pSessi onMoni t or OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"Bool ean, Set to 'true(l)’ if renote senders or receivers in
addition to the local RTP Systemare to be nonitored using RTCP.
RTP Monitors MIUST initialize to "true(1l)’ and RTP Hosts SHOULD
initialize this "false(2)'. Note that because ’'host nonitor’
systens are receiving RTCP fromtheir renpte participants they
MUST set this value to "true(l)’."

::={ rtpSessionEntry 10 }

rt pSessi onRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Val ue of ’'active’ when RTP or RTCP nessages are being
sent or received by an RTP System A new y-created
conceptual row nust have the all read-create objects
initialized before beconming 'active'.
A conceptual row that is in the ’'notReady’ or 'notlnService’
state MAY be renmoved after 5 ninutes.”

:={ rtpSessionEntry 11 }

-- SENDER | NVERSE TABLE

rt pSender | nver seTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rt pSender | nverseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Maps rtpSender Addr, rtpSessionlndex, to the rtpSender SSRC
i ndex of the rtpSenderTable. This table allows managenent
applications to find entries sorted by rtpSender Addr rather than
sorted by rtpSessionlndex. Gven the rtpSessi onDomain and
rt pSender Addr, a set of rtpSessionlndex and rtpSender SSRC val ues
can be returned froma tree wal k. Wen rtpSessionlndex is
specified in the SNVP Get - Next operations, one or nore
rt pSender SSRC val ues may be returned."

= { rtpM BObjects 4 }

rt pSender | nverseEntry OBJECT- TYPE

SYNTAX Rt pSender | nverseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry corresponds to exactly one entry in the
rtpSender Table - the entry containing the index pair,
rt pSessi onl ndex, rtpSender SSRC. "

I NDEX { rtpSessi onDomai n, rtpSender Addr, rtpSessionl ndex,
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rt pSender SSRC }
::={ rtpSenderlnverseTable 1 }

Rt pSender | nverseEntry ::= SEQUENCE {
rt pSender | nverseStartTi ne Ti meSt anp
}
rt pSender | nverseStart Ti ne OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of SysUpTine at the tine that this row was
created.”

::={ rtpSenderlnverseEntry 1 }

-- SENDERS TABLE

rt pSender Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rt pSenderEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Tabl e of information about a sender or senders to an RTP
Sessi on. RTP sendi ng hosts MJST have an entry in this table
for each stream being sent. RTP receiving hosts MAY have an
entry in this table for each sending stream being received by
this host. RTP nonitors MJST create an entry for each observ
sender to a nulticast RTP Session as a side-effect when a
conceptual rowin the rtpSessionTable is made 'active' by a
manager . "

= { rtpMBObjects 5 }

rt pSender Entry OBJECT- TYPE

SYNTAX Rt pSender Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains information froma single RTP Sender
Synchroni zati on Source (SSRC, see RFC 1889 'RTP: A Transport
Protocol for Real-Tinme Applications’ sec.6). The session is
identified to the the SNWMP entity by rtpSessi onl ndex.

Rows are rempoved by the RTP agent when a BYE is received
fromthe sender or when the sender tines out (see RFC
1889, Sec. 6.2.1) or when the rtpSessionEntry is deleted."
I NDEX { rtpSessionlndex, rtpSender SSRC }
.= { rtpSenderTable 1 }

Baugher, et al. St andards Track [ Page

2000

ed

13]



RFC 2959

Rt pSender Entry ::= SEQUENCE ({
rt pSender SSRC
rt pSender CNAVE
rt pSender Addr
rt pSender Packet s
rtpSender Cctets
rt pSender Tool
rt pSender SRs
rt pSender SRTi e
rt pSender PT
rtpSender Start Ti nme

RTP M B

Unsi gnhed32,
Ut f8String,
TAddr ess,
Count er 64,
Count er 64,
Ut f8String,
Count er 32,
Ti meSt anp,
| NTEGER

Ti meSt anp

}
rt pSender SSRC OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The RTP SSRC, or synchronization source identifier of the

sender.

The RTP session address plus an SSRC uni quel y

identify a sender to an RTP session (see RFC 1889, 'RTP: A
Transport Protocol for Real -Tine Applications’ sec.3)."
::={ rtpSenderEntry 1 }
rt pSender CNAME OBJECT- TYPE
SYNTAX Ut f8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The RTP canoni cal nane of the sender."
c:={ rtpSenderEntry 2 }
rt pSender Addr OBJECT- TYPE
SYNTAX TAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The uni cast transport source address of the sender. 1In the

case of an RTP Monitor this address is the address that the

sender is using to send its RTCP Sender

::={ rtpSenderEntry 3 }

rt pSender Packet s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Count of RTP packets sent by this sender,
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an RTP nonitor, since rtpSenderStartTine."
:={ rtpSenderEntry 4 }

rt pSender Cct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Count of non-header RTP octets sent by this sender, or observed
by an RTP nonitor, since rtpSenderStartTine."
::={ rtpSenderEntry 5 }

rt pSender Tool OBJECT- TYPE

SYNTAX U f8String (SIZE(O..127))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Narme of the application program source of the stream™
c:={ rtpSenderEntry 6 }

rt pSender SRs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the number of RTCP Sender Reports that have
been sent fromthis sender, or observed if the RTP entity
is a nonitor, since rtpSenderStartTine."

::={ rtpSenderEntry 7 }

rt pSender SRTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"rtpSender SRTine is the value of SysUpTine at the tine that
the last SR was received fromthis sender, in the case of a
moni tor or receiving host. O sent by this sender, in the
case of a sending host."

::={ rtpSenderEntry 8 }

rt pSender PT OBJECT- TYPE

SYNTAX I NTEGER (0. .127)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Payl oad type fromthe RTP header of the npbst recently received
RTP Packet (see RFC 1889, 'RTP: A Transport Protocol for
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Real - Ti me Applications’ sec. 5)."
:={ rtpSenderEntry 9 }

rtpSender Start Ti ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value of SysUpTinme at the time that this row was
created."

::={ rtpSenderEntry 10 }

-- RECEI VER | NVERSE TABLE

rtpRevrinverseTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rt pRcvrlnverseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Maps rtpRcvrAddr and rtpSessionlndex to the rtpRcvr SRCSSRC and
rt pRcvr SSRC i ndexes of the rtpRcvrTable. This table allows
managenent applications to find entries sorted by rtpRcvrAddr
rat her than by rtpSessionlndex. G ven rtpSessi onDonmai n and
rtpRcvr Addr, a set of rtpSessionlndex, rtpRcvr SRCSSRC, and
rt pRcvr SSRC val ues can be returned froma tree wal k. Wen
rtpSessionlndex is specified in SNMP Get-Next operations, one or
nmore rtpRcvr SRCSSRC and rtpRcvr SSRC pairs nmay be returned.”

::={ rtpMBbj ects 6 }

rtpRevrinverseEntry OBJECT- TYPE

SYNTAX Rt pRcvr I nverseEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry corresponds to exactly one entry in the
rtpRcvrTable - the entry containing the index pair,
rt pSessi onl ndex, rtpRcvrSSRC. "

I NDEX { rtpSessi onDomain, rtpRcvrAddr, rtpSessionlndex,
rt pRecvr SRCSSRC, rtpRcvr SSRC }
::={ rtpRevrinverseTable 1 }

Rt pRcvr I nverseEntry ::= SEQUENCE {
rtpRcvrinverseStart Ti me Ti meSt anmp

}

rtpRevrinverseStart Ti me OBJECT- TYPE
SYNTAX Ti meSt anp
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

The val ue of SysUpTinme at the tine that this row was
created."
{ rtpRevrinverseEntry 1}

-- RECEI VERS TABLE

rt pRcvr Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Rt pRcvrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Tabl e of information about a receiver or receivers of RTP
session data. RTP hosts that receive RTP session packets
MJST create an entry in this table for that receiver/sender
pair. RTP hosts that send RTP session packets MAY create
an entry in this table for each receiver to their stream
usi ng RTCP feedback fromthe RTP group. RTP nonitors
create an entry for each observed RTP session receiver as
a side effect when a conceptual row in the rtpSessionTabl e
is made 'active' by a manager."

{ rtpMBObjects 7 }

rtpRcvrEntry OBJECT- TYPE
SYNTAX Rt pRcvrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Each entry contains information froma single RTP
Synchroni zati on Source that is receiving packets fromthe
sender identified by rtpRcvr SRCSSRC (SSRC, see RFC 1889,
"RTP: A Transport Protocol for Real -Tine Applications’

2000

sec.6). The session is identified to the the RTP Agent entity

by rtpSessionlndex. Rows are removed by the RTP agent when
a BYE is received fromthe sender or when the sender tines
out (see RFC 1889, Sec. 6.2.1) or when the rtpSessionEntry is
del eted. "

I NDEX { rtpSessionlndex, rtpRcvr SRCSSRC, rtpRcvrSSRC }

Rt pRecvr

Baugher

{ rtpRcvrTable 1 }

Entry ::= SEQUENCE {
rt pRecvr SRCSSRC Unsi gned32,
rt pRcvr SSRC Unsi gned32,
rt pRcvr CNAVE Ut f8String,
rt pRevr Addr TAddr ess,
, et al. St andards Track [ Page 17]
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rtpRcvr RTT Gauge32,
rt pRcvr Lost Packet s Count er 64,
rtpRevrlitter Gauge32,
rt pRcvr Tool U f8String,
rtpRcvr RRs Count er 32,
rt pRevr RRTi ne Ti meSt anp,
rtpRcvr PT | NTEGER,
rt pRcvr Packet s Count er 64,
rtpRcvrCctets Count er 64,
rtpRevrStartTi me Ti meSt anp
}
rt pRcvr SRCSSRC OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTI ON

"The RTP SSRC, or synchronization source identifier of the
sender. The RTP session address plus an SSRC uni quely
identify a sender or receiver of an RTP stream (see RFC

1889, ’'RTP:
c:={ rtpRevrEntry 1}

rt pRcvr SSRC OBJECT- TYPE

A Transport Protocol for Real-Tine
Applications’ sec.3)."

SYNTAX Unsi gnhed32
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The RTP SSRC, or synchronization source identifier of the

receiver.

The RTP session address plus an SSRC uni quel y

identify a receiver of an RTP stream (see RFC 1889, ’'RTP:

A Transport Protocol

c:={ rtpRevrEntry 2}

rt pRcvr CNAME OBJECT- TYPE

SYNTAX Utf8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

for Real -Tine Applications’ sec.3)."

"The RTP canoni cal nane of the receiver."”

:={ rtpRevrEntry 3}

rt pRcvr Addr OBJECT- TYPE

SYNTAX TAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The uni cast transport address on which the receiver is
recei ving RTP packets and/or RTCP Receiver Reports.”
:={ rtpRevrEntry 4}

rt pRcvr RTT OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The round trip tinme nmeasurenent taken by the source of the

RTP stream based on the al gorithm described on sec. 6 of

RFC 1889, 'RTP: A Transport Protocol for Real-Tine

Applications.’” This algorithmcan produce neani ngful

results when the RTP agent has the sanme clock as the stream

sender (when the RTP nonitor is also the sending host for the

particular receiver). Qherwise, the entity should return

"noSuchl nstance’ in response to queries against rtpRcvrRTT."
::={ rtpRevrEntry 5}

rt pRcvr Lost Packet s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of RTP packets |ost as observed by this receiver
since rtpRcvrStartTime."
c:={ rtpRevrEntry 6 }

rtpRevrJitter OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An estimate of delay variation as observed by this
receiver. (see RFC 1889, 'RTP: A Transport Protocol
for Real -Tine Applications’ sec.6.3.1 and A.8)."

:={ rtpRevrEntry 7 }

rt pRcvr Tool OBJECT- TYPE

SYNTAX U f8String (SIZE(O..127))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Name of the application program source of the stream™
c:={ rtpRevrEntry 8 }

rt pRcvr RRs OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of RTCP Receiver Reports that have
been sent fromthis receiver, or observed if the RTP entity
is a nmonitor, since rtpRcvrStartTinme."

:={ rtpRevrEntry 9 }

rt pRcvr RRTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"rtpRcvrRRTine is the value of SysUpTine at the time that the

| ast RTCP Receiver Report was received fromthis receiver, in

the case of a nonitor or RR receiver (the RTP Sender). It is

the value of SysUpTine at the tinme that the last RR was sent by

this receiver in the case of an RTP receiver sending the RR"
:={ rtpRevrEntry 10 }

rtpRevr PT OBJECT- TYPE

SYNTAX I NTEGER (0. .127)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Static or dynam c payload type fromthe RTP header (see
RFC 1889, 'RTP: A Transport Protocol for Real -Tinme
Applications’ sec. 5)."

:={ rtpRevrEntry 11 }

rt pRcvr Packet s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Count of RTP packets received by this RTP host receiver
since rtpRcvrStartTime."
= { rtpRevrEntry 12 }

rtpRevrCctets OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Count of non-header RTP octets received by this receiving RTP
host since rtpRcvrStartTine."
::={ rtpRevrEntry 13 }
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rtpRcvrStart Ti me OBJECT- TYPE

SYNTAX Ti meSt anmp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of SysUpTine at the tine that this row was
created."

:={ rtpRevrEntry 14 }

--  MODULE GROUPS

-- There are two types of RTP Systens, RTP hosts and RTP Monitors.
-- Thus there are three kinds of objects: 1) Objects comopn to both
-- kinds of systens, 2) Objects unique to RTP Hosts and 3) (bjects
-- unique to RTP Monitors. There is a fourth group, 4) Objects that
-- SHOULD be inplenmented by Multicast hosts and RTP Monitors

rtpGoups OBJECT IDENTIFIER ::= { rtpConformance 1 }
rtpSystens oup OBJECT- GROUP
OBJECTS {

rt pSessi onDonai n,

rt pSessi onRemAddr ,
rt pSessi onl f I ndex,
rt pSessi onSender Joi ns,
rt pSessi onRecei ver Joi ns,
rt pSessionStartTi ne,
rt pSessi onByes,

rt pSessi onhMoni t or,
rt pSender CNAME,

rt pSender Addr,

rt pSender Packet s,

rt pSender Cctets,

rt pSender Tool ,

rt pSender SRs,

rt pSender SRTi e,
rtpSender Start Ti e,
rt pRcvr CNAME,

rt pRcvr Addr,

rt pRcvr Lost Packet s,
rtpRevrlitter,

rt pRcvr Tool

rtpRevr RRs,

rt pRevr RRTI e,
rtpRevrStartTime

}
STATUS current
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DESCRI PTI ON
"(bjects available to all RTP Systens."
= { rtpGoups 1}

rt pHost G- oup OBJECT- GROUP
OBJECTS {

rt pSessi onLocAddr,
rt pSender PT,
rtpRevr PT,
rtpRevr RTT,
rtpRcvrCctets,
rt pRcvr Packet s

}
STATUS current
DESCRI PTI ON
"CObjects that are available to RTP Host systens, but nay not
be available to RTP Mnitor systens."
:={ rtpGoups 2}

rt pMoni t or G oup OBJECT- GROUP
OBJECTS {
rt pSessi onNewl ndex,
rt pSessi onRowSt at us

}
STATUS current
DESCRI PTI ON
"(bjects used to create rows in the RTP Session Table. These
obj ects are not needed if the system does not create rows."
:={ rtpGoups 3}

rtpl nverseG oup OBJECT- GROUP
OBJECTS {
rt pSessi onl nverseStartTi ne,
rt pSender | nverseStartTi ne,
rtpRcvrinverseStartTi me

}
STATUS current
DESCRI PTI ON
"(bj ects used in the Inverse Lookup Tables.™
= { rtpGoups 4 }

-- Conpliance

rtpConpl i ances OBJECT IDENTIFIER ::= { rtpConformance 2 }

rt pHost Conpl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"Host inplenmentati ons MIUST conply."
MODULE RTP-M B
MANDATORY- GROUPS {
rtpSyst ents oup,
rt pHost G oup

}
GROUP rt pMoni t or G oup
DESCRI PTI ON
"Host systens ny optionally support row creation and del etion.
This would all ow an RTP Host systemto act as an RTP Monitor."

GROUP rtplnverseG oup
DESCRI PTI ON
"Mul ticast RTP Systems SHOULD i npl enent the optional
tables.”

OBJECT rt pSessi onNewl ndex
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"RTP system i npl enent ati ons support of
row creation and deletion is OPTIONAL so
i mpl ementation of this object is OPTIONAL."
OBJECT rtpSessi onDomain
M N- ACCESS r ead-only
DESCRI PTI ON
"RTP system i npl enent ati on support of
row creation and deletion is OPTIONAL. Wen
it is not supported so wite access is
OPTI ONAL. "
OBJECT rtpSessi onRemAddr
M N- ACCESS read-only
DESCRI PTI ON
"Row creation and deletion is OPTIONAL so
read-create access to this object is OPTIONAL. "
OBJECT rtpSessionlflndex
M N- ACCESS r ead-only
DESCRI PTI ON
"Row creation and deletion is OPTIONAL so
read-create access to this object is OPTIONAL."
OBJECT rtpSessi onRowSt at us
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"Row creation and deletion is OPTIONAL so
read-create access to this object is OPTIONAL."
OBJECT rtpSessionlnverseStartTime
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"Mul ticast RTP Systens SHOULD i npl enent the optional
tables."
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OBJECT rtpSenderlnverseStartTi ne
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"Mul ticast RTP Systens SHOULD i npl enent the optional
tables."
OBJECT rtpRcvrinverseStartTinme
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"Mul ticast RTP Systems SHOULD i npl enent the optional
tables."
::={ rtpCompliances 1 }

rt pMoni t or Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Monitor inplenentations nust conply. RTP Mnitors are not
required to support creation or deletion."
MODULE RTP-M B
MANDATORY- GROUPS {
rt pSyst ens oup,
rt pMoni t or G oup

}
GROUP rt pHost G- oup
DESCRI PTI ON
"Monitor inplenentations may not have access to values in the
rt pHost G oup. "

GROUP rtplnverseG oup
DESCRI PTI ON
"Mul ticast RTP Systens SHOULD i npl enent the optional
tables."

OBJECT rtpSessi onLocAddr
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"RTP nonitor sourcing of RTP or RTCP data packets
is OPTIONAL and inplenmentation of this object is
OPTI ONAL. "
OBJECT rtpRcvrPT
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"RTP nonitor systens may not support
retrieval of the RTP Payl oad Type fromthe RTP
header (and nay receive RTCP messages only). When
queried for the payload type information”
OBJECT rtpSenderPT
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"RTP nonitor systens may not support
retrieval of the RTP Payl oad Type fromthe RTP
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header (and nmay receive RTCP messages only). When
queried for the payload type information."
OBJECT rtpRcvrCQctets
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"RTP nonitor systens may receive only the RTCP nessages
and not the RTP nessages that contain the octet count
of the RTP nessage. Thus inplenmentation of this
obj ect is OPTI ONAL"
OBJECT rtpRcvrPackets
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"RTP nonitor systens may receive only the RTCP nessages
and not the RTP nessages that contain the octet count
of the RTP nessage. Thus inplenmentation of this
obj ect is OPTIONAL."
OBJECT rtpSessionlflndex
M N- ACCESS read-only
DESCRI PTI ON
"Row creation and deletion is OPTIONAL so
read-create access to this object is OPTIONAL. "
OBJECT rtpSessionlnverseStartTinme
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"Mul ticast RTP Systemnms SHOULD i npl enent the optional
tables."
OBJECT rtpSenderlnverseStartTi ne
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"Mul ticast RTP Systenms SHOULD i npl enent the optional
tables."
OBJECT rtpRcvrinverseStartTime
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"Mul ticast RTP Systens SHOULD i npl enent the optional
tables."
::={ rtpConpliances 2 }
END

Baugher, et al. St andards Track [ Page 25]



RFC 2959 RTP M B Cct ober 2000

4.

Security Considerations

In nost cases, MBs are not thenselves security risks; if SNWP
security is operating as intended, the use of a MB to view

i nformati on about a system or to change sone paraneter at the
system is a tool, not a threat. However, there are a nunber of
managenment objects defined in this MB that have a MAX- ACCESS cl ause
of read-wite and/or read-create. Such objects may be consi dered
sensitive or vulnerable in some network environments. The support
for SET operations in a non-secure environnent w thout proper
protection can have a negative effect on network operations.

None of the read-only objects in this MB reports a password, though
some SDES [ RFC1889] items such as the CNAME [ RFC1889], the canonica
nane, nmay be deemed sensitive depending on the security policies of a
particular enterprise. |If access to these objects is not limted by
an appropriate access control policy, these objects can provide an
attacker with information about a systenmis configuration and the
services that that systemis providing. Sone enterprises viewtheir
networ k and system configurations, as well as information about usage
and performance, as corporate assets; such enterprises may wish to
restrict SNMP access to nost of the objects in the MB. This MB
supports read-wite operations agai nst rtpSessi onNewl ndex whi ch has
the side effect of creating an entry in the rtpSessionTable when it
is witten to. Five objects in rtpSessionEntry have read-create
access: rtpSessi onDomain, rtpSessi onRemAddr, rtpSessionlfl ndex,

rt pSessi onRowSt at us, and rtpSessionl fAddr identify an RTP session to
be nonitored on a particular interface. The values of these objects
are not to be changed once created, and initialization of these

obj ects affects only the nonitoring of an RTP session and not the
operation of an RTP session on any host end-system Since wite
operations to rtpSessi onNew ndex and the five objects in
rtpSessionEntry affect the operation of the nmonitor, wite access to
these objects should be subject to the appropriate access contro

policy.

Confidentiality of RTP and RTCP data packets is defined in section 9
of the RTP specification [RFC1889]. Encryption nmay be perforned on
RTP packets, RTCP packets, or both. Encryption of RTCP packets may
pose a problemfor third-party nonitors though "For RTCP, it is
allowed to split a conmpound RTCP packet into two | ower-|ayer packets,
one to be encrypted and one to be sent in the clear. For exanple,
SDES i nformati on m ght be encrypted while reception reports were sent
in the clear to acconmodate third-party nonitors [ RFC1889]."

SNWVPv1l by itself is not a secure environment. Even if the network
itself is secure (for exanple by using IPSec), there is no control as
to who on the secure network is allowed to access and GET/ SET
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(read/ change/create/ delete) the objects in this MB. It is
recomrended that the inplementers consider the security features as
provi ded by the SNWPv3 framework. Specifically, the use of the
User - based Security Mdel RFC 2574 [RFC2574] and the Vi ew based
Access Control Mddel RFC 2575 [RFC2575] is recomended. It is then a
customer/user responsibility to ensure that the SNVMP entity giving
access to an instance of this MB, is properly configured to give
access to the objects only to those principals (users) that have
legitimate rights to indeed GET or SET (change/create/delete) them
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