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Abstract

Thi s docunent is an overview of a workshop held by the Internet
Architecture Board (1 AB) on the Internet Network Layer architecture
hosted by SURFnet in Urecht, the Netherlands on 7-9 July 1999. The
goal of the workshop was to understand the state of the network | ayer
and its inpact on continued gromh and usage of the Internet.
Different technical scenarios for the (foreseeable) future and the

i mpact of external influences were studied. This report lists the
concl usi ons and recomrendati ons to the Internet Engineering Task
Force (I ETF) comunity.
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1. Introduction

FromJuly 7 to July 9, 1999 the Internet Architecture Board (| AB)
hel d a workshop on the architecture of the Internet Network Layer

The Network Layer is usually referred to as the IP layer. The goa

of the workshop was to discuss the current state of the Network Layer
and the inpact various currently depl oyed or future nechani sns and
technol ogi es m ght have on the continued growth and usage of the

I nternet.

The nost inportant issues to be discussed were:

Status of |IPv6 deploynent and transition issues

Al ternative technical strategies in case |Pv6 is not adopted
@ obal Iy unique addresses and 32 bit address depl etion

G obal connectivity and reachability

Fragment ati on of the Internet

End to end transparency and the progressive | oss thereof

End to end security

Conpl i cations of address sharing nechani sns (NAT, RSIP)
Separation of identification and |ocation in addressing
Architecture and scaling of the current routing system

OO0OO0OO0OO0OO0OOOO0OO

The participants | ooked into several technical scenarios and

di scussed the feasibility and probability of the deploynent of each
scenario. Anong the scenarios were for exanple full mgration to

| Pv6, | Pv6 deployment only in certain segments of the network, no
significant depl oyment of |IPv6 and increased segnentation of the |Pv4
address space due to the use of NAT devices.

Based on the discussion of these scenarios several trends and
external influences were identified which could have a | arge i npact
on the status of the network |ayer, such as the depl oynent of

wi rel ess network technol ogi es, nobil e networked devi ces and speci al
pur pose | P devi ces.
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The foll owi ng technical issues were identified to be inportant goals:

Depl oyment of end to end security

Depl oynment of end to end transport

A obal connectivity and reachability shoul d be maintai ned
It should be easy to depl oy new applications

It should be easy to connect new hosts and networks to the
Internet ("plug and ping")

Oo0oo0ooo

By the notion "deploynent of end to end transport” it is neant that
it is a goal to be able to deploy new applications that span from any
host to any other host without internediaries, and this requires
transport protocols with sinilar span (see also [1]).

Thi s docunent summari zes the concl usi ons and recommendati ons nade by
the workshop. It should be noted that not all participants agreed
with all of the statenents, and it was not clear whether anyone
agreed with all of them The recomendati ons nmade however are based
on strong consensus anong the partici pants.

2. Concl usions and Qbservations

The participants cane to a nunber of conclusions and observations on
several of the issues nentioned in section 1. 1In the follow ng
sections 2.1-2.10 these conclusions will be described.

2.1 Transparency

In the discussions transparency was referred to as the origina

I nternet concept of a single universal |ogical addressing schene and
the mechani sms by whi ch packets nmay flow from source to destination
essentially unaltered [1]. This traditional end to end transparency
has been lost in the current Internet, specifically the assunption
that | Pv4 addresses are globally unique or invariant is no |onger
true.

There are multiple causes for the |oss of transparency, for exanple
the depl oyment of network address translation devices, the use of
private addresses, firewalls and application | evel gateways, proxies
and caches. These nechani sns increase fragnentati on of the network
| ayer, which causes problens for nany applications on the Internet.
It adds up to conplexity in applications design and inhibits the
depl oynent of new applications. |In particular, it has a severe
effect on the deploynment of end to end I P security.
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Anot her consequence of fragnentation is the deploynent of "split DNS"
or "two faced DNS', which nmeans that the correspondence between a
given FQDN and an | Pv4 address is no |onger universal and stable over
| ong periods (see section 2.7).

End to end transparency will probably not be restored due to the fact
that sonme of the nechanisns have an intrinsic value (e.g. firewalls,
caches and proxies) and the | oss of transparency may be consi dered by
some as a security feature. It was however concluded that end to end
transparency is desirable and an inportant issue to pursue.
Transparency is further explored in [1].

2.2 NAT, Application Level Gateways & Firewalls

The previous section indicated that the depl oynent of NAT ( Network
Address Transl ation), Application Level Gateways and firewal|ls causes
| oss of network transparency. Each of themis inconpatible with
certain applications because they interfere with the assunption of
end to end transparency. NAT especially conplicates setting up
servers, peer to peer comuni cations and "al ways-on" hosts as the
endpoint identifiers, i.e. |IP addresses, used to set up connections
are gl obally anbi guous and not stable (see [2]).

NAT, application |level gateways and firewalls however are being
increasingly widely deployed as there are al so advantages to each,
either real or perceived. |Increased depl oynent causes a further
decline of network transparency and this inhibits the depl oynment of
new applications. Many new applications will require specialized
Application Level Gateways (ALGs) to be added to NAT devices, before
those applications will work correctly when running through a NAT
device. However, some applications cannot operate effectively with
NAT even with an ALG

2.3 ldentification and Addressing

In the original IPv4 network architecture hosts are gl obally,
permanently and uniquely identified by an | Pv4 address. Such an IP
address is used for identification of the node as well as for

| ocating the node on the network. [Pv4 in fact mingles the semantics
of node identity with the nmechani smused to deliver packets to the
node. The depl oynent of nechanisns that separate the network into
mul ti pl e address spaces breaks the assunption that a host can be
uniquely identified by a single | P address. Besides that, hosts may
wish to nove to a different location in the network but keep their
identity the sane. The lack of differentiation between the identity
and the location of a host |eads to a nunber of problens in the
current architecture.
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Several technol ogies at this nonment use tunneling techniques to
overcone the problemor cannot be deployed in the case of separate

address spaces. |If a node could have sone sort of a unique
identifier or endpoint nane this would help in solving a nunber of
probl ens.

It was concluded that it may be desirable on theoretical grounds to
separate the node identity fromthe node | ocator. This is especially
true for I Psec, since |IP addresses are used (in transport node) as
identifiers which are cryptographically protected and hence MJST
remai n unchanged during transport. However, such a separation of
identity and location will not be available as a near-term sol ution,
and will probably require changes to transport |evel protocols.
However, the current specification of |Psec does allow to use sone
other identifier than an |IP address.

2.4 (Observations on Address Space

There is a significant risk that a single 32 bit gl obal address space
is insufficient for foreseeable needs or desires. The participants
opi ni ons about the time scal e over which new | Pv4 addresses w |

still be available for assignnent ranged from2 to 20 years.

However, there is no doubt that at the present tine, users cannot
obtain as nuch | Pv4 address space as they desire. This is partly a
result of the current stewardship policies of the Regional Internet
Regi stries (R Rs).

It was concluded that it ought to be possible for anybody to have

gl obal addresses when required or desired. The absence of this

i nhibits the depl oynent of some types of applications. It should
however be noted that there will always be adm nistrative boundaries,
firewalls and intranets, because of the need for security and the

i mpl ementation of policies. NAT is seen as a significant
conplication on these boundaries. It is often perceived as a
security feature because people are confusing NATs with firewalls.

2.5 Routing Issues

A nunber of concerns were raised regarding the scaling of the current
routing system Wth current technol ogy, the nunmber of prefixes that
can be used is linted by the tine taken for the routing algorithmto
converge, rather than by nmenory size, |ookup time, or sone other
factor. The linit is unknown, but there is some specul ation, of
extrenmely unclear validity, that it is on the order of a few hundred
thousand prefixes. Besides the conputational |oad of cal culating
routing tables, the tinme it takes to distribute routing updates
across the network, the robustness and security of the current
routing systemare also inportant issues. The only known addressing
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schene whi ch produces scal abl e routing nmechani sms depends on
topol ogi cal | y aggregat ed addresses, which requires that sites
renunber when their position in the global topol ogy changes.
Renunbering renmmi ns operationally difficult and expensive ([3], [4]).
It is not clear whether the depl oynent of |IPv6 would solve the
current routing problens, but it should do so if it makes renunbering
easi er.

At | east one backbone operator has concerns about the convergence
time of internetwork-wide routing during a failover. This operator
bel i eves that current convergence tines are on the order of half a

m nute, and possibly getting worse. Qhers in the routing comunity
did not believe that the convergence tinmes are a current issue. Sone,
who believe that real-tine applications (e.g. tel ephony) require
sub- second convergence, are concerned about the inplications of
convergence tines of a half mnute on such applications.

Further research is needed on routing mechanisns that night help
palliate the current entropy in the routing tables, and can help
reduce the convergence tine of routing conputations.

The wor kshop di scussed global routing in a hypothetical scenario with
no di stingui shed root gl obal address space. Nobody had an idea how
to make such a systemwork. There is currently no well-defined
proposal for a new routing systemthat could solve such a probl em

For 1Pv6 routing in particular, the GSE 8+8 proposal and | PNG W5
anal ysis of this proposal ([5]) are still being exam ned by the |IESG
There is no consensus in the workshop whether this proposal could be
made depl oyabl e.

2.6 Cbservations on Mbility

Mobility and roaming require a globally unique identifier. This does
not have to be an I P address. Modbile nodes nust have a wi dely usable
identifier for their location on the network, which is an issue if
private | P addresses are used or the I P address is anbi guous (see

al so section 2.3). Currently tunnels are used to route traffic to a
mobi | e node. Another option would be to maintain state information
at internediate points in the network if changes are nade to the
packets. This however reduces the flexibility and it breaks the end
to end nodel of the network. Keeping state in the network is usually
considered a bad thing. Tunnels on the other hand reduce the MIU
size. Mobility was not discussed in detail as a separate | AB

wor kshop i s planned on this topic.
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2.7 DNS i ssues

If 1Pv6 is widely deployed, the current line of thinking is that site
renunbering will be significantly nore frequent than today. This

wi Il have an inpact on DNS updates. It is not clear what the scale
of DNS updates might be, but in the nost aggressive nodels it could
be mllions a day. Deploynent of the A6 record type which is defined
to map a donmain name to an | Pv6 address, with the provision for
indirection for leading prefix bits, could make this possible ([6]).

Anot her issue is the security aspect of frequent updates, as they
woul d have to been done dynamically. Unless we have fully secured
DNS, it could increase security risks. Cached TTL val ues mi ght

i ntroduce problenms as the cached records of renunmbered hosts will not
be updated in time. This will becone especially a problemif rapid
renunbering i s needed.

Anot her already nentioned issue is the deploynent of split DNS (see
section 2.1). This concept is widely used in the Intranet nodel,
where the DNS provides different information to inside and outside
queries. This does not necessarily depend on whether private
addresses are used on the inside, as firewalls and policies may al so
make this desirable. The use of split DNS seens inevitable as
Intranets will remain w dely deployed. But operating a split DNS
rai ses a |l ot of managenment and adm nistrative issues. As a work
around, a DNS Application Level Gateway ([7]) (perhaps as an
extension to a NAT device) may be depl oyed, which intercepts DNS
messages and nodifies the contents to provide the appropriate
answers. This has the disadvantage that it interferes with the use
of DNSSEC ([8]).

The depl oyment of split DNS, or nore generally the existence of
separ ate nane spaces, nakes the use of Fully Qualified Domai n Nanes
(FQDNs) as endpoint identifiers nore conpl ex.

2.8 NAT and RSIP

Real m Specific IP (RSIP), a nechanismfor use with IPv4, is a work
itemof the |ETF NAT Wa It is intended as an alternative (or as a
conpl enent) to network address translation (NAT) for |Pv4, but other
uses are possible (for exanple, allowing end to end traffic across

firewalls). It is simlar to NAT, in that it allows sharing a snall
nunber of external |Pv4 addresses anong a nunber of hosts in a |loca
address domain (called a "realnm). However, it differs from NAT in

that the hosts know that different externally-visible | Pv4 addresses
are being used to refer to themoutside their |ocal realm and they
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know what their tenporary external address is. The addresses and
other information are obtained froman RSIP server, and the packets
are tunnel ed across the first routing realm ([9], [10]).

The difference between NAT and RSIP - that an RSIP client is aware of
the fact that it uses an | P address from anot her address space, while
with NAT, neither endpoint is aware that the addresses in the packets
are being translated - is significant. Unlike NAT, RSIP has the
potential to work with protocols that require |IP addresses to remain
unnodi fi ed between the source and destination. For exanple, whereas
NAT gat eways preclude the use of |Psec across them RSIP servers can
allowit [11].

The addition of RSIP to NATs may allow themto support some
applications that cannot work with traditional NAT ([12]), but it

does require that hosts be nodified to act as RSIP clients. It
requires changes to the host’'s TCP/IP stack, any |layer-three protoco
that needs to be nade RSIP-aware will have to be nodified (e.g. | CW)

and certain applications may have to be changed. The exact changes
needed to host or application software are not quite well known at
this moment and further research into RSIP is required

Both NAT and RSIP assune that the Internet retains a core of globa
address space with a coherent DNS. There is no fully prepared nodel
for NAT or RSIP without such a core; therefore NAT and RSIP face an
uncertain future whenever the | Pv4 address space is finally exhausted
(see section 2.4). Thus it is also a widely held view that in the

| onger termthe conplications caused by the | ack of globally unique
addresses, in both NAT and RSIP, m ght be a serious handicap ([1]).

If optimistic assunptions are nmade about RSIP (it is still being
defined and a nunmber of features have not been inplemented yet), the
combi nation of NAT and RSIP seens to work in nost cases. \Whether
RSI P i ntroduces specific new problens, as well as renoving sone of
the NAT issues, remains to be determ ned.

Both NAT and RSIP nay have trouble with the future killer
application, especially when this needs QoS features, security and/or
multicast. And if it needs peer to peer comunication (i.e. there
woul d be no clear distinction between a server and a client) or
assunes "al ways-on" systens, this would probably be conmplex with both
NAT and RSIP (see al so section 2.2).

2.9 NAT, RSIP and | Pv6
Assuming I Pv6 is going to be widely depl oyed, network address

transl ation techni ques could play an inportant role in the transition
process fromlIPv4 to IPv6 ([13]). The inpact of adding RSIP support
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to hosts is not quite clear at this nmonment, but it is |less than
addi ng 1 Pv6 support since nost applications probably don’'t need to be
changed. And RSIP needs no changes to the routing infrastructure,

but techni ques such as automatic tunneling ([14]) and 6to4 ([15])
woul d also allow IPv6 traffic to be passed over the existing | Pv4d
routing infrastructure. Wile RSIPis principally a tool for
extending the life of IPv4, it is not a roadblock for the transition
to I Pv6. The devel opnent of RSIP is behind that of |Pv6, and nore
study into RSIP is required to determ ne what the issues with RSIP

m ght be.

2.10 Observations on | Pv6

An important issue in the workshop was whet her the depl oynment of |Pv6
is feasible and probable. It was concluded that the transition to

I Pv6 is plausible nobdulo certain issues. For exanple applications
need to be ported to I Pv6, and production protocol stacks and
production | Pv6 routers should be rel eased. The core protocols are
finished, but other standards need to be pushed forward (e.g. MBs).
A search through all RFCs for dependencies on | Pv4 shoul d be made, as
was done for the Y2K problem and if problens are found they nust be
resolved. As there are serious costs in inplenenting | Pv6 code, good
busi ness argunments are needed to pronote |Pv6.

One inportant question was whether |Pv6 could help solve the current
problenms in the routing system and make the Internet scale better.

It was concluded that "automatic" renunbering is really inportant
when prefixes are to be changed periodically to get the addressing
topol ogy and routing optinmized. This also neans that any IP | ayer
and configuration dependencies in protocols and applications will
have to be renoved ([3]). One exanple that was nmentioned is the use
of IP addresses in the PKI (I KE). There mght also be security

i ssues with "automatic" renunbering as DNS records have to be updated
dynami cally (see also section 2.7)

Real i stically, because of the dependencies nentioned, |Pv6
renunbering cannot be truly automatic or instantaneous, but it has
the potential to be much sinpler operationally than | Pv4 renunbering,
and this is critical to market and | SP acceptance of | Pv6.

Anot her issue is whether existing TCP connections (using the old
address(es)) should be mmi ntai ned across renunbering. This would
make things nmuch nore conplex and it is foreseen that old and new
addresses would normally overlap for a long tine.

There was no consensus on how often renunbering would take place or

how automatic it can be in practice; there is not nuch experience
wi th renunbering (maybe only for small sites).
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3. Recommendati ons
3.1 Recomendati on on Nanespace

The wor kshop reconmends the | AB to appoint a panel to make specific
recomrendations to the | ETF about:

i) whether we shoul d encourage nore parts of the stack to adopt a
nanespace for end to end interactions, so that a) NAT works

"better’, and b) we have a little nore independence between the

i nternetwork and transport and above | ayers;

ii) if so, whether we shoul d have a single systemw de nanespace
for this function, or whether it nakes nore sense to allow
various subsystens to chose the nanespace that makes sense for
t hem

iii) and al so, what nanespace(s) [depending on the output of the
poi nt above] that ought to be.

3.2 Recommendati ons on RSI P

RSIP is an interesting idea, but it needs further refinenment and
study. It does not break the end to end network nodel in the sane
way as NAT, because an RSIP host has explicit know edge of its
tenporary gl obal address. Therefore, RSIP could solve sone of the
i ssues with NAT. However, it is premature to recommend it as a
mai nstream direction at this tine.

It is recomended that the | ETF should actively work on RSIP, devel op

the details and study the issues.
3.3 Recomendati ons on | Pv6

3.3.1
The current nodel of TLA-based addressing and routing shoul d be
actively pursued. However, straightforward site renunbering using
TLA addresses is really needed, should be as nearly automatic as
possi bl e, and should be shown to be real and credible by the |IPv6
communi ty.

3.3.2
Net wor k address translation techniques, in addition to their
i mredi ate use in pure | Pv4 environnents, should also be viewed as
part of the starting point for nmigration to IPv6. Also RSIP, if
successful, can be a starting point for IPv6 transition
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Wil e the basic concepts of the | Pv4 specific mechani sms NAT and RSIP
are al so being used in elenments of the proposed mgration path to
IPv6 (in NAT-PT for NAT, and SIIT and AlIlH for RSIP), NAT and RSIP
for 1Pv4d are not directly part of a docunmented transition path to

| Pv6.

The exact inplications, for transition to | Pv6, of having NAT and
RSIP for |Pv4 deployed, are not well understood. Strategies for
transition to IPv6, for use in | Pv4d domai ns using NAT and RSIP for
| Pv4, should be worked out and docunented by the | ETF.

3.3.3
The draft analysis of the 8+8/ GSE proposal should be eval uated by the
| ESG and accepted or rejected, w thout disturbing ongoing |IPv6
depl oynent work. The | ESG shoul d use broad expertise, including
|iaison with the endpoi nt nanespace panel (see section 3.1) in their
eval uati on.

3.4 Recommendati ons on | Psec

It is urgent that we inplenent and depl oy | Psec using some other
identifier than 32-bit |IP addresses (see section 2.3). The current

| Psec specifications support the use of several different ldentity
types (e.g. Domain Nane, User@onain Nanme). The | ETF should pronote
i mpl ement ati on and depl oynent of non-address ldentities with | Psec.
We strongly urge the | ETF to conpletely deprecate the use of the
binary 32-bit I P addresses within |IPsec, except in certain very
limted circunstances, such as router to router tunnels; in
particul ar any | P address dependenci es should be elinmnated from

| SAKMP and | KE

Ubi qui t ous depl oynment of the Secure DNS Extensions ([8]) should be
strongly encouraged to facilitate w despread depl oynent of |Psec
(including IKE) without address-based Identity types.

3.5 Reconmmendati ons on DNS

Qperational stability of DNS is paranpunt, especially during a
transition of the network |ayer, and both IPv6 and sonme network
address transl ation techniques place a heavier burden on DNS. It is
therefore recommended to the | ETF that, except for those changes that
are already in progress and will support easier renunbering of
networ ks and i nproved security, no fundamental changes or additions
to the DNS be made for the foreseeable future.

In order to encourage w despread depl oynent of |Psec, rapid
depl oynent of DNSSEC is recomrended to the operational community.
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3.6 Reconmmendati ons on Routing

The only known addressing schene which produces scal abl e routing
mechani sns depends on topol ogi cal | y aggregat ed addresses, which
requires that sites renunber when their position in the globa
topol ogy changes. Thus recomendation 3.3.1 is vital for routing
| Pv6.

Al t hough the sanme argunment applies to IPv4, the installed base is
sinmply too large and the PIER working group showed that little can be
done to inprove renunbering procedures for |Pv4. However, NAT and/or
RSI P may hel p.

In the absence of a new addressing nodel to replace topol ogica
aggregation, and of clear and substantial demand fromthe user
community for a newrouting architecture (i.e. path-selection
mechani sm) there is no reason to start work on standards for a "next
generation" routing systemin the |ETF. Therefore, we recomrend that
wor k shoul d continue in the | RTF Routing Research G oup

3.7 Recomendati ons on Application | ayer and APIs

Most current APls such as sockets are an obstacle to migration to a
new network | ayer of any kind, since they expose network | ayer
internal details such as addresses.

It is therefore recommended, as originally recommended in RFC 1900
[3], that I ETF protocols, and third-party applications, avoid any
explicit awareness of | P addresses, when efficient operation of the
protocol or application is feasible in the absence of such awareness.
Sone applications and services may continue to need to be aware of IP
addresses. Until we once again have a uniform address space for the
Internet, such applications and services will necessarily have
limted deployability, and/or require ALG support in NATs.

Al so we recommend an effort in the |ETF to generalize APIs to offer
abstraction fromall network |ayer dependencies, perhaps as a side-
ef fect of the namespace study of section 3.1

4. Security Considerations
The workshop did not address security as a separate topic, but the
role of firewalls, and the desirability of end to end depl oynment of

| Psec, were underlying assunptions. Specific recomendations on
security are covered in sections 3.4 and 3.5.
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