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Abst r act

Thi s docunent defines a nethod to authenticate TELNET using the Key
Exchange Al gorithm (KEA), and encryption of the TELNET stream using
SKI PJACK. Two encryption nodes are specified; one provides data
integrity and the other does not. The method relies on the TELNET
Aut henti cation Option.

1. Conmmand Nanes and Codes
AUTHENTI CATI ON 37
Aut henti cati on Comrands:
IS
SEND

REPLY
NANVE

WNEFO

Aut hent i cati on Types:

KEA SJ 12
KEA_SJ_| NTEG 13

Modi fi ers:
AUTH WHO MASK

AUTH_CLI ENT_TO_SERVER
AUTH_SERVER _TO CLI ENT

R OR
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AUTH_HOW MASK 2
AUTH_HOW ONE_\MAY 0
AUTH_HOW MUTUAL 2

ENCRYPT_MASK 20
ENCRYPT_OFF 0
ENCRYPT_USI NG TELOPT 4
ENCRYPT_AFTER_EXCHANGE 16
ENCRYPT_RESERVED 20
INl_CRED FWD_MASK 8
| Nl _CRED_FWD_OFF 0
| Nl _CRED_FWD_ON 8

Sub- opti on Commands:

KEA CERTA_RA 1
KEA CERTB_RB_| VB_NONCEB 2
KEA | VA RESPONSEB_NONCEA 3
KEA RESPONSEA 4

2. TELNET Security Extensions

TELNET, as a protocol, has no concept of security. Wthout

negoti ated options, it nerely passes characters back and forth

bet ween the NVTs represented by the two TELNET processes. In its
nmost conmon usage as a protocol for renote term nal access (TCP port
23), TELNET nornally connects to a server that requires user-|eve
aut hentication through a user nane and password in the clear. The
server does not authenticate itself to the user

The TELNET Aut hentication Option provides for:

* User authentication -- replacing or augnenting the normal host
password nmechani sm

* Server authentication -- normally done in conjunction with user
aut henti cati on;

* Session paraneter negotiation -- in particular, encryption key
and attri butes;

* Session protection -- primarily encryption of the data and

enbedded command stream but the encryption algorithmmay al so
provide data integrity.

In order to support these security services, the two TELNET entities
must first negotiate their willingness to support the TELNET

Aut hentication Option. Upon agreeing to support this option, the
parties are then able to perform sub-option negotiations to determ ne
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the aut hentication protocol to be used, and possibly the renote user
nane to be used for authorization checking. Encryption is negotiated
along with the type of the authentication

Aut henti cation and paraneter negotiation occur within an unbounded
series of exchanges. The server proposes a preference-ordered |i st
of authentication types (nmechanisns) that it supports. In addition
to listing the mechanisms it supports, the server qualifies each
mechanismwith a nodifier that specifies whether encryption of data
is desired. The client selects one mechanismfromthe list and
responds to the server indicating its choice and the first set of
aut henti cation data needed for the selected authentication type. The
client may ignore a request to encrypt data and so indicate, but the
server may also term nate the connection if the client refuses
encryption. The server and the client then proceed through whatever
nunber of iterations is required to arrive at the requested

aut henti cati on.

Encryption is started immedi ately after the Authentication Option is
compl et ed.

3. Use of Key Exchange Al gorithm (KEA)

Thi s paper specifies the nethod in which KEA is used to achieve
TELNET Aut hentication. KEA (in conjunction with SKIPJACK) [4]

provi des authentication and confidentiality. |Integrity may al so be
provi ded.

TELNET entities may use KEA to provide nutual authentication and
support for the setup of data encryption keys. A sinple token fornat
and set of exchanges delivers these services.

NonceA and NonceB used in this exchange are 64-bit bit strings. The
client generates NonceA, and the server generates NonceB. The nonce
val ue is selected randomy. The nonce is sent in a big endian form

The encryption of the nonce will be done with the same mechani smt hat
the session will use, detailed in the next section

Ra and Rb used in this exchange are 1024 bit strings and are defined
by the KEA Al gorithm[4]

The IVa and |Vb are 24 byte Initialization Vectors. They are
conposed of "THIS IS NOT LEAF" followed by 8 random byt es.
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CertAis the client’s certificate. CertBis the server’s
certificate. Both certificates are X 509 certificates [6] that
contain KEA public keys [7]. The client nmust validate the server’s
certificate before using the KEA public key it contains. Likew se,
the server nust validate the client’'s certificate before using the
KEA public key it contains.

On conpl eting these exchanges, the parties have a common SKI PJACK
key. Mitual authentication is provided by verification of the
certificates used to establish the SKIPJACK encryption key and
successful use of the derived SKI PJACK session key. To protect
agai nst active attacks, encryption will take place after successfu
aut hentication. There will be no way to turn off encryption and
safely turn it back on; repeating the entire authentication is the
only safe way to restart it. |If the user does not want to use
encryption, he may disable encryption after the session is

est abl i shed.

3.1. SKIPJACK Modes

There are two distinct nodes for encrypting TELNET streans; one
provides integrity and the other does not. Because TELNET is
nornmal |y operated in a character-by-character node, the SKIPJACK with
streamintegrity nechanismrequires the transm ssion of 4 bytes for
every TELNET data byte. However, a sinplified nmode SKI PJACK wit hout
integrity mechanismwill only require the transm ssion of one byte
for every TELNET data byte.

The cryptographi c node for SKIPJACK with streamintegrity is G pher
Feedback on 32 bits of data (CFB-32) and the node of SKIPJACK is
C pher Feedback on 8 bits of data (CFB-8).

3.1.1. SKIPJACK without streamintegrity

The first and | east conplicated node uses SKIPJACK CFB-8. This nbde
provides no streamintegrity.

For SKIPJACK without streamintegrity, the two-octet authentication
type pair is KEA SJ AUTH CLI ENT_TO SERVER | AUTH HOW MUTUAL |
ENCRYPT_AFTER _EXCHANGE | I NI_CRED FWD OFF. This indicates that the
SKI PJACK wi thout integrity mechanismw || be used for nutual

aut henti cation and TELNET stream encryption. Figure 1 illustrates
the aut hentication nechani sm of KEA foll owed by SKI PJACK wit hout
streamintegrity.
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Cient (Party A) Server (Party B)
<-- | AC DO AUTHENTI CATI ON
| AC WLL AUTHENTI CATI ON -->

<-- | AC SB AUTHENTI CATI ON SEND
<list of authentication options>
| AC SE

| AC SB AUTHENTI CATI ON
NAME <user nane> -->

| AC SB AUTHENTI CATION | S

KEA_SJ

AUTH_CLI ENT_TO SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_AFTER_EXCHANGE |
INl_CRED FWD_OFF

KEA CERTA_RA

CertAl|Ra | AC SE o>

<-- | AC SB AUTHENTI CATI ON REPLY

KEA SJ

AUTH_CLI ENT_TO_SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_AFTER_EXCHANGE |
I Nl _CRED_FWD_OFF

| VA_RESPONSEB_NONCEA

KEA CERTB_RB_| VB_NONCEB

CertB| | Rb| | I Vb| |
Encrypt ( NonceB )

| AC SE

| AC SB AUTHENTI CATION | S
KEA SJ
AUTH_CLI ENT_TO SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_AFTER_EXCHANGE |
I Nl _CRED_FWD_CFF
KEA | VA RESPONSEB_NONCEA
I Va| | Encrypt ( (NonceB XOR 0x0C12) || NonceA )
| AC SE -->
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Cient (Party A) Server (Party B)

<client begins encryption>
<-- | AC SB AUTHENTI CATI ON REPLY

KEA_SJ

AUTH_CLI ENT_TO SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_AFTER_EXCHANGE |
I Nl _CRED FVWD_OFF

KEA RESPONSEA

Encrypt ( NonceA XOR 0x0Cl12 )

| AC SE

<server begins encryption>

Fi gure 1.
3.1.2. SKIPJACK with streamintegrity

SKIPJACK with streamintegrity is nmore conplicated. It uses the
SHA-1 [3] one-way hash function to provide integrity of the
encryption streamas foll ows:

Set HO to be the SHA-1 hash of a zero-length string.

Cn is the nth character in the TELNET stream

Hn = SHA-1( Hn-1]|Cn ), where Hn is the hash val ue
associated with the nth character in the stream

ICVn is set to the three nost significant bytes of Hn.

Transmt Encrypt( Cn||ICvn ).

The ciphertext that is transmitted is the SKIPJACK CFB-32 encryption
of ( Cn||ICvn ). The receiving end of the TELNET link reverses the
process, first decrypting the ciphertext, separating Cn and | CvVn,
recal cul ating Hn, recalculating I Cvn, and then conparing the received
ICVn with the recalculated I1C/n. Integrity is indicated if the
conpari son succeeds, and Cn can then be processed nornally as part of
the TELNET stream Failure of the conparison indicates sone | oss of
integrity, whether due to active manipul ation or |oss of

crypt ographi ¢ synchronization. |In either case, the only recourse is
to drop the TELNET connection and start over

For SKIPJACK with streamintegrity, the two-octet authentication type
pair is KEA SJ_|I NTEG AUTH CLI ENT_TO SERVER | AUTH HOW MUTUAL |
ENCRYPT_AFTER EXCHANGE | INI_CRED FWD OFF. This indicates that the
KEA SKIPJACK with integrity mechanismw || be used for nutual

aut henti cation and TELNET stream encryption. Figure 2 illustrates
the aut hentication nechani smof KEA SKIPJACK with streamintegrity.
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Cient (Party A) Server (Party B)
<-- | AC DO AUTHENTI CATI ON
| AC WLL AUTHENTI CATI ON -->

<-- | AC SB AUTHENTI CATI ON SEND
<list of authentication options>
| AC SE

| AC SB AUTHENTI CATI ON
NAME <user nane> -->

| AC SB AUTHENTI CATION | S

KEA SJ_| NTEG

AUTH_CLI ENT_TO SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_AFTER_EXCHANGE |
INl_CRED FWD_OFF

KEA CERTA_RA

CertAl|Ra | AC SE o>

<-- | AC SB AUTHENTI CATI ON REPLY

KEA_SJ_I| NTEG

AUTH_CLI ENT_TO_SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_AFTER_EXCHANGE |
I Nl _CRED_FWD_OFF

| VA_RESPONSEB_NONCEA

KEA CERTB_RB_| VB_NONCEB

CertB| | Rb| | I Vb| |
Encrypt ( NonceB )

| AC SE

| AC SB AUTHENTI CATION | S
KEA SJ_I NTEG
AUTH_CLI ENT_TO SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_AFTER_EXCHANGE |
I Nl _CRED_FWD_CFF
KEA | VA RESPONSEB_NONCEA
I Va| | Encrypt ( (NonceB XOR 0x0D12) || NonceA )
| AC SE -->
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d

<C

4. 0.

Hou

ient (Party A) Server (Party B)

Iient begins encryption>
<-- | AC SB AUTHENTI CATI ON REPLY

KEA_SJ_I NTEG

AUTH_CLI ENT_TO SERVER |
AUTH_HOW MUTUAL |
ENCRYPT_AFTER_EXCHANGE |
I Nl _CRED FVWD_OFF

KEA RESPONSEA

Encrypt ( NonceA XOR 0x0D12 )

| AC SE

<server begins encryption>

Figure 2
Security Considerations

This entire nmeno is about security nechanisns. For KEA to provide
the authentication discussed, the inplenentation nmust protect the
private key fromdisclosure. Likew se, the SKI PJACK keys nust be
protected from di scl osure.

| mpl enent ati ons nust randomy generate KEA private keys,
initialization vectors (l1Vs), and nonces. The use of inadequate
pseudo-random nunber generators (PRNGs) to generate cryptographic
keys can result in little or no security. An attacker may find it
much easier to reproduce the PRNG environnent that produced the keys,
searching the resulting small set of possibilities, rather than brute
force searching the whol e key space. The generation of quality
random nunbers is difficult. RFC 1750 [8] offers inportant guidance
in this area, and Appendix 3 of FIPS Pub 186 [9] provides one quality
PRNG t echni que.

By linking the enabling of encryption as a side effect of successful
aut hentication, protection is provided agai nst an active attacker.

If encryption were enabled as a separate negotiation, it would
provi de a wi ndow of vulnerability from when the authentication

conpl etes, up to and including the negotiation to turn on encryption
The only safe way to restart encryption, if it is turned off, is to
repeat the entire authentication process.
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5. | ANA Consi derati ons

The authentication types KEA SJ and KEA SJ_|I NTEG and their associ ated
suboption values are registered with  ANA. Any suboption val ues used
to extend the protocol as described in this docunment nust be
registered with | ANA before use. |1ANA is instructed not to i ssue new
suboption val ues without subm ssion of docunentation of their use.
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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