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Abst r act
This nmeno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in TCP/IP based internets.
In particular it defines objects for managing a client of the Comon
Open Policy Service (COPS) protocol.

This nmeno includes a MB nodule in a manner that is conpliant to the
SMv2 [V2SM].
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1. The SNWP Managenent Framework

The SNVP Management Framework presently consists of five mgjor
conmponent s:

0o An overall architecture, described in an Architecture for
Descri bi ng SNVMP Managenent Framewor ks [ ARCH] .

0 Mechanisns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMv1l and described in
STD 16, RFC 1155 [VAISM], STD 16, RFC 1212 [V1CONCI SE] and RFC
1215 [VATRAPS]. The second version, called SMv2, is described
in STD 58, RFC 2578 [V2SM ], STD 58, RFC 2579 [V2TC] and STD
58, RFC 2580 [ V2CONFORM .

0 Message protocols for transferring nanagenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [VIPROTQ. A second version of
the SNVP message protocol, which is not an Internet standards
track protocol, is called SNMWPv2c and described in RFC 1901
[ V2ZCOWUNI TY] and RFC 1906 [V2TRANS]. The third version of the
message protocol is called SNMPv3 and descri bed in RFCL906
[ V2TRANS], Message Processing and Di spatching [ V3MPC] and
User - based Security Mdel [V3USM .

o Protocol operations for accessi ng managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [V1IPROTQ . A second set of
protocol operations and associated PDU formats is described in
RFC 1905 [ V2PROTQ .

0 A set of fundanental applications described in SNWPv3
Applications [V3APPS] and the vi ew based access control
mechani sm descri bed in Vi ew based Access Control Model
[ V3VACM .

A nore detailed introduction to the current SNVMP Managenent Franework
can be found in RFC 2570 [V3I NTRQ .

Managed objects are accessed via a virtual information store, terned
t he Managenent |Information Base or MB. (Objects in the MB are
defined using the mechani snms defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onmtted because no
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translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

2. Overview

The COPS protocol [COPS] is a client-server protocol intended for the
conmuni cati on of policy requests and deci sions between a Policy

Enf orcenent Point (PEP) and a Policy Decision Point (PDP). The PEP
acts as a COPS client in this scenario. The nodel for policy out-
sourci ng, of which the COPS protocol provides one part, is described

i n [ FRAVEWORK] .
2.1. Scope

This MB is intended to provi de nanagenent of the inportant features
of a COPS protocol client nodule. It does not provide nmanagenent for
a COPS server - this is outside the scope of the current meno. It
provi des for monitoring of status and protocol statistics, as well as
for configuration of the client, in particular for telling it where
to locate its servers. Qher mechanisns for achieving this function
wi t hout SNMP configuration might include use of the Service Location
Protocol [SRVLCQC] although this is outside the scope of this meno and
are not specified by the COPS protocol itself.

This M B al so does not provide nmanagenent of specific COPS client-
types e.g., for use with the RSVP protocol [RSVP][ COPSRSVP].

3. Structure of COPS Cient MB
hjects inthis MB are arranged into groups. Each group is
organi zed as a set of related objects. The overall structure is
descri bed bel ow

3.1. copsCientCapabilitiesGoup

Thi s group contains objects that represent COPS protocol capabilities
i npl emented by this COPS client.

3.2. copsdientStatusG oup

Thi s group contains objects that indicate the current status of
connection(s) to COPS servers, including per-server protocol

statistics. It maintains |ast-known statistics for all of the
servers with which the client has ever been connected since agent
restart.
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3.3. copsConfigGoup

This group contains objects that allow for configuration of COPS
server addresses and the order to which connections should be
attenpted. It contains a table of per-server objects as well as
scalars for configuration of the retry algorithmto be used by a
client to obtain a connection to an appropriate server.

3.4. Textual Conventions

The datatypes CopsCientState, CopsServerEntryType, CopsError Code,
CopsTcpPort and CopsAut hType are used as textual conventions in this
docunment. These textual conventions have NO effect on either the
syntax nor the semantics of any managed object. bjects defined

usi ng these conventions are always encoded by neans of the rul es that
define their primtive type. Hence, no changes to the SM or the
SNVP are necessary to accommpdat e these textual conventions which are
adopted nerely for the conveni ence of readers.

3.5. Relationship to Oher M Bs
3.5.1. Relationship to the 'system group

This M B contains definitions for a single COPS protocol client
represented by a single SNMP agent and instance of the MB-2 system
group [MB2]. It does not address the case of multiple co-located
COPS protocol clients.

4. Definitions for COPS Client MB

COPS-CLIENT-M B DEFINI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Counter32, |nteger32,
Unsi gned32, mb-2
FROM SNWPv2- SM
Ti meStanp, Tinelnterval, RowStatus, TEXTUAL- CONVENTI ON
FROM SNMPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF
I net Addr essType, | net Address
FROM | NET- ADDRESS- M B;

-- REFERENCE
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-- "The COPS (Comon Open Policy Service) Protocol RFC 2748

copsCl i ent M B MODULE- | DENTI TY
LAST- UPDATED "2000092800002"
ORGANI ZATI ON "I ETF RSVP Admi ssion Policy Wrking G oup"
CONTACT- | NFO
" Andrew Smith (WG co-chair)
Phone: +1 408 579 2821
Emai | : ah_sm t h@acbel | . net

Mark Stevens (WG co-chair)
Phone: +1 978 287 9102
Emai | : mar kst evens@ ucent. com

Editor: Andrew Smith
Phone: +1 408 579 2821
Enmai | : ah_smt h@acbel | . net

Editor: David Partain
Phone: +46 13 28 41 44
Emai | : Davi d. Partai n@ri csson. com

Editor: John Seligson
Phone: +1 408 495 2992

Emai | : jseligso@ortel networks. cont
DESCRI PTI ON
"The COPS dient M B nodul e"
REVI SI ON "2000092800002"
DESCRI PTI ON "Thi s version published as RFC 2940"
:={ mb-2 89 }
copsClient M BObj ects OBJECT IDENTIFIER ::= { copsCientMB 1 }

CopsC ientState ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A value indicating the state of a COPS client."
SYNTAX I NTEGER {
copsCientlnvalid(l), -- default state.
copsC i ent Tcpconnected(2), -- TCP connection up but COPS

-- not yet open.
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copsC i ent Aut henticating(3), -- TCP connection up but still
-- aut henti cating.

copsCl i ent SecAccepted(4), -- connection authenticated.

copsC i ent Accept ed(5), -- COPS server accepted client.

copsd i ent Ti m ngout ( 6) -- Keepalive tinmer has expired,

-- client is in process of
-- tearing down connection.

}
CopsServerEntryType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A val ue indicating how a COPS server entry canme into existence."
SYNTAX I NTEGER {
copsServer Static(1), -- configured by manager
copsServer Redirect (2) -- notified by COPS server
}
CopsError Code ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A val ue describing a COPS protocol error. Codes are identical
to those used by the COPS protocol itself."
SYNTAX | NTEGER {
error & her (0), -- none of the bel ow
error BadHandl e( 1),
errorlnval i dHandl eRef erence(2),
err or BadMessageFor nat ( 3) ,
error Unabl eToProcess(4),
error Mandat oryd i ent Si M ssi ng(5),
error Unsupportedd i ent Type(6),
err or Mandat or yCopsObj ect M ssi ng(7),
errorCientFailure(8),
error Comruni cati onFai |l ure(9),
error Unspeci fi ed(10), -- client-type specific subcode
error Shutti ngDown(11),
error Redi rect ToPref erredServer (12),
err or UnknownCopsbj ect (13),
error Aut henti cationFail ure(14),
error Aut henti cati onM ssi ng(15)
}
--  REFERENCE
-- "RFC 2748 section 2.2.8"
CopsTcpPort ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A value indicating a TCP protocol port nunber."
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SYNTAX | NTEGER (0. .65535)
CopsAut hType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A value indicating a type of security authentication nmechanism"
SYNTAX I NTEGER {

aut hNone( 0) ,

aut hQ her (1),

aut hl pSecAh(2),

aut hl pSecEsp( 3),

aut hTl s(4),

aut hCopsl ntegrity(5)

copsClient CapabilitiesG oup OBJECT | DENTI FI ER
::={ copsdientMBjects 1}

-- Capabilities of the COPS client to connect to a COPS server:

copsCient Capabilities OBJECT- TYPE

SYNTAX BI TS {
copsC i ent Ver si on1(0), -- supports versionl of COPS protocol
copsC i ent Aut hl pSecAh(1) , -- supports |P-SEC Authentication
copsC i ent Aut hl pSecEsp(2), -- supports | P-SEC Encryption
copsd i ent Aut hTl s(3), -- supports Transport-Layer Security
copsC i ent Aut hi nt eg(4) -- supports COPS Integrity

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Alist of the optional capabilities that this COPS client
supports.”

::={ copsCientCapabilitiesGoup 1}

-- Current status of COPS server connections, all read-only.
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copsC i ent Server Current Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CopsCient ServerCurrentEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of information regarding COPS servers as seen fromthe

point of view of a COPS client. This table contains entries

for both statically-configured and dynam cally-|earned servers
(froma PDP Redirect operation). One entry exists in this table
for each COPS Client-Type served by the COPS server. In addition,
an entry will exist with copsCientServerdientType 0 (zero)
representing information about the underlying connection itself:
this is consistent with the COPS specification which reserves

this value for this purpose.”

::={ copsCientStatusGoup 1 }

copsC i ent Server Current Entry OBJECT- TYPE

SYNTAX Copsd ient ServerCurrent Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of information regarding a single COPS server serving

I NDEX { copsd i ent Server Addr essType,
copsClient Serverdient Type }
::={ copsCientServerCurrentTable 1 }

a single COPS dient-Type fromthe point of view of a COPS

client.

CopsClientServerCurrentEntry ::=

copsC i ent Ser ver Addr ess,

SEQUENCE {
copsC i ent Server Addr essType | net Addr essType,
copsC i ent Server Addr ess I net Addr ess,
copsCient Serverd i ent Type | NTECER,
copsC i ent Server TcpPort CopsTcpPort,
copsd i ent Server Type CopsServer Ent ryType,
copsC i ent Server Aut hType CopsAut hType,
copsC i ent Server Last ConnAt t enpt Ti meSt anp,
copsClient State Copsd i ent St at e,
copsC i ent Server Keepal i veTi ne Ti mel nterval ,
copsC i ent Server Account i ngTi me Ti mel nterval ,
copsCientlnPkts Count er 32,
copsC i ent Qut Pkt s Count er 32,
copsClientlnErrs Count er 32,
copsC i ent Last Error CopseEr ror Code,
copsC i ent TcpConnect Att enpt s Count er 32,
copsC i ent TcpConnect Fai | ur es Count er 32,
copsC i ent OpenAttenpts Count er 32,
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copsC i ent OpenFai |l ures Count er 32,
copsC i ent ErrUnsupportCienttype Count er 32,
copsC i ent Err Unsuppor t edVer si on Count er 32,
copsClient ErrLengt hM smat ch Count er 32
copsd i ent Err UnhknownQOpcode Count er 32,
copsd i ent Err UnhknownCnum Count er 32,
copsd i ent Err BadCt ype Count er 32,
copsC i ent Err BadSends Count er 32,
copsC i ent Err Wonghj ect s Count er 32,
copsC i ent Err WongQOpcode Count er 32,
copsC i ent KaTi nedout Cl i ents Count er 32
copsd i ent Err Aut hFai | ures Count er 32,
copsC i ent Err Aut hM ssi ng Count er 32

}

copsC i ent Server Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The type of address in copsCient Server Address. "
::={ copsCientServerCurrentEntry 1 }

copsd i ent Server Address OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The I Pv4, 1Pv6 or DNS address of a COPS Server. Note that,
since this is an index to the table, the DNS name nust be
short enough to fit into the maxi mumlength of indices allowed
by the nmanagement protocol in use."

REFERENCE
"RFC 2748 section 2.3"

::={ copsCientServerCurrentEntry 2 }

copsC i ent Serverdient Type OBJECT- TYPE

SYNTAX | NTEGCER (0. .65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The COPS protocol dient-Type for which this entry
applies. Miltiple dient-Types can be served by a single
COPS server. The value 0 (zero) indicates that this
entry contains information about the underlying connection
itself."

REFERENCE
"RFC 2748 section 6, |ANA"
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1= { copsCientServerCurrentEntry 3}

copsC i ent Server TcpPort OBJECT- TYPE

SYNTAX CopsTcpPort
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The TCP port number on the COPS server to which the
client should connect/is connected."
::={ copsCientServerCurrentEntry 4 }

copsC i ent Server Type OBJECT- TYPE

SYNTAX CopsServer EntryType
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I'ndi cator of the source of this COPS server information.

COPS servers may be configured by network managenent

into copsdientServerConfigTabl e and appear in this entry

with type copsServerStatic(1l). Alternatively, the may be

notified fromanother COPS server by means of the COPS

PDP- Redi rect nechani sm and appear as copsServerRedirect(2)."
::={ copsCientServerCurrentEntry 5 }

copsC i ent Server Aut hType OBJECT- TYPE

SYNTAX CopsAut hType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indicator of the current security node in use between
client and this COPS server."
::={ copsCientServerCurrentEntry 6 }

copsC i ent Server Last ConnAtt enpt OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Timestanp of the last time that this client attenpted to
connect to this COPS server."
::={ copsCientServerCurrentEntry 7 }

copsClientState OBJECT- TYPE

SYNTAX CopsCientState
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The state of the connection and COPS protocol with respect
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to this COPS server."
::={ copsdientServerCurrentEntry 8 }

copsC i ent Server Keepal i veTi me OBJECT- TYPE

SYNTAX Ti nel nt er val
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of the COPS protocol Keepalive timeout, in
centiseconds, currently in use by this client, as
specified by this COPS server in the dient-Accept operation.
A val ue of zero indicates no keepalive activity is expected."
REFERENCE
"RFC 2748 section 3.7, 4.4"
::={ copsdientServerCurrentEntry 9 }

copsC i ent Server Account i ngTi ne OBJECT- TYPE

SYNTAX Ti mel nt er val
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of the COPS protocol Accounting tineout, in
centiseconds, currently in use by this client, as specified
by the COPS server in the Cient-Accept operation. A value
of zero indicates no accounting activity is to be perforned."
REFERENCE
"RFC 2748 section 3.7"
::={ copsCientServerCurrentEntry 10 }

copsC i ent | nPkts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received fromthis COPS server narked for this dient-Type.
This value is cumul ative since agent restart and is not zeroed
on new connections.”

::={ copsCientServerCurrentEntry 11 }

copsd i ent Qut Pkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has sent to this COPS server narked for this Cient-Type. This
val ue is cunul ative since agent restart and is not zeroed on new
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connections.”
::={ copsdientServerCurrentEntry 12 }

copsCientlnErrs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received fromthis COPS server marked for this dient-Type
that contained errors in syntax. This value is cunul ative since
agent restart and is not zeroed on new connections."

::={ copsdientServerCurrentEntry 13 }

copsC i ent Last Error OBJECT- TYPE

SYNTAX CopskEr r or Code
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The code contained in the | ast COPS protocol Error hject
received by this client fromthis COPS server marked for this
Client-Type. This value is not zeroed on COPS dient-Qpen
operations.”

REFERENCE
"RFC 2748 section 2.2.8"

::={ copsdientServerCurrentEntry 14 }

copsC i ent TcpConnect Att enpts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of times that this COPS client has tried
(successfully or otherwi se) to open an TCP connection to a COPS
server. This value is cunulative since agent restart and is not
zeroed on new connections. This value is not increnmented for
entries representing a non-zero Cient-Type."

::={ copsdientServerCurrentEntry 15 }

copsC i ent TcpConnect Fai | ures OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of times that this COPS client has failed
to open an TCP connection to a COPS server. This value is

cunmul ative since agent restart and is not zeroed on new
connections. This value is not increnmented for
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entries representing a non-zero Cient-Type."
::={ copsdientServerCurrentEntry 16 }

copsC i ent OpenAttenpts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of times that this COPS client has tried
to performa COPS Client-Open to a COPS server for this
Client-Type. This value is cunul ative since agent restart and is
not zeroed on new connections.”

::={ copsdientServerCurrentEntry 17 }

copsC i ent OpenFai | ures OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of times that this COPS client has failed
to performa COPS Cient-Cpen to a COPS server for this
Client-Type. This value is cunul ative since agent restart and is
not zeroed on new connections."

::={ copsCientServerCurrentEntry 18 }

copsC i ent Err UnsupportCienttype OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received from COPS servers that referred to dient-Types
that are unsupported by this client. This value is cunul ative
since agent restart and is not zeroed on new connections. This
value is not increnented for entries representing a non-zero
Client-Type."

::={ copsdientServerCurrentEntry 19 }

copsC i ent Err Unsupport edVer si on OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received from COPS servers marked for this Cient-Type that
had a COPS protocol Version nunber that is unsupported by this
client. This value is cunulative since agent restart and i s not
zeroed on new connections."
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1= { copsCientServerCurrentEntry 20 }

copsC i ent ErrLengt hM smat ch OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received from COPS servers marked for this Cient-Type that
had a COPS protocol Message Length that did not nmatch the actual
recei ved nessage. This value is cunmul ative since agent restart
and is not zeroed on new connections."

::={ copsdientServerCurrentEntry 21 }

copsd i ent Err UnknownQOpcode OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received from COPS servers marked for this Cient-Type that
had a COPS protocol Op Code that was unrecogni sed by this
client. This value is cunulative since agent restart and i s not
zeroed on new connections."

::={ copsdientServerCurrentEntry 22 }

copsd i ent Err UnknownCnum OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received from COPS servers marked for this Cient-Type that
contai ned a COPS protocol object CNumthat was unrecogni sed by
this client. This value is cunulative since agent restart and is
not zeroed on new connections."

::={ copsdientServerCurrentEntry 23 }

copsC i ent Err BadCt ype OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received from COPS servers marked for this Cient-Type that
contai ned a COPS protocol object C Type that was not defined for
the C-Nuns known by this client. This value is cunul ative since
agent restart and is not zeroed on new connections."
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:={ copsdientServerCurrentEntry 24 }

copsC i ent Err BadSends OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client

attenpted to send to COPS servers marked for this dient-Type

that resulted in a transmt error. This value is cunulative

since agent restart and is not zeroed on new connections."
::={ copsCientServerCurrentEntry 25 }

copsC i ent Err WongObj ects OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received from COPS servers marked for this Cient-Type that
did not contain a permtted set of COPS protocol objects. This
val ue is cunul ative since agent restart and is not zeroed on new
connections."

::={ copsCientServerCurrentEntry 26 }

copsd i ent Err WongQpcode OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of COPS nessages that this client
has received from COPS servers marked for this Cient-Type that
had a COPS protocol Op Code that shoul d not have been sent to a
COPS client e.g. Open-Requests. This value is cunulative since
agent restart and is not zeroed on new connections."

::={ copsCientServerCurrentEntry 27 }

copsC i ent KaTi nedout Cl i ents OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of tines that this client has
been shut down for this Cient-Type by COPS servers that had
detected a COPS protocol Keepalive timeout. This value is
cunmul ative since agent restart and is not zeroed on new
connections."

::={ copsCientServerCurrentEntry 28 }
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copsC i ent Err Aut hFai | ures OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of tines that this client has
received a COPS message marked for this Cient-Type which
could not be authenticated using the authentication mechani sm
used by this client."

::={ copsCientServerCurrentEntry 29 }

copsC i ent Err Aut hM ssi ng OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the total nunber of tines that this client has
received a COPS message marked for this Cient-Type which did not
contai n authentication information."

::={ copsdientServerCurrentEntry 30 }

copsC i ent Server Confi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Copsd i ent Server Confi gEntry
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"Tabl e of possible COPS servers to try to connect to in order
of copsClientServerConfigPriority. There may be nultiple
entries in this table for the same server and client-type which
specify different security nechani sns: these nechanisns wll
be attenpted by the client in the priority order given. Note
that a server |earned by means of PDPRedirect always takes
priority over any of these configured entries.”

::={ copsCientConfigGoup 1 }

copsC i ent Server Confi gEntry OBJECT-TYPE

SYNTAX Copsd i ent Server Confi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A set of configuration information regarding a single
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COPS server fromthe point of view of a COPS client."
I NDEX { copsd i ent Server Confi gAddr Type,
copsC i ent Ser ver Conf i gAddr ess,
copsC i ent Server Confi gd i ent Type,
copsC i ent Server Confi gAut hType }
::={ copsdientServerConfigTable 1 }

Copsd i ent Server ConfigEntry ::=

SEQUENCE {
copsC i ent Server Conf i gAddr Type I net Addr essType,
copsdC i ent Server Conf i gAddr ess | net Addr ess,
copsC i ent Server Confi gd i ent Type | NTEGER,
copsd i ent Server Confi gAut hType CopsAut hType,
copsC i ent Server Confi gTcpPort CopsTcpPort,
copsClient ServerConfigPriority I nt eger 32,
copsd i ent Server Conf i gRowsSt at us RowsSt at us

}

copsd i ent Server Confi gAddr Type OBJECT- TYPE

SYNTAX I net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The type of address in copsdientServer Confi gAddress. "
1= { copsdientServerConfigEntry 1 }

copsC i ent Server Confi gAddr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The | Pv4, |Pv6 or DNS address of a COPS Server. Note that,
since this is an index to the table, the DNS nane nust be

2000

short enough to fit into the maxi mumlength of indices allowed

by the nanagenent protocol in use."
REFERENCE

"RFC 2748 section 2.3"
::={ copsdientServerConfigEntry 2 }

copsC i ent Server Confi gC i ent Type OBJECT- TYPE

SYNTAX | NTECER (0. .65535)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The COPS protocol dient-Type for which this entry
applies and for which this COPS server is capable

of serving. Multiple dient-Types can be served by a
singl e COPS server."
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REFERENCE
"RFC 2748 section 6, |ANA"
::={ copsdientServerConfigEntry 3 }

copsd i ent Server Confi gAut hType OBJECT- TYPE

SYNTAX CopsAut hType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The type of authentication mechanismfor this COPS client
to request when negotiating security at the start of a
connection to a COPS server."

REFERENCE
"RFC 2748 section 4."

::={ copsdientServerConfigEntry 4 }

copsd i ent Server Confi gTcpPort OBJECT- TYPE

SYNTAX CopsTcpPort

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The TCP port nunber on the COPS server to which the
client should connect."

::={ copsdientServerConfigEntry 5 }

copsC i ent Server ConfigPriority OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The priority of this entry relative to other entries.
COPS client will attenpt to contact COPS servers for the

appropriate Client-Type. Higher nunbers are tried first. The
order to be used anongst server entries with the same priority
i s undefined. COPS servers that are notified to the client using

the COPS protocol PDP-Redirect mechani smare always used in
preference to any entries in this table.”
::={ copsdientServerConfigEntry 6 }

copsC i ent Server Conf i gRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"State of this entry in the table."
::={ copsdientServerConfigEntry 7 }
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copsC i ent Server Confi gRetryAl gr m OBJECT- TYPE
SYNTAX I NTEGER {
other(1),
sequenti al (2),
r oundRobi n( 3)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The al gorithm by which the client should retry when it
fails to connect to a COPS server."
DEFVAL { sequential }
::={ copsdientConfigGoup 2 }

copsC i ent Server Confi gRet ryCount OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Aretry count for use by the retry algorithm Each retry
al gorithm needs to specify how it uses this val ue.

For the 'sequential (2)' algorithm this value is the
nunber of tines the client should retry to connect
to one COPS server before nmoving on to another.
For the ’'roundRobin(3)’ algorithm this value is not used."
DEFVAL { 1}
::={ copsdientConfigGoup 3 }

copsC i ent Server Confi gRetryl ntvl OBJECT- TYPE

SYNTAX Ti mel nt er val

UNI TS "centi-seconds"”
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"Aretry interval for use by the retry algorithm Each retry
al gorithm needs to specify how it uses this val ue.

For the ’'sequential (2)’ algorithm this value is the tinme to
wait between retries of a connection to the same COPS server.

For the 'roundRobin(3)' algorithm the client always attenpts
to connect to each Server in turn, until one succeeds or they
all fail; if they all fail, then the client waits for the val ue
of this interval before restarting the algorithm?"”

DEFVAL { 1000 }

::={ copsdientConfigGoup 4 }
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copsdC i ent Conf ormance OBJECT IDENTIFIER ::= { copsCientMB 2 }
copsC i ent G oups OBJECT IDENTIFIER ::= { copsdientConfornmance 1 }
copsC i ent Conpl i ances OBJECT I DENTIFIER ::= { copsdient Conformance 2 }

copsDevi ceSt at usG oup OBJECT- GROUP
OBJECTS {

copsClientCapabilities,
copsC i ent Server TcpPort, copsd i ent Server Type,
copsC i ent Server Aut hType, copsd i ent Server Last ConnAtt enpt,
copsClientState, copsdient ServerKeepal iveTi e,
copsC i ent Server Account i ngTi me, copsdientlnPkts,
copsClientQutPkts, copsCientlnErrs, copsCientlLastError,
copsC i ent TcpConnect Attenpts, copsd i ent TcpConnect Fai | ures,
copsC i ent OpenAttenpts, copsCient QpenFail ures,
copsd i ent ErrUnsupportd i enttype,
copsd i ent Err Unsupport edVer si on, copsd i ent ErrLengt hM smat ch,
copsC i ent Err UnhknownOpcode, copsd i ent Err UnknownCnum
copsC i ent Err BadCt ype, copsd i ent Err BadSends,
copsC i ent Err WongQhj ects, copsd i ent Err WongOpcode,
copsC i ent KaTi nedout Cl i ents, copsC ientErr Aut hFai |l ur es,
copsd i ent Err Aut hM ssi ng

}
STATUS current
DESCRI PTI ON
"A collection of objects for nonitoring the status of
connections to COPS servers and statistics for a COPS client."”
::={ copsCientGoups 1}

copsDevi ceConfi gG oup OBJECT- GROUP
OBJECTS {
copsC i ent Server Confi gTcpPort, copsC ientServerConfigPriority,
copsC i ent Server Conf i gRowsSt at us,
copsC i ent Server Confi gRetryAl grm
copsC i ent Server Confi gRet ryCount ,
copsC i ent Server Confi gRetryl ntvl

}
STATUS current

DESCRI PTI ON
"A collection of objects for configuring COPS server
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i nformation."
:={ copsCientGoups 2}

copsd i ent Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

"The conpliance statenment for device support of
managenent of the COPS client.”

MCDULE

MANDATCORY- GROUPS {
copsDevi ceSt at usG oup, copsDevi ceConfi gG oup

}
OBJECT copsC i ent Server Confi gTcpPort
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is required only if the device
configuration of COPS server infornmation."
OBJECT copsCientServerConfigPriority
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is required only if the device
configuration of COPS server infornmation."
OBJECT copsd i ent Ser ver Conf i gRowSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is required only if the device
configuration of COPS server infornmation."
OBJECT copsd i ent Server Confi gRetryAl grm
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is required only if the device
configuration of COPS server infornmation."
OBJECT copsd i ent Server Conf i gRet r yCount
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is required only if the device
configuration of COPS server infornmation."
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OBJECT copsC i ent Server Confi gRetryl ntvl
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is required only if the device supports the
configuration of COPS server infornmation."

::={ copsCientConpliances 1 }

END

5.

Acknowl edgnent s

Thi s docunment describes instrunentation for the client side of the
COPS protocol which was defined by the RSVP Admi ssion Policy (rap)
Wor ki ng Group, now known as the Resource Allocation Protocol (rap)
Wor ki ng G oup.

Security Considerations

There are a nunber of nanagenment objects defined in this MB that
have a MAX- ACCESS cl ause of read-create. Such objects may be

consi dered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations.

SNWPv1l by itself is not a secure environment. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

CGET/ SET (read/ change/create/ delete) the objects in this MB.

It is recomended that the inplementers consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mddel [USM and the Vi ew based Access
Control Model [VACM is recommended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ creat e/ del ete) them
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intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any license under such rights

m ght or night not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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