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The Nane Service Search Option for DHCP
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2000). All R ghts Reserved.
Abst r act

Thi s docunent defines a new Dynam ¢ Host Configuration Protoco

(DHCP) option which is passed fromthe DHCP Server to the DHCP i ent
to specify the order in which nane services should be consulted when
resol ving hostnames and ot her information

I ntroduction

The Dynami ¢ Host Configuration Protocol (DHCP)[1] provides a
framework for passing configuration information to hosts on a TCP/IP
network. RFC 2132 [2] allows DHCP servers to specify configuration
informati on for various kinds of nane services to be passed to DHCP
clients. Many clients use nultiple nane services and have crafted
their own conventions that allow an individual host to express the
order ampbng the various nane services with which | ookups are done.
However, no search order can be specified via DHCP. The purpose of
this document is to allow DHCP servers to specify the search order to
be used by DHCP clients. To avoid the need for inventing and

mai ntai ning a separate nane space for this option, we rely on the
exi stence of previously-defined DHCP options that specify the IP
address(es) of servers which provide nanme services whose order we

wi sh to express.
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Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY" and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3]. This
docunent al so uses the follow ng terns:

"DHCP client"

DHCP client or "client" is an Internet host using DHCP to
obtain configuration paraneters such as a network address.

"DHCP server"

A DHCP server or "server" is an Internet host that returns
configuration paraneters to DHCP clients.

Nane Service Search Option Format

The code for this option is 117, and its mininumlength is 2 bytes.
A DHCP server SHOULD return, in its preferred order, the 16-bit,
network byte order (big-endian [4]) integer option code for the
nane services (the earlier in the list, the nore preferred the nane
service).

Code Lengt h Nane Service Search Order in Sequence
0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| 117 | Len | nsl |
i e e i e o o e i i i o SR SR B T
| ns2 | .. |
B i s T T i i o S o T Ji I

In the above diagram nsl and ns2 are 16-bit integers correspondi ng
to two DHCP options which specify the I P addresses of two different
types of nane server. The current |list of nane services and their
DHCP option codes, taken from RFC 2132, includes

Nanme Service Val ue
Dormai n Name Server Option 6
Networ k I nformation Servers Option 41
Net BI CS over TCP/IP Name Server Option 44
Net wor k | nformation Service+ Servers Option 65
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A name service option code of 0 is used to indicate that the
client should refer to |l ocal naming information (e.g., an
/etc/hosts file on a UNI X nachi ne).

A DHCP server wishing to express that a client should first search
DNS, then NI S+, woul d send

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| 117 | 4 | 6 I
R i T I e T S S e S TR S T e i I S e S e e e e o o
I 65 I
il s ST I S S I S T T S

DHCP Cd i ent Behavi or

The DHCP client will use this option to create a search list for
nane resolution. The client may receive name services in this
option that it does not support or has not been configured to
access. Likewi se, a client may receive an option that lists nane
services for which no correspondi ng DHCP opti on was suppli ed.
Clients will interpret this option in a systemspecific nmanner
whose specification is outside the scope of this docunent.

Security Considerations
DHCP currently provides no authentication or security nechanisns.
Potential exposures to attack are discussed in section 7 of the DHCP
protocol specification [1].

I ANA Consi derati ons

I ANA has assigned a value of 117 for the DHCP option code descri bed
in this document.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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