Net wor k Wor ki ng G oup D. Eastl ake, 3rd

Request for Comments: 2929 Mot or ol a
BCP: 42 E. Brunner-WIlians
Category: Best Current Practice Engage
B. Manni ng

I Sl

Sept ember 2000
Domai n Nane System (DNS) | ANA Consi derati ons
Status of this Meno
Thi s docunent specifies an Internet Best Current Practices for the
Internet Community, and requests discussion and suggestions for
i mprovenents. Distribution of this nmeno is unlimted.
Copyri ght Notice
Copyright (C) The Internet Society (2000). All R ghts Reserved.
Abst ract
I nternet Assigned Number Authority (I ANA) paraneter assignnent
consi derations are given for the allocation of Domain Nane System
(DNS) cl asses, Resource Record (RR) types, operation codes, error

codes, etc.

Tabl e of Contents

1. IntroducCti ON. . ... 2
2. DNS Query/Response Headers.............. ... 2
2.1 One Spare Bit 2. ... 3
2.2 Opcode ASSi gNMBNL . ... it 3
2.3 RCODE ASSI gNMENL . . . oot e e e e e 4
3. DNS Resource ReCords. . ......... .. e 5
3.1 RRTYPE | ANA Considerati ons. .. .. ... ... 6
3.1.1 Special Note on the OPT RR ... .. ... . .. .. . ... 7
3.2 RR CLASS | ANA Considerati ONS. . ... 7
3.3 RR NAME Considerati ONS. . ... .ottt e e e e e e 8
4. Security Considerati ons. . ..... ... ... 9
Ref r NCES. . . . 9
AUt hor s’ Addr 8SSEeS. . . . o 11
Ful | Copyright Statement........... ... ... 12

East | ake, et al. Best Current Practice [ Page 1]



RFC 2929 DNS | ANA Consi der ati ons Sept enber 2000

1. Introduction

The Domain Name System (DNS) provides replicated distributed secure
hi erarchi cal databases which hierarchically store "resource records”
(RRs) under donmai n nanes.

This data is structured into CLASSes and zones which can be
i ndependent |y mai ntai ned. See [RFC 1034, 1035, 2136, 2181, 2535]
famliarity with which is assunmed

Thi s docunent covers, either directly or by reference, general |ANA
par anet er assi gnment consi derations applying across DNS query and
response headers and all RRs. There may be additional | ANA
considerations that apply to only a particular RR type or

query/ response opcode. See the specific RFC defining that RR type or
query/ response opcode for such considerations if they have been
def i ned.

I ANA currently maintains a web page of DNS paraneters. See
<http://ww. i ana. or g/ nunbers. ht np.

"I ETF Standards Action", "I|IETF Consensus", "Specification Required",
and "Private Use" are as defined in [RFC 2434].

2. DNS Query/ Response Headers

The header for DNS queries and responses contains field/bits in the
foll owi ng diagram taken from[RFC 2136, 2535]:

11 1 1 1 1

0 1 2 3 45 6 7 8 9 0 1 2 3 4 5
T = S T S T
| ID |
T e T S
| Rl Opcode |AATCIRDIRAl Z|AD|CD|  RCODE |
T S e e
| QDCOUNT/ ZOCOUNT |

T = S T T =
| ANCOUNT/ PRCOUNT |
T e T S
| NSCOUNT/ UPCOUNT |
I S e e S
| ARCOUNT |
T = S S T~

The ID field identifies the query and is echoed in the response so
they can be mmat ched.
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The QR bit indicates whether the header is for a query or a response.

The AA, TC, RD, RA, AD, and CD bits are each theoretically neani ngful
only in queries or only in responses, depending on the bit. However,
many DNS i npl enmentati ons copy the query header as the initial value
of the response header without clearing bits. Thus any attenpt to
use a "query" bit with a different nmeaning in a response or to define
a query meaning for a "response" bit is dangerous given existing

i mpl ementation. Such nmeanings may only be assigned by an | ETF

St andards Acti on.

The unsigned fields query count (QDCOUNT), answer count ( ANCOUNT),
authority count (NSCOUNT), and additional information count (ARCOUNT)
express the nunber of records in each section for all opcodes except
Update. These fields have the same structure and data type for
Update but are instead the counts for the zone (ZOCOUNT),

prerequi site (PRCOUNT), update (UPCOUNT), and additional infornation
(ARCOUNT) secti ons.

2.1 One Spare Bit?
There have been ancient DNS inplenmentations for which the Z bit being
on in a query neant that only a response fromthe primry server for
a zone is acceptable. It is believed that current DNS
i mpl erentations ignore this bit.
Assigning a meaning to the Z bit requires an | ETF Standards Acti on.
2.2 Opcode Assi gnnent
New OpCode assignments require an | ETF Standards Acti on.

Currently DNS OpCodes are assigned as foll ows:

OpCode Nane Ref erence
0 Query [ RFC 1035]
1 Il Query (lnverse Query) [ RFC 1035]
2 St at us [ RFC 1035]
3 avai l abl e for assi gnnent
4 Noti fy [ RFC 1996]
5 Updat e [ RFC 2136]

6-15 available for assignnent
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2.3 RCODE Assi gnment

It woul d appear fromthe DNS header above that only four bits of
RCODE, or response/error code are avail able. However, RCODEs can
appear not only at the top |level of a DNS response but al so inside
OPT RRs [RFC 2671], TSI G RRs [RFC 2845], and TKEY RRs [ RFC 2930].
The OPT RR provides an eight bit extension resulting in a 12 bit
RCODE field and the TSI G and TKEY RRs have a 16 bit RCODE fi el d.

Error codes appearing in the DNS header and in these three RR types
all refer to the sane error code space with the single exception of
error code 16 which has a different neaning in the OPT RR fromits
meani ng in other contexts. See table bel ow

RCODE  Nane Descri ption Ref er ence
Deci nal
Hexadeci nal
0 NoEr r or No Error [ RFC 1035]
1 For nEr r Format Error [ RFC 1035]
2 ServFail Server Failure [ RFC 1035]
3 NXDorai n Non- Exi st ent Dormai n [ RFC 1035]
4 Not | mp Not | npl enent ed [ RFC 1035]
5 Ref used Query Refused [ RFC 1035]
6 YXDonmai n  Name Exists when it shoul d not [ RFC 2136]
7 YXRRSet RR Set Exists when it should not [ RFC 2136]
8 NXRRSet RR Set that shoul d exist does not [RFC 2136]
9 Not Aut h Server Not Authoritative for zone [RFC 2136]
10 Not Zone Nanme not contained in zone [ RFC 2136]
11-15 avai | abl e for assi gnnent
16 BADVERS Bad OPT Version [ RFC 2671]
16 BADSI G TSI G Signature Failure [ RFC 2845]
17 BADKEY Key not recogni zed [ RFC 2845]
18 BADTI ME  Signature out of tinme w ndow [ RFC 2845]
19 BADMODE Bad TKEY Mode [ RFC 2930]
20 BADNAME  Duplicate key nane [ RFC 2930]
21 BADALG Al gorithm not supported [ RFC 2930]
22- 3840 avai l abl e for assignnent
0x0016- 0xOF00
3841- 4095 Private Use
0x0F01- OXOFFF
4096- 65535 avai | abl e for assignnent

0x1000- OxFFFF
Since it is important that RCODEs be understood for interoperability,

assi gnnent of new RCODE |isted above as "avail abl e for assignnent”
requires an | ETF Consensus.
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3. DNS Resource Records

Al RRs have the sane top level format shown in the figure bel ow
taken from [ RFC 1035]:

1 1 1 1 1 1
01 2 3 45 6 7 8 9 0 1 2 3 4 5
T T S i S S S

/ /
/ NANVE /
L--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--L
| TYPE |
T I S L -
| CLASS |
T e Sy S
| TTL |
L--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--L
| RDLENGTH |
R R s e I e S S S|
/ RDATA /
/ /
T S i S e e Sup

NAME i s an owner name, i.e., the nanme of the node to which this
resource record pertains. NAMEs are specific to a CLASS as descri bed
in section 3.2. NAMEs consist of an ordered sequence of one or nore
| abel s each of which has a | abel type [ RFC 1035, 2671].

TYPE is a two octet unsigned integer containing one of the RR TYPE
codes. See section 3.1

CLASS is a two octet unsigned integer containing one of the RR CLASS
codes. See section 3.2.

TTL is a four octet (32 bit) bit unsigned integer that specifies the
nunber of seconds that the resource record may be cached before the
source of the information should again be consulted. Zero is
interpreted to nean that the RR can only be used for the transaction
in progress.

RDLENGTH i s an unsigned 16 bit integer that specifies the length in
octets of the RDATA field.
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RDATA is a variable length string of octets that constitutes the
resource. The format of this information varies according to the
TYPE and in sone cases the CLASS of the resource record

3.1 RR TYPE | ANA Consi derati ons

There are three subcategories of RR TYPE nunbers: data TYPEs, QIYPEs,
and Met aTYPEs.

Data TYPEs are the primary neans of storing data. QTYPES can only be
used in queries. Meta-TYPEs designate transient data associated with
an particular DNS nessage and in sone cases can al so be used in
queries. Thus far, data TYPEs have been assigned from 1 upwards plus
the bl ock from 100 t hrough 103 while Q and Meta Types have been
assigned from 255 downwards (except for the OPT Meta-RR which is
assigned TYPE 41). There have been DNS i npl enentati ons whi ch nmade
cachi ng deci sions based on the top bit of the bottombyte of the RR
TYPE.

There are currently three Meta-TYPEs assigned: OPT [ RFC 2671], TSIG
[ RFC 2845], and TKEY [ RFC 2930].

There are currently five QIYPEs assigned: * (all), MAILA MAILB
AXFR, and | XFR

Consi derations for the allocation of new RR TYPEs are as fol | ows:

Deci mal
Hexadeci mal

0
0x0000 - TYPE zero is used as a special indicator for the SIG RR [RFC
2535] and in other circunstances and nust never be all ocated
for ordinary use

1 - 127
0x0001 - OxO007F - remamining TYPEs in this range are assigned for data
TYPEs by | ETF Consensus.

128 - 255
0x0080 - OxOO0OFF - remmining TYPEs in this rage are assigned for Q and
Meta TYPEs by | ETF Consensus.

256 - 32767
0x0100 - Ox7FFF - assigned for data, Q or Meta TYPE use by |IETF
Consensus.
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32768 - 65279
0x8000 - OxFEFF - Specification Required as defined in [ RFC 2434].

65280 - 65535
OxFFOO - OxFFFF - Private Use.

3.1.1 Special Note on the OPT RR

The OPT (OPTion) RR, number 41, is specified in [RFC 2671]. Its
primary purpose is to extend the effective field size of various DNS
fields including RCODE, |abel type, flag bits, and RDATA size. In
particular, for resolvers and servers that recognize it, it extends
the RCODE field from4 to 12 bits.

3.2 RR CLASS | ANA Consi der ations

DNS CLASSes have been little used but constitute another dinmension of
the DNS distributed database. |In particular, there is no necessary
rel ati onshi p between the nane space or root servers for one CLASS and
those for another CLASS. The sane nane can have conpletely different
meani ngs in different CLASSes although the | abel types are the same
and the null label is usable only as root in every CLASS. However,
as gl obal networking and DNS have evolved, the IN, or Internet, CLASS
has domni nated DNS use

There are two subcategories of DNS CLASSes: normal data containing
cl asses and QCLASSes that are only neaningful in queries or updates.

The current CLASS assignnents and considerations for future
assignnents are as foll ows:

Deci mal
Hexadeci nal

0
0x0000 - assignment requires an | ETF Standards Action
1
0x0001 - Internet (IN)
2
0x0002 - available for assignment by | ETF Consensus as a data CLASS
3
0x0003 - Chaos (CH) [Mon 1981].
4
0x0004 - Hesiod (HS) [Dyer 1987].
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5 - 127
0x0005 - OxO007F - avail able for assignnent by | ETF Consensus as data
CLASSes only.

128 - 253
0x0080 - OxOOFD - avail able for assignnent by |ETF Consensus as
QCLASSes only.

254
0X00FE - QCLASS None [RFC 2136].

255
OX00FF - QCLASS Any [RFC 1035].

256 - 32767
0x0100 - Ox7FFF - assigned by | ETF Consensus.

32768 - 65280
0x8000 - OxFEFF - assigned based on Specification Required as defined
in [ RFC 2434].

65280 - 65534
OxFFOO - OxFFFE - Private Use.

65535
OXFFFF - can only be assigned by an | ETF Standards Action

3.3 RR NAME Consi der ati ons

DNS NAMEs are sequences of |abels [RFC 1035]. The last |abel in each
NAME i s "ROOT" which is the zero length label. By definition, the
nul |l or ROOT | abel can not be used for any ot her NAME purpose.

At the present time, there are two categories of |abel types, data

| abel s and conpression | abels. Conpression |abels are pointers to
data | abel s el sewhere within an RR or DNS nessage and are intended to
shorten the wire encoding of NAMEs. The two existing data |abe

types are sonmetines referred to as Text and Binary. Text |abels can,
in fact, include any octet value including zero octets but nost
current uses involve only [US-ASCII]. For retrieval, Text |abels are
defined to treat ASCI| upper and | ower case letter codes as matching.
Bi nary |l abels are bit sequences [ RFC 2673].

I ANA considerations for |abel types are given in [ RFC 2671].
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NAMEs are local to a CLASS. The Hesiod [Dyer 1987] and Chaos [ Moon
1981] CLASSes are essentially for local use. The IN or Internet
CLASS is thus the only DNS CLASS in gl obal use on the Internet at
this tinme.

A sonmewhat dated description of nane allocation in the INCass is
given in [RFC 1591]. Sone information on reserved top | evel donmain
nanes is in Best Current Practice 32 [RFC 2606].

4. Security Considerations

Thi s docunent addresses | ANA considerations in the allocation of
general DNS parameters, not security. See [RFC 2535] for secure DNS
consi derati ons.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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