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1. The SNWP Networ k Management Framewor k

The SNMP Managenment Framework presently consists of five mgjor
component s:

0 An overall architecture, described in RFC 2571 [ RFC2571].

0 Mechani sns for describing and nam ng objects and events for
the purpose of managenent. The first version of this
Structure of Managenent Information (SM) is called SMvl
and described in STD 16, RFC 1155 [RFC1155], STD 16, RFC
1212 [RFC1212] and RFC 1215 [RFC1215]. The second version,
called SMv2, is described in STD 58, RFC 2578 [ RFC2578],
STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580 [ RFC2580].

0 Message protocols for transferring managenent information.
The first version of the SNMP nessage protocol is called
SNWPv1 and described in STD 15, RFC 1157 [RFC1157]. A
second version of the SNWP nessage protocol, which is not an
Internet standards track protocol, is called SNWPv2c and
described in RFC 1901 [ RFC1901] and RFC 1906 [ RFC1906]. The
third version of the nessage protocol is called SNWPv3 and
described in RFC 1906 [ RFC1906], RFC 2572 [RFC2572] and RFC
2574 [ RFC2574] .

0 Prot ocol operations for accessing nanagemnment information
The first set of protocol operations and associ ated PDU
formats is described in STD 15, RFC 1157 [RFC1157]. A
second set of protocol operations and associated PDU fornmats
is described in RFC 1905 [ RFC1905].

0 A set of fundanental applications described in RFC 2573
[ RFC2573] and the vi ew based access control nechani sm
described in RFC 2575 [ RFC2575].

A nore detailed introduction to the current SNMP Managenent Franmework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, terned

the Managenent Infornmation Base or MB. hjects in the MB are
defined using the nmechanisnms defined in the SM.
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This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conform ng to the SMv1l can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are omtted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

2. Overview

There is a need for a standardi zed neans of representing the physica
net wor k connections pertaining to a given managenment domain. The
Physi cal Topol ogy M B (PTOPO- M B) provides a standard way to identify
connecti ons between network ports and to di scover network addresses
of SNMP agents contai ni ng managenent information associated with each
port.

A topol ogy nechanismis used to discover the information required by
the PTOPO-M B. There is a need for a standardi zed t opol ogy mechani sm
to increase the |ikelihood of multi-vendor interoperability of such
physi cal topol ogy managenent information. The PTOPO-M B does not,
however, specify or restrict the discovery nmechani snm(s) used for an

i mpl ementation of the PTOPO- M B. Topol ogy nechani sns exist for
certain media types (such as FDDI) and proprietary nmechani snms exi st
for other nmedia such as shared nedia Ethernet, sw tched Ethernet, and
Token Ring. Rather than specifying nmechani sns for each type of
technol ogy, the PTOPO-M B al |l ows co-exi stence of multiple topol ogy
mechani snms. The required objects of the PTOPO-M B define the core
requirenents for any topol ogy mechani sm

The scope of the physical topology (PTOPO) nechanismis the
identification of connections between two network ports. Network
addresses of SNMP agents contai ni ng managenent infornmation associ ated
with each port can also be identified.

2.1. Terns
Sone terns are used throughout this docunent:

Physi cal Topol ogy
Physi cal topol ogy represents the topol ogy nodel for |ayer 1 of
the OSI stack - the physical |ayer. Physical topology consists
of identifying the devices on the network and how they are
physically interconnected. By definition of this docunent,
physi cal topol ogy does not inply a physical relationship
bet ween ports on the sane device. Oher neans exist for
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determining these relationships (e.g., Entity MB [ RFC2737])

exi st for determ ning these relationships. Note that physica
topol ogy i s independent of |ogical topology, which associates
ports based on higher layer attributes, such as network |ayer

addr ess.

Chassi s
A chassis is a physical conponent which contains other physica
components. It is identified by an entPhysical Entry with an

ent Physi cal d ass val ue of ’'chassis(3)’ and an
ent Physi cal Cont ai nedl n val ue of zero. A chassis identifier
consists of a globally unique SnnpAdm nStri ng.

Local Chassis
The particul ar chassis containing the SNMP agent inplementing
the PTOPO M B.

Por t
A port is a physical conponent which can be connected to
anot her port through some medium It is identified by an
ent Physi cal Entry with an ent Physi cal O ass val ue of ’port(10)’
A port identifier consists of an SnnpAdmi nString which nust be
unique within the context of the chassis which contains the
port.

Connecti on Endpoi nt
A connection endpoi nt consists of a physical port, which is
contained within a single physical chassis.

Connection Endpoint ldentifier
A connection endpoint is identified by a globally unique
chassis identifier and a port identifier unique within the
associ at ed chassi s.

Connecti on
A connection consists of two physical ports, and the attached
physi cal nmedium configured for the purpose of transferring
network traffic between the ports. A connection is identified
by its endpoint identifiers.

Non-1| ocal Connection

A connection for which neither endpoint is | ocated on the |oca
chassi s.
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A cloud identifies a portion of the topology for which
insufficient information is known to conpletely infer the

i nterconnection of devices that nmake up that portion of the
t opol ogy.

2.2. Design Coals

Several factors influenced the design of this physical topology
functi on:

Simplicity

The physical topol ogy di scovery function should be as sinple as
possi bl e, exposing only the information needed to identify
connection endpoints and the SNMP agent (s) associated with each
connecti on endpoint.

Conpl et eness

At | east one standard di scovery protocol capable of supporting
the standard physical topology MB nust be defined. Milti-
vendor interoperability will not be achievable unless a sinple
and extensible discovery protocol is available. However, the
PTOPO M B shoul d not specify or restrict the topol ogy discovery
mechani sms an agent can use.

No Functional Overl ap

Exi sting standard M Bs should be utilized whenever possible.
Physi cal topology information is tightly coupled to
functionality found in the Interfaces MB [ RFC2233] and Entity
M B [ RFC2737]. New physi cal topol ogy M B objects shoul d not
duplicate these M Bs.

Identifier Stability

Connection endpoint identifiers nmust be persistent (i.e. stable
across device reboots). Dynamic primary key objects |ike

i fI ndex and ent Physi cal Index are not suitable for table indices
in a physical topology MB that is replicated and distributed

t hroughout a managed system

Identifier Flexibility

Persi stent string-based conponent identifiers should be
supported from many sources. Chassis identifiers my be found
inthe Entity MB [RFC2737], and port identifiers may be found
in the Interfaces M B [ RFC2233] or Entity MB [ RFC2737] .
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3.

3.

- Partial Topol ogy Support
Physi cal topol ogy data for renpte conponents may only be
partially available to an agent. An enunerated | NTEGER
hi erarchy of conponent identifier types allows for inconplete
physi cal connection identifier information to be substituted
with secondary information such as unicast source MAC address
or network address associated with a particular port. A PTOPO
Agent maintains information derived fromthe 'best’ source of
informati on for each connection. |If a 'better’ identifier
source is detected, the PTOPO entries are updated accordingly.
It is an inplenentation specific matter whether a PTOPO agent
replaces 'old entries or retains them however an agent nust
renove information known to be incorrect.

- Low Pol I'i ng I mpact
Physi cal topology polling should be m ninmzed through
techni ques such as TineFiltered data tables (from RVON-2
[ RFC2021]), and | ast-change notificati ons.

Topol ogy Franmewor k
Thi s section describes the physical topology framework in detail
Devi ces and Topol ogy Agents

The network devices, along with their physical connectivity, make up
the physical topol ogy. Sone of these devices (but maybe not all)
provi de managenent agents that report their |ocal physical topology
informati on to a nanager via the physical topology MB.

These devi ces include comruni cation infrastructure devices, such as
hubs, switches, and routers, as well as 'leaf’ devices such as

wor kst ations, printers, and servers. Generally, user data passes
through infrastructure devices while | eaf devices are sources and
sinks of data. Both types of devices nay inplenent the physica
topol ogy M B, although inplenentation within |eaf devices is much

| ess critical

Each managed devi ce col |l ects physical topology information fromthe
net wor k, based on the topol ogy mechanisn(s) it is configured to use.
The data represents this agent’'s |ocal view of the physical network.
Part of the topology data collected nust include the identification
of other local agents which may contain additional topology
information. The definition of "local’ varies based on the topol ogy
mechani sm or mechani sms bei ng used.
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3.2. Topol ogy Mechani sns

A topol ogy nechanismis a neans, possibly requiring some sort of
protocol, by which devices determ ne topology information. The

t opol ogy mechani sm nust provide sufficient information to popul ate
the M B described later in this document.

Topol ogy nechani sns can be active or passive. Active nechanisns
require a device to send and recei ve topol ogy protocol packets.
These packets provide the device ID of the source of the packet and
may al so indicate out which port the packet was transmitted. Wen
recei ving these packets, devices typically are required to identify
on which port that packet was received.

Passi ve nechani sns take advantage of data on the network to popul ate
the topology MB. By maintaining a list of device identifiers seen
on each port of all devices in a network, it is possible to popul ate
the PTOPO- M B.

Many instances of a particul ar topol ogy mechani sm may be in use on a
gi ven network, and many different mechani sms may be enployed. In
sonme cases, nultiple mechanisns may overlap across part of the

physi cal topol ogy with individual ports supporting nore than one
topol ogy mechanism In general, this sinply allows the port to

coll ect nore robust topology information. Agents may need to be
configured so that they know whi ch nechani sn(s) are in use on any

gi ven portion of the network.

Most topol ogy nechani sns need to be bounded to a subset of the
network to contain their inpact on the network and linmt the size of
topol ogy tabl es naintained by the agent. Topol ogy mechani sns are
often naturally bounded by the media on which they run (e.g. FDDI
topol ogy mechani sm) or by routers in the network that intentionally
bl ock the mechani smfromcrossing into other parts of the network.

3.3. Future Considerations
Wil e the framework presented here is focused on physical topol ogy,
it my well be that the topol ogy nechani sns and M B descri bed coul d
be extended to include l|ogical topology information as well. That is
not a focus of this neno.

4. Physical Topol ogy M B

Thi s section describes and defines the Physical Topol ogy M B.
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4.1. Persistent ldentifiers

The PTOPO M B utilizes non-volatile identifiers to distinguish
i ndi vi dual chassis and port conponents. These identifiers are
associated with external objects in order to relate topol ogy
informati on to the existing nanaged obj ects.

In particular, an object fromthe Entity MB [ RFC2737] or Interfaces
M B [ RFC2233] can be used as the 'reference-point’ for a connection
conponent identifier.

The Physical Topology MB uses two identifier types pertaining to the
PTOPO M B:

- globally unique chassis identifiers.

- port identifiers; unique only within the chassis which contains
the port.

Ildentifiers are stored as OCTET STRINGs, which are limted to 32
bytes in length, This supports flexible nam ng conventions and
constrains the non-vol atile storage requirenents for an agent.

4.2. Relationship to Entity MB

The first version of the Entity M B [RFC2037] all ows the physica
component inventory and hierarchy to be identified. However, this
M B does not provide persistent conponent identifiers, which are
required for the PTOPO M B. Therefore, version 2 of the Entity MB
[ RFC2737] is required to support that feature. Specifically, the
ent Physi cal Alias object is utilized as a persistent chassis
identifier.

For agents inplenmenting the PTOPO M B, this new object nust be used
to represent the chassis identifier. Port identifiers can be based
on the entPhysical Alias object associated with the port, but only if
the port is not represented as an interface in the ifXTable.

I mpl enent ati on of the entPhysical Goup [ RFC2737] and the

ent Physi cal Al i as object [RFC2737] are mandatory for SNMP agents which
i npl ement the PTOPO M B. No other objects nust be inplenented from
these M Bs to support the physical topology function
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4.3. Relationship to Interfaces MB

The PTOPO M B requires a persistent identifier for each port. The
Interfaces M B [ RFC2233] provides a standard mechani sm for managi ng
network interfaces. Unfortunately, not all ports which may be
represented in the PTOPO M B are al so represented in the Interfaces
MB (e.g., repeater ports).

For agents which inplenment the PTOPO M B, for each port also
represented in the Interfaces MB, the agent nust use the associated
ifAlias value for the port identifier. For each port not represented
in the Interfaces M B, the associated entPhysical Alias val ue nust be
used for the port identifier. Note that the PTOPO M B requires only
m ni mal support fromthe Interfaces MB. Specifically, the’

i f General I nformati onGroup’ |evel of conformance nust be provided for
each port also identified in the PTOPO MB. The agent nmay choose to
support these objects with read-only access, as specified in the
conformance section of the Interfaces MB.

4.4. Relationship to RMONN2 M B

The RMON-2 M B [ RFC2021] contai ns address mappi ng i nformati on which
can be integrated with physical topology information. The physical
ports identified in a physical topology MB can be related to the MAC
and network | ayer addresses found in the addressMapTabl e.

4.5. Relationship to Bridge MB

The Bridge M B [ RFC1493] contains information which may relate to
physi cal ports represented in the ptopoConnTable. Entries in the
dot 1dBasePort Tabl e and dot 1dSt pPort Tabl e can by rel ated to physical
ports represented in the PTOPO M B. Al so, bridge port MAC addresses
may be used as chassis and port identifiers in sone situations.

4.6. Relationship to Repeater M B

The Repeater M B [ RFC2108] contains information which may relate to
physi cal ports represented in the PTOPO MB. Entries in the
rptrPort Table and rptrhbnitorPortTable can by related to physical
ports represented in the ptopoConnTable. Entries in the
rptrinfoTable and rptrMnTable can be related to repeater backpl anes
possi bly represented in the ptopoConnTabl e.
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4.7. MB Structure
The PTOPO M B contains three M B object groups:
- ptopoDat a
Exposes physical topology data | earned from di scovery protocols

and/ or manual configuration.

- ptopoGeneral
Contai ns general information regarding PTOPO M B st at us.

- ptopoConfig
Contains configuration variables for the PTOPO M B agent
function.

4.7.1. ptopoData G oup

This group contains a single table to identity physical topol ogy
dat a.

The ptopoConnTabl e contains informati on about the connections | earned
or configured on behalf of the PTOPO M B SNWP Agent.

4.7.2. ptopoCeneral G oup

Thi s group contains sone scal ar objects to report the status of the
PTOPO M B information currently known to the SNVP Agent. The gl obal
| ast change tinme, and table add and del ete counters allow an NVMS to
set threshold alarns to trigger PTOPO polling.

4.7.3. ptopoConfig G oup

This group contains tables to configure the behavior of the physical
topol ogy function. The transm ssion of ptopolLastChange notifications
can be configured using the ptopoConfigTraplnterval scalar MB

obj ect .

4.8. Physical Topology MB Definitions
PTOPO-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
I nteger32, Counter32, mb-2
FROM SNMPv2- SM
TEXTUAL- CONVENTI ON, Aut ononousType, RowStatus, Ti meStanp, TruthVal ue
FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
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FROM SNWVPv2- CONF
TimeFilter
FROM RMON2- M B
Physi cal | ndex
FROM ENTI TY-M B
Addr essFami | yNunmber s
FROM | ANA- ADDRESS- FAM LY- NUMBERS- M B;

pt opoM B MODULE- | DENTI TY
LAST- UPDATED "2000092100002"
ORGANI ZATI ON "I ETF; PTOPOM B Wor ki ng G oup”
CONTACT- | NFO
"PTOPOM B WG Di scussi on:

pt opo@com com

Subscri pti on:

maj or dono@com com

nmsg body: [un]subscribe ptopom b

Andy Bi er man

Cisco Systems |nc.
170 West Tasnmn Drive
San Jose, CA 95134
408-527-3711

abi erman@i sco. com

Kendal | S. Jones

Nortel Networks

4401 Great Anerica Parkway
Santa C ara, CA 95054

408- 495- 7356

kej ones@ort el net wor ks. cont

DESCRI PTI ON

"The M B nodul e for physical topol ogy information."
REVI SI ON *2000092100002"
DESCRI PTI ON

"Initial Version of the Physical Topology MB. This version

publ i shed as RFC 2922."
c:={ mb-2 79 }

pt opoM Boj ect s OBJECT IDENTIFIER ::={ ptopoMB 1 }

-- M B groups

pt opoDat a OBJECT IDENTIFIER ::= { ptopoM Bbjects 1 }
pt opoGener al OBJECT IDENTIFIER ::= { ptopoM Bbjects 2 }
pt opoConfig OBJECT I DENTIFIER ::= { ptopoM Bbj ects 3 }

-- textual conventions
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: 1= TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON
"The val ue of an address.”
SYNTAX OCTET STRING (SIZE (0..20))
Pt opoChassi sl dType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

SYNTAX

"This TC descri bes the source of a chassis identifier

The enuneration 'chasl dEnt Physical Alias(1l)’ represents a
chassis identifier based on the value of entPhysical Alias
for a chassis conponent (i.e., an entPhysical dass val ue of
"chassis(3)).

The enumeration 'chasldlfAlias(2)’ represents a chassis
identifier based on the value of ifAlias for an interface
on the containing chassis.

The enuneration ' chasl dPort Ent Physi cal Alias(3)’ represents
a chassis identifier based on the value of entPhysical Alias
for a port or backpl ane conponent (i.e., entPhysical dass
val ue of 'port(10)’ or ’'backplane(4)’'), within the
cont ai ni ng chassi s.

The enumeration 'chasl dMacAddress(4)’ represents a chassis
identifier based on the value of a unicast source MAC
address (encoded in network byte order and | EEE 802. 3
canoni cal bit order), of a port on the containing chassis.

The enumeration ’chasl dPt opoGenAddr (5)’ represents a
chassis identifier based on a network address, associated
with a particular chassis. The encoded address is actually
conposed of two fields. The first field is a single octet,
representing the | ANA AddressFam | yNunbers val ue for the
specific address type, and the second field is the
Pt opoGenAddr address val ue."

I NTEGER {
chasl dEnt Physi cal Alias(1),
chasldIfAlias(2),
chasl dPort Ent Physi cal Al'i as(3),
chasl dvacAddr ess(4),
chasl dPt opoGenAddr ( 5)

}
Pt opoChassi sl d :: = TEXTUAL- CONVENTI ON
STATUS current
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DESCRI PTI ON

SYNTAX

"This TC describes the format of a chassis identifier
string. Objects of this type are always used with an
associ at ed Pt opoChassi sl dType object, which identifies the
format of the particular PtopoChassisld object instance.

If the associ ated PtopoChassi sl dType object has a val ue of
" chasl dEnt Physi cal Alias(1)’, then the octet string
identifies a particular instance of the entPhysical Alias
obj ect for a chassis conponent (i.e., an entPhysical d ass
val ue of ’'chassis(3)').

If the associ ated PtopoChassi sl dType object has a val ue of
"chasldifAlias(2)’, then the octet string identifies a
particul ar instance of the ifAlias object for an interface
on the containing chassis.

If the associ ated PtopoChassi sl dType object has a val ue of
" chasl dPort Ent Physi cal Alias(3)', then the octet string
identifies a particular instance of the entPhysical Alias
object for a port or backplane conmponent within the
cont ai ni ng chassi s.

If the associ ated PtopoChassi sl dType object has a val ue of

" chasl dMacAddress(4)’, then this string identifies a
particul ar uni cast source MAC address (encoded in network
byte order and | EEE 802.3 canonical bit order), of a port on
the containi ng chassis.

If the associ ated PtopoChassi sl dType object has a val ue of
" chasl dPt opoGenAddr (5)', then this string identifies a
particul ar network address, encoded in network byte order,
associated with one or nore ports on the containing chassis.
The first octet contains the | ANA Address Family Nunbers
enuneration value for the specific address type, and octets
2 through N contain the PtopoGenAddr address value in
networ k byte order."

OCTET STRING (SIZE (1..32))

Pt opoPort | dType ::= TEXTUAL- CONVENTI ON

STATUS

current

DESCRI PTI ON

"This TC describes the source of a particular type of port
identifier used in the PTOPO M B.

The enuneration "portldifAlias(1l)’ represents a port
identifier based on the ifAlias M B object.
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The enumeration ’'portldPort Ent Physical Alias(2)’ represents a
port identifier based on the value of entPhysical Alias for a
port or backpl ane conponent (i.e., entPhysical dass val ue of
"port (10)’ or 'backplane(4)’), within the containing
chassi s.

The enuneration 'portldMacAddr(3)’' represents a port
identifier based on a unicast source MAC address, which has
been detected by the agent and associated with a particul ar
port.

The enuneration 'portl dPtopoGenAddr(4)’ represents a port
identifier based on a network address, detected by the agent
and associated with a particular port."
SYNTAX I NTEGER {
portlidlfAlias(l),
port | dEnt Physi cal Ali as(2),
port | dMacAddr ( 3),
port | dPt opoGenAddr (4)

}

Pt opoPortld ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This TC describes the format of a port identifier string.
hjects of this type are always used with an associ at ed

Pt opoPort |1 dType object, which identifies the format of the
particul ar PtopoPortld object instance.

If the associated PtopoPortl dType object has a val ue of
"portldlifAlias(l)’, then the octet string identifies a
particul ar instance of the ifAlias object.

If the associ ated PtopoPortl dType object has a val ue of
"portldEnt Physical Alias(2)’, then the octet string
identifies a particular instance of the entPhysical Alias
object for a port component (i.e., entPhysical dass val ue of
"port (10)’).

If the associ ated PtopoPortl dType object has a val ue of
"portldMacAddr(3)', then this string identifies a particular
uni cast source MAC address associated with the port.

If the associ ated PtopoPortl dType object has a val ue of
"portldPt opoGenAddr(4)’, then this string identifies a

net wor k address associated with the port. The first octet
contains the | ANA AddressFam | yNunbers enuneration val ue for
the specific address type, and octets 2 through N contain
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the PtopoGenAddr address value in network byte order."

SYNTAX OCTET STRING (SIZE (1..32))
Pt opoAddr SeenSt at e :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"This TC describes the state of address detection for a
particul ar type of port identifier used in the PTOPO M B.

The enuneration 'notUsed(1l)' represents an entry for which
the particular MB object is not applicable to the renpte
connecti on endpoi nt,

The enumeration >unknown(2)’ represents an entry for which
the particular address collection state is not known.

The enuneration 'oneAddr(3)’ represents an entry for which
exactly one source address (of the type indicated by the
particular M B object), has been detected.

The enunmeration "nulti Addr(4)’ represents an entry for
whi ch nore than one source address (of the type indicated by
the particular M B object), has been detected.

An agent is expected to set the initial state of the
Pt opoAddr SeenState to 'notUsed(1l)’ or *unknown(2)’

Note that the PTOPO M B does not restrict or specify the
means in which the PtopoAddrSeenState is known to an agent.
In particular, an agent may detect this information through
configuration data, or sone neans other than directly
monitoring all port traffic."

SYNTAX I NTEGER {
not Used( 1),
unknown( 2),
oneAddr ( 3),
mul ti Addr (4)

}

EIE R R R R R R I I R R R R R R R R I I R R S O

-- PTOPO DATA GROUP

khkkkhkhhkdhkhhdhhhdhhhdhhhddhddhhdhdhddhdhhdhdddhdddrddddddrdddddddrdrdrddxs

-- Connection Tabl e
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pt opoConnTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pt opoConnEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains one or nore rows per physical network
connection known to this agent. The agent may wish to
ensure that only one ptopoConnEntry is present for each

| ocal port, or it may choose to maintain nultiple

pt opoConnEntries for the sanme |ocal port.

Entries based on | ower nunbered identifier types are
preferred over higher nunbered identifier types, i.e.,
val ues of the ptopoConnRenot eChassi sType and
pt opoConnRenot ePort Type objects.”

::={ ptopoData 1 }

| owner

pt opoConnEntry

OBJECT- TYPE

SYNTAX Pt opoConnEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Informati on about a particul ar physica
Entries may be created and deleted in this table,
manual |y or by the agent,

process is active."

INDEX

}

Pt opoConnEntry :

Bi erman & Jones

pt opoConnTi neMar k,

pt opoConnLocal Chassi s,
pt opoConnLocal Port,

pt opoConnl ndex

= { ptopoConnTable 1 }

: = SEQUENCE ({
pt opoConnTi meMar k

pt opoConnLocal Chassi s

pt opoConnLocal Port

pt opoConnl ndex

pt opoConnRenot eChassi sType
pt opoConnRenot eChassi s

pt opoConnRenot ePor t Type
pt opoConnRenot ePor t

pt opoConnDi scAl gorithm

pt opoConnAgent Net Addr Type
pt opoConnAgent Net Addr

pt opoConnMul t i MacSASeen
pt opoConnMul ti Net SASeen

if a physical

TimeFilter,
Physi cal | ndex,
Physi cal | ndex,

I nt eger 32,

Pt opoChassi sl dType,
Pt opoChassi sl d,

Pt opoPort | dType,

Pt opoPort I d,

Aut ononousType,
Addr essFam | yNunber s,
Pt opoGenAddr ,

Pt opoAddr SeenSt at e,
Pt opoAddr SeenSt at e,

I nf or mat i onal

net wor k connecti on

ei t her

t opol ogy di scovery
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pt opoConnl sStati c Trut hVal ue,
pt opoConnLast Veri fyTi me Ti meSt anp,
pt opoConnRowSt at us RowSt at us

pt opoConnTi neMar k OBJECT- TYPE

SYNTAX TimeFilter
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"ATinmeFilter for this entry. See the TimeFilter textua
convention in RFC 2021 to see how this works."
::={ ptopoConnEntry 1 }

pt opoConnLocal Chassis OBJECT- TYPE

SYNTAX Physi cal | ndex
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The ent Physi cal I ndex val ue used to identify the chassis
component associated with the | ocal connection endpoint.™
::={ ptopoConnEntry 2 }

pt opoConnLocal Port OBJECT- TYPE

SYNTAX Physi cal | ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The ent Physi cal | ndex val ue used to identify the port
conponent associated with the |ocal connection endpoint."

::={ ptopoConnEntry 3 }

pt opoConnl ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This object represents an arbitrary |ocal integer value
used by this agent to identify a particular connection

i nstance, unique only for the indicated | ocal connection
endpoi nt ..

A particul ar ptopoConnl ndex val ue may be reused in the event
an entry is aged out and later re-learned with the sane (or
different) renote chassis and port identifiers.

An agent is encouraged to assign nonotonically increasing
i ndex values to new entries, starting with one, after each
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reboot. It is considered unlikely that the ptopoConnl ndex
will wap between reboots.”
::={ ptopoConnEntry 4 }

pt opoConnRenot eChassi sType OBJECT- TYPE

SYNTAX Pt opoChassi sl dType
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The type of encoding used to identify the chassis
associated with the renote connection endpoint.

This object may not be nodified if the associated
pt opoConnRowSt at us obj ect has a val ue of active(1)."
::={ ptopoConnEntry 5 }

pt opoConnRenot eChassis OBJECT- TYPE

SYNTAX Pt opoChassi sl d
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The string value used to identify the chassis conponent
associated with the renote connection endpoint.

This object may not be nodified if the associated
pt opoConnRowSt at us obj ect has a val ue of active(1)."
::={ ptopoConnEntry 6 }

pt opoConnRenot ePort Type OBJECT- TYPE

SYNTAX Pt opoPort | dType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The type of port identifier encoding used in the associated
' pt opoConnRenot ePort’ obj ect.

This object may not be nodified if the associated
pt opoConnRowSt at us obj ect has a val ue of active(1)."
::={ ptopoConnEntry 7 }

pt opoConnRenot ePort  OBJECT- TYPE

SYNTAX Pt opoPortl d
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The string value used to identify the port conponent
associated with the renote connection endpoint.
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This object may not be nodified if the associated
pt opoConnRowSt at us obj ect has a val ue of active(1)."
::={ ptopoConnEntry 8 }

pt opoConnDi scAl gorit hm OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"An indication of the algorithmused to discover the
informati on contained in this conceptual row

A val ue of ptopoDi scoverylLocal indicates this entry was
configured by the |l ocal agent, w thout use of a discovery
pr ot ocol .

A value of { 0 0} indicates this entry was created manual |l y
by an NM5 via the associ ated RowSt atus object. "
::={ ptopoConnEntry 9 }

pt opoConnAgent Net Addr Type OBJECT- TYPE

SYNTAX Addr essFam | yNunber s
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This network address type of the associated

pt opoConnNet Addr obj ect, unless that object contains a zero
Il ength string. |In such a case, an NVS application shoul d

i gnore any returned value for this object.

This object may not be nodified if the associated
pt opoConnRowSt at us obj ect has a val ue of active(1)."
::={ ptopoConnEntry 10 }

pt opoConnAgent Net Addr OBJECT- TYPE

SYNTAX Pt opoGenAddr
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object identifies a network address whi ch may be used
to reach an SNWMP agent entity containing information for the
chassis and port conponents represented by the associated

" pt opoConnRenot eChassi s’ and ' pt opoConnRenot ePort’ obj ects.

If no such address is known, then this object shall contain
an enpty string.

Thi s object may not be nodified if the associated
pt opoConnRowSt at us obj ect has a val ue of active(l1)."
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::={ ptopoConnEntry 11 }

pt opoConnMul ti MacSASeen OBJECT- TYPE

SYNTAX Pt opoAddr SeenSt at e
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"This object indicates if multiple unicast source MAC
addresses have been detected by the agent fromthe renote
connecti on endpoint, since the creation of this entry.

If this entry has an associ at ed pt opoConnRenot eChassi sType
and/ or pt opoConnRenot ePort Type val ue ot her than
"portldMacAddr(3)', then the value 'notUsed(1l)’ is returned.

O herwi se, one of the follow ng conditions nust be true:

If the agent has not yet detected any uni cast source MAC
addresses fromthe renote port, then the val ue ’'unknown(2)’
i s returned.

If the agent has detected exactly one uni cast source MAC
address fromthe renote port, then the value 'oneAddr(3)’ is
r et ur ned.

If the agent has detected nore than one unicast source MAC
address fromthe renote port, then the value 'multi Addr(4)’
is returned.”

::={ ptopoConnEntry 12 }

pt opoConnMul t i Net SASeen OBJECT- TYPE

SYNTAX Pt opoAddr SeenSt at e
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"This object indicates if nmultiple network | ayer source
addresses have been detected by the agent fromthe renote
connecti on endpoi nt, since the creation of this entry.

If this entry has an associ at ed pt opoConnRenot eChassi sType
or ptopoConnRenot ePort Type val ue ot her than
"portldGenAddr(4)’ then the value 'notUsed(1l)’ is returned.
O herwi se, one of the follow ng conditions nmust be true:

If the agent has not yet detected any network source

addresses of the appropriate type fromthe renpte port, then
the val ue "unknown(2)’' is returned.
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If the agent has detected exactly one network source address
of the appropriate type fromthe renote port, then the val ue
"oneAddr (3)’ is returned.

If the agent has detected nore than one network source
address (of the sanme appropriate type) fromthe renote port,
this the value "nulti Addr(4)’ is returned.”

::={ ptopoConnEntry 13 }

pt opoConnl sStatic OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object identifies static ptopoConnEntries. |If this
obj ect has the value "true(l)’, then this entry is not
subj ect to any age-out nechani sns inplenented by the agent.

If this object has the value 'false(2)', then this entry is
subject to all age-out mechani snms inplemented by the agent.

This object may not be nodified if the associated

pt opoConnRowSt at us obj ect has a val ue of active(1)."
DEFVAL { fal se }
::={ ptopoConnEntry 14 }

pt opoConnLast Veri fyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"If the associated val ue of ptopoConnlsStatic is equal to
"false(2)’, then this object contains the value of sysUpTi nme
at the tine the conceptual row was |ast verified by the
agent, e.g., via reception of a topol ogy protocol nessage,
pertaining to the associated renmpte chassis and port.

If the associ ated val ue of ptopoConnlsStatic is equal to
"true(l)’, then this object shall contain the val ue of
sysUpTime at the tine this entry was |last activated (i.e.,
pt opoConnRowSt at us set to "active(l)')."

::={ ptopoConnEntry 15 }

pt opoConnRowsSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The status of this conceptual row
::={ ptopoConnEntry 16 }

LR R R R R R R R R R R I I R R R O R I

-- PTOPO GENERAL GROUP

Rk Ik O R R Rk kR R R e e O R R O S b R R R O

-- last change tine stanp for the whole MB

pt opoLast ChangeTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine at the time a conceptual rowis
created, nodified, or deleted in the ptopoConnTabl e.

An NMS can use this object to reduce polling of the
pt opoDat a group objects.”
::={ ptopoGeneral 1}

pt opoConnTabl nserts OBJECT- TYPE

SYNTAX Count er 32

UNI TS "table entries”
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The nunber of tines an entry has been inserted into the
pt opoConnTabl e. "
::={ ptopoCGeneral 2}

pt opoConnTabDel et es OBJECT- TYPE

SYNTAX Count er 32

UNI TS "table entries"
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The nunber of tines an entry has been deleted fromthe
pt opoConnTabl e. "
1= { ptopoCeneral 3}

pt opoConnTabDr ops OBJECT- TYPE
SYNTAX Count er 32
UNI' TS "table entries"
MAX- ACCESS read-only

Bi erman & Jones I nf or mat i onal [ Page 22]



RFC 2922 Physi cal Topol ogy M B Sept enber 2000

STATUS current

DESCRI PTI ON
"The nunber of tinmes an entry woul d have been added to the
pt opoConnTabl e, (e.g., via information | earned froma
topol ogy protocol), but was not because of insufficient
resources.”

::={ ptopoGeneral 4}

pt opoConnTabAgeout s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an entry has been deleted fromthe
pt opoConnTabl e because the information tineliness interva
for that entry has expired."

::={ ptopoGeneral 5}

Rk I S I O R I S O R O I R

-- PTOPO CONFI G GROUP

EIE R R R R R R I I R R R R R R R R I I R R S O

pt opoConfi gTrapl nterval OBJECT- TYPE
Y|

SYNTAX Integer32 (0 | 5..3600)
UNI TS "seconds"”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Thi s object controls the transnission of PTOPO
notifications.

If this object has a value of zero, then no
pt opoConfi gChange notifications will be transmtted by the
agent .

If this object has a non-zero value, then the agent nust not
generate nore than one ptopoConfi gChange trap-event in the

i ndi cated period, where a 'trap-event’ is the transm ssion
of a single notification PDU type to a list of notification
destinations. |f additional configuration changes occur
within the indicated throttling period, then these trap-
events must be suppressed by the agent. An NMS shoul d
periodically check the value of ptopoLastChangeTinme to
detect any m ssed ptopoConfi gChange trap-events, e.g. due to
throttling or transmi ssion |oss.
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If notification transnission is enabled, the suggested
default throttling period is 60 seconds, but transm ssion
shoul d be di sabl ed by default.

If the agent is capable of storing non-volatile
configuration, then the value of this object nmust be
restored after a re-initialization of the managenent
system”

DEFVAL { 0 }

::={ ptopoConfig 1}

pt opoConfi gMaxHol dTi me OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
UNI TS "seconds"”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object specifies the desired tinme interval for which
an agent will maintain dynam c ptopoConnEntries.

After the specified nunber of seconds since the last tine an
entry was verified, in the absence of new verification
(e.g., receipt of a topology protocol nessage), the agent
shall renove the entry. Note that entries nay not always be
renoved i medi ately, but nmay possibly be renoved at periodic
garbage collection intervals.

Thi s object only affects dynam c ptopoConnEntries, i.e. for
whi ch ptopoConnlsStatic equals 'false(2)'. Static entries
are not aged out.

Not e that dynami c ptopoConnEntries may al so be renoved by
the agent due to the expired tinmeliness of |earned topol ogy
information (e.g., timeliness interval for a renote port
expires). The actual age-out interval for a given entry is
defined by the foll owi ng fornul a:

age-out-time =
m n( pt opoConfi gMaxHol dTi me, <entry-specific hold-tine>)

where <entry-specific hold-tine> is determ ned by the

di scovery algorithm and may be different for each entry."
DEFVAL { 300 }
.= { ptopoConfig 2}

-- PTOPO M B Notification Definitions
pt opoM BNot i fi cati ons OBJECT | DENTI FI ER :
pt opoM BTr apPr ef i x OBJECT | DENTI FI ER :

{ ptopoMB 2 }
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{ ptopoM BNotifications 0 }

pt opoConfi gChange NOTI FI CATI ON- TYPE
OBJECTS {
pt opoConnTabl nserts,
pt opoConnTabDel et es,
pt opoConnTabDr ops,
pt opoConnTabAgeout s

}

STATUS current

DESCRI PTI ON
"A pt opoConfigChange notification is sent when the val ue of
pt opoLast ChangeTi ne changes. It can be utilized by an NM5 to
trigger physical topology table maintenance polls.

Not e that transm ssion of ptopoConfigChange notifications
are throttled by the agent, as specified by the
" pt opoConfi gTrapl nterval’ object."

1= { ptopoM BTrapPrefix 1}

-- PTOPO Regi stration Points
pt opoRegi strationPoints OBJECT IDENTIFIER ::= { ptopoMB 3}

-- values used with ptopoConnbDi scAl gorithm object
pt opoDi scover yMechani sms OBJECT | DENTI FI ER :: =
{ ptopoRegistrationPoints 1 }

pt opoDi scoverylLocal OBJECT I DENTIFIER :: =
{ ptopoDi scoveryMechanisns 1 }

-- conformance i nfornmation
pt opoConf or mance OBJECT | DENTI FI ER ::

{ ptopoMB 4 }

pt opoConpl i ances OBJECT | DENTI FI ER ::
pt opoG oups OBJECT | DENTI FI ER : :

{ ptopoConformance 1 }
{ ptopoConformance 2 }

-- conpliance statenents
pt opoConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities which inplenent
the PTOPO M B. "
MODULE -- this nodul e
MANDATORY- GROUPS {
pt opoDat aG oup,
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pt opoGener al G oup,
pt opoConfi g& oup,
pt opoNoti fi cati onsG oup

::={ ptopoConpliances 1 }

-- M B groupings
pt opoDat aG oup OBJECT- GROUP
OBJECTS {

pt opoConnRenot eChassi sType,
pt opoConnRenot eChassi s,
pt opoConnRenot ePor t Type,
pt opoConnRenot ePor t
pt opoConnDi scAl gorithm
pt opoConnAgent Net Addr Type,
pt opoConnAgent Net Addr,
pt opoConnMul t i MacSASeen,
pt opoConnMul ti Net SASeen,
pt opoConnl sStati c,
pt opoConnlLast Veri fyTi e,
pt opoConnRowSt at us

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to represent
physi cal topol ogy informati on for which a single agent
provi des managenent i nformation.

This group is mandatory for all inplenentations of the PTOPO
MB."
::={ ptopoGoups 1}

pt opoGener al G oup OBJECT- GROUP
OBJECTS {
pt opoLast ChangeTi ne,
pt opoConnTabl nserts,
pt opoConnTabDel et es,
pt opoConnTabDr ops,
pt opoConnTabAgeout s

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to report the
general status of the PTOPO M B i npl enent ati on.

This group is mandatory for all agents which inplenent the

PTOPO M B. "
::={ ptopoGoups 2}
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pt opoConfi gG oup OBJECT- GROUP
OBJECTS {
pt opoConfi gTrapl nterval ,
pt opoConfi gMaxHol dTi ne

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to configure the
PTOPO M B i npl enent ati on behavi or

This group is mandatory for agents which inplenent the PTOPO
MB."
::={ ptopoGoups 3}

pt opoNoti ficati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
pt opoConfi gChange

}

STATUS current

DESCRI PTI ON
"The collection of notifications used to indicate PTOPO M B
data consistency and general status infornmation

This group is mandatory for agents which inplenent the PTOPO
MB."
::={ ptopoGoups 4}

END
5. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andar ds-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The I1ETF invites any interested party to bring to its attention any

copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
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this standard. Pl ease address the information to the | ETF Executive
Director.

The | ETF has been notified of intellectual property rights clained in
regard to sone or all of the specification contained in this
docunent. For nore information consult the online list of clained
rights.
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8. Security Considerations

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
net wor k operati ons.

There are a nunber of nanaged objects in this MB that nmay contain
sensitive information. These are:

read-create objects: ptopoConnRenoteChassisType
pt opoConnRenot eChassi s pt opoConnRenot ePort Type
pt opoConnRenot ePort pt opoConnAgent Net Addr Type
pt opoConnAgent Net Addr pt opoConnl sStatic
pt opoConfi gTrapl nt erval ptopoConfi gMaxHol dTi ne

read-only objects: ptopoConnDi scAl gorithm
pt opoConnMul ti MacSASeen pt opoConnMuil ti Net SASeen
pt opoConnLast Veri fyTi me pt opoLast ChangeTi ne
notifications: ptopoConfigChange

These M B objects expose information about the physical connectivity
for a particular portion of a network.
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A network administrator nay also wish to inhibit transm ssion of any
pt opoConfi gChange notification by setting the ptopoConfigTraplnterval
object to zero.

It is thus inmportant to control even GET access to these objects and
possibly to even encrypt the val ues of these object when sending them
over the network via SNMP. Not all versions of SNWP provide features
for such a secure environnent.

SNWVPv1l by itself is not a secure environment. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/ delete) the objects in this MB.

It is recomrended that the inplementers consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [ RFC2574] and the View
based Access Control Mdel RFC 2575 [ RFC2575] is recomended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ create/ del ete) them
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
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