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Abst r act

The goal of this docunment is to explain the need for congestion
control in the Internet, and to discuss what constitutes correct
congestion control. One specific goal is to illustrate the dangers
of neglecting to apply proper congestion control. A second goal is
to discuss the role of the I ETF in standardi zi ng new congesti on
control protocols.

1. Introduction

Thi s docunent draws heavily fromearlier RFCs, in some cases
reproduci ng entire sections of the text of earlier documents

[ RFC2309, RFC2357]. We have al so borrowed heavily fromearlier
publ i cati ons addressing the need for end-to-end congestion contro
[ FF99] .

2. Current standards on congestion contro

| ETF standards concerni ng end-to-end congestion control focus either
on specific protocols (e.g., TCP [RFC2581], reliable nulticast
protocol s [ RFC2357]) or on the syntax and senmantics of conmunications
bet ween the end nodes and routers about congestion information (e.qg.,
Explicit Congestion Notification [ RFC2481]) or desired quality-of-
service (diff-serv)). The role of end-to-end congestion control is
al so discussed in an Informational RFC on "Recommendati ons on Queue
Managenent and Congestion Avoidance in the Internet" [RFC2309]. RFC
2309 recomends the depl oynment of active queue managenent mnechani sns
in routers, and the continuation of design efforts towards nechanisns
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3.

3.

inrouters to deal with flows that are unresponsive to congestion
notification. W freely borrow from RFC 2309 sonme of their genera
di scussi on of end-to-end congestion control

In contrast to the RFCs di scussed above, this docunment is a nore

general discussion of the principles of congestion control. One of
the keys to the success of the Internet has been the congestion
avoi dance mechani snms of TCP. Wiile TCP is still the dom nant

transport protocol in the Internet, it is not ubiquitous, and there
are an increasing nunber of applications that, for one reason or

anot her, choose not to use TCP. Such traffic includes not only

mul ticast traffic, but unicast traffic such as streaning nmultinmedia
that does not require reliability; and traffic such as DNS or routing
messages that consist of short transfers deenmed critical to the
operation of the network. Mich of this traffic does not use any form
of either bandwi dth reservations or end-to-end congestion control

The continued use of end-to-end congestion control by best-effort
traffic is critical for maintaining the stability of the Internet.

Thi s docunent al so di scusses the general role of the I ETF in the
st andardi zati on of new congestion control protocols.

The di scussi on of congestion control principles for differentiated
services or integrated services is not addressed in this docunent.
Sone categories of integrated or differentiated services include a
guarantee by the network of end-to-end bandwi dth, and as such do not
require end-to-end congestion control nechanisns.

The devel opnent of end-to-end congestion control
1. Preventing congestion coll apse.

The Internet protocol architecture is based on a connectionl ess end-
to-end packet service using the IP protocol. The advantages of its
connectionl ess design, flexibility and robustness, have been amply
denmonstrated. However, these advantages are not w thout cost:
careful design is required to provide good service under heavy | oad.
In fact, lack of attention to the dynam cs of packet forwarding can
result in severe service degradation or "Internet neltdown". This
phenomenon was first observed during the early grow h phase of the
Internet of the md 1980s [ RFC896], and is technically called
"congestion col |l apse".

The original specification of TCP [ RFC793] included w ndow based fl ow
control as a nmeans for the receiver to govern the anount of data sent
by the sender. This flow control was used to prevent overflow of the
receiver’'s data buffer space available for that connection. [RFC793]
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reported that segnents could be lost due either to errors or to
net wor k congestion, but did not include dynanic adjustnent of the
fl ow control wi ndow in response to congesti on.

The original fix for Internet neltdown was provided by Van Jacobson
Begi nning in 1986, Jacobson devel oped the congestion avoi dance
mechani sms that are now required in TCP inpl ementati ons [ Jacobson88,
RFC 2581]. These nechani sns operate in the hosts to cause TCP
connections to "back off" during congestion. W say that TCP fl ows
are "responsive" to congestion signals (i.e., dropped packets) from
the network. It is these TCP congestion avoi dance al gorithns that
prevent the congestion collapse of today’s Internet.

However, that is not the end of the story. Considerable research has
been done on Internet dynam cs since 1988, and the Internet has

grown. |t has becone clear that the TCP congestion avoi dance
mechani sns [ RFC2581], whil e necessary and powerful, are not
sufficient to provide good service in all circunstances. In addition

to the devel opment of new congestion control nechani sns [ RFC2357],
rout er - based mechani sms are in devel opnent that conpl enent the
endpoi nt congesti on avoi dance nechani sns.

A major issue that still needs to be addressed is the potential for
future congestion collapse of the Internet due to flows that do not
use responsi bl e end-to-end congestion control. RFC 896 [ RFC396]
suggested in 1984 that gateways should detect and ‘squel ch’

m sbehavi ng hosts: "Failure to respond to an |ICMP Source Qench
message, though, should be regarded as grounds for action by a
gateway to disconnect a host. Detecting such failure is non-trivia
but is a worthwhile area for further research." Current papers
still propose that routers detect and penalize flows that are not

enpl oyi ng accept abl e end-to-end congestion control [FF99].

3.2. Fairness

In addition to a concern about congestion collapse, there is a
concern about ‘fairness’ for best-effort traffic. Because TCP "backs
of f" during congestion, a |arge nunber of TCP connections can share a
single, congested link in such a way that bandwi dth is shared
reasonably equitably anong simlarly situated flows. The equitable
sharing of bandw dth anobng fl ows depends on the fact that all flows
are runni ng conpatibl e congestion control algorithms. For TCP, this
means congestion control algorithnms conformant with the current TCP
speci fication [ RFC793, RFC1122, RFC2581].

The issue of fairness anong conpeting flows has becone increasingly

i mportant for several reasons. First, using w ndow scaling
[ RFC1323], individual TCPs can use high bandw dth even over high-
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propagati on-del ay paths. Second, with the growth of the web,

I nternet users increasingly want high-bandw dth and | ow del ay
communi cations, rather than the leisurely transfer of a long file in
the background. The growth of best-effort traffic that does not use
TCP underscores this concern about fairness between conpeting best-
effort traffic in times of congestion

The popul arity of the Internet has caused a proliferation in the
nunber of TCP inplenentations. Some of these may fail to inplenent
the TCP congestion avoi dance nechani sns correctly because of poor

i npl ementation [ RFC2525]. Qhers may deliberately be inplenented
with congestion avoi dance algorithnms that are nore aggressive in
their use of bandwi dth than other TCP inplementations; this would
all ow a vendor to claimto have a "faster TCP". The | ogica
consequence of such inplenentations would be a spiral of increasingly
aggressive TCP inplenmentations, or increasingly aggressive transport
protocols, |eading back to the point where there is effectively no
congestion avoi dance and the Internet is chronically congested.

There is a well-known way to achi eve nore aggressive performance

wi t hout even changi ng the transport protocol, by changing the |evel
of granularity: open multiple connections to the same place, as has
been done in the past by sonme Wb browsers. Thus, instead of a
spiral of increasingly aggressive transport protocols, we would

i nstead have a spiral of increasingly aggressive web browsers, or

i ncreasingly aggressive applications.

This raises the issue of the appropriate granularity of a "flow',
where we define a ‘flow as the level of granularity appropriate for
the application of both fairness and congestion control. From RFC
2309: "There are a few ‘natural’ answers: 1) a TCP or UDP connection
(source address/port, destination address/port); 2) a

source/ destination host pair; 3) a given source host or a given
destination host. W would guess that the source/destination host
pair gives the nost appropriate granularity in many circunstances.
The granularity of flows for congestion nanagenent is, at least in
part, a policy question that needs to be addressed in the w der |ETF
community."

Agai n borrowi ng from RFC 2309, we use the term"TCP-conpatible" for a
fl ow that behaves under congestion like a flow produced by a
conformant TCP. A TCP-conpatible flow is responsive to congestion
notification, and in steady-state uses no nore bandwi dth than a
conformant TCP runni ng under comnparable conditions (drop rate, RITT,
MIU, etc.)
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It is convenient to divide flows into three classes: (1) TCP-
compatible flows, (2) unresponsive flows, i.e., flows that do not

sl ow down when congestion occurs, and (3) flows that are responsive
but are not TCP-conpatible. The last two classes contain nore
aggressive flows that pose significant threats to Internet
performance, as we di scuss bel ow.

In addition to steady-state fairness, the fairness of the initia
slowstart is also a concern. One concern is the transient effect on
other flows of a flow with an overly-aggressive slowstart procedure.
Sl owstart performance is particularly inmportant for the nmany flows
that are short-lived, and only have a small anpbunt of data to
transfer.

3.3. Optimzing performance regarding throughput, delay, and | oss.

In addition to the prevention of congestion collapse and concerns
about fairness, a third reason for a flow to use end-to-end
congestion control can be to optimize its own performance regarding

t hroughput, delay, and loss. |In sonme circunstances, for exanple in
environments of high statistical nultiplexing, the delay and | oss
rate experienced by a flow are largely independent of its own sending
rate. However, in environments with lower |evels of statistica

mul ti plexing or with per-flow scheduling, the delay and loss rate
experienced by a flowis in part a function of the flow s own sending
rate. Thus, a flow can use end-to-end congestion control to limt
the delay or |oss experienced by its own packets. W would note,
however, that in an environment |ike the current best-effort

I nternet, concerns regardi ng congestion collapse and fairness with
competing flows linmit the range of congestion control behaviors
available to a flow

4. The role of the standards process

The standardi zation of a transport protocol includes not only
st andardi zati on of aspects of the protocol that could affect

interoperability (e.g., information exchanged by the end-nodes), but
al so standardi zati on of nmechani sns deened critical to performance
(e.g., in TCP, reduction of the congestion wi ndow in response to a

packet drop). At the sane tine, inplenentation-specific details and
ot her aspects of the transport protocol that do not affect
interoperability and do not significantly interfere with perfornmance
do not require standardi zation. Areas of TCP that do not require
standardi zati on include the details of TCP s Fast Recovery procedure
after a Fast Retransmt [RFC2582]. The appendi x uses exanples from
TCP to discuss in nore detail the role of the standards process in

t he devel opnent of congestion control
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4.1. The devel opnent of new transport protocols.

In addition to addressing the danger of congestion collapse, the
standardi zati on process for new transport protocols takes care to
avoi d a congestion control ‘arns race’ anobng conpeting protocols. As
an exanple, in RFC 2357 [ RFC2357] the TSV Area Directors and their
Directorate outline criteria for the publication as RFCs of
Internet-Drafts on reliable nmulticast transport protocols. From

[ RFC2357]: "A particular concern for the IETF is the inpact of
reliable nmulticast traffic on other traffic in the Internet in tines
of congestion, in particular the effect of reliable nulticast traffic
on conpeting TCP traffic.... The challenge to the IETF is to

encour age research and inplenmentations of reliable nulticast, and to
enabl e the needs of applications for reliable nmulticast to be met as
expeditiously as possible, while at the same tinme protecting the
Internet fromthe congestion disaster or collapse that could result
fromthe w despread use of applications with inappropriate reliable
mul ti cast mechani snms. "

The list of technical criteria that must be addressed by RFCs on new
reliable nmulticast transport protocols include the following: "Is
there a congestion control nechani sn? How wel|l does it perforn®? Wen
does it fail? Note that congestion control nmechani sns that operate
on the network nore aggressively than TCP will face a great burden of
proof that they don't threaten network stability."

It is reasonable to expect that these concerns about the effect of
new transport protocols on conpeting traffic will apply not only to
reliable nulticast protocols, but to unreliable unicast, reliable
uni cast, and unreliable nmulticast traffic as well.

4.2. Application-level issues that affect congestion contro

The specific issue of a browser opening nultiple connections to the
sanme destination has been addressed by RFC 2616 [ RFC2616], which
states in Section 8.1.4 that "Clients that use persistent connections
SHOULD |imt the nunmber of sinmultaneous connections that they

mai ntain to a given server. A single-user client SHOULD NOT mai ntain
more than 2 connections with any server or proxy."

4.3. New devel opnents in the standards process

The nost obvi ous devel opnents in the | ETF that could affect the

evol uti on of congestion control are the devel opment of integrated and
differentiated services [ RFC2212, RFC2475] and of Explicit Congestion
Notification (ECN) [RFC2481]. However, other less dramatic

devel opnments are likely to affect congestion control as well.
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One such effort is that to construct Endpoi nt Congesti on Managenent
[BSO0], to enable nultiple concurrent flows froma sender to the sane
recei ver to share congestion control state. By allowing nultiple
connections to the sanme destination to act as one flowin ternms of
end-to-end congestion control, a Congestion Manager could all ow

i ndi vi dual connections slowstarting to take advantage of previous

i nformati on about the congestion state of the end-to-end path.
Further, the use of a Congestion Manager coul d renove the congestion
control dangers of nultiple flows being opened between the sane
source/destination pair, and could perhaps be used to allow a browser
to open nmany simultaneous connections to the sane destination

5. A description of congestion collapse

Thi s section discusses congestion collapse from undelivered packets
in some detail, and shows how unresponsive flows could contribute to
congestion collapse in the Internet. This section draws heavily on
material from|[FF99].

Informal |y, congestion collapse occurs when an increase in the
network |l oad results in a decrease in the useful work done by the
network. As discussed in Section 3, congestion collapse was first
reported in the nmd 1980s [ RFC896], and was |argely due to TCP
connections unnecessarily retransmtting packets that were either in
transit or had al ready been received at the receiver. W call the
congestion collapse that results fromthe unnecessary retransm ssion
of packets classical congestion collapse. C assical congestion
collapse is a stable condition that can result in throughput that is
a small fraction of normal [ RFC896]. Problens with classica
congestion col |l apse have generally been corrected by the tiner

i mprovenents and congestion control nechani sns in nodern

i mpl ement ati ons of TCP [ Jacobson88].

A second form of potential congestion collapse occurs due to
undel i vered packets. Congestion collapse fromundelivered packets
ari ses when bandwi dth is wasted by delivering packets through the
network that are dropped before reaching their ultinmate destination
This is probably the | argest unresolved danger with respect to
congestion collapse in the Internet today. Different scenarios can
result in different degrees of congestion collapse, in ternms of the
fraction of the congested |inks bandw dth used for productive work.
The danger of congestion collapse fromundelivered packets is due
primarily to the increasing depl oyment of open-I|oop applications not
usi ng end-to-end congestion control. Even nore destructive would be
best-effort applications that *increase* their sending rate in
response to an increased packet drop rate (e.g., automatically using
an increased | evel of FEC).
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Table 1 gives the results froma scenario with congestion coll apse
fromundel i vered packets, where scarce bandwi dth is wasted by packets
that never reach their destination. The simulation uses a scenario
with three TCP fl ows and one UDP flow conpeting over a congested 1.5
Mops |ink. The access links for all nodes are 10 Mops, except that
the access link to the receiver of the UDP flow is 128 Kbps, only 9%
of the bandwi dth of shared Iink. When the UDP source rate exceeds
128 Kbps, nost of the UDP packets will be dropped at the output port
to that final Iink.

UDP
Arrival ubP TCP Tota
Rat e Goodput Goodput Goodput
0.7 0.7 98.5 99.2
1.8 1.7 97.3 99.1
2.6 2.6 96.0 98. 6
5.3 5.2 92.7 97.9
8.8 8.4 87.1 95.5
10.5 8.4 84.8 93.2
13.1 8.4 81.4 89.8
17.5 8.4 77.3 85.7
26. 3 8.4 64.5 72.8
52.6 8.4 38.1 46. 4
58. 4 8.4 32.8 41. 2
65. 7 8.4 28.5 36.8
75.1 8.4 19.7 28.1
87.6 8.4 11.3 19.7
105.2 8.4 3.4 11.8
131.5 8.4 2.4 10. 7

Table 1. A simulation with three TCP fl ows and one UDP fl ow.

Table 1 shows the UDP arrival rate fromthe sender, the UDP goodput
(defined as the bandwi dth delivered to the receiver), the TCP goodput
(as delivered to the TCP receivers), and the aggregate goodput on the
congested 1.5 Mops link. Each rate is given as a fraction of the
bandwi dt h of the congested link. As the UDP source rate increases,
the TCP goodput decreases roughly linearly, and the UDP goodput is
nearly constant. Thus, as the UDP flow increases its offered | oad,
its only effect is to hurt the TCP and aggregate goodput. On the
congested link, the UDP flow ultimately ‘wastes’ the bandw dth that
coul d have been used by the TCP flow, and reduces the goodput in the
network as a whole down to a snall fraction of the bandw dth of the
congested |ink.
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The sinmulations in Table 1 illustrate both unfairness and congestion
col l apse. As [FF99] discusses, conpatible congestion control is not
the only way to provide fairness; per-flow scheduling at the
congested routers is an alternative nmechanismat the routers that
guarantees fairness. However, as discussed in [FF99], per-flow
schedul i ng can not be relied upon to prevent congestion coll apse.

There are only two alternatives for elimnating the danger of
congestion coll apse fromundelivered packets. The first alternative
for preventing congestion collapse fromundelivered packets is the
use of effective end-to-end congestion control by the end nodes.
More specifically, the requirenment would be that a flow avoid a
pattern of significant |osses at |inks dowstreamfromthe first
congested link on the path. (Here, we would consider any link a
‘congested link’ if any flow is using bandw dth that woul d ot herw se
be used by other traffic on the link.) Gven that an end-node is
general ly unable to distinguish between a path with one congested
link and a path with nultiple congested |inks, the nost reliable way
for a flowto avoid a pattern of significant | osses at a downstream
congested link is for the flowto use end-to-end congestion control,
and reduce its sending rate in the presence of |o0ss.

A second alternative for preventing congestion coll apse from
undel i vered packets would be a guarantee by the network that packets
accepted at a congested link in the network will be delivered all the
way to the receiver [RFC2212, RFC2475]. W note that the choice
between the first alternative of end-to-end congestion control and
the second alternative of end-to-end bandw dt h guarant ees does not
have to be an either/or decision; congestion collapse can be
prevented by the use of effective end-to-end congestion by sone of
the traffic, and the use of end-to-end bandw dth guarantees fromthe
network for the rest of the traffic.

6. Forns of end-to-end congestion contro

Thi s docunent has di scussed concerns about congestion coll apse and
about fairness with TCP for new fornms of congestion control. This
does not nean, however, that concerns about congestion coll apse and
fairness with TCP necessitate that all best-effort traffic deploy
congestion control based on TCP's Additive-Increase Miultiplicative-
Decrease (AIMD) al gorithm of reducing the sending rate in half in
response to each packet drop. This section separately discusses the
i mplications of these two concerns of congestion coll apse and
fairness with TCP
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6.1. End-to-end congestion control for avoi ding congestion coll apse.

The avoi dance of congestion collapse fromundelivered packets
requires that flows avoid a scenario of a high sending rate, nmultiple
congested links, and a persistent high packet drop rate at the
downstream | ink. Because congestion collapse from undelivered
packets consists of packets that waste val uable bandwi dth only to be
dropped downstream this form of congestion collapse is not possible
in an environment where each flow traverses only one congested |ink,
or where only a small nunber of packets are dropped at |inks
downstream of the first congested link. Thus, any form of congestion
control that successfully avoids a high sending rate in the presence
of a high packet drop rate should be sufficient to avoid congestion
col | apse from undelivered packets

We woul d note that the addition of Explicit Congestion Notification
(ECN) to the IP architecture would not, in and of itself, renove the
danger of congestion collapse for best-effort traffic. ECN allows
routers to set a bit in packet headers as an indication of congestion
to the end-nodes, rather than being forced to rely on packet drops to
i ndi cate congestion. However, with ECN, packet-marking would repl ace
packet -dropping only in times of nbderate congestion. |n particular,
when congestion is heavy, and a router’s buffers overflow, the router
has no choice but to drop arriving packets.

6.2. End-to-end congestion control for fairness with TCP

The concern expressed in [ RFC2357] about fairness with TCP places a
significant though not crippling constraint on the range of viable
end-t o-end congestion control nechanisns for best-effort traffic. An
environment with per-flow scheduling at all congested |inks woul d
isolate flows fromeach other, and elimnate the need for congestion
control mechanisnms to be TCP-conpatible. An environment with
differentiated services, where flows marked as belonging to a certain
diff-serv class woul d be scheduled in isolation frombest-effort
traffic, could allow the energence of an entire diff-serv class of
traffic where congestion control was not required to be TCP-
compatible. Simlarly, a pricing-controlled environment, or a diff-
serv class with its own pricing paradigm could supercede the concern
about fairness with TCP. However, for the current Internet
environment, where other best-effort traffic could conpete in a FIFO
queue with TCP traffic, the absence of fairness with TCP could | ead
to one flow ‘starving out’ another flowin a time of high congestion,
as was illustrated in Table 1 above.

However, the |ist of TCP-conpatible congestion control procedures is

not limted to AIMD with the same increase/ decrease paraneters as
TCP. (Ot her TCP-conpatible congestion control procedures include
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rate-based variants of AIMD, AIMD with different sets of

i ncrease/ decrease paraneters that give the same steady-state

behavi or; equation-based congestion control where the sender adjusts
its sending rate in response to informati on about the long-term
packet drop rate; layered multicast where receivers subscribe and
unsubscri be fromlayered nulticast groups; and possibly other forns
that we have not yet begun to consider.
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9. TCP-Specific issues

In this section we discuss sone of the particulars of TCP congestion
control, to illustrate a realization of the congestion contro
principles, including some of the details that arise when
incorporating theminto a production transport protocol

9.1. Slowstart.

The TCP sender can not open a new connection by sending a | arge burst
of data (e.g., a receiver’s advertised window) all at once. The TCP
sender is limted by a small initial value for the congestion w ndow.
During slowstart, the TCP sender can increase its sending rate by at
most a factor of two in one roundtrip tinme. Slowstart ends when
congestion is detected, or when the sender’s congestion w ndow is
greater than the slowstart threshold ssthresh.

An issue that potentially affects gl obal congestion control, and
therefore has been explicitly addressed in the standards process,
includes an increase in the value of the initial w ndow

[ RFC2414, RFC2581] .

| ssues that have not been addressed in the standards process, and are
general ly considered not to require standardi zation, include such

i ssues as the use (or non-use) of rate-based pacing, and nechani sns
for ending slowstart early, before the congestion w ndow reaches
ssthresh. Such nmechanisns result in slowstart behavior that is as
conservative or nore conservative than standard TCP
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9.2. Additive Increase, Miltiplicative Decrease.

In the absence of congestion, the TCP sender increases its congestion
wi ndow by at nobst one packet per roundtrip tine. In response to a
congestion indication, the TCP sender decreases its congestion w ndow
by half. (Mre precisely, the new congestion windowis half of the

nm ni mum of the congestion wi ndow and the receiver’s advertised

wi ndow. )

An issue that potentially affects gl obal congestion control, and
therefore would be likely to be explicitly addressed in the standards
process, would include a proposed addition of congestion control for
the return stream of ‘pure acks’

An issue that has not been addressed in the standards process, and is
generally not considered to require standardi zation, would be a
change to the congestion window to apply as an upper bound on the
nunber of bytes presuned to be in the pipe, instead of applying as a
sliding window starting fromthe cumnul ati ve acknow edgemnent .
(Cearly, the receiver’s advertised wi ndow applies as a sliding

wi ndow starting fromthe cunul ati ve acknow edgenent field, because
packets received above the cunul ati ve acknow edgenent field are held
in TCP s receive buffer, and have not been delivered to the
application. However, the congestion w ndow applies to the nunber of
packets outstanding in the pipe, and does not necessarily have to

i ncl ude packets that have been received out-of-order by the TCP
receiver.)

9.3. Retransmt tiners.

The TCP sender sets a retransmit tiner to infer that a packet has
been dropped in the network. When the retransmit timer expires, the
sender infers that a packet has been |ost, sets ssthresh to half of
the current wi ndow, and goes into slowstart, retransmtting the | ost
packet. If the retransmt tinmer expires because no acknow edgenent
has been received for a retransnitted packet, the retransnmit timer is
al so "backed-of f", doubling the value of the next retransmit tineout

i nterval .

An issue that potentially affects gl obal congestion control, and
therefore would be likely to be explicitly addressed in the standards
process, mght include a nodified nmechanismfor setting the
retransmt timer that could significantly increase the nunber of
retransmt timers that expire prematurely, when the acknow edgenent
has not yet arrived at the sender, but in fact no packets have been
dropped. This could be of concern to the Internet standards process
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9. 4.

9.5.

10.

because retransnit timers that expire prematurely could |l ead to an
increase in the nunber of packets unnecessarily transmitted on a
congested |ink.

Fast Retransmit and Fast Recovery.

After seeing three duplicate acknow edgenents, the TCP sender infers
a packet loss. The TCP sender sets ssthresh to half of the current

wi ndow, reduces the congestion windowto at nost half of the previous
wi ndow, and retransnits the | ost packet.

An issue that potentially affects gl obal congestion control, and
therefore would be likely to be explicitly addressed in the standards
process, mght include a proposal (if there was one) for inferring a
| ost packet after only one or two duplicate acknow edgenents. |If
poor |y designed, such a proposal could lead to an increase in the
nunber of packets unnecessarily transnmitted on a congested path.

An issue that has not been addressed in the standards process, and
woul d not be expected to require standardization, wuld be a proposa
to send a "new' or presuned-|lost packet in response to a duplicate or
partial acknow edgenent, if allowed by the congestion wi ndow. An
exanpl e of this would be sending a new packet in response to a single
dupl i cate acknow edgenent, to keep the ‘ack clock’ going in case no
further acknow edgenents woul d have arrived. Such a proposal is an
exanpl e of a beneficial change that does not involve interoperability
and does not affect global congestion control, and that therefore
could be inplenented by vendors without requiring the intervention of
the | ETF standards process. (This issue has in fact been addressed
in [ DMKMDO], which suggests that "researchers nmay w sh to experinent
with injecting new traffic into the network when duplicate

acknow edgenents are being received, as described in [ TCPB98] and

[ TCPFO8] . "

O her aspects of TCP congestion control

O her aspects of TCP congestion control that have not been di scussed
in any of the sections above include TCP's recovery froman idle or
application-limted period [ HPFOO].

Security Considerations

Thi s docunent has been about the risks associated with congestion
control, or with the absence of congestion control. Section 3.2

di scusses the potentials for unfairness if conpeting flows don't use
conpati bl e congestion control nechani sns, and Section 5 considers the
dangers of congestion collapse if flows don't use end-to-end
congestion control
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Because this docunment does not propose any specific congestion
control mechanisms, it is also not necessary to present specific
security neasures associated with congestion control. However, we
woul d note that there are a range of security considerations
associated with congestion control that should be considered in | ETF
document s.

For exanpl e, individual congestion control mechani snms shoul d be as
robust as possible to the attenpts of individual end-nodes to subvert
end-to-end congestion control [SCWA99]. This is a particular concern
in multicast congestion control, because of the far-reaching
distribution of the traffic and the greater opportunities for

i ndi vidual receivers to fail to report congestion

RFC 2309 al so di scussed the potential dangers to the Internet of
unresponsive flows, that is, flows that don't reduce their sending
rate in the presence of congestion, and describes the need for

mechani snms in the network to deal with flows that are unresponsive to

congestion notification. W would note that there is still a need
for research, engineering, neasurenent, and deploynent in these
ar eas.

Because the Internet aggregates very large nunbers of flows, the risk
to the whole infrastructure of subverting the congestion control of a
few individual flows is limted. Rather, the risk to the
infrastructure would cone fromthe w despread depl oynent of many

end- nodes subverting end-to-end congestion control
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