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Abst ract

This meno descri bes several exanples of applications requiring

aut hori zation. Each application is described in ternms of a

consi stent framework, and specific authorization requirenents of each
application are given. This material was not contributed by the
wor ki ng groups responsible for the applications and should not be
consi dered prescriptive for how the applications will neet their

aut hori zati on needs. Rather the intent is to explore the fundanmenta
needs of a variety of different applications with the view of
conpiling a set of requirenents that an authorization protocol will
need to neet in order to be generally useful
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1. Introduction

This docunment is one of a series of three docunents under
consi deration by the AAAarch RG dealing with the authorization
requirenents for AAA protocols. The three docunents are:

AAA Aut hori zation Franmework [ 2]
AAA Aut hori zation Requirenments [ 3]
AAA Aut horization Application Exanples (this docunent)

In this neno, we exam ne several inportant Internet applications that
require authorization. For each application, we present a nodel
showi ng how it mght do authorization and then map that nodel back to
the framework presented in [2]. W then present the authorization
requirenents of the application as well as we presently understand
them The requirenments presented in this neno have been coll ected
toget her, generalized, and presented in [3].

The intent of this menp is to validate and illustrate the franework
presented in [2] and to notivate the requirements presented in [3].
This work is intended to be in alignment with the work of the various
wor ki ng groups responsible for the authorization applications
illustrated. This menmo should not, however, be regarded as
authoritative for any of the applications illustrated. Were
authoritative docunents exist or are in devel opnent, they are listed
in the references at the end of this docunent.
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The work for this meno was done by a group that originally was the
Aut hori zation subgroup of the AAA Wirking G oup of the | ETF. When
the charter of the AAA working group was changed to focus on MdbilelP
and NAS requirenments, the AAAarch Research Group was chartered within
the IRTF to continue and expand the architectural work started by the
Aut hori zati on subgroup. This nmeno is one of four which were created
by the subgroup. This neno is a starting point for further work
within the AAAarch Research Group. It is still a work in progress
and is published so that the work will be avail able for the AAAarch
subgroup and others working in this area, not as a definitive
description of architecture or requirenents.

Thi s docunent uses the terns *MJST', 'SHOULD and 'MAY', and their
negatives, in the way described in RFC 2119 [4].

2. PPP Dialin with Roam ng

In this section, we present an authorization nodel for dialin network
access in ternms of the framework presented in [2]. |Included in the
nmodel are the multi-domain considerations required for roamng [5].
Detail ed requirements for network access protocols are presented in

[6].

2.1. Descriptive Mdel
The PPP dialin application uses the pull sequence as discussed in
[2]. The roam ng case uses the roam ng pull sequence, also discussed

in[2]. This sequence is redrawn using dialin roamng termnology in
figure 1, bel ow
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Fig. 1 -- Dialin Authorization
Based on Roaming Pull Sequence

In this nodel, the User dials in to a Network Access Server (NAS)
provided by the visited (or foreign) ISP (the Service Provider in the
general nodel). The User is authenticated using a protocol such as
PAP, CHAP, or EAP which is encapsulated in PPP frames (1). Because
the User has not yet gained access to the network, he or she cannot
send | P datagrams to a AAA server. At this point, the User can only
communi cate with the NAS (Service Equi pment). The NAS forwards the
User’s authentication/ authorization request including the Network
Access ldentifier (NAI) [7] to a AAA server inits own dormain via
RADI US [ 8] or a successor AAA protocol (2). The visited | SP's AAA
server examines the realmfromthe NAl and forwards the request to
the User’s hone domain AAA server (3). The home domai n AAA server
aut henti cates the user and authorizes access according to a roam ng
agreenent. The hone donmmi n AAA server nmmy return service paraneters
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(e.g. ldle-Timeout) to the visited | SP"s AAA server (4) which
forwards themto the NAS, possibly adding additional service
paraneters (5). The NAS conpletes PPP session initialization (6).

In the future, this nodel nay be expanded in several ways [9]. For

i nstance, Authentication and Authorization may be done in separate
passes using different servers in order to support specialized forns
of authentication. O to better support roam ng, a broker may be
inserted between the visited ISP and the hone ISP. O authorization
may be supported based on other identifiers such as the caller 1D and
called I D obtained fromthe PSTN (e.g., using ANl and DN S)

2.2. Authorization Requirenents

The followi ng requirenments are identified in [9] for authorizing PPP
dialin service using roam ng.

- Authorization separate from authentication should be all owed when
necessary, but the AAA protocol MJST allow for a single nmessage to
request both authentication and authorizati on.

- The AAA protocol MJST be "proxyabl e", meaning that a AAA Server or
PDP MJUST be able to forward the request to another AAA Server or
PDP, which may or may not be within the sanme administrative
domai n.

- The AAA protocol MJST allow for internediate brokers to add their
own |l ocal Authorization information to a request or response.

- \When a broker is involved, the protocol MJST provide end to end
security.

- The broker MJST be able to return a forwarding address to a
requester, allow ng two nodes to comuni cate together

-  The protocol MJIST provide the followi ng features (per user
session):

1. One Authentication, One Authorization
2. One Authentication, Miltiple Authorization
3. Miultiple Authentication, Miltiple Authorization

3. Mbile-IP
The Mobile-1P protocol is used to manage nmobility of an |IP host
across | P subnets [10]. Recent activity within the Mbile-1P Wrking

Group has defined the interaction between Mbile-1P and AAA in order
to provide:
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- Better scaling of security associations
- Mbility across administrative domain boundari es
- Dynam c assignnent of Hone Agent

The Mobile I P protocol, as defined in [10], works well when all

mobi | e nodes belong to the sane administrative domain. Sonme of the
current work within the Mbile IP Wrking Goup is to allow Mbile IP
to scal e across adm nistrative domains. This changes the trust nodel
that is currently defined in [10].

The requirenents for Mbile-1P authorization are docunented in [11].
In this section, we develop a multi-dormain nodel for Mobile-IP

aut hori zation and present it in the ternms of the framework presented
inf[2].

Figure 2 depicts the new AAA trust nodel for Mbile-IP. In this
nmodel each network contains nobile nodes (M) and a AAA server (AAA).
Each nobility device shares a security association (SA) with the AAA
server within its own home network. This neans that none of the
mobility devices initially share a security association. Both

adm ni strative domai ns’ AAA servers can either share a security
association, or can have a security association with an internediate

br oker.
Br oker AAA
Fommm oo +
| |
| AAA |
/ :::::l | =====\
/1 Fooeas ¥ \\
Foreign // SA SA \\ Horme
AAA /] \\ AAA
I + I +
| | SA | |
| AAA | ::.::::.::::::::::::::::l AAA |
| | (inlieu of broker) | |
Fommmmaa + Fommmmaa +
| | | | | |
SA || SA || || SA
| | |
W W W
Fommmmeo - + Fommmmeo - F oAemcmooaa +
| | | || |
| FA | | HA | | M |
| | | (. |
Fomm e oo + Fomm e oo T +

Fig. 2 -- Mbile-I1P AAA Trust Model
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Fi gure 3 provides an exanple of a Mbile-1P network that
In the integrated Mbile-IP/ AAA Network,

AAA.
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i ncl udes

it is assuned that each

mobil ity agent shares a security association between itself and its

| ocal AAA server. Further, the Home and Forei gn AAA servers both
share a security association with the broker’'s AAA server. Lastly,
it is assumed that each nobil e node shares a trust relationship with
its home AAA Server.
Vi sited Access Br oker Hone I P
Provi der Net work Net wor k Net wor k
T + T + T +
I I I I I I
| AAA | ------ | AAA | ------ |  AAA |
I I I I I I
Fomm oo + Fomm oo + Fomm oo +
I I
I I
AAA | | AAA
I I
I I
S R + S R +
I I I I
| FA I | HA I
I I I I
S + S +
I
| Vi sited Access Honme Net wor k
| Provider Network -Private Network
Mobi | e | - Honme Provi der
P -Homre | SP
+----!---+
| Mobile |
| Node |
T +
Fig. 3 -- General Wreless IP Architecture for Mbile-I1P AAA

In this example,
issues a registration to the Forei gn Agent.

does not share any security association with the Hone Agent,
whi ch includes the

a AAA request to its local AAA server
aut hentication informati on and the Mbile-|

a Mobil e Node appears within a foreign network and

Since the Foreign Agent
it sends

P registration request.

The Mobil e Node cannot conmunicate directly with the home AAA Server

for two reasons:
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- It does not have access to the network. The registration
request is sent by the Mobile Node to request access to the
net wor k.

- The Mobile Node may not have an | P address, and may be
requesting that one be assigned to it by its home provider

The Foreign AAA Server will determ ne whether the request can be
satisfied locally through the use of the Network Access ldentifier
[7] provided by the Mbile Node. The NAI has the format of

user @eal mand the AAA Server uses the realmportion of the NAl to
identify the Mobile Node's hone AAA Server. |If the Foreign AAA Server
does not share any security association with the Mbile Node's hone
AAA Server, it may forward the request to its broker. |If the broker
has a relationship with the home network, it can forward the request,
otherwi se a failed response is sent back to the Foreign AAA Server

When the hone AAA Server receives the AAA Request, it authenticates
the user and begins the authorization phase. The authorization phase
i ncl udes the generation of:

- Dynam c Session Keys to be distributed anong all Mobility
Agent s

- Optional Dynami c assignnent of a Hone Agent

- Optional Dynamic assignnment of a Hone Address (note this could
be done by the Home Agent).

-  Optional Assignment of QOS paraneters for the Mobile Node [12]

Once authorization is conplete, the honme AAA Server issues an
unsolicited AAA request to the Hone Agent, which includes the
information in the original AAA request as well as the authorization
i nformati on generated by the honme AAA server. The Home Agent
retrieves the Registration Request fromthe AAA request and processes
it, then generates a Registration Reply that is sent back to the hone
AAA server in a AAA response. The message is forwarded through the
broker back to the Foreign AAA server, and finally to the Foreign
Agent .

The AAA servers nmintain session state information based on the

aut hori zation information. |If a Mbile Node noves to another Foreign
Agent within the foreign domain, a request to the foreign AAA server
can i mediately be done in order to i mediately return the keys that
were issued to the previous Foreign Agent. This nminimzes an
additional round trip through the internet when mcro nobility is

i nvol ved, and enabl es snpot h hand- of f.
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3.1. Relationship to the Franmework

Mobil e-1 P uses the roamng pull nodel described in [2]. The Mbile
Node is the User. The Foreign Network is the Service Provider with
the Foreign Agent as the Service Equi pnent. The Home Network is the
User Home Organization. Note that the User Home Organization
operates not only a AAA Server, but also the Home Agent. Note, also,
that a broker has been inserted between the Service Provider and the
User Home Organi zati on.

3.2. Mnimzed Internet Traversa

Al'though it woul d have been possible for the AAA interactions to be
performed for basic authentication and authorization, and the

Regi stration flow to be sent directly to the Hone Agent fromthe
Forei gn Agent, one of the key Mobile-1P AAA requirenents is to
mnimze Internet Traversals. Including the Registration Request and
Replies in the AAA nessages allows for a single traversal to

aut henticate the user, perform authorization and process the

Regi stration Request. This streamined approach is required in order
to mnimze the latency involved in getting wireless (cellular)

devi ces access to the network. New registrations should not increase
the connect time nore than what the current cellul ar networks

provi de.

3.3. Key Distribution

In order to allow the scaling of wireless data access across

adm nistrative donains, it is necessary to mnimze the security
associ ations required. This means that each Foreign Agent does not
share a security association with each Home Agent on the Internet.
The Mobility Agents share a security association with their |ocal AAA
server, which in turn shares a security association with other AAA
servers. Again, the use of brokers, as defined by the Roam ng
Qperations (roanops) Working Group, allows such services to scale by
all owi ng the number of relationships established by the providers to
be reduced.

After a Mbile Node is authenticated, the authorization phase
i ncludes the generation of Sessions Keys. Specifically, three keys
are generat ed:

- k1 - Key to be shared between the Mbile Node and the Home

Agent

- k2 - Key to be shared between the Mbile Node and the Foreign
Agent

- k3 - Key to be shared between the Forei gn Agent and the Hone
Agent
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Vol

Each Key is propagated to each nobility device through the AAA
protocol (for the Foreign and Home Agent) and via Mbile-1P for the
Mobi | e Node (since the Mbile Node does not interface directly with
the AAA servers).

Figure 4 depicts the new security associations used for Mbile-1P
message integrity using the keys derived by the AAA server.

oo + oo +
| | k3 | |
| FA | ::::::::::::::::::::::l HA |
| | | |
oo + oo +
\\ /1
\\ k2 k1 //
\\ e + 11
\\ | | /1
\ :::::l VN | =====/
| |
oo +

Fig. 4 -- Security Association after Key Distribution

Once the session keys have been established and propagated, the
mobi l ity devices can exchange registration information directly

wi t hout the need of the AAA infrastructure. However the session keys
have a lifetine, after which the AAA infrastructure nust be used in
order to acquire new session keys.

Mobi | e- 1 P Aut hori zati on Requirenents
To summari ze, Mbile-1P has the follow ng authorization requirenents

1. Mobile-1P requires an AAA protocol that makes use of the pul
nodel .

2. Mobile-1P requires broker support, and data objects nust contain
data integrity and confidentiality end-to-end. This neans that
nei ther the broker nor any other internediate AAA node shoul d be
abl e to decrypt the data objects, but they nust be able to verify
the objects’ validity.

3. Authorization includes Resource Managenment. This allows the AAA

servers to maintain a snapshot of a mobile node’ s current
| ocation, keying information, etc.
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4. Due to the nature of the service being offered, it is inperative
that the AAA transaction add mnimal |atency to the connect tinme.
I deally, the AAA protocol should allow for a single round trip for
aut henti cati on and authori zati on.

5. If the AAA protocol allows for the Mobile-IP registrati on nessages
to be enbedded within the authentication/authorization request,
this will further reduce the nunber of round trips required and
hence reduce the connect tine.

6. It rmust be possible to pass Mbile-IP specific key managenent data
along with the authorization data. This allows the AAA server to
act as a Key Distribution Center (KDQ

7. It must be possible to pass other application-specific data units
such as hone agent sel ection and hone address assignment to be
carried along with the authorization data units.

8. The authorization response should allow for diffserv (QOS)
profiles, which can be used by the nobility agents to provi de sone
quality of service to the nobile node

9. The AAA protocol nust allow for unsolicited nessages to be sent to
a "client", such as the AAA client running on the Home Agent.

4, Bandwi dt h Br oker

Thi s section describes authorization aspects derived fromthe
Bandwi dt h Broker architecture as discussed within the Internet2 CQbone
BB Advi sory Council. W use authorization nodel concepts to identify
contract relationships and trust rel ationships, and we present
possi bl e nessage exchanges. W will derive a set of authorization
requirenents for Bandwi dth Brokers from our architectural nodel. The
Internet 2 Qoone BB Advisory Council researches a single and nulti-
domai n i npl enent ati on based on 2-tier authorization concepts. A 3-
tier nodel is considered as a future work itemand therefore not part
of this description. Information concerning the Internet 2 Bandw dth
Broker work and its concepts can be found at:

http://ww. merit.edu/ working. groups/i2-gbone-bb

The material in this section is based on [13] which is a work in
progress of the Internet2 Qoone BB Advi sory Council
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4.1. Mbdel Description
The establishment of a nodel involves four steps:

1. identification of the conponents that are involved and what they
are called in this specific environnent,

2. identification of the relationshi ps between the involved parties
that are based on sonme form of agreenent,

3. identification of the relationships that are based on trust, and

4. consideration of the sequence of nessages exchanged between
conponents.

4.2. Conponents of the Two-Tier Mdel for Bandw dth Brokerage

We will consider the conponents of a bandw dth broker transaction in
the context of the conceptual entities defined in [2]. The bandw dth
broker two-tier nodel recognizes a User and the Service Provider
controlling the Service Equi prent.

The conponents are as foll ows:

- The Service User (User) -- A person or process willing to use
certain level of QoS by requesting the allocation of a
quantifiabl e anbunt of resource between a sel ected destination and
itself. In bandwi dth broker terms, the User is called a Service
User, capabl e of generating a Resource Allocation Request (RAR).

- The Bandwi dth Broker (Service Provider) -- a function that
aut horizes allocation of a specified anount of bandw dth resource
between an identified source and destinati on based on a set of
policies. In this context we refer to this function as the
Bandwi dt h Broker. A Bandw dth Broker is capable of nanaging the
resource availability within a network domain it controls.

Note: a 3-tier nodel involving a User Home Organi zation i s recognized
in [13], however its development is left for future study and
therefore it is not discussed in this docunent.

4.3. ldentification of Contractual Rel ationships
Aut hori zations to obtain bandwi dth are based on contractua
relationships. In both the single and nulti-donai n cases, the current

Bandwi dt h Broker nodel assumes that a User always has a contractua
relationship with the service domain to which it is connected.
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4.3.1. Single-Donai n Case

In the single-domain case, the User has a contract with a single
Service Provider in a single service donain.

I

| | Network |
| | Routing |
| | Devices
I

I

I

|

Aut ononous
Servi ce
Donai n

+
1
1
1
1
1
1
1
1
1
+

==== contractua
rel ationship

Fig. 5 -- Two-Tier Single Domain Contractual Rel ationships
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4.3.2. Milti-Donain Case

In the multi-domain case, the User has a contract with a single
Service Provider. This Service Provider has a contract with

nei ghboring Service Providers. This nodel is used when i ndependent
aut ononobus networks establish contracts with each ot her.

o m e e e oo - + o m e e e oo - +
| | | |
| Ao + | | Ao + |
| | Bandwi dt h| | | | Bandwi dt h| |

S + | | Broker | | | | Broker |

I I | | || | | ||

| Servi ce| ESEEEEEEEE + | ESEEEEEEEE + |

| User | :::::::::l | ::::::::l |
| | | Ao + | | Ao + |
| | | | Network | | | | Network | |

e + | | Routing | | | | Routing | |
| | Devices | | | | Devices | |
| oo + | | oo + |
| Autononobus | | Autononobus |
| Service | | Service |
| Dormain A | | Dormain B |
S + S +

==== contr act ual
rel ati onship

Fig. 6 -- Two-Tier Multi-Donmain Contractual Relationships
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4.4. ldentification of Trust Rel ationships

Contractual relationships may be independent of how trust, which is
necessary to facilitate authenticated and possibly secure

conmuni cation, is inplenmented. There are several alternatives in the
Bandwi dt h Broker environnent to create trusted rel ationships.

Figures 7 and 8 show two alternatives that are options in the two-

ti er Bandw dth Broker nodel .

S + S +
| | | |
S + S +
| | Bandwi dt h| | | | Bandwi dt h| |
Fo-em- - + | | Broker | | | | Broker | |
| O\'**********O O\'***********O | |
| Servi ce| | +----O---+| | +----O---+|
I User I :::::::::I "'(; I ::::::::I "'(‘)- I
+----0----+ +----0O---+
| | | | Network | | | | Network | |
oo + | |Routing | | | |Routing | |
| | Devices | | | | Devices | |
| oo + | | oo + |
| Autononous | | Autononous |
| Service | | Service |
| Domain A | | Domain B |
o m e e e oo - + o m e e e oo - +

==== contractual relationship
O**O trust relationship

Fig. 7 -- Two-Tier Multi-Domain Trust Relationships, alt 1
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I I I I
| e + | | e + |
| | Bandwi dt h| | | | Bandwi dt hj|

oo + | | Broker | ] | | Broker | ]

I o | | || | | ||

| Servi ce| | +----O---+| | +----O0---+

| User | :::::::::l * | ::::::::l * |

| | | -0t | | -0t |

| O**********O I\ti\Drk O***********O I\ti\Drkl |

tooem- - + | | Routing | | | | Routing | |
| | Devices | | | | Devices | |
| oo + | | oo + |
| Autononobus | | Autononobus |
| Service | | Service |
| Domain A | | Domain B |
S + S +

==== contractual relationship

O**O trust relationship

Fig. 8 -- Two-Tier Multi-Domain Trust Rel ationships, alt 2

Al t hough [13] does not reconmend specifics regarding this question,

t he docunment recogni zes the need for trust relationships. |In the
first nodel, a trust relationship, based on sonme form of

aut hentication method, is created between the User and the Bandwi dth
Br oker and anong Bandwi dth Brokers. 1In the second nodel, which

enj oys sone popularity in enterprise networks, the trust relationship
may be established via the wiring closet and the know edge of which
physical router port or MAC address is connected to which user. The
rout er - Bandwi dt h Broker rel ationship may be established physically or
by some ot her authentication method or secure channel

A Certificate Authority (CA) based trust relationship is shown in
figure 9. In this figure, a CA signs public key certificates, which
then can be used in encrypted nmessage exchanges using public keys
that are trusted by all involved. As a first step, each involved
party nmust register with the CAso it can join a trust domain. The
Rout er - Bandwi dt h Broker rel ati onship may be established as descri bed
in the two previous figures. An interesting observation regarding
this kind of nodel is that the bandwi dth broker in donain B may route
information to the user via the bandw dth broker in domain A w thout
BB1 being able to read the information (using end-to-end security).

This nodel creates a nmeshed trust relationship via a tree |like CA
structure.
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| Certificate |
.................... | Authority |
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- ESSREEEEEE + | | #-0-i--eot |

Do | {1 1 {9 ||
+---:--0O¢ | | Bandwi dt h| | | | Bandwi dt h|

| {C} O\'**********O Broker O\'***********O Broker | |
| Servi ce| | +----O---+| | +----O---+

| User | :::::::::l * | ::::::::l * |

| | | oo 0--eot | | #----O--ot |

| | | | Network | | | | Network | |

oo + | |Routing | | | |Routing | |

| | Devices | | | | Devices | |

| oo + | | oo + |

| Autononpus | | Autononpus |

| Service | | Service |

| Domain A | | Domain B |

S + S +

==== contractual relationship
O**O trust relationship
{C. certification process

Fig. 9 -- Two-Tier Multi-Domain Trust Relationships, alt 3
4.5. Communi cation Mdels and Trust Rel ationships

When descri bi ng the Bandwi dt h Broker comruni cation nodel, it is
important to recognize that trust relationships between conponents
nmust ensure secure and authenticated conmuni cati on between the

i nvol ved conponents. As the Internet 2 Cbone Bandw dt h Broker work
does not recommend any particular trust relationship nodel, we make
the sane assunptions as [13]. |In theory, the trust nodel and
conmuni cati on nodel can be independent, however conmmruni cation
efficiency will determne the nost | ogical approach
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4.6. Bandw dth Broker Communi cati on Mdel s
4.6.1. Concepts

The current Internet 2 Cbone Bandwi dth Broker discussion describes a
two-tier nodel, where a Bandw dth Broker accepts Resource Allocation
Requests (RAR s) fromusers belonging to its domain or RAR s

gener ated by upstream Bandw dt h Brokers from adj acent domains. Each
Bandwi dt h Broker will manage one service domain and subsequently
provi de aut horization based on a policy that deci des whether a
request can be honor ed.

4.6.1.1. Intra-Domain Authorization

Adm ssi on Aut horization or Connection Adm ssion Control (CAC) for

i ntra-domai n conmuni cation is performed using whatever nethod is
appropriate for determning availability of resources within the
domai n. Cenerally a Bandwi dth Broker configures its service donmain to
certain levels of service. RAR s are subsequently accomopdat ed using
a policy-based deci si on.

4.6.1.2. Inter-Domain Authorization

Service Level Specifications (SLS s) provide the basis for handling

i nter-domai n bandwi dth authorization requests. A Bandwi dth Broker
monitors both the state of its network conponents and the state of
its connections to neighboring networks. SLS s are translations of
SLA' s established between Autononmous Service Donmains. Each Bandw dth
Broker will initialize itself so it is aware of existing SLS s.

SLS's are established in a unidirectional sense. Two SLS s nust
govern a bi-directional connection. SLS s are established on the

| evel of aggregate data-flows and the resources (bandw dth)

provi sioned for these fl ows.

A Bandwi dth Broker nay honor an inter-donain RAR by applying policy
deci sions determ ning that a particular RAR does fit into a pre-
established SLS. |If successful, the Bandw dth Broker will authorize
the usage of the bandwi dth. |If unsuccessful, the Bandw dth Broker
may deny the request or approve the request after it has re-
negotiated the SLS with its downstream Bandwi dt h Br oker.

A separate Policy Manager may be involved in the CAC decision. The
Internet 2 Qoone Bandwi dth Broker di scussion recognizes an ideal

envi ronnment where Bandwi dt h Brokers and Policy Managers work together
to provide CAC using integrated policy services [13].
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4.6.2. Bandwi dth Broker Work Phases

The Internet 2 Qone Bandw dth Broker di scussion proposes devel opnent
of the Bandwi dth Broker nodel in several phases:

- Phase 0: Local Admission. RAR s are only handled within a | oca
domai n. SLS' s are pre-established using nanual nethods (fax, e-
mail).

- Phase 1. Inforned Adm ssion. RAR s spanning nultiple donains are
aut hori zed based on informati on obtai ned fromone or nore
Bandwi dt h Brokers al ong the path.

- Phase 2: Dynamic SLS admi ssion. Bandw dth Brokers can dynamically
set up new SLS's.

Al t hough the | ocal adm ssion case is addressed, the current Internet
2 Qpbone Bandwi dth Broker work is currently concerned with solving
mul ti-domain problens in order to allow individual Bandw dth Brokers
to inter-operate as identified in phase 0 or 1.

4.6.3. Inter-Domain Signaling
4.6.3.1. Phase 0

In phase 0 inplenentations, no el ectronic signaling between Bandw dth
Brokers is performed and SLS negotiation will be perfornmed manual ly
(phone, email etc) by network operators. An RAR is only handl ed
within the domain and may originate froma User or ingress router.

4.6. 3. 2. Phase 1

Here a CAC decision is nade on information obtai ned from downstream
Bandwi dth Brokers. This information could come fromthe next hop
Bandwi dt h Broker or all Bandwi dth Brokers downstreamto the

desti nati on.

Two fundanental signaling approaches between Bandwi dth Brokers have

been identified for the Informed Adn ssion case. These are
illustrated in figure 10.
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B) | medi ate response signaling.
Fig. 10 -- Fundanmental Signalling Approaches

- End to End signaling. An RAR froma User to BBl is forwarded to
BB2 (1). BB2 will forward the request to BB3 (2). |If BB3 is the
destination of the request, BB3 will authorize the request and
reply to BB2 (3). BB2 will then reply to BBl (4), and BBl wil |
send a Resource Allocation Answer (RAA) back to the User to
compl ete the authorization.

- I nmedi ate response signaling. This is the case where BBl will
want to authorize an RAR fromits donain and forwards the
aut hori zation request to BB2 (1). |If BB2 approves, the response
is imediately returned to BB1 (2). BBl will send an RAA back to
the User. |If the authorization was positive BB2 will forward
subsequently a request to the next BB, BB3 (3). BB3 authorizes
the request and responds to BB2 (4). |If the response is negative
(5), BB2 will cancel the authorization it previously issued to BBl
(6) and this will result in a cancellation fromBBl to the user
(7). In this case the RAA authorization is valid until revoked by
7
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4.6.4. Bandw dth Broker Conmunication Architecture

Figure 11 shows conponents of the di scussed Bandw dt h Broker
architecture with its interfaces.

- An intra-donmain interface allows conmunication with all the
service conmponents within the network that the Bandw dth Broker
controls.

- An inter-dommin interface all ows conmmuni cati on bet ween Bandwi dt h
Brokers of different autononpus networKks.

- Avwuser/application interface allows the Bandwi dth Broker to be
managed manual ly. Requests can be sent fromthe User or a host
appl i cati on.

- A policy manager interface allows inplenentation of conplex policy
managenent or admi ssion control.

- Arouting table interface all ows the Bandw dth Broker to
under st and the network topol ogy.

- An NMS interface allows coordination of network provisioning and
nmoni t ori ng.
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adjacent BB <--------------------------- > adj acent BB

application |  PM
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N LT T TR + ------ |
net wor k / | |
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I I
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I
edge router(s) <---------------imimoaoaoo > edge router(s)

Fig. 11 -- Bandwi dth Broker Architecture
4.6.5. Two-Tier Inter-Domain Bandw dt h Broker Communi cati on Mode
4.6.5.1. Session lnitialization

Bef ore Bandwi dth Brokers can configure services between two adj acent
domai ns, they have to establish and initialize a relationship. No
aut hentication is used; therefore any trust relationship is inplicit.
Part of the initialization is an exchange of topol ogy infornation
(l'ist of adjacent Bandw dth Brokers).

4.6.5.2. Service Setup
The Bandwi dt h Broker nust first be configured in regard to agreed
bi-lateral service levels. Al resources allocated to a particul ar
| evel of provisioned service nmust be reserved in each domain.
A Service Setup Request (SSR) is generated (on denmand by the

operator or at startup of the systen) and forwarded to a downstream
Bandwi dt h Broker. The downstream Bandw dth Broker will check the
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consistency with its own service | evel specifications and respond
with Setup Answer nessage (SA) agreenents. This message exchange
confirns and identifies pre-established service authorization |evels.

4.6.5.3. Service Cancellation

A Service Cancellation (SC) nmessage may cancel a service
aut hori zation. This message may be initiated by the operator or by an
expiration date. A Cancellation Answer (CA) is returned.

4.6.5.4. Service Renegotiation

An (optional) Service-Renegotiation nmessage (SR) may all ow a
Bandwi dt h Broker to re-negotiate an existing service. This nessage
may be initiated by the operator or automatically when a certain
threshold is reached. Renegotiations happen within the margins of a
pre-established authorization.

4.6.5.5. Resource Allocation Request and Resource Allocation Answer

An RAR all ocates a requested | evel of service on behalf of the User
and when available it will decide on the admttance of a certain User
to the service. A Bandwi dth Broker may receive an RAR via either the
intra-domain or inter-domain interface. The RAR nust refer to the
Service SetUp ldentification (SSU ID), which binds a request to a
certain authorization. A Resource Allocation Answer (RAA) confirns or
rejects a request or it may indicate an "in progress"” state.

4.6.5.6. Session Mintenance
A certain level of session maintenance is required to keep Bandwi dth
Br okers aware of each other. This nust be inplenmented using time-
outs and keep-alive nmessages. This will help Bandw dth Brokers to
noti ce when ot her Bandwi dth Brokers di sappear

4.6.5.7. Intra-domain Interface Protoco
The Intra-domain interface protocol used between a Bandw dt h Broker
and the routers it controls may be COPS, SNWP, or Tel net Command Line
Interface.

4.7. Requirenents

From t he above descriptions we derive the foll owi ng requirenents.
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- The Authorization mechanismmay require trust relationships to be
est abli shed before any requests can be made fromthe User to the
Service Provider. Currently trust relationship establishment is

inmplicit.

- Aconfirmation of authorization is required in order to initialize
the system

- A negation of static authorization is required to shut down
certain services.

- Avrenegotiation of static authorization is required to alter
services (SLS' s).

- Dynam c authorization requests (RAR) nust fit into pre-established
static authorizations (SLS s).

- Dynam c authorization requests (RAR) nmay be answered by an "in
progress state" answer.

- Provisions nust be made to all ow reconstruction of authorization
states after a Bandwi dth Broker re-initializes.

5. Internet Printing

The Internet Printing Protocol, IPP [14], has sone potentially
compl ex aut horization requirenments, in particular with the "print-
by-reference" nodel. The following attenpts to descri be sone
possi bl e ways in which an authorization solution for this aspect of

I PP might work, and to relate these to the framework described in
[2]. This is not a product of the IPP working group, and is meant
only to illustrate some issues in authorization in order to establish
requirenents for a "generic" protocol to support AAA functions across
many applicati ons.

I PP print-by-reference allows a user to request a print service to
print a particular file. The user creates a request to print a
particular file on a printer (or one of a group of printers). The
key aspect is that the request includes only the file nane and not
the file content. The print service nust then read the file froma
file server prior to printing. Both the file server and the print
server must authorize the request. Once initiated, printing will be

done without intervention of the user; i.e., the file will be sent
directly to the print service rather than through the user to the
printer.
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5.1. Trust Rel ationships

The assunption is that the Printer and File Server may be owned and
operated by different organizations. There appear to be two nbdels
for how "agreenents" can be set up

1. User has agreenment with Print Server; Print Server has agreenent
with File Server.

2. User has agreenents with both File and Print Server directly.

In case 1, the user has a trust relationship with the Print Service
AAA Server. The Printer forwards the request to the File Server. The
File Server authorizes the Printer and determines if the Printer is
all oned access to the file. Note that while there may be sone cases
where a Print Server may on its own be allowed access to files
(perhaps sone "public files", or that can only be printed on certain
"secure" printers), it is normally the case that files are associ ated
with users and not with printers. This is not a good "generic" nodel
as it tends to make the print service an attractive point of attack.

+o-m - - + o e e e e e oo oo +
| | | File Service |----+
| | | AAA Server | <-+ |
| | N REEEEEEEEE vl
I I [
| | | File Server | | |
I I I [
| User | R + | |
I I | |
I I | |
I I | |
| | A R + ||
| | ------ > Print Service | --+ |
| | <------ | AAA Server | <---+
| | T +

| | | Print Server |

| | | and Printer |

R + T +

Fig. 12 -- Case 1
User authorizes with Print Service.
Printer authorizes with File Service.

In case 2, the user nust have a trust relationship with both the file
and print services so that each can verify the service appropriate to
the User. In this case, the User first contacts the File Service AAA
Server and requests that it enable authorization for the Print
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Service to access the file. This nmight be done in various ways, for
exanple the File Service AAA Server may return a token to the User
which can (via the Print Service) be presented to the File Server to
enabl e access.

S + o e e e ee o aoaoo--- +
| [------ > File Service |
| | <------ | AAA Server |
| | o e e e e o - - +
I I

| | o +
| | | File Server

| User | R L +
I I Iy

I I I I

I I |\

| | o +
| [------ >| Print Service |
| S | AAA Server |
| Fom e e o o +
I

I

I
I
| | Print Server |
| | and Printer |

Fig. 13 -- Case 2
User authorizes File and Print Service.
Must create binding for session between
Print Service and File Service.

5.2. Use of Attribute Certificates in Print-by-Reference
The print-by-reference case provides a good exanple of the use of
attribute certificates as discussed in [2]. |If we describe case 2

above in terns of attribute certificates (ACs) we get the diagram
shown in figure 14.
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Fig. 14 -- Using Attribute Certificates in | PP Authorization

In this case, the User gets an AC fromthe File Service' s AAA Server
which is signed by the File Service AAA Server and contains a set of
attributes describing what the holder of the ACis allowed to do. The
User then authorizes with the Print Service AAA Server and passes the
AC in the authorization request. The Printer establishes a session
with the File Server, passing it the ACC The File Server trusts the
AC because it is signed by the File Service AAA Server and allows (or
di sal |l ows) the session.

It is interesting to note that an AC could al so be created and signed
by the User, and passed fromthe Print Server to the File Server. The
File Server would need to be able to recognize the User’s signature.
Yet another possibility is that the Print Service AAA Server could
sinmply authenticate the User and then request an AC fromthe File
Servi ce AAA Server.

5.3. I PP and the Authorization Descriptive Mdel

The descriptive nodel presented in [2] includes four basic el enents:
User, User Hone Organization, Service Provider AAA Server, and
Servi ce Equi prent .

Mappi ng these to I PP, the User is the same, the User Hone

Organi zation (if included) is the sanme. The Service Provider AAA
Server and the Service Equi pnent are expected to be closely coupl ed
on the same processor. |In other words, the interface between the
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Print Service AAA Server and the Printer as well as that between the
File Service AAA Server and the File Server is an internal one that
will not require a formal protocol (although sone standard APl ni ght
be useful).

The concept of a Resource Manager (see [2]) has sone interesting
twists relative to IPP. Once started, the user is not involved in
the service, but until printing is conplete it seens useful that any
of the parties in the authorization process be allowed to query for
status or to cancel the print session. The user needs a way to
"bind" to a particular session, and may have to reauthorize to be
all oned to access Resource Manager infornation.

6. El ectroni ¢ Conmmer ce

This section describes the authorization aspects of an e-conmerce
architecture typically used in Europe. W will use this nodel to
identify contractual and trust rel ationships and nessage exchanges.
W will then identify a set of authorization requirenments for e-
comrer ce

Wher eas nost e-commerce protocols focus on authentication and nessage
integrity, e-conmerce exchanges as described by the Internet QOpen
Tradi ng Protocol (trade) Wrking Goup in [15] also involve

aut hori zation. This section will examnmi ne one e-conmerce protocol
called SET (Secure El ectronic Transaction) that provides for credit
and debit card paynents. W will analyze the authorization aspects
froman architectural viewpoint. W will apply concepts and terns
defined in [2].

We are not here proposing SET as a standard authorization protocol
Rat her, we are exam ning the SET nodel as a way of understanding the
e-conmer ce probl em domain so that we can derive requirenents that an
aut hori zation protocol would have to neet in order to be used in that
domai n.

E- conmerce protocols and mechani snms such as those described in [16]
may not only be inportant to allow custonmers to shop safely in
Cyberspace, but may al so be inmportant for purchases of Internet
services as well. Wth energing technol ogies allow ng Internet
transport services to be differentiated, an inherently nore conpl ex
pricing nmodel will be required as well as additional payment nethods.
Fl exi bl e aut hori zation of services will be an inportant aspect to

all ow, for exanple, globally roam ng users ad hoc allocation of

prem um bandwi dth with an ISP who is authorized to accept certain
credit card brands.
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6.1. Mbodel Description
The establishment of a nodel involves four steps:

1. identification of the conponents that are involved and what they
are called in this specific environnent,

2. identification of the relationshi ps between the involved parties
that are based on sonme form of agreenent,

3. identification of the relationships that are based on trust, and

4. consideration of the sequence of nessages exchanged between
conponents.

6.1.1. ldentification of Conponents

We will consider the conponents of an electronic commerce transaction
in the context of the conceptual entities defined in [2].

- The Cardhol der (User) -- the person or organization that is to
receive and pay for the goods or services after a request to
purchase has been received. |In SET terms this is called a
Car dhol der .

- The Issuer (User Hone Organization) -- the financial organization
that guarantees to pay for authorized transactions to purchase
goods or services on behalf of the User when using a debit or
credit card it issues. The financial organization (typically a
bank or Brand Organization) will transfer nmoney fromthe user
account to the account the party to which the User instructs it to
send the paynent. The issued card authorizes the User to use the
card for paynents to nmerchants who are authorized to accept the
card. In SET terns this organization is called the Issuer. This
organi zation is considered "hone" to the Cardhol der.

- The Merchant (Service Provider) -- the organization fromwhomthe
purchase is being made and who is legally responsible for
provi ding the goods or services and receives the benefit of the

paynment made. In SET terns this organization is called a
Merchant. The Cardhol der is considered to be "foreign" to the
Mer chant .

- The Acquirer (Broker) -- the organization that processes credit or

debit card transactions. Although in reality this function nmay be
rat her conplex and may span several organizations, we will sinply
assune this organization to be a Brand Organi zation fulfilling the
role of the Acquirer as defined in SET. The Acquirer establishes
an account with the Merchant. The Acquirer operates a Paynent
Gateway that will accept paynent authorization requests from
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aut hori zed nerchants and provi de responses fromthe issuer. The
Acquirer will forward an authorization request to the Issuer. The
Acquirer is considered "hone" to the Merchant.

As the SET docunent [16] notes, a Brand Organization (credit card
organi zation) nmay handl e both the |Issuer function and Acquirer
function that operates a Paynment Gateway. For sinplicity, we
therefore assunme that the authorization role of Broker (Acquirer) and
User Home Organization (lssuer) both belong to the Brand

Organi zati on.

In order to be nore descriptive we now use the SET ternms. |n the
requirenents section these terns are mapped back into the
aut hori zati on franmework terns again.

6.1.2. ldentification of Contractual Relationships
Contractual relationships are illustrated in figure 15, bel ow

- The Cardhol der has a contractual relationship with the card
| ssuer. The Cardhol der holds an account with the |ssuer and
obt ai ns an account nunber.

- The Merchant has a contractual relationship with the Acquirer
The Merchant obtains a Merchant ID fromthe Acquirer

- In the real world there may be no direct contractual relationship
bet ween the Issuer and the Acquirer. The contractua
rel ati onships allowing an Acquirer to relay a paynent
aut hori zation request to an Issuer nay be very conplex and
distributed over nultiple organizations. For sinplicity, however,
we assune there are contracts in place allowi ng an Acquirer to
request paynent authorization froman Issuer. These contracts are
facilitated by the Brand Organi zation. Therefore, in our
sinmplified exanple, the Acquirer and |Issuer belong to the sane
Brand Organi zation. The Acquirer operates a Paynent Gateway for
which it needs a Bank ldentification Nunber (BIN)
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Fig. 15 -- SET Contractual Rel ationships
6.1.3. ldentification of Trust Relationships

It is inportant to recognize that there are two kinds of trust
rel ati onshi ps:
relati onships in SET are established by nmeans of a registration

process that wll

static and dynam c trust

relati onships. Static trust

request a certificate to be issued to the party

that needs to be trusted and authorized to be part of a SET

transacti on.

Dynamic trust is created

at the tine of a paynent

transaction and its subsequent authorization request. Note that at

the i ssue phase of a certificate,
regi stration

based on identification and
the user of the certificate gets an inplicit static

aut hori zation and a nmeans of authenticating and securing nmessages.

For this purpose a Certificate Authority (CA) will issue certificates
that are used to sign and/or encrypt nessages exchanged according to

the SET protocol
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Static Trust Rel ationships

refer to figure 16, bel ow.

oo - +
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| CA |
Fo-em- - + CA = Certificate Authority
| {G = Certificate
Fom oo +
| Br and |
I CA I
o e e e e oo - +
| | |
| | +------- +
| | | Payment |
L + | | | Gateway| +---------------------- +
| Issuer | | | | CA | | Acquirer |
| (User Hone | +---------- + | +------- + | (Broker) |
| Organization) | | Cardhol der| | | T +
I || CA || too---- +--+-{C} Paynent (.
I e + 3 | | Gat eway |
I I I I | Ao + |
I I | 4o + I I
R + | | Merchant | R +
[ CA |
| Fommme - +
I I
- + | | e +
| Cardhol der | | | | Merchant |
| (User) | | | (Service Provider) |--+
| {CG-+----- + | | ||
I | 1 L +-{C} ||
I I 2 I ||
I I I |
I I LR + |
I I I I
| | | Fulfill ment |
I I I I
Fom e + oo +
Fig. 16 -- SET Trust Relationships within a Brand Donain

- The Brand Organi zation operates a Brand CA and is therefore the

hol der of the common trust within the descri bed domai n.
i nvol ved parties (Cardhol der,
menbers of the sane trust donain.
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CA's which issue a certificate on behalf of the Issuer, the
Acquirer and the Brand Organi zation. The Brand CA, according to a
tree like hierarchy, certifies all underlying CA's. The Brand CA
obtains its trust froma single Root Certificate Authority.

Before any party can obtain a Certificate froma CA, the party
nmust have some form of contractual relationship.

- After an account has been established with the Issuer, the
Cardhol der has to register with a Cardhol der CA (CCA) through a
series of registration steps (1) as defined in the SET protocol.
If the CCA approves the registration, the Cardholder will obtain a
Cardhol der Certificate. The CCA nay be operated by the Brand
Organi zation on behal f of the Issuer. The Cardholder Certificate
is an electronic representation of the payment card. This process
creates a trust relationship between the Cardhol der and the Brand.
After the cardhol der has received the Cardhol der Certificate, the
Cardhol der is authorized to perform paynents to an authori zed
Mer chant .

- After the Merchant has obtained a Merchant ID fromthe Acquirer,
the Merchant has to register with the Merchant CA (MCA) through a
series of registration steps (2) as defined in the SET protocol.
If the MCA approves the registration, the Merchant will obtain a
Merchant Certificate. This process creates a trust relationship
bet ween the Merchant and the Brand. The MCA nmay be operated by
the Brand Organization on behalf of the Acquirer. After
registration, the Merchant is authorized to accept paynent
requests from Cardhol ders and to send authorization requests to
the Acquirer’s Paynent Gateway.

- After the Acquirer has obtained a valid Bank ldentification Number
(BIN), the Acquirer nust register with the Paynent Gateway CA
(PCA) in order to obtain a Paynent Gateway Certificate (3). The
Payment Gateway Certificate authorizes the Gateway to accept
paynent authorization requests originating fromMerchants within
its trust domain.

- The Acquirer and Issuer have a trust relationship via the Brand
Organi zation. The trust relationship is not ensured by procedures
or a nechani smdefined by SET, as this is a problem sol ved by
agreenents between financial organizations facilitating the
paynent service. Again, for sinplicity, we assune that the
rel ati onship ensures that paynment authorization requests received

by the Acquirer’s gateway will be forwarded in a secure and
efficient way to the Issuer and its response is handled in the
same way.
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6.1.3.2. Dynanmic Trust Rel ationships

Note that there is no prior established static trust relationship

bet ween the Cardhol der and the Merchant, as a Cardhol der does not
have to register with a Merchant or vice versa. The trust
relationship is dynam cally created during the conmunication process
and is based on the conmon relationship with the Brand. By neans of
digital signatures using public key cryptography, the Cardhol der’s
software is able to verify that the Merchant is authorized to accept
the Brand Organization's credit card. The nerchant is able to verify
that the Cardhol der has been authorized to use the Brand

Organi zation’s credit card.

6.1.4. Comuni cati on Mdel
The purchase request from Cardhol der to Merchant and subsequent

paynent authorization exchange between Merchant and Acquirer is
illustrated in figure 17 and descri bed bel ow.
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Fig. 17 -- Communi cati on Sequence

1. The Cardhol der shops and deci des to purchase sone goods at
mer chant. com The Cardhol der has selected a |ist of goods and the
Merchant’'s software has subsequently prepared an order form for
the Cardhol der indicating the price, the terms and conditions, and
the accepted paynent nethods. The SET transaction starts at the
monent the Cardhol der indicates that he or she wants to pay for
the goods using a certain paynent brand. The Cardhol der software
sends a request to the Merchant that initiates the paynent
process.

2. The Merchant checks the order and signs it and returns it to the
Cardhol der including a certificate fromthe Acquirer’s Gateway
that allows the Cardhol der to encrypt paynment instructions that
are only relevant to the Gateway and not to the Merchant (e.g.,
the Cardholder’s credit card information). The Cardhol der al so
includes his or her own certificate.
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3. The Cardhol der now verifies both certificates (the software has
the CA's root certificate). The Cardhol der software generates a
message containing the order information and the paynent
instructions that is signed by the Cardholder. Using the Gateway
Certificate, it will encrypt the Paynent Instruction so that it
will only be readable by the Gateway. The Cardhol der will include
his or her certificate.

4. The Merchant verifies the Cardhol der certificate and checks the
message integrity. He or she will now process the paynent and
i ssue a paynent authorization request to the gateway. The paynent
aut hori zati on request contains the Cardhol der’s certificate and
bot h Merchant certificates.

5. The Gateway verifies the Merchant’s signature certificate and that
the Merchant signed the authorization request. Next it wll
obtain the account information and paynent instructions and wll
check the nessage integrity and the Cardholder’'s certificate. |If
everything is in proper order it will send an authorization
request to the Issuer via a secure bank networKk.

6. The issuer returns the authorization

7. The Acquirer’'s Gateway generates an authorization response which
i ncludes the gateway’'s certificate.

8. The Merchant checks the authorization response and conpl etes the
process by forwarding a purchase response to the Cardhol der

9. The Merchant software authorizes the delivery of the purchased
goods.

10. The Cardhol der receives the purchased goods.
Mul ti Donmi n Mode

In the previous "single" domain case we already assune that there are
mul ti pl e Cardhol ders, Merchants, Issuers and Acquirers. However al
these parties belong to a single trust domain as there is only a
single CCA, MCA and PCA. The trust relationship between nultiple
cardhol ders and nmultiple Issuers go via a single CCA in the sane way
as the trust relationship between an Acquirer and a Merchant uses the
sane MCA. The multi-domain case arises when there are multiple
domai ns of CCA's, MCA's and PCA's. In SET these donmins reside under
a particular CGeopolitical CA (GCA) which is illustrated in figure 18.
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Fig. 18 -- SET Certificate Managenent Architecture

A GCA may represent a country or region. The architecture defines a
trust hierarchy needed to manage and verify SET Certificates as these
need to be issued, renewed or revoked. Each geopolitical region may
have different policies for issuing, renew ng or revoking
certificates. However once certificates have been issued, Cardhol ders
and Merchants belonging to different GCA's can still be recognized as
bel onging to the sanme Brand. This will allow a European Cardhol der
to purchase goods in the U S. The US. Acquirer’s gateway w ||
recogni ze that the Cardhol der belongs to the same Brand and wil |l
therefore accept a payment authorization request.

6.3. Requirenents

Many e-commerce environments do not use SET. O her nechani sns exi st
based on SSL, XM.,, and SSMME. Also a nechanismthat uses SET only
for the paynent authorization to the Gateway exists and is known as
hal f SET. However, using the nodel described in this document, we
can derive a fairly conprehensive set of protocol requirenents for
e-conmerce. |In these requirenents, the SET terns are replaced again
by the descriptive nodel terns:
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Car dhol der = User
Merchant = Service Provider
I ssuer = User Organi zation
Acqui rer = Broker

The Aut horization nmechani smnust allow trust relationships to be
est abl i shed before any requests can be made fromthe User to the
Service Provider and fromthe Service Provider via a Broker to the
User Organization. This process will enable the parties to
conmmuni cate securely by creating an authenticated channel and, by
so doing, inplicitly authorizing its usage.

Upon recei pt of any request or response, entities need to be able
to verify whether the transmitting party is still authorized to
send this request or response.

The User nust be able to authorize the Service Provider to request
an aut horization fromthe User Hone Organization

The User nust be able to authorize fulfillnment of a proposed
service offer fromthe Service Provider

O her requirenments related to the authorization process:

Integrity

5

For any authorization request or response, the receiving party
needs to verify that the content of the nessage has not been
al tered.

Confidentiality/Privacy

6

The User nust be able to pass information relevant to the session
aut hori zation process to the User Hone Organization via a Broker
and the Service Provider wthout allow ng the Broker or the
Service Provider to examne its content.

The User Honme Organization nust be able to comunicate information
rel evant to the session authorization via the Broker and the
Service Provider to the User without allow ng the Broker or the
Service Provider to examne its content.

Nonr epudi ati on

8.

There is a need for a recorded, authenticated and authori zed
agreenent about the request for and delivery of service.
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1.

1.

Conput er Based Education and Di stance Learning

This section describes the authorization aspects of conputer based

di stance | earning environnents. 1In this section we will nodel the
rel ati onshi ps and working practices in a hypothetical university

envi ronment where a student enrolls in courses, attends |lectures, and
takes the corresponding exans fromrenote | ocations (distance

| earni ng) or via conmputer equi pnent (conputer based education). Wen
compl eted successfully, a student is authorized to enroll in a set of
subsequent courses according to his or her curriculumrequirenents.
Conpl etion of required courses with passing grades results in
graduati on.

Al t hough this section specifically describes an exanple of a student
taking courses at a faculty (departnment) of the university, the
resulting requirenents should also be valid for other applications in
simlar environments, e.g. library |oans, electronic abstract and
reprint services, conputer and network access, use of copy nachines,
budget nanagement, store retrievals, use of coffee machi nes and
bui | di ng access.

It is inportant to recognize that the AAA environnent we are
describing al so needs to be managed. For exanple, for an application
such as budget managenent, it is necessary to del egate budget
authority froma central financial departnent to budget managers in
education or faculty groups. An AAA environment mnust allow creation
of policy rules either by certain individuals or by other AAA servers
with authorization to do so

Model Description
The establishment of the nodel involves four steps:

1. identification of the conponents that are involved and what they
are called in this specific environnent,

2. identification of the contractual rel ationships between the
i nvol ved parti es,

3. identification of the relationships that are based on trust, and

4. consideration of the sequence of nessages exchanged between
component s.

1. ldentification of Components

We will consider the conponents of a distance |earning environment in
the context of the conceptual entities defined in [2].
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- The Student (User) -- the person enrolling in a course (Service)
and taking the correspondi ng exam

- The Educator (Service Equi pnent) -- the education content server
for which the content is delivered by the Professor

- The Educator Authorization Mdule (Service Provider AAA Server).
Thi s nodul e nmust check at the service access point whether the
student complies with the requirements for enrolling in the
course. The authorization may be based on both |ocal (by the
professor) and renote policies (originating fromthe faculty).

Rul es nmust all ow enough flexibility to prevent students from being
fal sely denied access to courses. Strict rules nmust only be
applied at graduation tine.

- The Faculty (Service Provider) -- the organi zation (departnent in
U.S. terns) which controls the Service "Equi prent” of which the
Educator is one exanpl e.

- The Curricul um Comm ssion (Part of User Hone Organization) -- body
responsible for creating rules by which a student is allowed to
enroll in a certain course and how this course will count toward

his or her graduation requirenments. Students may |egally take any
course avail able at any tinme, however the Curricul um Comi ssion
wi |l decide whether this course will contribute towards their
graduation. Wen a Student registers with a certain Educator, the
Educator may check with the Curricul um Conm ssi on AAA server

whet her the course will count towards graduation and confirmthis
with the student.

- The Student Adninistration (Part of User Home Organization) -- the
adm ni strative organi zation that authorizes students to enroll in
courses if certain criteria, including financial criteria, are
met. Next to the student, the Student Administration will keep
track of any examresults for the student and will issue a
graduation certificate when all criteria are net.

7.1.2. ldentification of Contractual Relationships
Contractual relationships are illustrated in figure 19, bel ow. Based
on contract rel ationships,specific trust relationships are created as
required.

Al t hough not shown in figure 19, it is assunmed that the university
has contractual relationships with the faculties in which every
faculty is allowed and obligated to build, maintain and present one
or nore specific studies.
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Fig. 19 -- Contractual relationships - single domain case

As shown in figure 19, the Student has a contractual rel ationship
with the Faculty. The contract allows the Student to pursue a course
of study consisting of a set of courses. Courses are presented to
the Students by the Educators. A course of study nay consist of
courses fromdifferent Faculties.

Facul ti es have contracts anong them all ow ng Students from one
Faculty to enroll in courses fromother Faculties.
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Faculties instantiate Educators based on a contract between the
Faculty Adm nistration and the professor inplenmenting and managi ng
the Educator. Authorization is based on policy rules defined by one
or nore parties in the contractual relationships. For exanple, a
professor has a policy to give the course only in the afternoon and
the Faculty has a policy to give the course to their own students and
students from faculty-x but not, when oversubscribed, to faculty-y
student s.

7.1.3. ldentification of Trust Relationships

Figure 19 illustrates relevant trust relationships which statically
enabl e AAA entities to comunicate certain attributes in our
simplified exanple. However, in order for the illustrated entities to
wor k, other trust relationships that are not illustrated nust already
be in existence:

- Atrust relationship based on a contract between the Faculty and
the university enables a faculty to create and teach specific
courses belonging to a course of study.

- Although not further detailed in this exanple, it is worth noting
that trust relationships between faculties authorize students from
one faculty to enroll in courses with other faculties.

- A professor responsible for the content of the Educator has a
trust relationship with the adm nistration of the faculty.
Through this relationship, the faculty enables the professor to
teach one or nore courses fitting the requirenments of the
Curri cul um Comi ssi on

Figure 19 illustrates the followi ng trust rel ationshi ps:

- \When a person wants to becone a Student of a Faculty, the contract
requires the Student to register with the Student Adninistration
of the Faculty. |If the requirenments for registration are net, a
trust relationship with the Faculty enables the Student to
regi ster for courses. For this purpose, the Student
Adm nistration will issue a student card which contains a student
ID and information about the Faculty he or she is admtted to.
The Student Administration will only admt Students who pay the
necessary fees and have net certain prerequisites. The Student
Administration will also keep track of Student grades and will
ultimately issue a certificate at graduation. The Student
Admi ni stration AAA server has access to rel evant student data and
will only issue grade information and ot her student-rel ated
informati on to authorized parties which have a specified neans of
aut henti cati ng.
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- The Curricul um Comm ssion AAA server needs a trust rel ationship
with the Student Administration AAA server in order to obtain
grade information to check whether a student has met the required
course prerequisites. The Curricul um Comm ssion creates certain
rules within its AAA server which are eval uated when a particul ar
student attenpts to register for a particular course in order to
gi ve an advisory to the student.

- The Educator AAA server needs a trust relationship with the
Student Admi nistrator AAA server in order to verify whether this
particular Student is in good standing with the Faculty. Only
aut hori zed Educat or AAA servers may send requests to the Student
Admi ni stration AAA server.

- The Educator AAA server needs a trust relationship with the
Curricul um Conmi ssion AAA server in order to allow the Educator to
obtain an advisory for the Student whether this course is
consistent with his or her curriculumor whether the student neets
the course prerequisites. Only authorized Educator AAA servers
may send requests to the Curricul um AAA Server.

7.1.4. Sequence of Requests

For the sake of sinplicity, we take the exanple of a student fromthe
same faculty as the professor.

In this exanmple the following interactions take place for a
hypot heti cal course (see figure 20)
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Fig. 20 -- AAA transactions - single donain case

1. After the Professor has set up the Service Equi prent (Educator)
students cone to it presenting their ID (coll ege card,
nane+faculty) and ask to be admitted to the course.

2. The Educator checks the IDto determine it is indeed dealing with
a student fromthe faculty. This can include a check with the
St udent Adni ni stration

3. The Student Adnministration replies to the Educator AAA Server, and
the Educator AAA Server replies to the Educator.

4. The Educator checks the request of the Student against its own
policy (courses only in the afternoon) and checks with the
Curricul um Comm ssi on whether this student is advised to take the
course. The necessary information is not normally known to or
mai nt ai ned by the professor
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The Curricul um Conmi ssion may check agai nst the Student
Admi ni stration to see if the Student had the necessary grades for
the previous courses according to the policies set by the

Curri cul um Commi ssi on.

The Student Admi nistration replies to the Curricul um Comi ssion,
the Curricul um Comm ssion replies to the Educator AAA Server, and
the Educator AAA Server replies to the Educator.

If now authorized, the Student is presented the material and the
Student returns conpl eted exans.

If the Student passes the tests, the Educator informs both the
Student and the Student Admi nistration that the Student has
passed.

Requi renent s

We identify the followi ng requirenments for an AAA server environment
for this exanple:

1.

It nmust be possible to delegate authority to contracted partners.
Al though this requirenent is not explicit in the linmted exanple,
the relationship between University and Faculty may require

del egation of authority regarding the curriculumto the Faculty.

In the case of budget managenent, this requirement is evident.

A systemto nanage the del egated authority nust be establi shed.

It is possible that this is just another AAA server environnent.
This comes fromthe fact that one partner requires the presence of
specific rules to be in the AAA server of another partner. For
exanpl e, the Faculty rmust be sure that certain checks are
performed by the Educator’s AAA server

AAA requests nust either be evaluated at the AAA server queried or
el se parts of the request nust be forwarded to anot her AAA server
whi ch can decide further on the request. As such, it nust be
possible to build a network of AAA servers in which each nakes the
decisions it is authorized to nake by the relationshi ps anong the
entities, e.g., a request fromthe Educator to the Curricul um
Conmi ssion may result in a request to the Student Adninistration

Transaction | ogs nust be maintained to support non-repudiation for
the grades of the students. This recording should be tine-stanped
and al |l ow signing by authorized entities. A student should sign
for taking an exam and this should be kept by the Educator’s AAA
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server. After grading, the professor should be able to sign a
grade and send it to the Student Adm nistrator and the Student
Adm ni strator’s AAA server should |og and tinmestanp this event.

5. Three types of AAA nessages are required:

- authorization requests and responses for obtaining
aut hori zati on,

- notification nmessages for accounting purposes, and

- information requests and responses for getting information
regarding the correct construction of requests and for querying
t he dat abase of notifications.

8. Security Considerations
The aut horization applications discussed in this docunent are nodel ed
on the framework presented in [2]. Security considerations relative
to the authorization franework are discussed in [2].

Specific security aspects of each authorization application presented
in this document are discussed in the rel evant section, above.

Security aspects of the applications, thenselves, are discussed in
the references cited bel ow.

G ossary
Attribute Certificate -- structure containing authorization
attributes which is digitally signed using public key
crypt ogr aphy.
Contract Relationship -- a relation established between two or nore

busi ness entities where terns and conditions determ ne the
exchange of goods or services.

Distributed Service -- a service that is provided by nore than one
Service Provider acting in concert.

Dynam c Trust Relationship -- a secure relationship which is
dynanmically created between two entities who may never have had
any prior relationship. This relationship can be created if the
involved entities have a nutually trusted third party. Exanple: A
merchant trusts a cardholder at the tine of a paynent transaction
because they both are known by a credit card organi zation

Pol i cy Decision Point (PDP) -- The point where policy decisions are
made.
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Pol i cy Enforcement Point (PEP) -- The point where the policy
deci sions are actually enforced.

Resource Manager -- the conponent of an AAA Server which tracks the
state of sessions associated with the AAA Server or its associated
Servi ce Equi prent and provi des an anchor point fromwhich a
session can be controlled, nonitored, and coordi nat ed.

Roami ng -- An authorization transaction in which the Service Provider
and the User Home Organi zation are two different organi zations.
(Note that the dialin application is one for which roam ng has
been actively considered, but this definition enconpasses other
applications as well.)

Security Association -- a collection of security contexts, between a
pai r of nodes, which may be applied to protocol nessages exchanged
bet ween them Each context indicates an authentication algorithm
and node, a secret (a shared key, or appropriate public/private
key pair), and a style of replay protection in use. [14]

Servi ce Equi pment -- the equi pment which provides a service
Service Provider -- an organization which provides a service
Static Trust Relationship -- a pre-established secure relationship

between two entities created by a trusted party. This
relationship facilitates the exchange of AAA nessages with a
certain level of security and traceability. Exanple: A network
operator (trusted party) who has access to the wiring cl oset
creates a connection between a user’s wall outlet and a particul ar

network port. The user is thereafter trusted -- to a certain
|l evel -- to be connected to this particular network port.

User -- the entity seeking authorization to use a resource or a
servi ce.

User Home Organization (UHO -- An organization with whomthe User
has a contractual relationship which can authenticate the User and
may be able to authorize access to resources or services.

Ref er ences

[1] Bradner, S., "The Internet Standards Process -- Revision 3", BCP
9, RFC 2026, October 1996

[2] Vollbrecht, J., Calhoun, P., Farrell, S., Gommans, L., G oss,

G, de Bruijn, B., de Laat, C., Holdrege, M and D. Spence, "AAA
Aut hori zation Framework", RFC 2904, August 2000.

Vol | brecht, et al. I nf or mat i onal [ Page 48]



RFC 2905 AAA Aut horization Application Exanpl es August 2000

[3] Farrell, S., Vollbrecht, J., Cal houn, P., Gommans, L., G oss,
G, de Bruijn, B., de Laat, C., Holdrege, M and D. Spence, "AAA
Aut hori zation Requirenents”, RFC 2906, August 2000.

[4] Bradner, S., "Key words for use in RFCs to | ndicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

[5] Aboba, B. and G Zorn, "Criteria for Eval uating Roam ng
Prot ocol s, RFC 2477, January 1999.

[6] Beadles, Mark Anthony, and David Mtton, "Criteria for
Eval uati ng Network Access Server Protocols", Wrk in Progress.

[7] Aboba, B. and M Beadl es, "The Network Access ldentifier", RFC
2486, January 1999.

[8] Rigney, C, Rubens, A, Sinpson, W and S. WIllens, "Renote
Aut hentication Dial In User Service (RADIUS)", RFC 2138, April
1997.

[9] Calhoun, P. and G Zorn, "Roanops Authentication/Authorization
Requi renents", Wirk in Progress.

[10] Perkins, C., "IP Mbility Support”, RFC 2002, Cctober 1996.

[11] d ass, Steven, et al, "Mbile I P Authentication, Authorization,
and Accounting Requirenents”, Work in Progress.

[12] Hiller, Tom et al., "cdna2000 Wrel ess Data Requirenents for
AAA", Work in Progress.

[13] Neilson, Rob, Jeff Weeler, Francis Reichmeyer, and Susan Hares,
"A Di scussi on of Bandw dth Broker Requirements for Internet2
Qoone Depl oynent"”, ver. 0.7, August 1999,
http://ww. merit.edu/ working. groups/i 2-gbone-bb/doc/ BB_Req7. pdf.

[14] deBry, R, "Internet Printing Protocol/1l.0: Mdel and
Semantics", RFC 2566, April 1999.

[15] Burdett, D., "Internet Open Trading Protocol - |OIP', RFC 2801,
April 2000.

[16] "SET Secure Electronic Transaction Specification Book 1:
Busi ness Description", Version 1.0, My 31, 1997,
http://ww. set co. or g/ downl oad/ set _bk1. pdf.

Vol | brecht, et al. I nf or mat i onal [ Page 49]



RFC 2905 AAA Aut horization Application Exanpl es August 2000

Aut hors’ Addresses

John R Vol | brecht

Interlink Networks, Inc.

775 Technol ogy Drive, Suite 200
Ann Arbor, M 48108

USA

Phone: +1 734 821 1205
Fax: +1 734 821 1235
EMail: jrv@nterlinknetworks.com

Pat R Cal houn

Net wor k and Security Research Center, Sun Labs
Sun M crosystens, Inc.

15 Network Gircle

Menl o Park, California, 94025

USA

Phone: +1 650 786 7733

Fax: +1 650 786 6445

EMai | :  pcal houn@ng. sun. com

St ephen Farrell

Bal ti nore Technol ogi es
61 Fitzwilliam Lane
Dublin 2

Irel and

Phone: +353 1 647 7406
Fax: +353 1 647 7499
EMai | : stephen.farrell @altinore.ie

Leon Gonmans

Ent er asys Net wor ks EMEA
Kerkpl ein 24

2841 XM Mbordrecht

The Net herl ands

Phone: +31 182 379279

emai | : gonmans@abl et ron. com
or at University of Urecht:
| . h. m gommans @hys. uu. nl

Vol | brecht, et al. I nf or mat i onal [ Page 50]



RFC 2905 AAA Aut horization Application Exanpl es August 2000

George M G oss

Lucent Technol ogi es

184 Liberty Corner Road, ms. LC2N-D13
Warren, NJ 07059

USA

Phone: +1 908 580 4589
Fax: +1 908-580- 4991
EMai |l : gngross@ ucent.com

Betty de Bruijn

I nterpay Nederland B. V.
Eendr acht| aan 315

3526 LB Utrecht

The Net herl ands

Phone: +31 30 2835104
EMai | : betty@uronet.nl

Cees T.A M de Laat

Physi cs and Astronony dept.
Utrecht University

Pi ncetonplein 5,

3584CC U recht

Net her | ands

Phone: +31 30 2534585
Phone: +31 30 2537555
EMai | : del aat @hys. uu. nl

Matt Hol drege

i pVerse

223 Xi meno Ave.

Long Beach, CA 90803

EMai | : matt @ pver se. com

Vol | brecht, et al. I nf or mat i onal [ Page 51]



RFC 2905 AAA Aut horization Application Exanpl es August 2000

David W Spence

Interlink Networks, I|nc.

775 Technol ogy Drive, Suite 200
Ann Arbor, M 48108

USA

Phone: +1 734 821 1203

Fax: +1 734 821 1235
EMai | : dspence@nterlinknetworks. com

Vol | brecht, et al. I nf or mat i onal [ Page 52]



RFC 2905 AAA Aut horization Application Exanpl es August 2000

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Vol | brecht, et al. I nf or mat i onal [ Page 53]






