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Abst ract

Thi s docunent specifies IPv4 conpatibility nechani sns that can be

i mpl emented by |1 Pv6 hosts and routers. These nechani sns incl ude
provi ding conplete inplenentations of both versions of the Internet
Protocol (IPv4 and |1 Pv6), and tunneling | Pv6 packets over |Pv4
routing infrastructures. They are designed to allow | Pv6 nodes to
mai ntain conplete conpatibility with | Pv4, which should greatly
simplify the deploynent of IPv6 in the Internet, and facilitate the
eventual transition of the entire Internet to IPv6. This docunent
obsol etes RFC 1933.
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1. Introduction

The key to a successful IPv6 transition is conpatibility with the

| arge installed base of IPv4 hosts and routers. Maintaining
conpatibility with IPv4 while deploying IPv6 will streamine the task
of transitioning the Internet to IPv6. This specification defines a
set of mechanisnms that | Pv6 hosts and routers may inplenment in order
to be conpatible with I Pv4 hosts and routers.

The nechanisns in this docunent are designed to be enpl oyed by | Pv6

hosts and routers that need to interoperate with I Pv4 hosts and
utilize IPvd routing infrastructures. W expect that npst nodes in
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the Internet will need such compatibility for a long tine to cone,
and perhaps even indefinitely.

However, | Pv6 nmay be used in sone environments where interoperability
with IPv4 is not required. |Pv6 nodes that are designed to be used
in such environnents need not use or even inplenment these nmechani sns.

The nechani sns speci fied here incl ude:

- Dual IP layer (also known as Dual Stack): A technique for
provi di ng conpl ete support for both Internet protocols -- |Pv4 and
IPv6 -- in hosts and routers.

- Configured tunneling of IPv6 over |Pv4: Point-to-point tunnels
made by encapsul ating | Pv6 packets within | Pv4 headers to carry
them over I Pv4 routing infrastructures.

- | Pv4-conpatible | Pv6 addresses: An |IPv6 address format that
enpl oys enbedded | Pv4 addresses.

- Automatic tunneling of 1Pv6 over IPv4: A nechanismfor using
| Pv4-conpati bl e addresses to automatically tunnel |1Pv6 packets
over | Pv4 networks.

The nechani sns defined here are intended to be part of a "transition

tool box" -- a growing collection of techniques which inplenentations
and users may enploy to ease the transition. The tools may be used
as needed. Inplenentations and sites decide which techniques are

appropriate to their specific needs. This docunment defines the
initial core set of transition nmechanisns, but these are not expected
to be the only tools available. Additional transition and

compati bility nmechani sns are expected to be devel oped in the future,
wi th new docunents being witten to specify them

1.1. Term nol ogy
The following terns are used in this docunent:
Types of Nodes
| Pv4-only node:
A host or router that inplenents only IPv4. An |IPv4-only node
does not understand |IPv6. The installed base of |IPv4 hosts and

routers existing before the transition begins are |Pv4-only
nodes.
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| Pv6/ 1 Pv4 node:

A host or router that inplenents both IPv4 and | Pv6.

| Pv6-only node:

A host or router that inplenments | Pv6, and does not inplenent
I Pv4. The operation of |IPv6-only nodes is not addressed here.

| Pv6 node:

Any host or router that inplenents |Pv6. |Pv6/1Pv4 and | Pv6-
only nodes are both |IPv6 nodes.

| Pv4 node:

Any host or router that inplenents IPv4. [Pv6/IPv4 and | Pv4-
only nodes are both | Pv4 nodes.

Types of | Pv6 Addresses
| Pv4-conpati bl e |1 Pv6 address:
An | Pv6 address bearing the high-order 96-bit prefix
0:0:0:0:0: 0, and an I Pv4 address in the | ow order 32-bits.
| Pv4- conpati bl e addresses are used by |Pv6/1Pv4 nodes which
perform automatic tunneling,

| Pv6-nati ve address:

The renmai nder of the |Pv6 address space. An |Pv6 address that
bears a prefix other than 0:0:0:0:0:0.

Techni ques Used in the Transition
| Pv6-over-1 Pv4 tunneling:

The techni que of encapsul ating | Pv6 packets within | Pv4 so that
they can be carried across IPv4 routing infrastructures.

Configured tunneling:

| Pv6-over-1 Pv4 tunneling where the I Pv4 tunnel endpoint address
is determ ned by configuration informati on on the encapsul ati ng
node. The tunnels can be either unidirectional or
bidirectional. Bidirectional configured tunnels behave as
virtual point-to-point |inks.
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Aut omati c tunneling:

| Pv6-over-1Pv4 tunneling where the | Pv4 tunnel endpoint address
is determned fromthe | Pv4 address enbedded in the | Pv4-
conpati bl e destination address of the |IPv6 packet being

tunnel ed.

I Pv4 nulticast tunneling:
| Pv6-over-1Pv4 tunneling where the I Pv4 tunnel endpoint address
i s determ ned usi ng Nei ghbor Discovery [7]. Unlike configured
tunneling this does not require any address configuration and
unli ke automatic tunneling it does not require the use of
| Pv4-conpati bl e addresses. However, the mechani sm assunes t hat

the 1Pv4 infrastructure supports IPv4 nmulticast. Specified in
[3] and not further discussed in this docunent.

QO her transition nechanisns, including other tunneling nmechani sns,
are outside the scope of this docunent.

Modes of operation of |Pv6/1Pv4 nodes

| Pv6-only operation:

An | Pv6/1 Pv4 node with its | Pv6 stack enabled and its | Pv4
st ack di sabl ed.

| Pv4-only operation:

An | Pv6/1 Pv4d node with its | Pv4 stack enabled and its | Pv6
st ack di sabl ed.

I Pv6/ 1 Pv4 operati on:
An 1 Pv6/ | Pv4 node with both stacks enabl ed.
The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [16].
1.2. Structure of this Document

The remai nder of this docunment is organized as foll ows:

- Section 2 discusses the operation of nodes with a dual [P |ayer,
| Pv6/ | Pv4 nodes.
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- Section 3 discusses the conmon nechani snms used in both of the
| Pv6-over-1Pv4 tunneling techniques.

- Section 4 discusses configured tunneling.

- Section 5 discusses automatic tunneling and the |Pv4-conpatible
| Pv6 address fornmat.

2. Dual IP Layer Operation

The nost straightforward way for 1 Pv6 nodes to renmain conpatible with
| Pv4-only nodes is by providing a conplete IPv4 inplementation. |Pv6
nodes that provide a conplete IPv4 and |1 Pv6 inpl enentations are
called "I Pv6/1Pv4 nodes.” |Pv6/IPv4 nodes have the ability to send
and receive both IPv4 and | Pv6 packets. They can directly
interoperate with I Pv4 nodes using | Pv4 packets, and also directly
interoperate with I Pv6 nodes using | Pv6 packets.

Even t hough a node may be equi pped to support both protocols, one or
the other stack nmay be disabled for operational reasons. Thus
I Pv6/1 Pv4 nodes may be operated in one of three nodes:

- Wth their I Pv4 stack enabled and their |1 Pv6 stack disabl ed.

- Wth their I Pv6 stack enabled and their |1Pv4 stack disabl ed.

- Wth both stacks enabl ed.

| Pv6/ 1 Pv4 nodes with their I Pv6 stack disabled will operate |ike

I Pv4-only nodes. Similarly, IPv6/1Pv4 nodes with their |Pv4d stacks
di sabled will operate |like IPv6-only nodes. |Pv6/1Pv4 nodes NAY
provide a configuration switch to disable either their 1Pv4 or |Pv6
st ack.

The dual | P layer technique may or nmay not be used in conjunction
with the | Pv6-over-1Pv4 tunneling techniques, which are described in
sections 3, 4 and 5. An IPv6/IPv4 node that supports tunneling MAY
support only configured tunneling, or both configured and automatic
tunneling. Thus three nodes of tunneling support are possible:

- | Pv6/IPv4 node that does not performtunneling.

- | Pv6/1Pv4 node that performs configured tunneling only.

- | Pve/1Pv4 node that performs configured tunneling and automatic
tunnel i ng.
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2.1. Address Configuration

Because they support both protocols, 1Pv6/1Pv4 nodes nmay be
configured with both IPv4 and | Pv6 addresses. |Pv6/1Pv4 nodes use

| Pv4 nechani sns (e.g. DHCP) to acquire their |Pv4 addresses, and | Pv6
protocol nechanisns (e.g. statel ess address autoconfiguration) to
acquire their I Pv6-native addresses. Section 5.2 describes a
mechani sm by which | Pv6/1 Pv4 nodes that support automatic tunneling
MAY use | Pv4 protocol mechanisnms to acquire their |Pv4-conpatible

| Pv6 address.

2.2. DNS

The Domain Naming System (DNS) is used in both |Pv4 and | Pv6 to nap
bet ween hostnanmes and | P addresses. A new resource record type named
"A6" has been defined for | Pv6 addresses [6] with support for an
earlier record naned "AAAA". Since | Pv6/IPv4 nodes nust be able to
interoperate directly with both | Pv4 and | Pv6 nodes, they nust

provi de resolver libraries capable of dealing with IPv4 "A" records
as well as IPv6 "AB6" and "AAAA" records.

DNS resolver libraries on | Pv6/IPv4d nodes MIST be capabl e of handling
bot h A6/ AAAA and A records. However, when a query |ocates an A6/ AAAA
record holding an | Pv6 address, and an A record hol ding an | Pv4
address, the resolver library MAY filter or order the results
returned to the application in order to influence the version of IP
packets used to comrunicate with that node. |In terns of filtering,
the resolver library has three alternatives

- Return only the IPv6 address to the application
- Return only the IPv4 address to the application
- Return both addresses to the application

If it returns only the | Pv6 address, the application will conmunicate
with the node using IPv6. If it returns only the |IPv4 address, the
application will comrunicate with the node using IPv4. If it returns
bot h addresses, the application will have the choice which address to
use, and thus which IP protocol to enploy.

f it returns both, the resolver MAY elect to order the addresses --
Pve first, or IPv4d first. Since nost applications try the addresses
n the order they are returned by the resolver, this can affect the

I
I
i
I P version "preference" of applications.
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The decision to filter or order DNS results is inplenmentation
specific. [|Pv6/IPv4 nodes MAY provide policy configuration to
control filtering or ordering of addresses returned by the resolver,
or leave the decision entirely up to the application

An inpl enentation MJST allow the application to control whether or
not such filtering takes place.

2.3. Advertising Addresses in the DNS

There are sonme constraint placed on the use of the DNS during
transition. Mst of these are obvious but are stated here for
conpl et eness.

The recommrendation is that A6/ AAAA records for a node should not be
added to the DNS until all of these are true:

1) The address is assigned to the interface on the node.
2) The address is configured on the interface.

3) The interface is on a link which is connected to the | Pv6
infrastructure

If an 1 Pv6 node is isolated froman | Pv6 perspective (e.g. it is not
connected to the 6bone to take a concrete exanple) constraint #3
woul d nean that it should not have an address in the DNS

This works great when other dual stack nodes tries to contact the

i sol ated dual stack node. There is no | Pv6 address in the DNS thus
the peer doesn’t even try comunicating using |Pv6 but goes directly
to I Pv4 (we are assuming both nodes have A records in the DNS.)

However, this does not work well when the isolated node is trying to
establish communi cati on. Even though it does not have an | Pv6
address in the DNS it will find A6/ AAAA records in the DNS for the
peer. Since the isolated node has | Pv6 addresses assigned to at

| east one interface it will try to comunicate using IPv6. If it has
no | Pv6 route to the 6bone (e.g. because the |local router was
upgraded to advertise | Pv6 addresses using Nei ghbor D scovery but
that router doesn't have any I Pv6 routes) this comunication wll
fail. Typically this means a few mnutes of delay as TCP tines out.
The TCP specification says that | CMP unreachabl e messages coul d be
due to routing transients thus they should not imrediately termninate
the TCP connection. This neans that the normal TCP tinmeout of a few
m nutes apply. Once TCP tinmes out the application will hopefully try
the | Pv4 addresses based on the A records in the DNS, but this wll
be painfully slow

G lligan & Nordmark St andards Track [ Page 8]



RFC 2893 I Pv6 Transition Mechani sns August 2000

A possible inplication of the recommendati ons above is that, if one
enables I Pv6 on a node on a link without I1Pv6 infrastructure, and
choose to add A6/ AAAA records to the DNS for that node, then externa
| Pv6 nodes that m ght see these A6/ AAAA records will possibly try to
reach that node using IPv6 and suffer delays or comunication failure
due to unreachability. (A delay is incurred if the application
correctly falls back to using IPv4 if it can not establish

communi cation using | Pv6 addresses. If this fallback is not done the
application would fail to comrunicate in this case.) Thus it is
suggested that either the reconmendati ons be foll owed, or care be
taken to only do so with nodes that will not be inpacted by externa
accessi ng del ays and/or communication failure.

In the future when a site or node renoves the support for |IPv4 the
above recommendations apply to when the A records for the node(s)
shoul d be renoved fromthe DNS

3. Common Tunnel i ng Mechani sns

In nost depl oyment scenarios, the IPv6 routing infrastructure will be
built up over time. Wiile the IPv6 infrastructure is being depl oyed,
the existing IPv4 routing infrastructure can remain functional, and
can be used to carry IPv6 traffic. Tunneling provides a way to
utilize an existing IPv4 routing infrastructure to carry |Pv6
traffic.

I Pv6/1 Pv4 hosts and routers can tunnel |Pv6 datagrans over regions of
I Pv4 routing topology by encapsulating themw thin | Pv4 packets.
Tunneling can be used in a variety of ways:

- Router-to-Router. |1Pv6/1Pv4 routers interconnected by an | Pv4
infrastructure can tunnel |Pv6 packets between thenselves. In
this case, the tunnel spans one segment of the end-to-end path
that the |1 Pv6 packet takes.

- Host-to-Router. [|Pv6/IPv4 hosts can tunnel |Pv6 packets to an
intermediary I Pv6/1Pv4 router that is reachable via an | Pv4
infrastructure. This type of tunnel spans the first segment of
the packet’s end-to-end path.

- Host-to-Host. |Pv6/1Pv4 hosts that are interconnected by an | Pv4
infrastructure can tunnel |Pv6 packets between thenselves. In
this case, the tunnel spans the entire end-to-end path that the
packet takes.

- Router-to-Host. |Pv6/1Pv4 routers can tunnel |Pv6 packets to

their final destination |IPv6/IPv4 host. This tunnel spans only
the | ast segnent of the end-to-end path.
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Tunnel i ng techni ques are usually classified according to the
mechani sm by which the encapsul ati ng node determ nes the address of
the node at the end of the tunnel. 1In the first two tunneling

met hods |isted above -- router-to-router and host-to-router -- the

| Pv6 packet is being tunneled to a router. The endpoint of this type
of tunnel is an internediary router which nust decapsulate the | Pv6
packet and forward it on to its final destination. Wen tunneling to
a router, the endpoint of the tunnel is different fromthe
destination of the packet being tunneled. So the addresses in the

| Pv6 packet being tunnel ed can not provide the |IPv4 address of the
tunnel endpoint. Instead, the tunnel endpoint address nust be
determined fromconfiguration information on the node performng the
tunneling. W use the term"configured tunneling" to describe the
type of tunneling where the endpoint is explicitly configured.

In the last two tunneling nethods -- host-to-host and router-to-host
-- the 1 Pv6 packet is tunneled all the way to its final destination
In this case, the destination address of both the |IPv6 packet and the
encapsul ating | Pv4 header identify the sane node! This fact can be
expl oited by encoding information in the I Pv6 destination address
that will allow the encapsul ati ng node to determ ne tunnel endpoint

| Pv4 address automatically. Automatic tunneling enploys this

techni que, using an special |Pv6 address format with an enbedded | Pv4
address to allow tunneling nodes to automatically derive the tunnel
endpoi nt | Pv4 address. This elininates the need to explicitly
configure the tunnel endpoint address, greatly sinplifying
configuration.

The two tunneling techniques -- automatic and configured -- differ
primarily in how they determ ne the tunnel endpoint address. Mbst of
the underlying mechani snms are the sane:

- The entry node of the tunnel (the encapsul ating node) creates an
encapsul ati ng | Pv4 header and transmts the encapsul at ed packet.

- The exit node of the tunnel (the decapsul ating node) receives the
encapsul at ed packet, reassenbles the packet if needed, rempves the
| Pv4 header, updates the |Pv6 header, and processes the received
| Pv6 packet.

- The encapsul ati ng node MAY need to nmaintain soft state information
for each tunnel recording such paranmeters as the MIU of the tunne
in order to process |Pv6 packets forwarded into the tunnel. Since
the nunber of tunnels that any one host or router nay be using nay
grow to be quite large, this state information can be cached and
di scarded when not in use.
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The remai nder of this section discusses the conmon nechani sns t hat
apply to both types of tunneling. Subsequent sections discuss how
the tunnel endpoint address is determned for automatic and
configured tunneling.

3.1. Encapsulation

The encapsul ation of an IPv6 datagramin IPv4 is shown bel ow

S +
| | Pv4 |
| Header |

R + R +

| | Pv6 | | | Pv6 |

| Header | | Header |

S + S +

| Transport | | Transport |

| Layer | ===> | Layer

| Header | | Header |

o m e e e oo - + o m e e e oo - +

| | | |

~ Dat a ~ ~ Dat a ~

I I I I

S + S +

Encapsul ating 1 Pv6 in | Pv4d

In addition to adding an | Pv4 header, the encapsul ati ng node al so has
to handl e sone nore conpl ex issues:

- Determine when to fragnent and when to report an | CVP "packet too
bi g" error back to the source

- Howto reflect IPv4 ICVWP errors fromrouters along the tunnel path
back to the source as IPv6 ICVWP errors

Those issues are discussed in the foll owi ng sections.
3.2. Tunnel MIU and Fragmentation

The encapsul ati ng node coul d view encapsul ati on as |1 Pv6 using |Pv4 as
alink layer with a very large MIU (65535-20 bytes to be exact; 20
bytes "extra" are needed for the encapsul ating | Pv4 header). The
encapsul ati ng node would need only to report IPv6 | CMP "packet too
big" errors back to the source for packets that exceed this MU
However, such a schene would be inefficient for two reasons:
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1) It would result in nore fragnentation than needed. |Pv4 |ayer
fragmentati on SHOULD be avoi ded due to the performance problens
caused by the loss unit being smaller than the retransm ssion unit
[11].

2) Any | Pv4 fragmentation occurring inside the tunnel would have to
be reassenbled at the tunnel endpoint. For tunnels that termninate
at a router, this would require additional nenory to reassenbl e
the 1Pv4 fragnents into a conplete | Pv6 packet before that packet
coul d be forwarded onward.

The fragnmentation inside the tunnel can be reduced to a nini num by
havi ng the encapsul ati ng node track the I Pv4 Path MIU across the
tunnel, using the IPv4 Path MIU Di scovery Protocol [8] and recording
the resulting path MIU. The IPv6 | ayer in the encapsul ati ng node can
then view a tunnel as a link layer with an MIU equal to the I Pv4 path
MIU, m nus the size of the encapsul ating | Pv4 header

Note that this does not conpletely elimnate | Pv4 fragnentation in
the case when the IPv4 path MU woul d result in an I Pv6 MIU | ess than
1280 bytes. (Any link layer used by IPv6 has to have an MIU of at

| east 1280 bytes [4].) In this case the IPv6 |layer has to "see" a
link ayer with an MU of 1280 bytes and the encapsul ati ng node has
to use I Pv4 fragmentation in order to forward the 1280 byte | Pv6
packets.

The encapsul ati ng node can enploy the followi ng algorithmto
determ ne when to forward an | Pv6 packet that is larger than the
tunnel’'s path MIU using | Pv4 fragnentation, and when to return an
| Pv6 | CVP "packet too big" nessage:

if (IPv4 path MIU - 20) is less than or equal to 1280
if packet is larger than 1280 bytes
Send I Pv6 | CVP "packet too big" with MIU = 1280.

Drop packet.

el se
Encapsul ate but do not set the Don't Fragnent
flag in the | Pv4 header. The resulting |Pv4
packet m ght be fragnented by the |1 Pv4 | ayer on
the encapsul ati ng node or by somnme router along
the |1 Pv4 path.

endi f

el se
if packet is larger than (1Pv4 path MIU - 20)
Send I Pv6 | CVP "packet too big" with
MIU = (I Pv4 path MIU - 20).
Drop packet.
el se
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Encapsul ate and set the Don't Fragnent flag
in the | Pv4 header.
endi f
endi f

Encapsul ati ng nodes that have a | arge nunber of tunnels m ght not be
able to store the I1Pv4 Path MU for all tunnels. Such nodes can, at
the expense of additional fragmentation in the network, avoid using
the 1 Pv4 Path MIU al gorithm across the tunnel and instead use the MIU
of the Iink layer (under 1Pv4) in the above algorithminstead of the
| Pv4 path Mru

In this case the Don't Fragment bit MJST NOT be set in the
encapsul ati ng | Pv4 header.

3.3. Hop Linit

| Pv6-over-1Pv4 tunnels are nodel ed as "single-hop". That is, the
IPv6 hop limt is decrenented by 1 when an | Pv6 packet traverses the
tunnel . The singl e-hop nodel serves to hide the existence of a
tunnel. The tunnel is opaque to users of the network, and is not
det ectabl e by network diagnostic tools such as traceroute.

The singl e-hop nodel is inplenented by having the encapsul ati ng and
decapsul ati ng nodes process the IPv6 hop linit field as they would if
they were forwardi ng a packet on to any other datalink. That is,
they decrenment the hop limt by 1 when forwarding an |Pv6 packet.
(The originating node and final destination do not decrenent the hop
limt.)

The TTL of the encapsul ating | Pv4 header is selected in an

i npl ement ati on dependent nmanner. The current suggested value is
published in the "Assigned Nunbers RFC. | nplenentati ons MAY provide
a mechanismto allow the admnistrator to configure the 1 Pv4 TTL such
as the one specified in the IP Tunnel MB [17].

3.4. Handling IPv4 | CVP errors

In response to encapsul ated packets it has sent into the tunnel, the
encapsul ati ng node m ght receive IPv4 I CVP error nessages from | Pv4
routers inside the tunnel. These packets are addressed to the
encapsul ati ng node because it is the IPv4 source of the encapsul ated
packet .
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The | CWP "packet too big" error nessages are handl ed according to

| Pv4 Path MIU Di scovery [8] and the resulting path MU is recorded in
the 1Pv4 | ayer. The recorded path MU is used by IPv6 to determ ne
if an IPv6 | CMP "packet too big" error has to be generated as
described in section 3.2.

The handling of other types of |ICMP error nessages depends on how
much information is included in the "packet in error” field, which
hol ds the encapsul ated packet that caused the error

Many ol der |1 Pv4 routers return only 8 bytes of data beyond the |Pv4
header of the packet in error, which is not enough to include the
address fields of the | Pv6 header. More nodern |Pv4 routers are
likely to return enough data beyond the | Pv4 header to include the
entire 1 Pv6 header and possibly even the data beyond that.

If the offending packet includes enough data, the encapsul ati ng node
MAY extract the encapsul ated | Pv6 packet and use it to generate an

I Pv6 | CVMP nessage directed back to the originating | Pv6 node, as
shown bel ow

R +

| I Pv4 Header |

| dst = encaps |

| node |

S +

| | CWP |

| Header |
- - oo +

| | Pv4 Header |

| src = encaps
| Pv4 | node |

o e e - + - -
Packet | | Pv6 |

| Header | Oiginal |Pve
in R + Packet -

| Transport | Can be used to
Error | Header | generate an

R + | Pv6 | CWP

| | error nessage

~ Dat a ~ back to the source
R T L

| Pv4 | CVP Error Message Returned to Encapsul ati ng Node
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3.5. | Pv4 Header Construction

When encapsul ating an |1 Pv6 packet in an |Pv4 datagram the |Pv4
header fields are set as foll ows:

Ver si on:
4
| P Header Length in 32-bit words:
5 (There are no | Pv4 options in the encapsul ati ng header.)
Type of Service:
0. [Note that work underway in the I ETF is redefining the Type
of Service byte and as a result future RFCs m ght define a
di fferent behavior for the ToS byte when tunneling.]
Total Length:

Payl oad | ength fromI|Pv6 header plus length of IPv6 and | Pv4
headers (i.e. a constant 60 bytes).

Identification:

Generated uniquely as for any |Pv4 packet transmtted by the
system

Fl ags:

Set the Don’t Fragment (DF) flag as specified in section 3.2.
Set the More Fragnents (MF) bit as necessary if fragmenting.

Fragnment of fset:

Set as necessary if fragmenting.
Time to Live:

Set in inplenentation-specific nanner.
Pr ot ocol :

41 (Assigned payl oad type number for |Pv6)
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Header Checksum
Cal cul ate the checksum of the | Pv4 header
Sour ce Address
| Pv4 address of outgoing interface of the encapsul ati ng node.
Destinati on Address:
| Pv4 address of tunnel endpoint.
Any | Pv6 options are preserved in the packet (after the |IPv6 header).
3.6. Decapsul ation
When an | Pv6/ 1 Pv4 host or a router receives an | Pv4 datagramthat is
addressed to one of its own |Pv4 address, and the val ue of the
protocol field is 41, it reassenbles if the packet if it is
fragmented at the IPv4 level, then it renoves the | Pv4 header and

submits the 1 Pv6 datagramto its I Pv6 | ayer code

The decapsul ati ng node MJST be capabl e of reassenbling an | Pv4 packet
that is 1300 bytes (1280 bytes plus |Pv4 header).

The decapsul ation is shown bel ow

S +

| | Pv4 |

| Header |

R + R +
| | Pv6 | | | Pv6 |
| Header | | Header |
S + S +
| Transport | | Transport |
| Layer | ===> | Layer

| Header | | Header |
o m e e e oo - + o m e e e oo - +
| | | |
~ Dat a ~ ~ Dat a ~
I I I I
S + S +

Decapsul ating I Pv6 from | Pv4d
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When decapsul ating the packet, the I Pv6 header is not nodified.

[ Note that work underway in the IETF is redefining the Type of
Service byte and as a result future RFCs night define a different
behavi or for the ToS byte when decapsul ating a tunnel ed packet.] |If
the packet is subsequently forwarded, its hop limt is decrenented by
one.

As part of the decapsul ati on the node SHOULD silently discard a
packet with an invalid |IPv4 source address such as a multicast
address, a broadcast address, 0.0.0.0, and 127.0.0.1. 1In general it
SHOULD apply the rules for martian filtering in [18] and ingress
filtering [13] on the |IPv4 source address.

The encapsul ating | Pv4 header is discarded.

After the decapsul ation the node SHOULD silently discard a packet
with an invalid | Pv6 source address. This includes |Pv6 nulticast
addresses, the unspecified address, and the | oopback address but al so
| Pv4-conpatible I Pv6 source addresses where the | Pv4 part of the
address is an (1 Pv4) multicast address, broadcast address, 0.0.0.0,
or 127.0.0.1. In general it SHOULD apply the rules for martian
filtering in [18] and ingress filtering [13] on the |Pv4-conpatible
sour ce address.

The decapsul ati ng node performs | Pv4 reassenbly before decapsul ating
the 1 Pv6 packet. Al 1Pv6 options are preserved even if the
encapsul ati ng | Pv4 packet is fragmented.

After the | Pv6 packet is decapsulated, it is processed al nost the
same as any received | Pv6 packet. The only difference being that a
decapsul at ed packet MJST NOT be forwarded unl ess the node has been
explicitly configured to forward such packets for the given |Pv4
source address. This configuration can be inplicit in e.g., having a
configured tunnel which matches the | Pv4 source address. This
restriction is needed to prevent tunneling to be used as a tool to
circumvent ingress filtering [13].

3. 7. Li nk- Local Addresses

Both the configured and automatic tunnels are IPv6 interfaces (over
the IPv4 "link layer") thus MJST have link-1ocal addresses. The
link-1ocal addresses are used by routing protocols operating over the
tunnel s.

The Interface Identifier [14] for such an Interface SHOULD be the
32-bit 1 Pv4 address of that interface, with the bytes in the sane
order in which they woul d appear in the header of an | Pv4 packet,
padded at the left with zeros to a total of 64 bits. Note that the
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"Uni versal/Local" bit is zero, indicating that the Interface
Identifier is not globally unique. Wen the host has nore than one
| Pv4 address in use on the physical interface concerned, an

adm ni strative choice of one of these | Pv4 addresses is nade.

The | Pv6 Link-local address [14] for an IPv4 virtual interface is
formed by appending the Interface lIdentifier, as defined above, to
the prefix FE80::/64.

S S S S S S ST ST +
| FE 80 00 00 00 00 00 00 |
E R R R R R R R +
| 00 00 | 00 | 00 | | Pv4 Address |
. O . . . O N N +

3.8. Neighbor Discovery over Tunnels

Automatic tunnels and unidirectional configured tunnels are
considered to be unidirectional. Thus the only aspects of Nei ghbor
Di scovery [7] and Statel ess Address Autoconfiguration [5] that apply
to these tunnels is the formation of the |ink-1ocal address.

If an inplenmentation provides bidirectional configured tunnels it
MUST at | east accept and respond to the probe packets used by

Nei ghbor Unreachability Detection [7]. Such inplenentations SHOULD
al so send NUD probe packets to detect when the configured tunne
fails at which point the inplementation can use an alternate path to
reach the destination. Note that Nei ghbor Discovery allows that the
sendi ng of NUD probes be omitted for router to router links if the
routing protocol tracks bidirectional reachability.

For the purposes of Neighbor Discovery the automatic and configured
tunnel s specified in this document as assuned to NOT have a |ink-

| ayer address, even though the Iink-layer (IPv4) does have address.
Thi s neans that a sender of Nei ghbor Discovery packets

- SHOULD NOT include Source Link Layer Address options or Target
Li nk Layer Address options on the tunnel |ink

- MJST silently ignore any received SLLA or TLLA options on the
tunnel 1ink.

4. Configured Tunneling
In configured tunneling, the tunnel endpoint address is determ ned
fromconfiguration information in the encapsul ati ng node. For each

tunnel, the encapsul ati ng node nmust store the tunnel endpoint
address. Wen an | Pv6 packet is transmtted over a tunnel, the
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tunnel endpoint address configured for that tunnel is used as the
destination address for the encapsul ati ng | Pv4 header.

The determ nation of which packets to tunnel is usually nade by
routing information on the encapsulating node. This is usually done
via a routing table, which directs packets based on their destination
address using the prefix mask and match techni que.

4.1. Default Configured Tunne

| Pv6/ 1 Pv4 hosts that are connected to datalinks with no | Pv6 routers
MAY use a configured tunnel to reach an IPv6 router. This tunne
allows the host to comunicate with the rest of the | Pv6 Internet
(i.e. nodes with I Pv6-native addresses). |f the |IPv4 address of an

I Pv6/1 Pv4 router bordering the | Pv6 backbone is known, this can be
used as the tunnel endpoint address. This tunnel can be configured
into the routing table as an | Pv6 "default route". That is, all |IPv6
destination addresses will match the route and could potentially
traverse the tunnel. Since the "mask | ength" of such a default route
is zero, it will be used only if there are no other routes with a

| onger mask that match the destination. The default configured
tunnel can be used in conjunction with automatic tunneling, as
described in section 5. 4.

4.2. Default Configured Tunnel using |IPv4 "Anycast Address"

The tunnel endpoint address of such a default tunnel could be the

| Pv4 address of one |Pv6/1Pv4 router at the border of the | Pv6
backbone. Alternatively, the tunnel endpoint could be an | Pv4
"anycast address". Wth this approach, nmultiple |IPv6/1Pv4 routers at
the border advertise |IPv4 reachability to the same | Pv4 address. Al
of these routers accept packets to this address as their own, and

wi || decapsul ate I Pv6 packets tunneled to this address. When an

I Pv6/ |1 Pv4 node sends an encapsul ated packet to this address, it wll
be delivered to only one of the border routers, but the sendi ng node
wi Il not know which one. The IPv4 routing systemw || generally
carry the traffic to the closest router.

Using a default tunnel to an |IPv4 "anycast address" provides a high
degree of robustness since multiple border router can be provided,
and, using the nornmal fallback nmechanisnms of IPv4 routing, traffic
will automatically switch to another router when one goes down.
However, care must be taking when using such a default tunnel to
prevent different 1 Pv4 fragments fromarriving at different routers
for reassenbly. This can be prevented by either avoiding
fragnmentation of the encapsul ated packets (by ensuring an | Pv4 MIU of
at |l east 1300 bytes) or by preventing frequent changes to |Pv4
routing.
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4.3. Ingress Filtering

The decapsul ati ng node MJST verify that the tunnel source address is
accept abl e before forwardi ng decapsul at ed packets to avoid
circunventing ingress filtering [13]. Note that packets which are
delivered to transport protocols on the decapsul ati ng node SHOULD NOT
be subject to these checks. For bidirectional configured tunnels
this is done by verifying that the source address is the |Pv4 address
of the other end of the tunnel. For unidirectional configured
tunnel s the decapsul ati ng node MJUST be configured with a list of
source | Pv4 address prefixes that are acceptable. Such a |ist MJST
default to not having any entries i.e. the node has to be explicitly
configured to forward decapsul ated packets received over

uni di rectional configured tunnels.

5. Autommtic Tunneling

In automatic tunneling, the tunnel endpoint address is determ ned by
the | Pv4-conpatible destination address of the | Pv6 packet being
tunnel ed. Automatic tunneling allows |Pv6/1Pv4 nodes to communicate
over |IPv4 routing infrastructures w thout pre-configuring tunnels.

5.1. | Pv4-Conpatibl e Address Format
| Pv6/ 1 Pv4 nodes that perform automatic tunneling are assigned |Pv4-

compati bl e address. An | Pv4-conpatible address is identified by an
all-zeros 96-bit prefix, and holds an | Pv4 address in the | ow order

32-bits. | Pvd-conpatible addresses are structured as foll ows:
| 96-bits | 32-bits |
o m o e e e oo +
| 0:0:0:0:0:0 | I'Pv4 Address
o e e e e e e e e e e e e e e me oo o e e - +

| Pv4- Conpati bl e 1 Pv6 Address Format

| Pv4- conpati bl e addresses are assigned exclusively to nodes that
support automatic tunneling. A node SHOULD be configured with an

| Pv4-conpati bl e address only if it is prepared to accept |Pv6 packets
destined to that address encapsul ated in | Pv4 packets destined to the
enbedded | Pv4 address.

An | Pv4-conpatible address is globally unique as long as the | Pv4
address is not fromthe private | Pv4 address space [15]. An

i mpl ement ati on SHOULD behave as if its |Pv4-conpatibl e address(es)
are assigned to the node’s automatic tunneling interface, even if the
i npl ement ati on does not inplenent automatic tunneling using a concept
of interfaces. Thus the |IPv4-conpatible address SHOULD NOT be vi ewed
as being attached to e.g. an Ethernet interface i.e. inplications
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shoul d not use the Neighbor Discovery nechanisns like NUD [7] at the
Et hernet. Any such interactions should be done using the
encapsul at ed packets i.e. over the automatic tunneling (conceptual)
interface.

5.2. 1 Pv4-Conpati bl e Address Configuration

An | Pv6/ 1 Pv4d node with an | Pv4-conpati bl e address uses that address
as one of its |IPve addresses, while the | Pv4 address enbedded in the
| oworder 32-bits serves as the | Pv4 address for one of its

i nterfaces.

An | Pv6/1 Pv4d node MAY acquire its | Pv4-conpatible | Pv6 addresses via
| Pv4 address configuration protocols. It MAY use any |Pv4 address
configuration nechanismto acquire its |IPv4 address, then "map" that
address into an | Pv4-conpatible | Pv6 address by pre-pending it with
the 96-bit prefix 0:0:0:0:0:0. This npde of configuration allows

| Pv6/ 1 Pv4 nodes to "leverage" the installed base of |Pv4 address
configuration servers

The specific algorithmfor acquiring an | Pv4-conpati bl e address using
| Pv4- based address configuration protocols is as foll ows:

1) The I Pv6/1Pv4 node uses standard | Pv4 mechani sms or protocols to
acquire the I Pv4 address for one of its interfaces. These
i ncl ude:
- The Dynami ¢ Host Configuration Protocol (DHCP) [2]
-  The Bootstrap Protocol (BOOTP) [ 1]
- The Reverse Address Resolution Protocol (RARP) [9]

- Manual configuration

- Any ot her nmechani sm which accurately yields the node’s own | Pv4
addr ess

2) The node uses this address as the I Pv4 address for this interface.

3) The node prepends the 96-bit prefix 0:0:0:0:0:0 to the 32-bit |Pv4
address that it acquired in step (1). The result is an |Pv4-
conmpati ble I Pv6 address with one of the node’ s |Pv4-addresses
enbedded in the | oworder 32-bits. The node uses this address as
one of its |Pv6 addresses.
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5.3. Automatic Tunneling Operation

In automatic tunneling, the tunnel endpoint address is deternined
fromthe packet being tunneled. |If the destination |IPv6 address is

| Pv4-conpati bl e, then the packet can be sent via automatic tunneling.
If the destination is |IPv6-native, the packet can not be sent via
automati ¢ tunneling.

A routing table entry can be used to direct automatic tunneling. An
i npl ementation can have a special static routing table entry for the
prefix 0:0:0:0:0:0/96. (That is, aroute to the all-zeros prefix
with a 96-bit mask.) Packets that match this prefix are sent to a
pseudo-interface driver which perforns automatic tunneling. Since
all 1Pv4-conpatible I1Pv6 addresses will match this prefix, all
packets to those destinations will be auto-tunnel ed.

Once it is delivered to the automatic tunneling nodule, the |IPv6
packet is encapsulated within an | Pv4 header according to the rules
described in section 3. The source and destination addresses of the
encapsul ati ng | Pv4 header are assigned as foll ows:

Destination | Pv4 address:

Low order 32-bits of |IPv6 destination address
Sour ce | Pv4 address:

| Pv4 address of interface the packet is sent via

The automatic tunneling nodul e al ways sends packets in this
encapsul ated form even if the destination is on an attached
dat al i nk.

The automatic tunneling nodul e MUST NOT send to | Pv4 broadcast or
mul ticast destinations. It MJST drop all |1Pv6 packets destined to

| Pv4-conpati bl e destinations when the enbedded | Pv4 address is
broadcast, multicast, the unspecified (0.0.0.0) address, or the

| oopback address (127.0.0.1). Note that the sender can only tell if
an address is a network or subnet broadcast for broadcast addresses
assigned to directly attached |inks.

5.4. Use Wth Default Configured Tunnels

Automatic tunneling is often used in conjunction with the default
configured tunnel technique. "lsolated" |IPv6/1Pv4 hosts -- those
with no on-link IPv6 routers -- are configured to use autonatic
tunneling and | Pv4-conpatible | Pv6 addresses, and have at |east one
default configured tunnel to an IPv6 router. That IPv6 router is
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configured to performautonmatic tunneling as well. These isol ated
hosts send packets to | Pv4-conpati bl e destinations via automatic
tunnel i ng and packets for |Pv6-native destinations via the default
configured tunnel. |Pv4-conpatible destinations will match the 96-
bit all-zeros prefix route discussed in the previous section, while
| Pv6-native destinations will match the default route via the
configured tunnel. Reply packets from|Pv6-native destinations are
routed back to the an I Pv6/I1Pv4 router which delivers themto the
original host via automatic tunneling. Further exanples of the
conbi nation of tunneling techniques are discussed in [12].

5.5. Source Address Sel ection

When an | Pv6/ 1 Pv4 node originates an | Pv6 packet, it nust select the
source | Pv6 address to use. [|Pv6/1Pv4 nodes that are configured to
performautomatic tunneling nay be configured with gl obal |Pv6-native
addresses as well as | Pv4-conpati bl e addresses. The sel ection of

whi ch source address to use will determ ne what formthe return

traffic is sent via. |If the |IPv4-conpatible address is used, the
return traffic will have to be delivered via automatic tunneling, but
if the I Pv6-native address is used, the return traffic will not be
automatic-tunneled. |In order to make traffic as symmetric as

possi bl e, the follow ng source address selection preference is
RECOMVENDED:

Destination is | Pv4-conpati bl e:

Use | Pv4-conpati bl e source address associated with | Pv4 address
of outgoing interface

Destination is | Pv6-native:
Use | Pv6-native address of outgoing interface

If an 1 Pv6/1Pv4 node has no global |Pv6-native address, but is
originating a packet to an |IPv6-native destination, it MAY use its
| Pv4-conpati bl e address as its source address.

5.6. Ingress Filtering

The decapsul ati ng node MJST verify that the encapsul ated packets are
accept abl e before forwardi ng decapsul ated packets to avoid
circunventing ingress filtering [13]. Note that packets which are
delivered to transport protocols on the decapsul ati ng node SHOULD NOT
be subject to these checks. Since automatic tunnels always
encapsul ate to the destination (i.e. the IPv4 destination will be
the destination) any packet received over an automatic tunnel SHOULD
NOT be forwarded.

G lligan & Nordmark St andards Track [ Page 23]



RFC 2893 I Pv6 Transition Mechani sns August 2000

6. Acknow edgnents

We would like to thank the nenbers of the I Png working group and the
Next Generation Transition (ngtrans) working group for their many
contributions and extensive review of this docunent. Special thanks
are due to Ji mBound, Ross Callon, and Bob Hi nden for nany hel pful
suggestions and to John My for suggesting the |IPv4d "anycast address"
default tunnel technique.

7. Security Considerations

Tunneling is not known to introduce any security holes except for the
possibility to circunvent ingress filtering [13]. This is prevented
by requiring that decapsul ating routers only forward packets if they
have been configured to accept encapsul ated packets fromthe |Pv4
source address in the receive packet. Additionally, in the case of
automatic tunneling, nodes are required by not forwarding the
decapsul at ed packets since automatic tunneling ends the tunnel and

t he desti nati on.
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10. Changes from RFC 1933

- Deleted section 3.1.1 (IPv4 | oopback address) in order to prevent
it frombeing ms-construed as requiring routers to filter the
address ::127.0.0.1, which would put another test in the
forwarding path for I Pv6 routers

- Deleted section 4.4 (Default Sending Algorithn). This section
al | oned nodes to send packets in "raw form' to |Pv4-conpatible
destinations on the sane datalink. |nplenmentation experience has
shown that this adds conplexity which is not justified by the
m ni mal savings in header overhead.

- Added definitions for operating nodes for |Pv6/IlPv4 nodes.

- Revised DNS section to clarify resolver filtering and ordering
options.

- Re-wote the discussion of |Pv4-conpatible addresses to clarify
that they are used exclusively in conjunction with the automatic
tunnel i ng mechani sm Re-organi zed docunent to place definition of
| Pv4-conpati bl e address format with description of automatic
tunnel i ng.

- Changed the term "Il Pv6-only address" to "I|IPv6-native address" per
current usage.

- Updated to algorithmfor determ ning tunnel MU to reflect the
change in the IPv6 m nimum MU from 576 to 1280 bytes [4].

- Deleted the definition for the term"IPv6-in-1Pv4 encapsul ation."
It has not been wi dely used.

- Revised | Pv4-conpati bl e address configuration section (5.2) to
recogni ze nultiple interfaces.
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- Added discussion of source address sel ecti on when using | Pv4-
compati bl e addresses.

- Added section on the conbination of the default configured
tunneling technique with hosts using automatic tunneling.

- Added prohibition against automatic tunneling to | Pv4 broadcast or
mul ti cast destinations.

- Cdarified that configured tunnels can be unidirectional or
bi di recti onal

- Added description of bidirectional virtual |inks as another type
of tunnels. Nodes MUST respond to NUD probes on such |links and
SHOULD send NUD probes.

- Added reference to [16] specification as an alternative for
tunneling over a nulticast capable |Pv4 cloud.

- Cdarified that |Pv4-conpati bl e addresses are assi gned excl usively
to nodes that support automatic tunnels i.e. nodes that can
recei ve such packets.

- Added text about fornmation of |ink-local addresses and use of
Nei ghbor Di scovery on tunnels.

- Added restriction that decapsul ated packets not be forwarded
unl ess the source address is acceptable to the decapsul ating
router.

- Cdarified that decapsul ati ng nodes MJST be capabl e of reassenbling
an | Pv4 packet that is 1300 bytes (1280 bytes plus |IPv4 header).

- Cdarified that when using a default tunnel to an | Pv4 "anycast
address" the network nust either have an | Pv4 MIU of |east 1300
bytes (to avoid fragnentation of m nimum size | Pv6 packets) or be
configured to avoid frequent changes to IPv4 routing to the
"anycast address" (to avoid different 1Pv4 fragnments arriving at
di fferent tunnel endpoints).

- Using A6/ AAAA instead of AAAA to reference | Pv6 address records in
t he DNS.

- Specified when to put |1 Pv6 addresses in the DNS

- Added reference to the tunnel mb for TTL specification for the
tunnel s.
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- Added a table of contents.

- Added recommendati ons for use of source and target |ink |ayer
address options for the tunnel I|inks.

- Added checks in the decapsul ati on checki ng both an | Pv4-conpati bl e
| Pv6 source address and the outer |Pv4 source addresses for
mul ticast, broadcast, all-zeros etc.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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