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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.
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Abst r act

| EEE Std 1394-1995 is a standard for a H gh Performance Serial Bus.
Since 1394 uses a different |ink-layer addressing nmethod than
conventi onal | EEE802/ Et hernet, the usage of some fields nust be
clarified to achieve interoperability. This nmeno describes the 1394
speci fic usage of some fields of DHCP nmessages.

1. Introduction

| EEE Std 1394-1995 is a standard for a Hi gh Performance Serial Bus.
| ETF 1 P1394 Working Group specified the method to carry | Pv4
dat agrans and 1394 ARP packets over an | EEE1394 network [ RFC2734].

The Dynami ¢ Host Configuration Protocol (DHCP) [RFC2131] provides a
framework for passing configuration information to hosts on a TCP/IP
net wor k.

Since 1394 uses a different |ink-layer addressing nethod than
conventi onal | EEE8B02/ Et hernet, the usage of some fields nust be
clarified to achieve interoperability. This neno describes the 1394
specific usage of sonme fields of DHCP. See [RFC2131] for the
mechani sm of DHCP and the expl anati ons of each field.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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I ssues related to 1394 |ink address

Wth conventional |ink-layer protocols, such as an Ethernet, the
"chaddr’ (client hardware address) field nmay be used to return a
reply nmessage froma DHCP server (or relay-agent) to a client. Since
a 1394 link address (node_ID) is transient and will not be consistent
across the 1394 bridge, we have chosen not to put it in the 'chaddr’
field. A DHCP client should request that the server sends a
broadcast reply by setting the BROADCAST flag when 1394 ARP is not
possi bl e yet.

Note: In general, the use of a broadcast reply is discouraged, but
we consider the inmpact in a 1394 network as a non issue.

1394 specific usage of DHCP nessage fiel ds

Fol I owi ng rul es should be used when a DHCP client is connected to an
| EEE1394 net wor K.

"htype’ (hardware address type) MJIST be 24 [ ARPPARAM .
"hlen’ (hardware address |ength) MJST be O.

The ' chaddr’ (client hardware address) field is reserved. The sender
MUST set this field to zero, and the recipient and the rel ay agent
MJUST ignore its value on receipt.

A DHCP client on 1394 SHOULD set a BROADCAST flag in DHCPDI SCOVER and
DHCPREQUEST nessages (and set 'ciaddr’ to zero) to ensure that the
server (or the relay agent) broadcasts its reply to the client.

Note: As described in [RFC2131], ’'ciaddr’ MJST be filled in with
client’s I P address during BOUND, RENEW NG or REBI NDI NG st at e,
therefore, the BROADCAST flag MJST NOT be set. 1In these cases,
the DHCP server unicasts DHCPACK nessage to the address in
"ciaddr’. The link address will be resolved by 1394 ARP

"client identifier’ option MJST be used in DHCP nmessages fromthe
client to the server due to the lack of the 'chaddr’. ’client
identifier’ option may consist of any data. Because every |P over
1394 node has an EU -64 (node unique ID), the EU -64 nakes an obvi ous
"client identifier’'. 1394 clients SHOULD i nclude an EU - 64
identifier inthe '"client identifier’ option. The type value for the
EU -64 is 27 [ ARPPARAM, and the format is illustrated as foll ows.
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Code Len Type dient-ldentifier

+----- +----- +----- +----- +----- +----- +----- +----- +----- +----- +----- +
| 61 ] 9 | 27 | EUl - 64 (node uni que ID) |
+- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +

Note that the use of other 'client identifier’ type, such as a fully
qual i fied domain nane (FQDN), is not precluded by this neno.

For nore details, see "9.14. Client-identifier" in [ RFC2132].

4. Security Considerations
DHCP currently provi des no authentication or security nechanisns.
Potential exposures to attack are discussed in section 7 of the DHCP

protocol specification [RFC2131].

A malicious client can falsify its EU-64 identifier, thus
masquer adi ng as another client.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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