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Status of this Meno
Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.
Copyri ght Notice
Copyright (C) The Internet Society (2000). All R ghts Reserved.
Abst ract
This M B nodul e defines textual conventions to represent conmonly
used Internet network |ayer addressing information. The intent is
that these definitions will be inported and used in MBs that woul d

ot herw se define their own representations.

This work is output fromthe Qperations and Managenent Area "I Pv6M B"
desi gn team
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I nt roducti on

Several standard-track M B nodul es use the | pAddress SMv2 base type.
This limts the applicability of these MB nodules to IP Version 4

(I Pv4) since the | pAddress SMv2 base type can only contain 4 byte

| Pv4 addresses. The | pAddress SMv2 base type has becone probl ematic
with the introduction of IP Version 6 (lIPv6) addresses [21].

Thi s docunent defines nultiple textual conventions as a nechanismto
express generic Internet network | ayer addresses within M B nodul e
specifications. The solution is conpatible with SMv2 (STD 58) and
SMvl (STD 16). New M B definitions which need to express network

| ayer Internet addresses SHOULD use the textual conventions defined
in this meno. New M Bs SHOULD NOT use the SMv2 | pAddress base type
anynor e.

A generic Internet address consists of two objects, one whose syntax
i s | net AddressType, and anot her whose syntax is |netAddress. The

val ue of the first object determ nes how the value of the second

obj ect is encoded. The I|netAddress textual convention represents an
opaque I nternet address value. The Inet AddressType enuneration is
used to "cast" the Inet Address value into a concrete textua
convention for the address type. This usage of multiple textua
conventions all ows expression of the display characteristics of each
address type and nakes the set of defined Internet address types

ext ensi bl e.

The textual conventions defined in this docunment can be used to
define Internet addresses by using DNS domain nanes in addition to
I Pv4 and | Pv6 addresses. A M B designer can wite conpliance
statenents to express that only a subset of the possible address
types nust be supported by a conpliant inplenmentation

M B devel opers who need to represent Internet addresses SHOULD use
t hese definitions whenever applicable, as opposed to defining their
own constructs. Even MBs that only need to represent |Pv4 or |Pv6
addresses SHOULD use the textual conventions defined in this meno.

In order to make existing w dely-deployed |IPv4-only MBs fit for
IPv6, it mght be a valid approach to define separate tables for
different address types. This is a decision for the M B designer
For exanple, the tcpConnTable of the TCP-MB [18] was |eft intact
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and a new tabl e was added for TCP connections over |Pv6 in the | PV6-
TCP-M B [19]. Note that even in this case, the M Bs SHOULD use the
textual conventions defined in this nmenpo.

Note that M B devel opers SHOULD NOT use the textual conventions
defined in this docunment to represent transport |ayer addresses.

Instead the SMv2 TAddress textual convention and associ at ed
definitions should be used for transport |ayer addresses.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT" and "MAY" in
this docunent are to be interpreted as described in RFC 2119 [1].

2. The SNWP Management Framewor k

The SNMP Managenment Framework presently consists of five mgjor
component s:

0 An overall architecture, described in RFC 2571 [2].

0 Mechanisns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [3], STD 16, RFC 1212 [4] and RFC 1215 [5]. The
second version, called SMv2, is described in STD 58, RFC 2578
[6], STD 58, RFC 2579 [7] and STD 58, RFC 2580 [8].

0 Message protocols for transferring management information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [9]. A second version of the SNWP
nmessage protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [10] and RFC
1906 [11]. The third version of the nessage protocol is called
SNWPv3 and described in RFC 1906 [11], RFC 2572 [12] and RFC 2574
[13].

o Protocol operations for accessing managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [9]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[ 14].

0 A set of fundanental applications described in RFC 2573 [15] and
the view based access control mechani sm described in RFC 2575
[16].

A nore detailed introduction to the current SNMP Managenent Franmework
can be found in RFC 2570 [17].

Managed objects are accessed via a virtual information store, terned

the Managenent Infornmation Base or MB. Ohjects in the MB are
defined using the nmechanisnms defined in the SM.
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This meno specifies a MB nodule that is conpliant to the SMv2. A

M B conform ng to the SMv1l can be produced through the appropriate
translations. The resulting translated MB nust be semantically

equi val ent, except where objects or events are omtted because no
translation is possible (use of Counter64). Sone machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

3. Definitions

| NET- ADDRESS-M B DEFI NI TIONS :: = BEG N

I MPORTS
MODULE- | DENTI TY, mi b-2 FROM SNWPv2- SM
TEXTUAL- CONVENTI ON FROM SNWPv2- TC,

i net Addr essM B MODULE- | DENTI TY
LAST- UPDATED "200006080000Z"
ORGANI ZATI ON
"I ETF Operations and Managenent Area"
CONTACT- | NFO
"M ke Daniele
Conpaq Conputer Corporation
110 Spit Brook Rd
Nashua, NH 03062, USA

Phone: +1 603 884-1423
EMai | : dani el e@k3. dec. com

Bri an Haber man

Nort el Networks

4039 Enperor Blvd., Suite 200
Durham NC 27703, USA

Phone: +1 919 992-4439
EMui | : haber man@ort el net wor ks. com

Shawn A. Rout hi er

Wnd River Systens, Inc.
1 Tara Blvd, Suite 403

Nashua, NH 03062, USA

Phone: +1 603 897-2000
EMai | : sar @pi |l ogue. com
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Juer gen Schoenwael der

TU Braunschwei g

Buel tenweg 74/ 75

38106 Braunschwei g, Gernmany

Phone: +49 531 391-3289
EMai | : schoenw@ br. cs. tu-bs. de

Send conments to m bs@ps.ietf.org.”

DESCRI PTI ON
"This M B nodul e defines textual conventions for
representing Internet addresses. An Internet
address can be an | Pv4 address, an |Pv6 address
or a DNS domai n name. "

REVI SI ON "200006080000Z"
DESCRI PTI ON
"Initial version, published as RFC 2851."
:={ mb-2 76 }
I net Addr essType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A value that represents a type of Internet address.

unknown(0) An unknown address type. This val ue MJST
be used if the value of the corresponding
I net Address object is a zero-length string.
It may also be used to indicate an | P address
which is not in one of the formats defi ned
bel ow.

i pv4(1) An | Pv4 address as defined by the
| net Addr essl Pv4 textual convention

i pv6(2) An | Pv6 address as defined by the
| net Addr essl Pv6 textual convention

dns(16) A DNS domai n nane as defined by the
| net Addr essDNS t ext ual conventi on

Each definition of a concrete |net AddressType val ue nust be
acconpani ed by a definition of a textual convention for use
wi th that I|netAddressType.

The | net AddressType textual convention SHOULD NOT be subtyped
in object type definitions to support future extensions. It
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MAY be subtyped in conpliance statenments in order to require
only a subset of these address types for a conpliant
i npl ement ation. "

SYNTAX I NTEGER {
unknown(0),
i pv4(1l), -- these naned nunbers are aligned
i pv6(2), -- with AddressFani | yNunbers from
dns(16) - - | ANA- ADDRESS- FAM LY- NUMBERS- M B

}
I net Address ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Denotes a generic Internet address.

An I net Address value is always interpreted within the
context of an Inet AddressType val ue. The | net AddressType
obj ect which defines the context nust be registered

i mredi ately before the object which uses the | net Address
textual convention. In other words, the object identifiers
for the Inet AddressType object and the |net Address object
MUST have the sane | ength and the | ast sub-identifier of
the | net AddressType object MJST be 1 | ess than the |ast
sub-identifier of the InetAddress object.

When this textual convention is used as the syntax of an

i ndex object, there may be issues with the limt of 128
sub-identifiers specified in SMv2, STD 58. In this case,

t he OBJECT- TYPE decl arati on MJST include a ' SIZE clause
to limt the nunber of potential instance sub-identifiers."

SYNTAX OCTET STRING (SIZE (0..255))
I net Addr essl| Pv4 :: = TEXTUAL- CONVENTI ON

Dl SPLAY- HI NT "1d. 1d. 1d. 1d"
STATUS current
DESCRI PTI ON

"Represents an | Pv4 networ k address:

octets contents encodi ng
1-4 | P address net wor k- byt e order

The correspondi ng | net AddressType value is ipv4(1)."
SYNTAX OCTET STRING (SI ZE (4))

| net Addr essl Pv6 :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "2x: 2X: 2X: 2X: 2X: 2X: 2X: 2x9%&d"
STATUS current
DESCRI PTI ON
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"Represents an | Pv6 networ k address:

octets contents encodi ng
1-16 | Pv6 address net wor k- byt e order
17-20 scope identifier network-byte order

The correspondi ng | net AddressType value is ipv6(2).

The scope identifier (bytes 17-20) MJST NOT be present
for global |1Pv6 addresses. For non-global |Pv6 addresses
(e.g. link-local or site-local addresses), the scope
identifier MJUST al ways be present. It contains a |link
identifier for link-local and a site identifier for
site-local |Pv6 addresses.

The scope identifier MJST di sanbi guate identical address
val ues. For link-1ocal addresses, the scope identifier wll
typically be the interface index (iflndex as defined in the
I F-M B, RFC 2233) of the interface on which the address is
confi gur ed.

The scope identifier may contain the special value 0
which refers to the default scope. The default scope
may be used in cases where the valid scope identifier
is not known (e.g., a managenent application needs to
wite a site-local |netAddresslPv6 address w thout

knowi ng the site identifier value). The default scope
SHOULD NOT be used as an easy way out in cases where
the scope identifier for a non-global I1Pv6 is known."

SYNTAX OCTET STRING (SI ZE (16| 20))
| net Addr essDNS : : = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "255a"

STATUS current

DESCRI PTI ON

"Represents a DNS donain name. The name SHOULD be
fully qualified whenever possible.

The correspondi ng | net AddressType is dns(16).
The DESCRI PTI ON cl ause of | net Address objects that
may have | net AddressDNS val ues nust fully describe
how (and when) such nanmes are to be resolved to IP
addr esses. "

SYNTAX OCTET STRING (SIZE (1..255))

END
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4. Usage Hints

One particul ar usage of | net AddressType/lnet Address pairs is to avoid
over-constrai ning an object definition by the use of the |pAddress
SM base type. An Inet AddressType/lnet Address pair allows to
represent | P addresses in various fornmats.

The | net AddressType and | net Address objects SHOULD NOT be subtyped.
Subt ypi ng binds the MB nodule to specific address formats, which may
cause serious problens if new address formats need to be introduced.
Note that it is possible to wite conpliance statenments in order to
express that only a subset of the defined address types nust be

i mpl erented to be conpliant.

I nternet addresses MJST al ways be represented by a pair of

I net Addr essType/ | net Address objects. It is not allowed to "share" an
I net Addr essType between multiple | net Address objects. Furthernore,
the | net AddressType object nust be registered i medi ately before the
I net Address object. In other words, the object identifiers for the

I net Addr essType obj ect and the |Inet Address object MJST have the same
Il ength and the last sub-identifier of the |Inet AddressType object MJST
be 1 less than the last sub-identifier of the |netAddress object.

4.1 Tabl e | ndexi ng

When a generic Internet address is used as an index, both the

I net Addr essType and | net Address objects MJST be used. The

I net Addr essType object MJUST cone i nmedi ately before the | net Address

object in the INDEX clause. If multiple Internet addresses are used

in the | NDEX cl ause, then every Internet address nust be represented
by a pair of |netAddressType and | net Address obj ects.

The | MPLI ED keyword MJST NOT be used for an object of type

I net Address in an | NDEX cl ause. Instance sub-identifiers are then of
the formT.N.OL. Q2...0n, where T is the value of the |net AddressType
object, OL...On are the octets in the InetAddress object, and Nis
the nunber of those octets.

There is a neani ngful |exicographical ordering to tables indexed in
this fashion. Command generator applications nay | ookup specific
addresses of known type and val ue, issue Get Next requests for
addresses of a single type, or issue GetNext requests for a specific
type and address prefix.
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4.2 Uni queness of Addresses

| Pv4 addresses were intended to be globally unique, current usage
notw t hstandi ng. | Pv6 addresses were architected to have different
scopes and hence uni queness [21]. In particular, IPv6 "link-Ilocal"
and "site-local" addresses are not guaranteed to be uni que on any
particul ar node. In such cases, the duplicate addresses nust be
configured on different interfaces. So the conbination of an | Pv6
address and an interface nunber is unique. The interface nunber may
therefore be used as a scope identifier

The 1 net Addressl Pv6 textual convention has been defined to represent
gl obal and non-gl obal | Pv6 addresses. M B designers who use

I net Addr essType/ | net Address pairs therefore do not need define
additional objects in order to support link-1ocal or site-loca

addr esses.

The size of the scope identifier has been chosen so that it matches
the sin6_scope_id field of the sockaddr_in6 structure defined in RFC
2553 [22].

4.3 Multiple |Inet Addresses per Host

A single host systemnmay be configured with multiple addresses (IPv4
or 1Pv6), and possibly with nultiple DNS names. Thus it is possible
for a single host systemto be represented by multiple

| net Addr essType/ | net Addr ess pairs.

If this could be an inplenentation or usage issue, then the
DESCRI PTI ON cl ause of the rel evant objects MJST fully describe
requi red behavi or.

4.4 Resol ving DNS Nanes

DNS names nust be resolved to | P addresses when communi cation wth
the named host is required. This raises a tenporal aspect to defining
M B obj ects whose value is a DNS nane: Wen is the name translated to
an address?

For exanple, consider an object defined to indicate a forwarding
destination, and whose value is a DNS nane. Wen does the forwarding
entity resolve the DNS nane? Each tinme forwarding occurs? Once, when
the object was instantiated?

The DESCRI PTI ON cl ause of such objects SHOULD precisely define how
and when any required nane to address resolution is done.
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Sinmlarly, the DESCRI PTION cl ause of such objects SHOULD precisely
define how and when a reverse | ookup is being done if an agent has
accessed instrumentation that knows about an IP address and the M B
or inplenmentation requires to nap the address to a nane.

5. Tabl e I ndexi ng Exanpl e

Thi s exanple shows a table |isting comruni cati on peers that are
identified by either an | Pv4 address, an | Pv6 address or a DNS nane.
The table definition also prohibits entries with an enpty address
(whose type woul d be "unknown"). The size of a DNS nane is limted to
64 characters

peer Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Peer Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A list of communication peers."
::={ sonewhere 1}

peer Entry OBJECT- TYPE
SYNTAX PeerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing information about a particul ar peer."
I NDEX { peer Addr essType, peerAddress }
::={ peerTable 1}

PeerEntry ::= SEQUENCE {
peer Addr essType | net Addr essType,
peer Addr ess I net Addr ess,
peer St at us | NTECER }

peer Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The type of Internet address by which the peer
is reachable."
c:={ peerEntry 1}

peer Addr ess OBJECT- TYPE

SYNTAX I net Address (SIZE (1..64))
MAX- ACCESS not-accessi bl e
STATUS current
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DESCRI PTI ON
"The I nternet address for the peer. Note that
i npl ementations nmust limt thenselves to a single
entry in this table per reachabl e peer

The peer Address may not be enpty due to the SIZE
restriction.

If arowis created admnistratively by an SNW
operation and the address type value is dns(16), then
the agent stores the DNS nanme internally. A DNS nane
| ookup nust be performed on the internally stored DNS
nane whenever it is being used to contact the peer
If arowis created by the managed entity itself and
the address type value is dns(16), then the agent
stores the IP address internally. A DNS reverse | ookup
must be perfornmed on the internally stored | P address
whenever the value is retrieved via SNW. "

::={ peerEntry 2}

The foll owi ng conpliance statenent specifies that inplenentations
need only support |Pv4 addresses and globally unique | Pv6 addresses
to be conpliant. Support for DNS names or scoped | Pv6 addresses is
not required.

peer Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent the peer MB."

MODULE -- this nodul e
MANDATORY- GROUPS { peerGoup }

OBJECT peer AddressType
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
and | Pv6 addresses."”

OBJECT peer Address

SYNTAX | net Address (Sl ZE(4| 16))

DESCRI PTI ON
"An inplenentation is only required to support |Pv4
and gl obally uni que I Pv6 addresses."

.= { sonewhere 2 }
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Note that the SMv2 does not permt inclusion of not-accessible
objects in an object group (see section 3.1 in STD 58, RFC 2580 [8]).
It is therefore not possible to formally refine the syntax of
auxiliary objects which are not-accessible. In such a case, it is
suggested to express the refinenent informally in the DESCRI PTI ON

cl ause of the MODULE- COVMPLI ANCE macr o invocati on.

6. Security Considerations

Thi s nodul e does not define any managenent objects. Instead, it
defines a set of textual conventions which nay be used by other MB
nmodul es to define nmanagenment objects.

Meani ngf ul security considerations can only be witten in the nodul es
that define managenent objects.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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