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Abst r act

Thi s docunent describes a file format suitable for describing
directory information or nodifications made to directory information.
The file format, known as LD F, for LDAP Data |Interchange Format, is
typically used to inport and export directory information between
LDAP- based directory servers, or to describe a set of changes which
are to be applied to a directory.

Background and I ntended Usage

There are a nunber of situations where a conmon interchange format is
desirable. For exanple, one might wish to export a copy of the
contents of a directory server to a file, nove that file to a
different machine, and inport the contents into a second directory
server.

Additionally, by using a well-defined interchange format, devel opnent
of data inport tools fromlegacy systens is facilitated. A fairly
sinple set of tools witten in awk or perl can, for exanple, convert
a dat abase of personnel information into an LDIF file. This file can
then be inported into a directory server, regardl ess of the interna
dat abase representation the target directory server uses.

The LDIF format was originally devel oped and used in the University
of M chigan LDAP inplenentation. The first use of LDIF was in
describing directory entries. Later, the format was expanded to
all ow representation of changes to directory entries.
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Rel ati onship to the application/directory M ME content-type

The application/directory MM content-type [1] is a genera
framework and format for conveying directory information, and is

i ndependent of any particular directory service. The LDIF fornmat is
a sinpler format which is perhaps easier to create, and may al so be
used, as noted, to describe a set of changes to be applied to a
directory.

The key words "MJST", "MJST NOT", "MAY", "SHOULD', and "SHOULD NOT"
used in this docunent are to be interpreted as described in [7].

Definition of the LDAP Data I|nterchange Format

The LDIF format is used to convey directory information, or a
description of a set of changes nade to directory entries. An LD F
file consists of a series of records separated by |ine separators. A
record consists of a sequence of lines describing a directory entry,
or a sequence of lines describing a set of changes to a directory
entry. An LDIF file specifies a set of directory entries, or a set

of changes to be applied to directory entries, but not both.

There is a one-to-one correl ati on between LDAP operations that nodify
the directory (add, delete, nodify, and nodrdn), and the types of
changerecords described bel ow ("add", "delete", "nodify", and
"modrdn" or "nmoddn"). This correspondence is intentional, and
permits a straightforward translation fromLD F changerecords to

prot ocol operations.

Formal Syntax Definition of LD F

The follow ng definition uses the augmented Backus- Naur Form
specified in RFC 2234 [2].

Idif-file = I dif-content / |dif-changes

| di f-content = version-spec 1*(1*SEP I dif-attrval -record)
| di f - changes = version-spec 1*(1*SEP |dif-change-record)
Idif-attrval -record = dn-spec SEP 1*attrval -spec

| di f-change-record = dn-spec SEP *control changerecord

versi on- spec = "version:" FILL version-nunber
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ver si on- nunber

dn- spec

di sti ngui shedName

base64- di st i ngui shedNane

rdn

base64-rdn

contr ol

| dap-oid

attrval - spec

val ue- spec

ur |

AttributeDescription

AttributeType

options

Good
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1I*DIAT
; version-nunber MJUST be "1" for the
; LDIF format described in this docunent.

"dn:" (FILL distinguishedNane /
":" FILL base64-di stingui shedNane)

SAFE- STRI NG
; a distinguished nanme, as defined in [3]

BASE64- UTF8- STRI NG
; a distingui shedName whi ch has been base64
; encoded (see note 10, bel ow)

SAFE- STRI NG
; arelative distinguished name, defined as
; <nane-conponent> in [ 3]

BASE64- UTF8- STRI NG
; an rdn whi ch has been base64 encoded (see
; note 10, bel ow)

"control:" FILL |Idap-oid ; control Type
0*1(1*SPACE ("true" / "false")) ; criticality
0*1(val ue- spec) ; control Val ue
SEP

; (See note 9, bel ow)

1*DAT Oo*1("." 1*DIAT)
; An LDAPO D, as defined in [4]

AttributeDescription val ue-spec SEP

" FI LL 0*1( SAFE- STRING /
":" FILL (BASE64- STRING /
"<" FILL url)

;. See notes 7 and 8, bel ow

<a Uni form Resource Locat or
as defined in [6]>
; (See Note 6, bel ow)

AttributeType [";" options]
; Definition taken from [ 4]

| dap-oid / (ALPHA *(attr-type-chars))

option / (option ";" options)
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option

attr-type-chars

opt - char

changerecord

change- add
change-del ete

change- noddn

change- nodi fy

nmod- spec

SPACE

FI LL

SEP

LF

ALPHA

DAT

Good
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1*opt - char
ALPHA / DT/ "-"
attr-type-chars

"changetype: " FILL
(change-add / change-delete /
change-nodi fy / change-noddn)

"add" SEP 1*attrval - spec
"del et e" SEP

("modrdn” / "noddn") SEP
"newr dn: " ( FILL rdn /
":" FILL base64-rdn) SEP
"del eteol drdn:" FILL ("0" / "1") SEP
0*1(" newsuperior:"
( FI LL di stingui shedNane /
":" FILL base64-distingui shedName) SEP)

"nmodi fy" SEP *nod- spec
("add:" / "delete:" / "replace:")
FILL AttributeDescription SEP
*attrval - spec

"-" SEP

%20
; ASCI1 SP, space

* SPACE
(CR LF / LF)

% 0D
; ASCI1 CR, carriage return

9% 0A
; ASCIl LF, line feed

o%41-5A | %61-7A
 AAZ ] a-z

%% 30- 39
0 0-9
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UTF8- 1 = %80- BF

UTF8- 2 = 9% C0- DF UTF8-1

UTF8-3 = UXEO- EF 2UTF8-1

UTF8- 4 = OFO-F7 3UTF8-1

UTF8-5 = % F8-FB 4UTF8-1

UTF8-6 = 9%&FC- FD 5UTF8- 1

SAFE- CHAR = 9%01-09 / 9%O0B-0C / 9%OE-7F
; any value <= 127 deci mal except NUL, LF,
; and CR

SAFE- | NI T- CHAR = %01-09 / 9%O0B-0C / 9%OE-1F /

%21-39 /| %3B / W%3D 7F

; any value <= 127 except NUL, LF, CR

; SPACE, colon (":", ASCII 58 decinal)

; and less-than ("<" , ASCI| 60 deci mal)

SAFE- STRI NG = [ SAFE- | NI T- CHAR * SAFE- CHAR]
UTF8- CHAR = SAFE-CHAR / UTF8-2 / UTF8-3 /
UTF8-4 / UTF8-5 / UTF8-6
UTF8- STRI NG = *UTF8- CHAR
BASE64- UTF8- STRI NG = BASE64- STRI NG
; MJUST be the base64 encoding of a
; UTF8- STRI NG
BASE64- CHAR = %2B / 9%2F / 9%30-39 / 9%3D / 9%41-5A /
961- 7A
o+ 1, 0-9, =, A-Z and a-z

; as specified in [5]

BASE64- STRI NG = [ *( BASE64- CHAR) ]

Notes on LDI F Synt ax

1) For the LD F format described in this docunment, the version
nunber MJST be "1". If the version nunmber is absent,
i mpl ement ati ons MAY choose to interpret the contents as an
older LDIF file format, supported by the University of
M chi gan | dap-3.3 inplenentation [8].
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Good

2)

3)

4)

5)
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Any non-enpty line, including comment lines, in an LDIF file
MAY be folded by inserting a |ine separator (SEP) and a SPACE
Fol di ng MUST NOT occur before the first character of the |line.
In other words, folding a line into two lines, the first of
which is enpty, is not permtted. Any line that begins with a
singl e space MJUST be treated as a continuation of the previous
(non-enpty) line. Wien joining folded |lines, exactly one space
character at the begi nning of each continued |ine nust be

di scarded. Inplenmentations SHOULD NOT fold lines in the nmiddle
of a multi-byte UTF-8 character.

Any line that begins with a pound-sign ("#", ASCIl 35) is a
conment |ine, and MJUST be ignored when parsing an LDIF file.

Any dn or rdn that contains characters other than those
defined as "SAFE-UTF8- CHAR', or begins with a character other
than those defined as "SAFE-IN T- UTF8- CHAR', above, MJST be
base-64 encoded. Oher val ues MAY be base-64 encoded. Any
val ue that contains characters other than those defined as

" SAFE- CHAR', or begins with a character other than those
defined as "SAFE-I N T- CHAR', above, MJST be base-64 encoded.
O her val ues MAY be base-64 encoded.

When a zero-length attribute value is to be included directly
inan LD F file, it MJST be represented as

AttributeDescription ":" FILL SEP. For example, "seeAlso:"
followed by a newline represents a zero-length "seeAl so”
attribute value. It is also permissible for the val ue

referred to by a URL to be of zero |ength.

6) When a URL is specified in an attrval -spec, the follow ng

7)

conventions apply:

a) | nplenmentati ons SHOULD support the file:// URL format. The

contents of the referenced file are to be included verbatim
in the interpreted output of the LDIF file.

b) I nplementati ons MAY support other URL formats. The

semanti cs associated with each supported URL will be
docunented in an associated Applicability Statenent.

Di stingui shed names, relative distingui shed nanes, and
attribute values of DirectoryString syntax MJST be valid UTF-8
strings. |Inplementations that read LDIF MAY interpret files
in which these entities are stored in some other character set
encodi ng, but inplenentati ons MUST NOT generate LDIF content
whi ch does not contain valid UTF-8 dat a.
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8) Values or distinguished nanes that end with SPACE SHOULD be
base- 64 encoded.

9) When controls are included in an LDIF file, inplenentations
MAY choose to ignore sone or all of them This may be
necessary if the changes described in the LDIF file are being
sent on an LDAPv2 connection (LDAPv2 does not support
controls), or the particular controls are not supported by the
renote server. If the criticality of a control is "true", then
the inplementati on MUST either include the control, or MJST
NOT send the operation to a renote server

10) When an attrval -spec, distinguishedName, or rdn is base64-
encoded, the encoding rules specified in [5] are used with the
foll owi ng exceptions: a) The requirenent that base64 out put
streans nmust be represented as |lines of no nore than 76
characters is renoved. Lines in LDIF files may only be fol ded
according to the folding rules described in note 2, above. b)
Base64 strings in [5] may contain characters other than those
defined i n BASE64- CHAR, and are ignored. LD F does not permt
any extraneous characters, other than those used for |ine
f ol di ng.

Exanpl es of LDAP Data | nterchange Format
Example 1: An sinple LDAP file with two entries

version: 1

dn: cn=Barbara Jensen, ou=Product Devel opnment, dc=airius, dc=com
obj ectcl ass: top

obj ectcl ass: person

obj ect cl ass: organi zati onal Person
cn: Barbara Jensen

cn: Barbara J Jensen

cn: Babs Jensen

sn: Jensen

ui d: bj ensen

t el ephonenunber: +1 408 555 1212
description: A big sailing fan.

dn: cn=Bjorn Jensen, ou=Accounting, dc=airius, dc=com
obj ectcl ass: top

obj ectcl ass: person

obj ect cl ass: organi zati onal Person

cn: Bjorn Jensen

sn: Jensen

t el ephonenunber: +1 408 555 1212
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Exanple 2: A file containing an entry with a folded attribute val ue

version: 1

dn: cn=Bar bara Jensen, ou=Product Devel opnent, dc=airius, dc=com

obj ectcl ass:top

obj ect cl ass: person

obj ect cl ass: or gani zat i onal Per son

cn: Barbara Jensen

cn: Barbara J Jensen

cn: Babs Jensen

sn: Jensen

ui d: bj ensen

t el ephonenunber: +1 408 555 1212

description: Babs is a big sailing fan, and travels extensively in sea
rch of perfect sailing conditions.

title: Product Manager, Rod and Reel Division

Example 3: A file containing a base-64-encoded val ue

version: 1

dn: cn=Gern Jensen, ou=Product Testing, dc=airius, dc=com

obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Person

cn: Cern Jensen

cn: CGern O Jensen

sn: Jensen

ui d: gernj

t el ephonenunber: +1 408 555 1212

description:: V2hhdCBhl GNhenvVimdWwgenvhZGvy | HE vdSBheninl CBUaQ@ zI HZhbHVI
I Azl GJhc2Ut Nj @ ZWbj b2R ZCBi ZWNhd XNl | G 01 GhhcyBhl G\vbnRyb2wgY2hhcntj dG
Wyl @ ul @ 0l Chhl ENSKS4NI CBCeSB0aGUgd2F5LCB5b3Ugc2hvdWkkl HII YWkseSBnZX(Qg
b3VO0I Glvcru

Example 4: Afile containing an entries with UTF-8-encoded attribute
val ues, including | anguage tags. Coments indicate the contents
of UTF-8-encoded attributes and distingui shed nanes.

version: 1

dn:: b3U95Za25qW 6YOoLGBIQW yaXVz

# dn:: ou=<JapaneseQU>, o=Airi us

obj ectcl ass: top

obj ectcl ass: organi zati onal Unit

ou: : 5Za25qW 6YCo

# ou:: <JapaneseQU>

ou; l ang-ja:: 5Za25gqW 6YCo

# ou;lang-ja:: <JapaneseQU>

ou; l ang-j a; phonetic:: 44Qd 44GE44CU4KHA4CHALR
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# ou;lang-ja:: <JapaneseQU_ i n_phonetic_representati on>
ou; | ang-en: Sal es
description: Japanese office

dn:: dWkPXJvZ2FzYXdhcnEsb3U95Za25qW 6 YOoLGBIQW yaXxVz

# dn:: uid=<ui d>, ou=<JapaneseQU>, o=Airi us

user password: {SHA} GBHSv1MisyL4kTj P+HKI S5uxuNoM=

obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Person

obj ectcl ass: inet O gPerson

ui d: rogasawara

mai |l : rogasawara@irius.co.jp

gi venname; |l ang-j a:: 440 44Q1440.44C8

# givennane; | ang-j a:: <JapaneseG vennane>

sn; |l ang-ja:: 5bCP56yg5Y6f

# sn;lang-ja:: <JapaneseSn>

cn; lang-ja:: 5bCP56yg5Y6f 1 OODr eODi eODi +CDvA==

# cn;lang-ja:: <JapaneseCn>

title;lang-ja:: 5Za25qW 6YOol OrDgOnWVt w==

# title;lang-ja:: <JapaneseTitle>

pref erredl anguage: ja

gi vennane: : 440 44Q1440L44C8

# givennane:: <JapaneseG vennane>

sn:: 5bCP56yg5Y6f

# sn:: <JapaneseSn>

cn:: 5bCP56yg5Y6f 1 OODr eCDi eODi +CDvA==

# cn::. <JapaneseCn>

title:: 5Za25qW 6YOol OrDgOnvt w==

# title:: <JapaneseTitle>

gi vennane; | ang-j a; phonetic:: 44KNA4Gp44G 4408

# gi venname; | ang-j a; phonetic::

<JapaneseG vennamne_i n_phoneti c_represent ati on_kana>

sn; |l ang-j a; phonetic:: 44CK44GM4GV44KP44K]

# sn;lang-j a; phonetic:: <JapaneseSn_in_phonetic_representation_kana>
cn;l ang-j a; phonetic:: 44CGK44GWMAGV44KP44KJ1 OOC) eOBgeOBg+CDv A==
# cn;lang-j a; phonetic:: <JapaneseCn_i n_phonetic_representation_kana>
title;lang-ja;phonetic:: 444 44CE44CG44KHA4GA4G2] OOBt uOBoeCCh+0Bhg==
# title;lang-ja; phonetic::

# <JapaneseTitl e_in_phonetic_representation_kana>

gi vennane; | ang- en: Rodney

sn; | ang-en: QOgasawar a

cn; l ang-en: Rodney Ogasawar a

title;lang-en: Sales, Director

Good St andards Track [ Page 9]



RFC 2849 LDAP Data I nterchange For mat June 2000

Exanple 5: A file containing a reference to an external file

version: 1

dn: cn=Horatio Jensen, ou=Product Testing, dc=airius, dc=com
obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Person

cn: Horatio Jensen

cn: Horatio N Jensen

sn: Jensen

ui d: hjensen

t el ephonenunber: +1 408 555 1212

j pegphoto: < file:///usr/local/directory/photos/hjensen.jpg

Example 6: A file containing a series of change records and coments

version: 1

# Add a new entry

dn: cn=Fi ona Jensen, ou=Marketing, dc=airius, dc=com
changet ype: add

obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Person

cn: Fiona Jensen

sn: Jensen

uid: fiona

t el ephonenunber: +1 408 555 1212

j pegphoto: < file:///usr/local/directory/photos/fiona.jpg

# Del ete an existing entry
dn: cn=Robert Jensen, ou=Marketing, dc=airius, dc=com
changetype: del ete

# Modify an entry’s relative distinguished nane

dn: cn=Paul Jensen, ou=Product Devel opnment, dc=airius, dc=com
changet ype: nodrdn

new dn: cn=Paul a Jensen

del eteol drdn: 1

# Renane an entry and nove all of its children to a new location in
# the directory tree (only inplenented by LDAPv3 servers).

dn: ou=PD Account ants, ou=Product Devel opnment, dc=airius, dc=com
changet ype: nodrdn

newr dn: ou=Product Devel opnment Accountants

del eteol drdn: O

newsuperi or: ou=Accounting, dc=airius, dc=com
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# Modify an entry: add an additional value to the postal address

# attribute, conpletely delete the description attribute, replace

# the tel ephonenunber attribute with two val ues, and delete a specific
# value fromthe facsimletel ephonenunber attribute

dn: cn=Paul a Jensen, ou=Product Devel oprnent, dc=airius, dc=com
changetype: nodify

add: postal address

post al address: 123 Anystreet $ Sunnyvale, CA $ 94086

del ete: description

repl ace: tel ephonenunber

t el ephonenunber: +1 408 555 1234
t el ephonenunber: +1 408 555 5678

del ete: facsiml etel ephonenunber
facsi m | et el ephonenunber: +1 408 555 9876

Modi fy an entry: replace the postal address attribute with an enpty
set of values (which will cause the attribute to be renoved), and
del ete the entire description attribute. Note that the first will
al ways succeed, while the second will only succeed if at |east

one value for the description attribute is present.

dn: cn=Ingrid Jensen, ou=Product Support, dc=airius, dc=com
changetype: nodify

repl ace: postal address

HHFHH

del ete: description

Example 7: An LDIF file containing a change record with a contro
version: 1

# Delete an entry. The operation will attach the LDAPv3

# Tree Delete Control defined in [9]. The criticality

# field is "true" and the control Value field is

# absent, as required by [9].

dn: ou=Product Devel opnent, dc=airius, dc=com

control: 1.2.840.113556.1.4.805 true

changetype: del ete
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Security Considerations

G ven typical directory applications, an LDIF file is likely to
contain sensitive personal data. Appropriate nmeasures should be
taken to protect the privacy of those persons whose data i s contained
inan LD F file.

Since ":<" directives can cause external content to be included when
processing an LD F file, one should be cautious of accepting LD F
files fromexternal sources. A "trojan" LD F file could nane a file
with sensitive contents and cause it to be included in a directory
entry, which a hostile entity could read via LDAP.

LDI F does not provide any nethod for carrying authentication
information with an LDIF file. Users of LDIF files nmust take care to
verify the integrity of an LDIF file received from an external

sour ce.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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