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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.
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Abst r act

This protocol allows for transaction |evel authentication using
shared secrets and one way hashing. It can be used to authenticate
dynani ¢ updates as coming froman approved client, or to authenticate
responses as comng froman approved recursive nane server

No provision has been nade here for distributing the shared secrets;
it is expected that a network administrator will statically configure
nane servers and clients using sone out of band nechani sm such as
sneaker-net until a secure automated nechani smfor key distribution
is avail abl e.

1 - Introduction

1.1. The Domain Nane System (DNS) [ RFC1034, RFC1035] is a replicated
hi erarchical distributed database systemthat provides information
fundanmental to Internet operations, such as name <=> address
translation and mail handling information. DNS has recently been
ext ended [ RFC2535] to provide for data origin authentication, and
public key distribution, all based on public key cryptography and
public key based digital signatures. To be practical, this form of
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security generally requires extensive |local caching of keys and
traci ng of authentication through nultiple keys and signhatures to a
pre-trusted | ocally configured key.

1.2. One difficulty with the [ RFC2535] schene is that common DNS

i npl ement ations include sinple "stub" resol vers which do not have
caches. Such resolvers typically rely on a caching DNS server on
another host. It is inpractical for these stub resolvers to perform
general [RFC2535] authentication and they would naturally depend on
their caching DNS server to performsuch services for them To do so
securely requires secure communi cati on of queries and responses.

[ RFC2535] provides public key transaction signatures to support this,
but such signhatures are very expensive conputationally to generate.
In general, these require the same conplex public key logic that is
impractical for stubs. This docunent specifies use of a nessage

aut henti cation code (MAC), specifically HVAC-MD5 (a keyed hash
function), to provide an efficient nmeans of point-to-point

aut hentication and integrity checking for transactions.

1.3. A second area where use of straight [RFC2535] public key based
mechani sms may be inpractical is authenticating dynam c update

[ RFC2136] requests. [RFC2535] provides for request signatures but
with [ RFC2535] they, |ike transaction signatures, require
conputationally expensive public key cryptography and conpl ex

aut hentication logic. Secure Domain Name System Dynam ¢ Updat e

([ RFC2137]) describes how different keys are used in dynanically
updat ed zones. This docunent’s secret key based MACs can be used to
aut henticate DNS update requests as well as transaction responses,
providing a |ightweight alternative to the protocol described by

[ RFC2137] .

1.4. A further use of this mechanismis to protect zone transfers.

In this case the data covered woul d be the whol e zone transfer

i ncluding any glue records sent. The protocol described by [ RFC2535]
does not protect glue records and unsigned records unless Sl G 0)
(transaction signature) is used.

1.5. The authentication mechani sm proposed in this docunent uses
shared secret keys to establish a trust relationship between two
entities. Such keys nmust be protected in a fashion simlar to
private keys, lest a third party nasquerade as one of the intended
parties (forge MACs). There is an urgent need to provide sinple and
efficient authentication between clients and | ocal servers and this
proposal addresses that need. This proposal is unsuitable for
general server to server authentication for servers which speak with
many ot her servers, since key managenent woul d becone unwi eldy with
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the nunber of shared keys going up quadratically. But it is suitable
for many resolvers on hosts that only talk to a few recursive

servers.
1.6. A server acting as an indirect caching resolver -- a "forwarder"
i n conmon usage -- mght use transaction-based authenticati on when

conmuni cating with its small number of preconfigured "upstreant
servers. Oher uses of DNS secret key authentication and possible
systens for automatic secret key distribution may be proposed in
separate future docunents.

1.7. New Assigned Nunmbers

RRTYPE = TSI G (250)

ERROR = 0..15 (a DNS RCODE)
ERROR = 16 (BADSI Q)
ERROR = 17 ( BADKEY)
ERROR = 18 ( BADTI ME)
1.8. The key words "MJST", "REQUI RED', "SHOULD', "RECOWENDED', and

"MAY" in this document are to be interpreted as described in [ RFC
2119].

2 - TSI G RR For mat
2.1 TSI G RR Type

To provide secret key authentication, we use a new RR type whose
menonic is TSI G and whose type code is 250. TSIGis a neta-RR and
MUST not be cached. TSIG RRs are used for authentication between DNS
entities that have established a shared secret key. TSIG RRs are
dynani cal ly conputed to cover a particular DNS transaction and are
not DNS RRs in the usual sense.

2.2 TSI G Cal cul ation

As the TSIG RRs are related to one DNS request/response, there is no
value in storing or retransmtting them thus the TSSIGRR is

di scarded once it has been used to authenticate a DNS nessage. The
only nessage digest algorithmspecified in this docunent is "HVAC
MD5" (see [ RFC1321], [RFC2104]). The "HMAC- MD5" algorithmis
mandatory to inplement for interoperability. Gher algorithnms can be
specified at a later date. Nanes and definitions of new al gorithms
MUST be registered with 1ANA. Al multi-octet integers in the TSIG
record are sent in network byte order (see [ RFC1035 2.3.2]).
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2.3. Record For nat

NAME The name of the key used in domain nane syntax. The nane
shoul d refl ect the names of the hosts and uniquely identify
the key anpbng a set of keys these two hosts may share at any
given tinme. |If hosts A site.exanple and B. exanpl e. net share a
key, possibilities for the key nane include
<id>. A site.exanple, <id> B.exanple.net, and
<id>. A site.exanple.B.exanple.net. It should be possible for
nore than one key to be in sinmultaneous use anpbng a set of
interacting hosts. The name only needs to be neaningful to
the communi cating hosts but a neani ngful mmenoni ¢ nanme as
above is strongly reconmmended.

The nane may be used as a local index to the key involved and
it is reconmended that it be globally unique. Were a key is
just shared between two hosts, its name actually only need
only be nmeaningful to thembut it is recommended that the key
nane be mmenoni ¢ and i ncorporate the resolver and server host
nanes in that order.

TYPE TSI G (250: Transaction S| Ghature)

CLASS ANY

TIL O

RdLen (vari abl e)

RDATA
Fi el d Nane Data Type Not es
Al gorithm Nane domai n- nane Nanme of the algorithm
i n domai n nane syntax.
Ti me Si gned u_int48_t seconds since 1-Jan-70 UTC
Fudge u_intl6_t seconds of error pernitted
in Time Signed.
MAC Si ze uintl6e t nurmber of octets in MAC
MAC octet stream defined by Al gorithm Nane.
Oiginal ID uintl6é t ori ginal nessage ID
Error uintl6é t expanded RCODE coveri ng
TSI G processi ng.
O her Len uintlé t length, in octets, of
O her Dat a.
O her Data octet stream enpty unless Error == BADTI ME
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2. 4. Example

NAME  HOST. EXAMPLE.

TYPE TSIG
CLASS ANY
TTL 0

RdLen as appropriate

RDATA
Fi el d Nane Content s
Al gorithm Nane SAVPLE- ALG. EXAMPLE
Time Signed 853804800
Fudge 300
MAC Si ze as appropriate
MAC as appropriate
Oiginal ID as appropriate
Error 0 ( NOERROR)
O her Len 0
O her Data enpty

Pr ot ocol Operation
3.1. Effects of adding TSI G to outgoi ng nessage

Once the outgoi ng nessage has been constructed, the keyed nessage

di gest operation can be perforned. The resulting message digest wll
then be stored in a TSI G which is appended to the additional data
section (the ARCOUNT is increnmented to reflect this). |If the TSIG
record cannot be added wi thout causing the nessage to be truncated,
the server MJUST alter the response so that a TSI G can be incl uded.
Thi s response consists of only the question and a TSI G record, and
has the TC bit set and RCODE 0 (NCERROR). The client SHOULD at this
point retry the request using TCP (per [RFC1035 4.2.2]).

3.2. TSI G processing on incom ng nmessages

If an inconing message contains a TSIG record, it MJST be the |ast
record in the additional section. Miltiple TSIG records are not
allowed. If a TSIGrecord is present in any other position, the
packet is dropped and a response with RCODE 1 (FORMERR) MUST be
returned. Upon receipt of a nessage with a correctly placed TSIG RR
the TSIGRR is copied to a safe location, renoved fromthe DNS
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Message, and decrenented out of the DNS nmessage header’s ARCOUNT. At
this point the keyed nessage di gest operation is perforned. If the
al gorithm nanme or key nane is unknown to the recipient, or if the
message di gests do not nmatch, the whol e DNS nessage MJST be
discarded. |If the nessage is a query, a response with RCODE 9
(NOTAUTH) MUST be sent back to the originator with TSI G ERROR 17
(BADKEY) or TSI G ERROR 16 (BADSIG. |If no key is available to sign
this message it MJST be sent unsigned (MAC size == 0 and enpty MAC).
A nmessage to the system operations | og SHOULD be generated, to warn
the operations staff of a possible security incident in progress.
Care should be taken to ensure that |ogging of this type of event
does not open the systemto a denial of service attack

3.3. Tinme values used in TSI G cal cul ati ons

The data digested includes the two tiner values in the TSI G header in
order to defend against replay attacks. |If this were not done, an
attacker could replay old nessages but update the "Tine Signed" and
"Fudge" fields to make the nessage | ook new. This data is naned
"TSIG Timers", and for the purpose of digest calculation they are
invoked in their "on the wire" format, in the followi ng order: first
Ti me Signed, then Fudge. For exanpl e:

Fi el d Nane Val ue Wre Fornat Meani ng
Time Signed 853804800 00 00 32 e4 07 00 Tue Jan 21 00: 00: 00 1997
Fudge 300 01 2C 5 m nutes

3.4. TSI G Vari abl es and Cover age

When generating or verifying the contents of a TSIG record, the
followi ng data are digested, in network byte order or wire format, as
appropri at e:

3.4.1. DNS Message

A whol e and conmpl ete DNS nessage in wire format, before the TSI G RR
has been added to the additional data section and before the DNS
Message Header’s ARCOUNT field has been incremented to contain the
TSIGRR |If the nessage ID differs fromthe original nessage ID, the
original nessage IDis substituted for the nessage ID. This could
happen when forwardi ng a dynani ¢ update request, for exanple.
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3.4.2. TSIG Vari abl es

Sour ce Fi el d Nane Not es

TSI G RR NANVE Key name, in canonical wire fornmat

TSI G RR CLASS (Al'ways ANY in the current specification)
TSI G RR TTL (Always 0 in the current specification)
TSI G RDATA Al gorit hm Nane in canonical wire format

TSI G RDATA Time Signed in network byte order

TSI G RDATA  Fudge in network byte order

TSI G RDATA  FError in network byte order

TSI G RDATA O her Len in network byte order

TSI G RDATA O her Data exactly as transmitted

The RR RDLEN and RDATA MAC Length are not included in the hash since
they are not guaranteed to be knowabl e before the MAC i s generated.

The Original IDfield is not included in this section, as it has
al ready been substituted for the nessage ID in the DNS header and
hashed.

For each | abel type, there nust be a defined "Canonical wire formt"
that specifies howto express a |abel in an unanbi guous way. For

| abel type 00, this is defined in [ RFC2535], for |abel type 01, this
is defined in [RFC2673]. The use of |abel types other than 00 and 01
is not defined for this specification

3.4.3. Request MAC
When generating the MAC to be included in a response, the request MAC

must be included in the digest. The request’s MACis digested in
wire format, including the following fields:

Field Type Descri ption

MAC Lengt h uintl6é t in network byte order
MAC Dat a octet stream exactly as transnmitted
3. 5. Paddi ng

Di gested conponents are fed into the hashing function as a continuous
octet streamwith no interfield padding.
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Protocol Details
4.1. TSI G generation on requests

Client perfornms the nessage di gest operation and appends a TSIG
record to the additional data section and transmits the request to
the server. The client MJUST store the nessage digest fromthe
request while awaiting an answer. The digest conmponents for a
request are:

DNS Message (request)
TSI G Vari abl es (request)

Note that some ol der nane servers will not accept requests with a
nonenpty additional data section. dients SHOULD only attenpt signed
transactions with servers who are known to support TSI G and share
sone secret key with the client -- so, this is not a problemin
practi ce.

4.2. TSI G on Answers

When a server has generated a response to a signed request, it signs
the response using the sane al gorithmand key. The server MJST not
generate a signed response to an unsigned request. The digest
components are:

Request MAC
DNS Message (response)
TSI G Vari abl es (response)

4.3. TSIGon TSIG Error returns

When a server detects an error relating to the key or MAC, the server
SHOULD send back an unsigned error nessage (MAC size == 0 and enpty
MAC). If an error is detected relating to the TSIG validity period,
the server SHOULD send back a signed error nmessage. The digest
components are:

Request MAC (if the request MAC vali dat ed)
DNS Message (response)
TSI G Vari abl es (response)

The reason that the request is not included in this digest in sone
cases is to make it possible for the client to verify the error. |If
the error is not a TSIG error the response MJST be generated as
specified in [4.2].
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4.4. TSI G on TCP connection

A DNS TCP session can include multiple DNS envel opes. This is, for
exanpl e, comonly used by zone transfer. Using TSIG on such a
connection can protect the connection from hijacking and provi de data
integrity. The TSIG MJST be included on the first and | ast DNS

envel opes. It can be optionally placed on any intermnediary
envelopes. It is expensive to include it on every envel opes, but it
MJST be placed on at |east every 100'th envel ope. The first envel ope
is processed as a standard answer, and subsequent nessages have the
fol |l owi ng di gest conponents:

Prior Digest (running)
DNS Messages (any unsi gned messages since the last TSI QG
TSI G Timers (current nmessage)

This allows the client to rapidly detect when the session has been
altered; at which point it can close the connection and retry. |If a
client TSIG verification fails, the client MJUST cl ose the connection
If the client does not receive TSI G records frequently enough (as
speci fied above) it SHOULD assume the connection has been hijacked
and it SHOULD cl ose the connection. The client SHOULD treat this the
same way as they would any other interrupted transfer (although the
exact behavior is not specified).

4.5. Server TSI G checks

Upon recei pt of a nessage, server will check if thereis a TSIG RR
If one exists, the server is REQURED to return a TSIGRR in the
response. The server MJIST performthe follow ng checks in the
follow ng order, check KEY, check TIME val ues, check MAC.

4.5.1. KEY check and error handling

If a non-forwarding server does not recognize the key used by the
client, the server MIST generate an error response with RCODE 9
(NOTAUTH) and TSI G ERROR 17 (BADKEY). This response MJST be unsi gned
as specified in [4.3]. The server SHOULD | og the error.

4.5.2. TIME check and error handling

If the server tinme is outside the tine interval specified by the
request (which is: Time Signed, plus/mnus Fudge), the server MJST
generate an error response with RCODE 9 (NOTAUTH) and TSI G ERROR 18
(BADTI ME). The server SHOULD al so cache the nost recent tine signed
val ue in a nessage generated by a key, and SHOULD return BADTIME i f a
nmessage received |ater has an earlier tinme signed value. A response
i ndi cating a BADTI ME error MJST be signed by the sane key as the
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request. It MJST include the client’s current tine in the tine
signed field, the server’s current time (a u_int48 t) in the other
data field, and 6 in the other data length field. This is done so
that the client can verify a nessage with a BADTIME error without the
verification failing due to another BADTIME error. The data signed
is specified in [4.3]. The server SHOULD |l og the error.

4.5.3. MAC check and error handling

If a TSIGfails to verify, the server MIJST generate an error response
as specified in [4.3] with RCODE 9 (NOTAUTH) and TSI G ERROR 16
(BADSIG. This response MUST be unsigned as specified in [4.3]. The
server SHOULD | og the error.

4.6. Cient processing of answer

When a client receives a response froma server and expects to see a
TSIG it first checks if the TSIGRR is present in the response.

O herwi se, the response is treated as having a format error and

di scarded. The client then extracts the TSIG adjusts the ARCOUNT,
and cal cul ates the keyed digest in the sanme way as the server. |If
the TSI G does not validate, that response MJUST be di scarded, unless
the RCODE is 9 (NOTAUTH), in which case the client SHOULD attenpt to
verify the response as if it were a TSIG Error response, as specified
in[4.3]. A nessage containing an unsigned TSIG record or a TSIG
record which fails verification SHOULD not be considered an
acceptabl e response; the client SHOULD | og an error and continue to
wait for a signed response until the request tines out.

4.6.1. Key error handling

If an RCODE on a response is 9 (NOTAUTH), and the response TSI G
validates, and the TSIG key is different fromthe key used on the
request, then this is a KEY error. The client MAY retry the request
usi ng the key specified by the server. This should never occur, as a
server MJST NOT sign a response with a different key than signed the
request .

4.6.2. Tinme error handling

If the response RCODE is 9 (NOTAUTH) and the TSIG ERROR is 18

(BADTI ME), or the current time does not fall in the range specified
inthe TSIGrecord, then this is a TIME error. This is an indication
that the client and server clocks are not synchronized. |In this case

the client SHOULD | og the event. DNS resolvers MJST NOT adjust any
clocks in the client based on BADTI ME errors, but the server’s tine
in the other data field SHOULD be | ogged.
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4.6.3. MAC error handling

If the response RCODE is 9 (NOTAUTH) and TSI G ERROR is 16 (BADSI G,
this is a MAC error, and client MAY retry the request with a new
request ID but it would be better to try a different shared key if
one is available. dient SHOULD keep track of how many MAC errors
are associated with each key. Cdients SHOULD log this event.

4.7. Special considerations for forwardi ng servers

A server acting as a forwarding server of a DNS nessage SHOULD check
for the existence of a TSIGrecord. |If the name on the TSIGis not
of a secret that the server shares with the originator the server
MUST forward t he message unchanged including the TSIG |If the nane
of the TSIGis of a key this server shares with the originator, it
MUST process the TSIG If the TSIG passes all checks, the forwarding
server MJST, if possible, include a TSIG of his own, to the
destination or the next forwarder. |f no transaction security is
available to the destination and the response has the AD flag (see

[ RFC2535]), the forwarder MJST unset the AD flag before adding the
TSIG to the answer.

Shared Secrets

5.1. Secret keys are very sensitive information and all avail able
steps should be taken to protect them on every host on which they are

stored. Generally such hosts need to be physically protected. |If
they are multi-user machines, great care should be taken that
unprivil eged users have no access to keying material. Resolvers

often run unprivil eged, which neans all users of a host would be able
to see whatever configuration data is used by the resol ver

5.2. A nane server usually runs privileged, which nmeans its
configuration data need not be visible to all users of the host. For
this reason, a host that inplenments transaction-based authentication
shoul d probably be configured with a "stub resolver" and a | oca
caching and forwardi ng nanme server. This presents a special problem
for [RFC2136] which otherw se depends on clients to comunicate only
with a zone's authoritative name servers.

5.3. Use of strong random shared secrets is essential to the security
of TSIG See [RFCL750] for a discussion of this issue. The secret
shoul d be at least as long as the keyed nessage digest, i.e. 16 bytes
for HVAC-MD5 or 20 bytes for HMAC- SHAL.

Vixie, et al. St andards Track [ Page 11]



RFC 2845 DNS TSI G May 2000

6 -

Security Considerations

6. 1. The approach specified here is conputationally much |ess
expensi ve than the signatures specified in [ RFC2535]. As long as the
shared secret key is not conpronised, strong authentication is
provided for the last hop froma |ocal nane server to the user

resol ver.

6.2. Secret keys should be changed periodically. |If the client host
has been conprom sed, the server should suspend the use of al

secrets known to that client. |f possible, secrets should be stored
in encrypted form Secrets should never be transmitted in the clear
over any network. This docunent does not address the issue on howto
distribute secrets. Secrets should never be shared by nore than two
entities.

6. 3. This nechani sm does not authenticate source data, only its
transm ssion between two parties who share sone secret. The origina
source data can cone froma conprom sed zone master or can be
corrupted during transit froman authentic zone naster to sone
"caching forwarder.” However, if the server is faithfully performng
the full [RFC2535] security checks, then only security checked data
will be available to the client.

6.4. A fudge value that is too large may | eave the server open to
replay attacks. A fudge value that is too small may cause failures
if machines are not time synchronized or there are unexpected network
del ays. The reconmended value in nost situation is 300 seconds.

| ANA Consi der ati ons

I ANA is expected to create and naintain a registry of al gorithm nanes
to be used as "Al gorithm Nanes" as defined in Section 2.3. The
initial value should be "HVAC- MD5. SI G ALG REG. I NT". Al gorithm nanes
are text strings encoded using the syntax of a dommin nane. There is
no structure required other than nanes for different algorithnms nust
be uni que when conpared as DNS nanes, i.e., conparison is case
insensitive. Note that the initial value nmentioned above is not a
domai n nane, and therefore need not be a registered nanme within the
DNS. New al gorithns are assigned using the | ETF Consensus policy
defined in RFC 2434. The al gorithm name HMAC- MD5. SI G ALG REG. | NT

| ooks like a FQDN for historical reasons; future algorithm nanes are
expected to be sinple (i.e., single-conponent) nanes.
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| ANA is expected to create and naintain a registry of "TSIG Error
val ues" to be used for "Error" values as defined in section 2. 3.

Initial values should be those defined in section 1.7. New TSIG
error codes for the TSIGerror field are assigned using the | ETF
Consensus policy defined in RFC 2434.
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10 Full Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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