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Abst r act

The ANSI T11.1 task force has standardized H PPl -6400 al so known as
G gabyte System Network (GSN), a physical -1evel, point-to-point,
full-duplex, link interface for reliable, flowcontrolled,

transm ssion of user data at 6400 Mit/s, per direction. A parallel
copper cable interface for distances of up to 40 mis specified in
Hl PPl - 6400-PH [1]. Connections to a |onger-distance optica
interface are standardi zed in H PPl -6400- CPT [ 3].

Hl PPI - 6400- PH [ 1] defines the encapsul ati on of | EEE 802.2 LLC PDUs
[10] and by inplication, IP on GSN. Another T11.1 standard descri bes
the operation of H PPlI-6400 physical sw tches H PPl-6400-SC [2].
T11.1 chose to | eave HI PPl -6400 networking issues |argely outside the
scope of their standards; this docunent specifies the use of H PPI-
6400 switches as I P local area networks. This document further
specifies a nethod for resolving I P addresses to Hl PPl -6400 hardware
addresses (HARP) and for emulating |IP broadcast in a logical IP
subnet (LIS) as a direct extension of HARP. Furthernore it is the
goal of this nmeno to define a IP and HARP that will allow
interoperability for H PPI-800 and HI PPl -6400 equi pnent both
broadcast and non-broadcast capabl e networks.
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1.

I nt roducti on

H PPl - 6400 is a duplex data channel that can transmt and receive
data sinmultaneously at nearly 6400 negabits per second. H PPI-6400
data transfers are segnented into mcropackets, each conposed of 32
data bytes and 8 control bytes. H PPI-6400 uses four nultiplexed
virtual channels. These virtual channels are allocated to contro
traffic, lowlatency traffic, and bulk traffic (see [1] for nore
details).

Using smal | packets and four virtual channels, large file transfers
cannot | ock out a host or switch port for interactive traffic.

Hl PPl - 6400 guarantees in order delivery of data. It also supports

i nk-1evel and end-to-end checksunm ng and credit-based flow control

Hl PPI - 6400- PH defines a 20-bit interface for copper cables operating
at 500 MBaud. This provides a user payload bandw dth of 6400 M/ s
(800, 000, 000 Bytes/sec) in each direction. [8]

Hl PPl - 6400- SC [2] defines two types of switches: bridging and non-
bridging. The bridging switches are required to support hardware
broadcast. Non-bridging switches are not required to support
broadcast. This neno allows for a coherent inplenentation of IP and
HARP wi th both types of switches.

G gabyte System Network(TM (GSN) is a marketing nane for H PPI-6400.
It is a trademark of the Hi gh Perfornmance Networking Forum ( HNF
http://ww. hnf.org) for use by its nenber conpani es that supply
products conplying to ANSI HI PPl -6400 standards.

Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC- 2119 [19].

2.1 d obal concepts used

In the follow ng discussion, the terns "requester” and "target" are
used to identify the port initiating the address resol ution request
and the port whose address it w shes to discover, respectively. This
docunent will use HI PPI-800 and H PPl -6400 when referring to concepts
that apply to one or the other technology. The termH PPl will be
used when referring to both technol ogi es.

Val ues are decimal unless otherw se noted. Formatting follows | EEE
802. 1A canoni cal bit order and HI PPl -6400-PH bit and byte ordering.

Pittet St andards Track [ Page 3]



RFC 2835 | P and ARP over H PPI-6400 (GSN) May 2000

2.2 dossary
Br oadcast
A distribution node which transmits a nmessage to all ports. The
sending port is part of "all" and will therefore al so receive a copy
of the sent nessage.

Cl assi cal / Conventi onal

Both terns are used with respect to networks, including Ethernet,
FDDI, and other 802 LAN types, as distinct fromH PPl -SC LANs.

Destinati on
The H PPl port that receives data froma H PPl Source.
HARP

HARP (HI PPl Address Resol ution Protocol describes the whole set of
Hl PPl - 6400 address resol ution encodings and al gorithns defined in
this meno. HARP is a conbi nation and adaptation of the Internet
Address Resol ution Protocol (ARP) RFC-826 [14] and Inverse ARP
(I'nARP) [5] (see section 5). HARP al so describes the H PPl (800 and
6400) specific version of ARP (i.e. the protocol and the H PPI

speci fic encodi ng).

HARP t abl e

Each host has a HARP table which contains the | P to hardware address
mappi ng of | P menbers.

HRAL

The HARP Request Address List. A list of ULAs to which HARP nessages
are sent when resolving nanes to addresses (see section 3.2).

Har dware (HW address

The hardware address of a port; it consists of an ULA (see section
4.2). Note: the termport as used in this docunent refers to a H PPI
port and is roughly equivalent to the term"interface" as comonly
used in other |P docunents.

Host

An entity, usually a conputer system that nmay have one or nore Hl PPl
ports and which nmay serve as a client or a HARP server.
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3.

Por t

An entity consisting of one H PPl Source/Destination dual sinplex
pair that is connected by parallel or serial HPPI to a H PPlI-SC
switch and that transmits and receives | P datagrans. A port nmay be
an Internet host, bridge, router, or gateway.

Pl BES

The Protocol for Internet Broadcast Enul ation Server (see section 7).
Sour ce

The H PPl port that generates data to send to a H PPl Destination

Uni versal LAN MAC Address (ULA)

A 48-bit globally unique address, administered by the | EEE, assigned
to each port on an Ethernet, FDDI, 802 network, or H PPlI-SC LAN

I P Subnet wor k Confi guration

3.1 Background

ARP (address resolution protocol) as defined in [14] was neant to
work on the 'local’ cable. This definition gives the ARP protocol a
| ocal logical IP subnet (LIS) scope. In the LIS scenario, each
separate admi nistrative entity configures its hosts and routers
within the LIS. Each LIS operates and conmnuni cates i ndependently of
other LIS s on the same Hl PPl -6400 networKk.

HARP has LIS scope only and serves all ports in the LIS.

Conmuni cation to ports |ocated outside of the local LIS is usually
provided via an IP router. This router is a H PPl-6400 port attached
to the H PPl -6400 network that is configured as a nenber of one or
more LIS s. This configuration MAY result in a nunber of disjoint

LI S's operating over the same H PPl -6400 network. Using this nodel,
ports of different |IP subnets SHOULD comruni cate via an internediate
I P router even though it may be possible to open a direct H PPI-6400
connection between the two | P nenbers over the H PPl-6400 network
This is an consequence of using I P and choosing to have nultiple
LIS s on the same HI PPl -6400 fabric.

By default, the HARP nethod detailed in section 5 and the classica
LI S routing nodel MJUST be available to any I P nenber client in the
LI S.
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3.2 H PPl LIS Requirenents

The requirenent for |IP menbers (hosts, routers) operating in a
Hl PPl - 6400 LIS configuration is:

o Al nenbers of the LIS SHALL have the sane | P network/subnet
address and address mask [4].

The following list identifies the set of H PPI-6400-specific
paraneters that MJST be inplenented in each I P station connected to
t he HI PPl -6400 network:

o H PPl -6400 Har dwar e Address:

The H PPI - 6400 hardware address (a ULA) of an individual IP
endpoint (i.e. a network adapter within a host) MJST be unique in
the LIS

0 HARP Request Address List (HRAL):

The HRAL is an ordered list of two or nore addresses identifying the
address resolution service(s). Al HARP clients MJST be configured

identically, i.e. all ports MJST have the same addresses(es) in the

HRAL.

The HRAL MUST contain at |east two H PPl HwW addresses identifying the
i ndi vi dual HARP service(s) that have authoritative responsibility for
resol ving HARP requests of all IP nmenbers |located within the LIS. By
default the first address MJUST be the reserved address for broadcast,
i .e. FF:FF:FF: FF: FF: FF

The second address MJUST be the standard HW address for the HARP
server 00:10: 3B: FF: FF: EO.

Therefore, the HRAL entries are sorted in the foll owi ng order

1st . broadcast address (FF: FF: FF: FF: FF: FF) REQUI RED
2nd : official HARP server address (00:10: 3B: FF: FF: EO) REQUI RED
3rd & on: any additional HARP server addresses wll be OPTI ONAL

sorted in decreasing order.

Manual configuration of the addresses and address lists presented in
this section is inplenentation dependent and beyond the scope of this
meno. However, prior to use by any service or operation detailed in
this meno, clients MJUST have HRAL address(es) configured as
appropriate for their LIS.
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4. Internet Protocol
4.1 Packet format

The H PPl -6400 packet format for Internet datagrans [15] shall
conformto the H PPI-6400-PH standard [1]. The length of a HI PPI-
6400- PH packet, including headers and trailing fill, shall be a
multiple of 32 bytes as required by H PPI-6400- PH.

Al'l I P Datagrans shall be carried on H PPl -6400-PH Virtual Channel 1
(VCl1). Since H PPI-6400-PH has a 32-byte granularity, |P Datagrans
MUST be padded to a 32-byte granularity prior to sending. Added
padding is transparent to IP and is not reflected in the length field
of the I P header.
D ULA Destination ULA SHALL be the ULA of the destination port.
S ULA  Source ULA SHALL be the ULA of the requesting port.
M | en Set to the | EEE 802 packet (e.g. | P or HARP message)
length + 8 Bytes to account for the LLC/ SNAP header | ength.
The HI PPl -6400-PH [1] | ength parameter shall not include
t he pad.
4.1.1 | EEE 802.2 LLC
The | EEE 802.2 LLC Header SHALL begin in the first byte after Ml en.

The LLC val ues (in hexadeci mal and decinmal) SHALL be

SSAP OxAA 170 (8 bits)
DSAP OxAA 170 (8 bits)
CTL 0x03 3 (8 bits)

for a total length of 3 bytes. The 0x03 CTL val ue indicates the
presence of a SNAP header.

4.1.2 SNAP

The QUI value for Organization Code SHALL be 0x00-00-00 (3 bytes)
indicating that the followi ng two-bytes is an Ethertype.

The Ethertype value SHALL be set as defined in Assigned Nunbers [18]:

I P 0x0800 2048 (16 bits)
HARP = ARP = 0x0806 2054 (16 bits)

The total size of the LLC/ SNAP header is fixed at 8 bytes.
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4.1.3 H PPI-6400 802 Packet di agrans

The foll owi ng di agram shows a H PPl - 6400 nmessage carrying | EEE 802

dat a.

| 31 | 23 | 15 | 7 0|

I I I I I I I
0| I

| D ULA e e +  H PPl - 6400
1] I

b e + S ULA | MAC
2 | I

R e e + header
3| M | en |

R I R I R I R I + - - - - -
4| DSAP |  SSAP | Ctl | Og | | EEE 802

R R R R + LLC/ SNAP
5 Og | Og | Et hertype | header

B oo sl oo ool Lo
6 | Msg byte 0 | Msg byte 1 | Mg byte 2 | L | | EEE 802

R R R R R E R R + Dat a

Generic 802.1 data packet di agram

The foll owi ng di agram shows an | P datagram of length n with the FILL
bytes ( value: 0x0 ). "<><>" indicates the m cropacket separation. A
Hl PPl - 6400- PH [ 1] m cropacket is 32 bytes | ong.

Al 1P (v4) [15] packets will always span two or nore micropackets.

The first micropacket has a TYPE = header. The second and any further
m cropackets have a TYPE = Data (see [1]).
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| 31 | 23 | 15 | 7 0l
R R R R R
0| |
| D ULA e +  H PPI - 6400
1] I
b e + S ULA | MAC
2 | I
R e e R + header
3 M | en |
I i I i I i I i + - -
4 | AA | AA | 03 | 00 | | EEE 802
S S S S + LLC/ SNAP
5 00 | 00 | Ethertype = 0x0800=2048 | header
[ el el oo s s b
6 | VER | HLEN | TGS | Total Length |
+----- +------ I i +----- i I I S +
7 | I D | FLG | Frag O fset |
LRl Ol Ol el @l el il el el e lelel IO lelel el e lel Lol el el el i@l | | Pv4 Header
8 | TTL | PROTO | Header Checksum |
R R I T +
9 | Source | P Address |
B i T T +
10 | Destination | P Address |
T T T +
11 | . |
B i R e +
| | byte (n-2) | byte (n-1) | FI LL |
I i I i I i I i +
| FI LL |  FILL |  FILL | FI LL |
I I I I +
M 1] FI LL |  FILL |  FILL | FI LL |

FIEIEIEIOIEGHIE IS IS IS HIS SIS IEIEISHIS IS+
| P v4 data packet di agram

As shown in above figure the first eight bytes of the | P Datagram
occupy the | ast eight bytes of the H PPI-6400-PH [ 1] Header
m cropacket .

4.2 HI PPl -6400 Hardware address: Universal LAN MAC address (ULA)

Hl PPI - 6400 uses Universal LAN MAC Addresses specified in | EEE

St andard 802. 1A [10] or a subset as defined in H PPlI-6400-SC [2].

The gl obal ly uni que part of the 48 bit space is adninistered by the

| EEE. Each port on a H PPl -6400- SC LAN MUST be assignhed a ULA.
Multiple ULAs may be used if a node contains nore than one | EEE 802. 2
LLC protocol entity.
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This menmo assunes the use of "Logical Addressing" as described in
Annex A.2 of H PPI-6400-SC 2].

The format of the address within its 48 bit H PPl -6400-PH fiel ds
foll ows | EEE 802. 1A canonical bit order and H PPl -6400-PH bit and
byt e order:

31 23 15 7 0
T T T T +
| ULA byte 0 |L| G ULA byte 1 | ULA byte 2 | ULA byte 3 |
oo oo oo oo +
| ULA byte 4 | ULA byte 5 | (not used for ULA) |
oo oo oo oo +

Uni ver sal LAN MAC Addr ess For nat

L (UL bit 1 for Locally adm ni stered addresses, 0 for Universal.
G(l/Ghbit 1 for Group addresses, 0 for Individual.

4.3 Maxi mum Transm ssion Unit - MU

Maxi mum Transmi ssion Unit (MIU) is defined as the maxi mum | ength of
the | P packet, including |IP header, but not including any overhead
below I P, i.e., H PPlI-6400 MAC header and | EEE 802 LLC/ SNAP header.
Conventional LANs have MIU sizes determ ned by physical |ayer
specification. MIUs may be required sinply because the chosen medi um
won't work with | arger packets, or they may serve to limt the anmount
of tinme a node nust wait for an opportunity to send a packet.

H PPl -6400-PH [1] limts packets to about 4 gi gabytes (on VC 3) which
i mposes no practical linmt for networking purposes. H PPl-6400-PH VC
1, which was chosen for IP and ARP traffic, limts nmessages to about

128 Kbytes which is still larger than the H PPI-800 MIU [17].

The MIU for H PPl -6400 LANs SHALL be 65280 (decinmal) bytes.
This value is backwards conpatible with H PPI-800. It allows the IP
packet to fit in one 64K byte buffer with up to 256 bytes of

overhead. The IP v4 overhead is 24 bytes for H PPlI-6400 and 40 bytes
for H PPI-800.
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For HI PPl -6400 the byte accounting is:

HI PPI - 6400- PH Header 16 bytes
| EEE 802. 2 LLC/ SNAP Headers 8 bytes
Maxi mum | P packet size (MrU) 65280 bytes
Unused expansi on room 232 bytes
Tot al 65536 bytes (64K)

In contrast, the H PPI-800 accounting is:

HI PPI - 800- FP Header 8 bytes
HI PPI - 800- LE Header 24 bytes
| EEE 802. 2 LLC/ SNAP Headers 8 bytes
Unused expansi on room 216 bytes

Maxi mum | P packet size (MIU) 65280 bytes

Tot al 65536 bytes (64K)
5. H PPl Address Resolution Protocol - HARP

Address resolution within the H PPl -6400 LIS SHALL rmake use of the
H PPl Address Resol ution Protocol (HARP) and the Inverse H PP
Address Resol ution Protocol (InHARP). HARP provi des the sane
functionality as the Internet Address Resol ution Protocol (ARP)

HARP i s based on ARP which is defined in RFC-826 [14] except the

HI PPI - 6400 specific packet format. Knowi ng the Internet address,
conventional networks use ARP to discover another node’s hardware
address. HARP presented in this section further specifies the

combi nation of the original protocol definitions to forma coherent
address resolution service that is independent of the hardware’s
broadcast capability. [1nHARP is the same protocol as the origina

I nverse ARP (1 nARP) protocol presented in [5] except the H PPI-6400
specific packet format. Knowing its hardware address, |InARP is used
to discover the other party’'s Internet address.

This menmo further REQUI RES the PIBES (see section 7) extension to the
HARP prot ocol, guaranteei ng broadcast service to upper |ayer
protocols like IP

I nternet addresses are assigned i ndependent of ULAs. Before using
HARP, each node MJST know its IP and its HWaddresses. The ULA is
optional but is RECOMVENDED if interoperability with conventiona
networ ks is desired.
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If all switches in the LIS support broadcast, then the source address
inthe reply will be the target’s source address. |If all switches in
the LIS do not support broadcast, then a HARP server MJST be used to
provi de the address resol ution service, and the source address in the
reply will be the HARP server’s source address.

5.1 HARP Al gorithm

This section defines the behavior and requirenents for HARP

i npl ement ati ons on both broadcast and non-broadcast capabl e Hl PPI -
6400- SC networks. HARP creates a table in each port which maps renote
ports’ | P addresses to ULAs, so that when an application requests a
connection to a renote port by its I P address, the renote ULA can be
determ ned, a correct H PPl -6400-PH header can be built, and a
connection to the port can be established using the ULA

HARP is a two phase protocol. The first phase is the registration
phase and t he second phase is the operational phase. In the

regi stration phase the port detects if it is connected to broadcast
hardware or not. The InHARP protocol is used in the registration
phase. In case of non-broadcast capabl e hardware, the | nHARP
Protocol will register and establish a table entry with the server
The operational phase works much |ike conventional ARP with the
exception of the nessage fornmat.

5.1.1 Selecting the authoritative HARP service

Wthin the HPPI LIS there SHALL be an authoritative HARP service.
To select the authoritative HARP service, each port needs to
determine if it is connected to a broadcast network. At each point in
time there is only one authoritative HARP servi ce.

The port SHALL send an | nHARP_REQUEST to the first address in the
HRAL (FF: FF: FF: FF. FF: FF). If the port sees its own | nHARP_REQUEST,
then it is connected to a broadcast capable network. In this case,
the rest of the HRAL is ignored and the authoritative HARP service is
the broadcast entry.

If the port is connected to a non-broadcast capable network, then the
port SHALL send the InHARP_REQUEST to all of the remaining entries in
the HRAL. Every address which sends an InHARP_REPLY is considered to
be a responsive HARP server. The authoritative HARP service SHALL be
the HARP server which appears first in the HRAL.

The order of addresses in the HRAL is only inportant for deciding
whi ch address will be the authoritative one. On a non-broadcast
network, the port is REQU RED to keep "registered" with all HARP
server addresses in the HRAL (NOTE: not the broadcast address since
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it is not a HARP server address). If for instance the authoritative
HARP service is non-responsive, then the port will consider the next
address in the HRAL as a candidate for the authoritative address and
send an | nHARP_REQUEST.

The authoritative HARP server SHOULD be consi dered non-responsive
when it has failed to reply to: (1) one or nmore registration requests
by the client (see section 5.1.2 and 5.2), (2) any two HARP_REQUESTs
in the last 120 seconds or (3) if an external agent has detected
failure of the authoritative HARP server. The details of such an
external agent and its interaction with the HARP client are beyond
the scope of this docunment. Should an authoritative HARP server
becone non-responsive, then the registration process SHOULD be
restarted. Alternative nethods for choosing an authoritative HARP
service are not prohibited.

5.1.2 HARP registration phase

HARP clients SHALL initiate the registration phase by sending an

| NHARP_REQUEST nessage using the HRAL addresses in order. The client
SHALL term nate the registration phase and transition into the
operational phase, when either: (1) it receives its own

| NHARP_REQUEST, or (2) when it receives an | nHARP_REPLY from at | east
one of the HARP servers and it has determnmined the authoritative HARP
service as described in 5.1.1

VWhen ports are initiated they send an | nHARP_REQUEST to the
authoritati ve HRAL address. The first address to be tried will be the
br oadcast address "FF: FF: FF: FF: FF: FF'. There are two out cones:

1. The port sees its own | nHARP_REQUEST: then the port is connected
to a broadcast capable network. The first address becomnes, and
remai ns, the authoritative address for the HARP service.

2. The port does not receive its | nHARP_REQUEST: then the port is
connected to a non-broadcast capabl e network.

The port SHALL choose the next address in the HRAL as a candi date
for a HARP server and send an | nHARP_REQUEST to that address:
(00: 10: 3B: FF: FF: EO) .

The port SHALL continue to retry each non-broadcast HARP server
address in the HRAL at | east once every 5 seconds until one of the
following termnation criteria are met for each address.

a. If the port receives its own nessage, then the port itself is

the HARP server and the port is REQU RED to provi de broadcast
services using the PlIBES (see section 7).
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b. If the port receives an InHARP_REPLY, then it is a HARP client
and not a HARP server. In both cases, the current candi date
addr ess becones the authoritative HARP servi ce address.

INnHARP is an application of the InARP protocol for a purpose not
originally intended. The purpose is to acconplish registration of
port | P address mappings with a HARP server if one exists or detect
har dwar e broadcast capability.

If the H PPI-6400-SC LAN supports broadcast, then the client will see
its own | nHARP_REQUEST nessage and SHALL conplete the registration
phase. The client SHOULD further note that it is connected to a

br oadcast capabl e network and use this information for aging the HARP
server entry and for |IP broadcast enul ation as specified in sections
5.4 and 5.6 respectively.

If the client doesn't see its own I nHARP_REQUEST it SHALL await an

| NHARP_REPLY before conpleting the registration phase. This will also
provide the client with the protocol address by which the HARP server
is addressable. This will be the case when the client happens to be
connected to a non-broadcast capabl e H PPI-6400- SC net wor k.

5.1.3 HARP operational phase

Once a HARP client has conpleted its registration phase it enters the
operational phase. In this phase of the protocol, the HARP client
SHALL gain and refresh its own HARP table information about other IP
menbers by sending of HARP_REQUESTs to the authoritative address in
the HRAL and by receiving of HARP_REPLYs. The client is fully
operational during the operational phase.

In the operational phase, the client’s behavior for requesting HARP
resolution is the sane for broadcast or non-broadcast H PPl -6400-SC
swi t ched net wor ks.

The target of an address resol ution request updates its address
mappi ng tables with any new infornmation it can find in the request.

If it is the target port it SHALL formul ate and send a reply message.
A port is the target of an address resolution request if at |east ONE
of the following statenents is true of the request:

1. The port’'s IP address is in the target protocol address field
(ar$tpa) of the HARP nessage.

2. The port’s ULA, is in the ULA part of the Target Hardware Address
field (ar$tha) of the nessage.

3. The port is a HARP server
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NOTE: It is REQU RED to have a HARP server run on a port that has a
non-zero ULA

5.2 HARP dient Qperational Requirenents

The HARP client is responsible for contacting the HARP server(s) to
have its own HARP information registered and to gain and refresh its
own HARP entry/informati on about other |IP nmenbers. This neans, as
not ed above, that HARP clients MJST be configured with the hardware
address of the HARP server(s) in the HRAL.

HARP clients MJST:

1. Wen an interface is enabled (e.g. "ifconfig <interface> up" with
an | P address) or assigned the first or an additional |IP address
(i.e. an IP alias), the client SHALL initiate the registration
phase.

2. In the operational phase the client MJST respond to HARP_REQUEST
and | nHARP_REQUEST nessages if it is the target port. |If an
interface has multiple I P addresses (e.g., |P aliases) then the
client MJUST cycle through all the |IP addresses and generate an
I nHARP_REPLY for each such address. In that case an | nHARP_REQUEST
will have multiple replies. (Refer to Section 7, "Protocol
Qperation” in RFC- 1293 [5].)

3. React to address resolution reply nessages appropriately to build
or refresh its owm client HARP table entries. Al solicited and
unsolicited HARP_REPLYs fromthe authoritative HARP server SHALL
be used to update and refresh its own client HARP table entries.

Expl anation: This allows the HARP server to update the clients
when one of server’s mappi ngs change, simlar to what is
acconpl i shed on Ethernet with gratuitous ARP

4. Cenerate and transmit | nHARP_REQUEST nessages as needed and
process | nHARP_REPLY nessages appropriately (see section 5.1.3 and
5.6). Al InHARP_REPLY nessages SHALL be used to build/refresh its
client HARP table entries. (Refer to Section 7, "Protoco
Qperation” in [5].)

If the registration phase showed that the hardware does not support
broadcast, then the client MJST refresh its own entry for the HARP
server, created during the registration phase, at |east once every 15
m nutes. This can be acconplished either through the exchange of a
HARP request/reply with the HARP server or by repeating step 1. To
decrease the redundant network traffic, this timeout SHOULD be reset
after each HARP_REQUEST/ HARP_REPLY exchange
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Expl anati on: The HARP_REQUEST shows the HARP server that the client
is still alive. Receiving a HARP_REPLY indicates to the client that
the server nust have seen the HARP_REQUEST.

If the registration phase showed that the underlying network supports
broadcast, then the refresh sequence is NOT REQUI RED.

5.3 Recei ving Unknown HARP Messages

If a HARP client receives a HARP nessage with an operation code
(ar$op) that it does not support, it MJIST gracefully discard the
message and continue nornmal operation. A HARP client is NOT REQU RED
to return any nessage to the sender of the undefined nessage.

5.4 HARP Server QOperational Requirenents

A HARP server MJST accept HI PPl -6400 connections from other HI PPI-
6400 ports. The HARP server expects an | nHARP_REQUEST as the first
message fromthe client. A server examnes the |IP address, the

har dwar e address of the | nHARP_REQUEST and adds or updates its HARP
table entry <IP address(es), ULA> as well as the time stanp.

A HARP server replies to HARP_REQUESTs and | nHARP_REQUESTs based on
the information which it has in its table. The HARP server replies
SHALL contain the hardware type and corresponding format of the
request (see also sec. 6).

The foll owi ng table shows all possible source address conbi nati ons on
an i ncom ng nessage and the actions to be taken. "linked" indicates
that an existing "IP entry" is linked to a "hardware entry". It is
possible to have an existing "IP entry" and to have an existing
"hardware entry" but neither is linked to the other.

TR TS R o e e e e m oo oo +
| # | IPentry | HWentry | nisc | Acti on |
e S S oo +
| 1| exists | exists | linked | * |
| 2| wexists | exists | not linked | *, a, b, e, f |
| 3| exists | new | not linked | *, a, b, d, e, f |
| 4| new | exists | not linked | *, c, e, f
| 5| new | new | not linked | *, c, d, e, f
e S S oo +
Act i ons:
*: update timeout val ue
a: break the existing IP -> hardware (HW -old |ink
b: delete HNold) -> IP link and decrenent HWol d) refcount,

if refcount = 0, delete HWol d)
c: create new IP entry
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d: create new HWentry
e: add new [P -> HWIink to IP entry
f: add new HW-> IP link to HWentry

Exanmpl es of when this could happen (Nunbers match lines in above
tabl e):

1:

Pittet

suppl enent al nessage
Just update tiner.
move an | P alias to an existing interface

If the | P source address of the I nHARP_REQUEST duplicates a table
entry I P address (e.g. |IPa <-> HW4) and the | nHARP_REQUEST

har dwar e source address matches a hardware address entry (e. g.
HW <-> IPb), but they are not |inked together, then

- HWA entry needs to have its reference to the current |Pa
addr ess renpved.

- HW needs to have a new reference to | Pa added

- | Pa needs to be linked to HW

The result will be a table with: IPb <-> HM <-> IPb If IPb was
the only I P address referred to by the HW entry, then delete the
HW entry.

move | P address to a new interface

If the | nHARP_REQUEST requester’s | P source address duplicates a
table entry I P address and t he | nHARP_REQUEST har dware source
address does not match the table entry hardware address, then a
new HWentry SHALL be created. The requestor’s | P address SHALL be
moved fromthe original HWentry to the new one (see above).

add IP alias to table

If the | nHARP_REQUEST requester’s hardware source address
duplicates a hardware source address entry, but there is no IP
entry matching the received I P address, then the I P address SHALL
be added to the hardware entries previous |IP address(es). (E. g.
adding an IP alias).

fresh entry, add it

St andard case, create both entries and link them
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A server MUST update the HARP table entry’'s tinmeout for each
HARP_REQUEST. Explanation: if the client is sending HARP requests to
the server, then the server should note that the client is stil
"alive" by updating the tinmeout on the client’s HARP table entry.

A HARP server SHOULD use the PIBES (see sect. 7) to send out
HARP_REPLYs to all hardware addresses in its table when the HARP
server tabl e changes mappings. This feature decreases the tinme of
stale entries in the clients.

If there are nultiple addresses in the HRAL, then a server needs to
act as a client to the other servers.

5.5 HARP and Permanent ARP Table Entries

An | P station MJST have a nechanism (e.g. manual configuration) for
determ ni ng what permanent entries it has. The details of the
mechani sm are beyond the scope of this nmenpb. The permanent entries
allow interoperability with | egacy H PPl adapters which do not yet

i mpl ement dynam ¢ HARP and use a table based static ARP. Permanent
entries are not aged.

The HARP server SHOULD use the static entries to resolve incom ng
HARP_REQUESTs fromthe clients. This feature elimnates the need for
mai ntai ning a static HARP table on the client ports.

5.6 HARP Tabl e Agi ng

HARP t abl e agi ng MJUST be supported since | P addresses, especially IP
aliases and also interfaces (with their ULA), are likely to nove.
When so doing the mapping in the clients own HARP tabl e/ cache becones
invalid and stale.

0o Wien a client’s HARP table entry ages beyond 15 minutes, a HARP
client MJUST invalidate the table entry.

0 When a server’s HARP table entry ages beyond 20 m nutes, the HARP
server MJST delete the table entry.

NOTE: the client SHOULD revalidate a HARP table entry before it ages,
thus restarting the aging tinme when the table entry is successfully
revalidated. The client MAY continue sending traffic to the port
referred to by this entry while revalidation is in progress, as |ong
as the table entry has not aged. The client MJST revalidate the
invalidated entry prior to transmtting any non-address resol ution
traffic to the port referred to by this entry.
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The client revalidates the entry by querying the HARP server. |If a
valid reply is received (e.g. HARP_REPLY), the entry is updated. |If
the address resolution service cannot resolve the entry (e.g.
HARP_NAK, "host not found"), the associated table entry is renoved.
If the address resolution service is not available (i.e. "server
failure") the client MIST attenpt to revalidate the entry by
transmtting an | nHARP_REQUEST to the hardware address of the entry
in question and updating the entry on receipt of an InHARP_REPLY. I|f
the 1 nHARP_REQUEST attenpt fails to return an | nHARP_REPLY, the
associated table entry is renoved

6. HARP Message Encodi ng

The HARP nessage is another type of | EEE 802 payl oad as described in
section 4.1.3 above. The H PPl -6400 HARP SHALL support two packet
formats, both the generic Ethernet ARP packet and the HI PPl -800 HARP
packet format defined in [13]. HARP nessages SHALL be transmitted
with a hardware type code of 28 on non-broadcast capabl e hardware or
1 in either case.

The ar$hrd field SHALL be used to differentiate between the two
packet formats. The reply SHALL be in the format of the request.

6.1 Ceneric | EEE 802 ARP Message Format

This is the ARP packet format used by conventional |EEE 802 networks
(i.e. Ethernet, etc). The packet format is described in RFC 826 [ 14]
and is given here only for conpl eteness purpose.

ar$hrd 16 bits Hardware type

ar$pro 16 bits Protocol type of the protocol fields bel ow
ar $hl n 8 bits byte length of each hardware address

ar$pl n 8 bits byte length of each protocol address

ar$op 16 bits opcode (ares_op$REQUEST | ares_op$REPLY)
ar$sha 48 bits Hardware address of sender of this packet
ar$spa 32 bits Protocol address of sender of this packet
ar$tha 48 bits Hardware address of target of this

ar$tpa 32 bits Protocol address of target.

Wher e:
ar$hrd - SHALL contain 1. (Ethernet)

ar$pro - SHALL contain the IP protocol code 2048 (decinal).
ar$hln - SHALL contain 6.

ar$pln - SHALL contain 4.
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ar $op

ar $r pa

ar $sha

ar $spa

ar $t ha

ar $t pa

Pittet
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SHALL contain the operational value (decimal):
1 for HARP_REQUESTSs

2 for HARP_REPLYs

8 for | nHARP_REQUESTS

9 for |InHARP_REPLYs

10 for  HARP_NAK

in requests and NAKs it SHALL contain the requester’s IP
address if known, otherw se zero.

In other replies it SHALL contain the target

port’s | P address.

in requests and NAKs it SHALL contain the requester’s ULA
In replies it SHALL contain the target port’s ULA

in requests and NAKs it SHALL contain the requester’'s IP
address if known, otherw se zero.

In other replies it SHALL contain the target

port’s | P address.

in requests and NAKs it SHALL contain the target’s ULA
i f known, otherw se zero.
In other replies it SHALL contain the requester’s ULA

in requests and NAKs it SHALL contain the
target’s I P address if known, otherw se zero.

In other replies it SHALL contain the requester’s
| P address.
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| 31 | 23 | 15 | 7 0
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - Fomm - -
0|
| D_ULA R +Hl PP
1| | 6400
e + S ULA | MAC
2 | | hdr
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +
3 M | en |
S S S S +-----
4 | AA | AA | 03 | 00 | I EEE
o o o o +802
5 | 00 | 00 | Ethertype = 0x0800 = 2048 |LLCU
Fomm e oo - Fom e e e oo o e e e e e e e meme oo +SNAP
6 | hrd (1) | pro (2048) |
S S S S +
7| hin (6) | phl (4) | op (ar$op) |
LSl Ol Sl Ol @l @l @ lE Pl l e lel el el lel 1Ol el el el el el ell P lel el el l el le L |
8 | Source Hardware Address 0 - 3 |
o e e e e e e e meme oo o e e e e e e e meme oo +
9 | Source ULA bytes 4 - 5 | Source I P Address bytes 0 - 1 |
o mm e e e e e e a— oo oo o mm e e e e e e a— oo oo +
10 | Source |P Address bytes 2 - 3 | Target ULA bytes 0 - 1 |
o m e e e e e e aaao o o m e e e e e e aaao o +
11 | Target Hardware Address (ULA) bytes 2 - 5 |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +
12 | Target | P Address |
S S S S +
13 | FILL | FILL | FILL | FILL |
o o o o +
14 | FI LL | FI LL | FI LL | FI LL |

FEIEIBIEIS SIS HIS IS IS IS ISKHEIIS IS IS HISIEISISISIBI>L+

6.2 H PARP Message Formats

The HARP protocols further SHALL support the H PARP hardware type
(ar$hrd) = 28 (dec) [18], protocol type (ar$pro), and operation code

(ar$op) data formats
addi ti on, HARP makes
i ntroduced with [11].
(defined in [13]) is
defined in [ 14,7, 10]
inthe first "IP and

The HARP nessage has
and val ues:

Pittet

as the ARP, and InARP protocols [14,7]. In

use of an additional operation code for ARP_NAK
The remai nder of the H PARP nessage format
different than the ARP/ I nARP nessage fornat

and it is also different fromthe format defined

ARP on HI PPI" RFC-1374 [16].

several fields that have the foll ow ng fornmat
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Data sizes and field meaning:

ar $hrd
ar $pro
ar $op

ar$pln
ar $rhl
ar $t hl
ar $r pa
ar $t pa
ar $r ha
ar $t ha

Where :
ar $hrd

ar$pro

ar $op

ar$pl n

ar$rin

ar $t hi

ar $r ha

ar $r pa

ar $t ha

Pittet

16
16
16

8

8

8
32
32
gb
xb

bits Hardware type
bits Protocol type of the protocol fields bel ow
bits Operation code (request, reply, or NAK)
bits byte length of each protocol address
bits requester’s H PPl hardware address |length (Qq)
bits target’'s H PPl hardware address |length (x)
bits requester’s protocol address
bits target’s protocol address

ytes requester’s H PPl Hardware address

ytes target’s H PPl Hardware address

SHALL contain 28. (H PARP)
SHALL contain the I P protocol code 2048 (decinal).

SHALL contain the operational value (decimal):
1 for HARP_REQUESTSs

2 for HARP_REPLYs

8 for | nHARP_REQUESTSs

9 for |InHARP_REPLYs

10 for HARP_NAK

SHALL contain 4.

SHALL contain 10 IF this is a H PPI-800 HW addr ess
ELSE, for H PPI-6400, it SHALL contain 6.

SHALL contain 10 IF this is a H PPl -800 HW addr ess
ELSE, for H PPI-6400, it SHALL contain 6.

in requests and NAKs it SHALL contain the requester’s
HW addr ess.
In replies it SHALL contain the target port’s HW address.

in requests and NAKs it SHALL contain the requester’s IP
address if known, otherw se zero.

In other replies it SHALL contain the target

port’s | P address.

in requests and NAKs it SHALL contain the target’s
HW address if known, otherw se zero.

In other replies it SHALL contain the requester’s
HW addr ess.
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ar$tpa - in requests and NAKs it SHALL contain the
target’s I P address if known, otherw se zero.
In other replies it SHALL contain the requester’s
| P address.

Payl oad Format for HARP/ I nHARP PDUs:

| 31 | 23 | 15 | 7 0
T T T T +--m - -
0 |
| D_ULA L R +H PPI
1] | 6400
e + S ULA | MAC
2 | | hdr
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
3| M| en |
S I S e S e
4 | AA | AA | 03 | 00 | I EEE
I IRy I IRy I IRy I IRy +802
5| 00 | 00 | Ethertype = 0x0800 = 2048 |LLCU
R o e e e e oo oo o e e e e e e e e e e aa o - +SNAP
6 | hrd (28) | pro (2048) |
S I e S I e +
7| op (ar$op) I pin (6) | shl (q) I
FLSSISISISISISCHD IS ISIS SIS SIS HIS SIS IS IS SIS <CHS IS SIS S>>+
8 | thl (x) | Source | P Address upper (24 bits) |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
9| Src. IP |lower | Target | P Address upper (24 hits) |
S I e +
10 | Tgt. IP lower | Sour ce HW Address bytes 0 - 2 |
IRy T T TRy S RIS +
11 | Source HW Address bytes 3 - ¢ | Tgt HWbyte O
oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o T +
12 | Target Hardware Address bytes 1 - 4 |
S I . +
13 | Tgt HWbyte 5-x]|
TRy +

HARP - | nHARP Message
6. 2.1 Exanpl e Message encodi ngs:
Assunme for the follow ng exanple that the HARP server is in the

HI PPl - 6400 side and the clients, X and Y are on the H PPI-800 side of
t he non- broadcast capabl e networKk.
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HARP_REQUEST nessage

HARP ar$op = 1 (HARP_REQUEST)
HARP ar$rpa = |IPy HARP ar$tpa = IPx
HARP ar$rha = SW ULAy HARP ar$tha = **
** js what we would like to find out
HARP_REPLY nessage f or mat
HARP ar$op = 2 (HARP_REPLY)
HARP ar$rpa = IPx HARP ar$tpa = |IPy
HARP ar$rha = SW ULAx * HARP ar$tha = SW ULAy
* answer we were |ooking for
| NHARP_REQUEST nessage for nat
HARP ar $op = 8 (1 nHARP_REQUEST)
HARP ar$rpa = IPy HARP ar$tpa = 0 **
HARP ar $r ha = SW ULAy HARP ar $t ha = SW ULAX
** js what we would like to find out
| NHARP_REPLY message f or mat
HARP ar $op = 9 (1 nHARP_REPLY)
HARP ar$rpa = IPx * HARP ar$tpa =
HARP ar $r ha = SW ULAX HARP ar $t ha = SW ULAy

* answer we were | ooking for
6. 2. 2 HARP_NAK nessage for nat

The HARP_NAK nessage format is the sane as the recei ved HARP_REQUEST
message format with the operation code set to HARP_NAK; i.e. the
HARP_REQUEST nessage data is copied for transm ssion with the
HARP_REQUEST operati on code changed to the HARP_NAK val ue. HARP
makes use of an additional operation code for HARP_NAK and MUST be

i mpl ement ed.

7 Broadcast and Multicast

HI PPI - 6400- SC requi res conpliant systens to support broadcast.
Initial H PPI-6400-SC systens MAY defer broadcast capability to a
broadcast server rather than support it directly in the sw tching
mechanism A centralized HARP server architecture neets two of the
three major duties of a broadcast server

A central entity serving the whole LIS solves the coordination
probl em of a distributed approach. The registration requirenent

sol ves the second probl em of determ ning which addresses make up the
set loosely called "everyone”. The |ast duty of a broadcast server is
to replicate an inconmi ng packet and send it to "everyone"
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During its registration phase, every port , including HARP server(s),
di scover if the underlying nediumis capable of broadcast (see
section 5.1.1). Should this not be the case, then the HARP server(s)
MUST enul at e broadcast through an I P broadcast emnul ati on server.

A H PPl | P broadcast server (PIBES) is an extension to the HARP
server and only makes sense when the LIS does not inherently support
broadcast. The PIBES al |l ows comon upper |ayer networking protocols
(RIP, TCP, UDP, etc.)to access IP LIS broadcast.

7.1 Protocol for an | P Broadcast Emul ati on Server - Pl BES

To enul ate broadcast within an LIS, a PIBES SHALL use the currently
valid HARP table of the HARP server as a list of addresses called the
target list. The broadcast server SHALL validate that all incom ng
messages have a source address which corresponds to an address in the
target list. Only nessages addressed to the | P LIS broadcast
addresses, multicast address or 255.255.255. 255 are considered valid
messages for broadcasting. Invalid nessages MJST be dropped. Al
valid incom ng messages shall be forwarded to all addresses in the
target list.

It is RECOVWENDED that the broadcast server run on the sane port as
the HARP server since this neno does not define the protocol for
exchanging the valid HARP table. The default address to use for the
broadcast address is the operational HARP server address.

7.2 | P Broadcast Address

This menmo only defines I P broadcast. It is independent of the
under | yi ng hardware addressi ng and broadcast capabilities. Any port
can differentiate between IP traffic directed to itself and a
broadcast nessage sent to it by |looking at the IP address. Al IP
broadcast nessages SHALL use the I P LIS broadcast address.

It is RECOVWENDED that the PIBES run on the sane port as the HARP
server. In that case, the PIBES SHALL use the sanme address as the
HARP server.

7.3 1P Multicast Address

Hl PPl - 6400 does not directly support nulticast address, therefore
there are no mappi ngs available fromIP nulticast addresses to H PP
mul ticast services. Current |IP rmulticast inplementations (i.e. MBONE
and I P tunneling, see [7]) will continue to operate over H PPI-based
|l ogical I P subnets if all IP nulticast packets are sent using the
sanme algorithmas if the packet were being sent to 255.255. 255. 255.
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7.4 A Note on Broadcast Enul ati on Perf or mance

It is obvious that a broadcast emul ation service (as defined in
section 7.1) has an inherent performance limt. In an LIS with n
ports, the upper bound on the bandwi dth that such a service can
br oadcast is:

(total bandw dth)/(n+1)

since each nessage nust first enter the broadcast server, accounting
for the additional 1, and then be sent to all n ports. The broadcast
server could forward the nessage destined to the port on which it

runs internally, thus reducing (n+l1) to (n) in a first optim zation

This service is adequate for the standard networking protocols such
as RIP, OSPF, NIS, etc. since they usually use a small fraction of
the network bandwi dth for broadcast. For these purposes, the
broadcast enul ation server as defined in this nenmo allows the H PPI-
6400 network to ook simlar to an Ethernet network to the higher

| ayers.

It is further obvious that such an enul ati on cannot be used to
broadcast hi gh bandwidth traffic. For such a solution, hardware
support for true broadcast is required.

8 HARP for Schedul ed Transfer

This RFC al so applies for resolving addresses used with Schedul ed
Transfer (ST) over HI PPI-6400 instead of IP. This RFC s nessage types
and al gorithnms can be used for ST (since ST uses |Internet Addresses)
as long as there is also an | P over HI PPl -6400 inplenmentation on all
the ports.

9 Security Consierations

There are known security issues relating to port inpersonation via
the address resolution protocols used in the Internet [6]. No
speci al security nechani sns have been added to the address resol ution
mechani sm defi ned here for use with networks using HARP

Not all of the security issues relating to ARP over H PPl -6400 are
clearly understood at this time, due to the fluid state of H PPI-6400
speci fications, newness of the technol ogy, and other factors.

However, given the security hole ARP allows, other concerns are
probably m nor.

Pittet St andards Track [ Page 26]



RFC 2835 | P and ARP over H PPI-6400 (GSN) May 2000

10

11

11.

Open | ssues

Synchroni zati on and coordination of nmultiple HARP servers and
mul tiple broadcast servers are left for further study.

HARP Exanpl es

Assune a HI PPl - 6400-SC switch is installed with three connected
ports: X, y, and a. Each port has a uni que hardware address that
consi sts uni que ULA (ULAX, ULAy and U Aa, respectively). There is a
HARP server connected to a switch port that is napped to the address
HWA, this address is the authoritative H PPl hardware address in the
HRAL (HARP Request Address List).

The HARP server’s table is enpty. Ports X and Y each know their own
hardware address. Eventually they want to talk to each other; each
knows the other’s I P address (fromthe port database) but neither
knows the other’s ULA. Both ports X and Y have their interfaces
configured DOMN.

NOTE: The LLC, SNAP, Ethertype, ar$hrd, ar$pro, ar$pln fields are

|l eft out fromthe exanples bel ow since they are constant. As well as
ar$rhl = ar$thl = 6 since these are all H PPl -6400 exanpl es.

1 Regi stration Phase of Cient Y on Non-broadcast Hardware

Port Y starts: its HARP table entry state for the server: PENDI NG

1. Port Yinitiates its interface and sends an | nHARP_REQUEST to the
HW after starting a table entry for the HW.

Hl PPI - 6400- PH D_ULA = ULAa

H PPl - 6400-PH S_ULA = ULAy

HARP ar $op = 8 (1 nHARP_REQUEST)
HARP ar $r pa = | Py

HARP ar $t pa =0 **

HARP ar $r ha = ULAy

HARP ar $t ha = ULAa

** js what we would like to find out

2. HARP server receives Y's |InHARP_REQUEST, it exami nes the source
addresses and scans its tables for a match. Since this is the
first tinme Y connects to this server there is no entry and one
will be created and tinme stanped with the information fromthe
| NnHARP_REQUEST. The HARP server will then send a | nHARP_REPLY
including its | P address.
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Hl PPI - 6400- PH D_ULA = ULAy

H PPl - 6400-PH S _ULA = ULAa

HARP ar $op = 9 (I nHARP_REPLY)
HARP ar $r pa = |Ps *

HARP ar $t pa = | Py

HARP ar $r ha = ULAa

HARP ar $t ha = ULAy

* answer we were | ooking for

3. Port Y examines the incom ng |nHARP_REPLY and conpletes its table
entry for the HARP server. The client’s HARP table entry for the
server now passes into the VALID state and is usable for regular
HARP traffic. Receiving this reply ensures that the HARP server
has properly registered the client.

11. 2 Regi stration Phase of Client Y on Broadcast Capabl e Hardware
If port Y is connected to a broadcast-capable network then the
authoritative address is the broadcast address, HW = SW, ULADb
(FF: FF: FF: FF: FF: FF) .

Port Y starts: its HARP table entry state for HWa: PENDI NG

1. Port Yinitiates its interface and sends an | nHARP_REQUEST to HW4,
in this exanple the broadcast address, after starting a table

entry.

Hl PPI - 6400- PH D_ULA = ULAb

Hl PPI - 6400- PH S_ULA = ULAy

HARP ar $op = 8 (I nHARP_REQUEST)
HARP ar $r pa = | Py

HARP ar $t pa = Q **

HARP ar $r ha = ULAy

HARP ar $t ha = ULAb

** is what we would like to find out

2. Since the network is a broadcast network, client Y will receive a
copy of its InHARP_REQUEST. Cient Y exam nes the source
addresses. Since they are the same as what Y filled in the
| NnHARP_REQUEST, Y can deduce that it is connected to a broadcast
medium Port Y conpletes its table entry for HM. This entry will
not timeout since it is considered unlikely for a particular
under|yi ng hardware type to change between broadcast and non-
broadcast; therefore this mapping will never change.
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11.

11.

3 OQperational Phase (phase I1)

The Operational Phase of the HARP protocol as specified in this neno
is the sane for both broadcast and non-broadcast capabl e H PPI-6400
hardware. The authoritative address in the HRAL for this exanple wll
be HWA: <SWA, ULAa> and IPs for sinplicity reasons.

3.1 Successful HARP_Resol ve exanpl e

Assune the sane process (steps 1-3 of section 11.1) happened for port
X. Then the state of X and Y's tables is: the HARP server table entry
isinthe VALID state. So lets | ook at the nessage traffic when X
tries to send a nessage to Y. Since X doesn’'t have an entry for Y,

1. Port X connects to the authoritative address of the HRAL and sends
a HARP_REQUEST for Y's hardware address:

Hl PPI - 6400- PH D_ULA = ULAa

Hl PPI - 6400- PH S_ULA = ULAX

HARP ar $op = 1 (HARP_REQUEST)
HARP ar $r pa = | Px

HARP ar $t pa = | Py

HARP ar $r ha = ULAX

HARP ar $t ha =0 **

** is what we would like to find out

2. The HARP server receives the HARP request and updates its entry
for X if necessary. It then generates a HARP_REPLY with Y's
har dwar e address i nformation.

Hl PPI - 6400- PH D_ULA = ULAX

H PPl - 6400-PH S _ULA = ULAa

HARP ar $op = 2 (HARP_Reply)
HARP ar $r pa = | Py

HARP ar $t pa = | Px

HARP ar $r ha = ULAy *

HARP ar $t ha = ULAX

* answer we were | ooking for

3. Port X connects to port Y and transnits an |IP nessage with the
following information in the H PPI-LE header

HI PPI - 6400- PH D_ULA
HI PPI - 6400- PH S ULA
<dat a>

ULAyY
ULAX
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If the network had been broadcast-capable, the target ports would
t hensel ves have received the HARP_REQUEST of step 2 above and
responded to themin the same way the HARP server did.

11. 3. 2 Non-successful HARP_Resol ve exanpl e

As in 11.3.1, assume that X and Y are fully registered with the HARP
server. Then the state of X and Y's HARP server table entry is:
VALID. So lets |look at the nessage traffic when X tries to send a
message to Q Further assume that interface Qis NOT configured UP
i.e. it is DOMN. Since X doesn't have an entry for Q

1. Port X connects to the HARP server switch address and sends a
HARP_REQUEST for @ s hardware address:

Hl PPI - 6400- PH D_ULA = ULAa

Hl PPI - 6400- PH S_ULA = ULAX

HARP ar $op = 1 (HARP_REQUEST)
HARP ar $r pa = | Px

HARP ar $t pa = | Pq

HARP ar $r ha = ULAX

HARP ar $t ha =0 **

** is what we would like to find out

2. The HARP server receives the HARP request and updates its entry
for X if necessary. It then looks up IPq in its tables and doesn’t
find it. The HARP server then generates a HARP_NAK reply nessage.

HI PPI - 6400- PH D_ULA = ULAX

Hl PPI - 6400- PH S_ULA = ULAa

HARP ar $op = 10 (HARP_NAK)
HARP ar $r pa = | Px

HARP ar $t pa = | Pq

HARP ar $r ha = ULAX

HARP ar $t ha = Q ***

*** No Answer, and notice that the fields do not get swapped,
i.e. the HARP nessage is the sanme as the HARP_REQUEST
except for the operation code.

If the network had been broadcast-capable, then there would not have
been a reply.
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