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Abst ract
Thi s docunent specifies particular conbinations of security
mechani sms which are required and reconmended in LDAP [ 1]
i mpl enent ati ons.
1. Introduction

LDAP version 3 is a powerful access protocol for directories.

It offers neans of searching, fetching and mani pul ating directory
content, and ways to access a rich set of security functions.

In order to function for the best of the Internet, it is vital that
these security functions be interoperable; therefore there has to be
a m ni mum subset of security functions that is common to all

i mpl ement ati ons that clai m LDAPv3 conf or mance.

Basic threats to an LDAP directory service include:

(1) Unaut hori zed access to data via data-fetching operations,
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(2) Unaut hori zed access to reusable client authentication
i nformati on by nonitoring others’ access,
(3) Unaut hori zed access to data by nonitoring others’ access,
(4) Unaut hori zed nodification of data,
(5) Unaut hori zed nodification of configuration,

(6) Unaut hori zed or excessive use of resources (denial of
service), and

(7) Spoofing of directory: Tricking a client into believing that
information came fromthe directory when in fact it did not,
either by nmodifying data in transit or misdirecting the
client’s connection

Threats (1), (4), (5) and (6) are due to hostile clients. Threats
(2), (3) and (7) are due to hostile agents on the path between client
and server, or posing as a server.

The LDAP protocol suite can be protected with the follow ng security
mechani sns:

(1) Client authentication by neans of the SASL [2] mechani sm
set, possibly backed by the TLS credential s exchange
mechani sm

(2) Client authorization by neans of access control based on the
requestor’s authenticated identity,

(3) Data integrity protection by neans of the TLS protocol or
data-integrity SASL mechani sms,

(4) Prot ecti on agai nst snoopi ng by neans of the TLS protocol or
dat a-encrypti ng SASL nechani sms,

(5) Resource limtation by neans of administrative limts on
service controls, and

(6) Server authentication by neans of the TLS protocol or SASL
mechani sm

At the noment, inposition of access controls is done by neans outside
the scope of the LDAP protocol

In this docunent, the term"user" represents any application which is
an LDAP client using the directory to retrieve or store infornation.
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].

2. Exanpl e depl oynent scenari os

The foll owing scenarios are typical for LDAP directories on the
Internet, and have different security requirements. (ln the
followi ng, "sensitive" nmeans data that will cause real damage to the
owner if revealed; there may be data that is protected but not
sensitive). This is not intended to be a conprehensive |ist, other
scenarios are possible, especially on physically protected networks.

(1) A read-only directory, containing no sensitive data,
accessible to "anyone", and TCP connection hijacking or IP
spoofing is not a problem This directory requires no
security functions except admi nistrative service linits.

(2) A read-only directory containing no sensitive data; read
access is granted based on identity. TCP connection
hijacking is not currently a problem This scenario requires
a secure authentication function

(3) A read-only directory containing no sensitive data; and the
client needs to ensure that the directory data is
aut henticated by the server and not nodified while being
returned fromthe server

(4) A read-wite directory, containing no sensitive data; read
access is available to "anyone", update access to properly
aut hori zed persons. TCP connection hijacking is not
currently a problem This scenario requires a secure
aut henti cati on functi on.

(5) A directory containing sensitive data. This scenario
requires session confidentiality protection AND secure
aut henti cati on.

3. Authentication and Authorization: Definitions and Concepts
This section defines basic terns, concepts, and interrel ationships
regardi ng authentication, authorization, credentials, and identity.

These concepts are used in describing how various security approaches
are utilized in client authentication and authorizati on.
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3.1. Access Control Policy

An access control policy is a set of rules defining the protection of
resources, generally in terms of the capabilities of persons or other
entities accessing those resources. A commpbn expression of an access
control policy is an access control list. Security objects and
mechani sms, such as those described here, enable the expression of
access control policies and their enforcement. Access control
policies are typically expressed in terns of access contro

attri butes as described bel ow.

3.2. Access Control Factors

A request, when it is being processed by a server, may be associ ated
with a wide variety of security-related factors (section 4.2 of [1])
The server uses these factors to detern ne whether and how to process
the request. These are called access control factors (ACFs). They
m ght include source | P address, encryption strength, the type of
operation being requested, time of day, etc. Sone factors may be
specific to the request itself, others may be associated with the
connection via which the request is transmtted, others (e.g. tine of
day) may be "environnental "

Access control policies are expressed in ternms of access contro
factors. E.g., a request having ACFs i,j,k can perform operation Y
on resource Z. The set of ACFs that a server nakes avail able for such
expressions is inplenentation-specific.

3.3. Authentication, Credentials, ldentity

Aut hentication credentials are the evidence supplied by one party to
anot her, asserting the identity of the supplying party (e.g. a user)
who is attenpting to establish an association with the other party
(typically a server). Authentication is the process of generating,
transmtting, and verifying these credentials and thus the identity
they assert. An authentication identity is the nane presented in a
credenti al .

There are many forns of authentication credentials -- the form used
depends upon the particul ar authenticati on nechani sm negoti ated by
the parties. For exanple: X 509 certificates, Kerberos tickets,
sinple identity and password pairs. Note that an authentication
mechani sm may constrain the form of authentication identities used
withit.
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3. 4.

Wah

Aut hori zation ldentity

An authorization identity is one kind of access control factor. It
is the nane of the user or other entity that requests that operations
be perfornmed. Access control policies are often expressed in terns
of authorization identities; e.g., entity X can performoperation Y
on resource Z.

The authorization identity bound to an association is often exactly
the sanme as the authentication identity presented by the client, but
it my be different. SASL allows clients to specify an authorization
identity distinct fromthe authentication identity asserted by the
client’s credentials. This pernmits agents such as proxy servers to
aut henticate using their own credentials, yet request the access
privileges of the identity for which they are proxying [2]. Al so,
the formof authentication identity supplied by a service like TLS
may nhot correspond to the authorization identities used to express a
server’'s access control policy, requiring a server-specific napping
to be done. The method by which a server conposes and validates an
aut horization identity fromthe authentication credentials supplied
by a client is inplenentation-specific.

Requi red security nechani sns

It is clear that allowing any inplenmentation, faced with the above
requirenents, to pick and choose ampong the possible alternatives is
not a strategy that is likely to lead to interoperability. In the
absence of mandates, clients will be witten that do not support any
security function supported by the server, or worse, support only
mechani sns |i ke cleartext passwords that provide clearly inadequate
security.

Active intermediary attacks are the nost difficult for an attacker to
perform and for an inplenentation to protect against. Mthods that

protect only agai nst hostile client and passive eavesdroppi ng attacks
are useful in situations where the cost of protection against active

intermediary attacks is not justified based on the perceived risk of

active internmedi ary attacks.

G ven the presence of the Directory, there is a strong desire to see
mechani sns where identities take the formof a D stingui shed Nane and
aut hentication data can be stored in the directory; this means that
either this data is useless for faking authentication (like the Unix
"/etc/passwd" file format used to be), or its content is never passed
across the wire unprotected - that is, it’s either updated outside
the protocol or it is only updated in sessions well protected against
snooping. It is also desirable to allow authentication nethods to
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carry authorization identities based on existing forms of user
identities for backwards conpatibility w th non-LDAP-based
aut henti cati on services.

Therefore, the follow ng inplenentati on confornance requirenents are
in place:

(1) For a read-only, public directory, anonynous authentication,
described in section 5, can be used.

(2) I mpl enent ati ons provi di ng passwor d-based aut henti cated
access MJST support authentication using the DI GEST- MD5 SASL
mechanism[4], as described in section 6.1. This provides
client authentication with protection agai nst passive
eavesdroppi ng attacks, but does not provide protection
agai nst active internmediary attacks.

(3) For a directory needi ng session protection and
aut hentication, the Start TLS extended operation [5], and
either the sinple authentication choice or the SASL EXTERNAL
mechani sm are to be used together. |Inplenentations SHOULD
support authentication with a password as described in
section 6.2, and SHOULD support authentication with a
certificate as described in section 7.1. Together, these
can provide integrity and disclosure protection of
transmtted data, and authentication of client and server,
i ncluding protection against active internediary attacks.

If TLS is negotiated, the client MJST discard all infornmation about
the server fetched prior to the TLS negotiation. In particular, the
val ue of supportedSASLMechani sms MAY be different after TLS has been
negoti ated (specifically, the EXTERNAL nmechani sm or the proposed
PLAIN mechanismare likely to only be listed after a TLS negoti ati on
has been perforned).

If a SASL security layer is negotiated, the client MJST discard all

i nformati on about the server fetched prior to SASL. In particular,
if the client is configured to support multiple SASL mechanisns, it
SHOULD f et ch supportedSASLMechani sms both before and after the SASL
security layer is negotiated and verify that the val ue has not
changed after the SASL security |ayer was negotiated. This detects
active attacks which renove supported SASL nechani snms fromthe
support edSASLMechani sms list, and allows the client to ensure that it
is using the best mechani sm supported by both client and server
(additionally, this is a SHOULD to allow for environments where the
supported SASL nmechanisns list is provided to the client through a
different trusted source, e.g. as part of a digitally signed object).
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5. Anonynous aut henti cati on

Directory operations which nodify entries or access protected
attributes or entries generally require client authentication.
Clients which do not intend to performany of these operations
typically use anonynous authentication

LDAP i mpl enent ati ons MJUST support anonynous aut hentication, as
defined in section 5.1.

LDAP i npl enent ati ons MAY support anonynous authentication with TLS,
as defined in section 5. 2.

VWil e there MAY be access control restrictions to prevent access to
directory entries, an LDAP server SHOULD al |l ow an anonynousl y-bound
client to retrieve the supportedSASLMechani sns attribute of the root
DSE.

An LDAP server MAY use other information about the client provided by
the |l ower layers or external neans to grant or deny access even to
anonynously authenticated clients.

5.1. Anonynous aut hentication procedure

An LDAP client which has not successfully conpleted a bind operation
on a connection is anonynmously authenti cat ed.

An LDAP client MAY al so specify anonynous authentication in a bind
request by using a zero-length OCTET STRING with the sinple
aut henti cati on choi ce.

5.2. Anonynous authentication and TLS

An LDAP client MAY use the Start TLS operation [5] to negotiate the
use of TLS security [6]. |If the client has not bound beforehand,
then until the client uses the EXTERNAL SASL nechani smto negotiate
the recognition of the client’s certificate, the client is
anonynousl y aut henti cat ed.

Recomendati ons on TLS ci phersuites are given in section 10.
An LDAP server which requests that clients provide their certificate
during TLS negotiation MAY use a local security policy to determne

whet her to successfully conplete TLS negotiation if the client did
not present a certificate which could be validated.
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6. Password-based aut hentication

LDAP i mpl enent ati ons MJST support authentication with a password
usi ng the DI GEST- MD5 SASL nmechani sm for password protection, as
defined in section 6.1.

LDAP i mpl enent ati ons SHOULD support authentication with the "sinple"
password choi ce when the connection is protected agai nst
eavesdroppi ng using TLS, as defined in section 6. 2.

6.1. Digest authentication

An LDAP client MAY deterni ne whether the server supports this
mechani sm by performng a search request on the root DSE, requesting
the supportedSASLMechani sms attri bute, and checki ng whet her the
string "Dl GEST-MD5" is present as a value of this attribute.

In the first stage of authentication, when the client is performng
an "initial authentication" as defined in section 2.1 of [4], the
client sends a bind request in which the version nunber is 3, the
aut henti cation choice is sasl, the sasl nechanismname is "D GEST-
MD5", and the credentials are absent. The client then waits for a
response fromthe server to this request.

The server will respond with a bind response in which the resultCode
i s sasl Bi ndl nProgress, and the serverSasl Creds field is present. The
contents of this field is a string defined by "digest-challenge” in
section 2.1.1 of [4]. The server SHOULD i nclude a real mindication
and MUST indicate support for UTF-8.

The client will send a bind request with a distinct nessage id, in
whi ch the version nunmber is 3, the authentication choice is sasl, the
sasl nechanismnane is "Dl GEST-MD5", and the credentials contain the
string defined by "digest-response" in section 2.1.2 of [4]. The
serv-type is "l dap".

The server will respond with a bind response in which the resultCode

is either success, or an error indication. |f the authentication is
successful and the server does not support subsequent authentication,
then the credentials field is absent. |If the authentication is

successful and the server supports subsequent authentication, then
the credentials field contains the string defined by "response-auth"
in section 2.1.3 of [4]. Support for subsequent authentication is
OPTIONAL in clients and servers
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6.2. "sinple" authentication choice under TLS encryption

A user who has a directory entry containing a userPassword attribute
MAY aut henticate to the directory by performng a sinple password

bi nd sequence followi ng the negotiation of a TLS ciphersuite
provi di ng connection confidentiality [6].

The client will use the Start TLS operation [5] to negotiate the use
of TLS security [6] on the connection to the LDAP server. The client
need not have bound to the directory beforehand.

For this authentication procedure to be successful, the client and
server MJST negotiate a ciphersuite which contains a bulk encryption
al gorithm of appropriate strength. Reconmmrendations on ci pher suites
are given in section 10.

Fol I owi ng the successful conpletion of TLS negotiation, the client
MUST send an LDAP bind request with the version nunber of 3, the nane
field containing the name of the user’'s entry, and the "sinple"

aut henti cati on choi ce, containing a password.

The server will, for each value of the userPassword attribute in the
naned user’'s entry, conpare these for case-sensitive equality with
the client’s presented password. |If there is a match, then the
server will respond with resultCode success, otherw se the server
will respond with resultCode invalidCredenti al s.

6.3. OGther authentication choices with TLS

It is also possible, followi ng the negotiation of TLS, to performa
SASL aut henti cation which does not involve the exchange of plaintext
reusabl e passwords. In this case the client and server need not
negoti ate a ciphersuite which provides confidentiality if the only
service required is data integrity.

7. Certificate-based authentication

LDAP i mpl enent ati ons SHOULD support authentication via a client
certificate in TLS, as defined in section 7.1

7.1. Certificate-based authentication with TLS

A user who has a public/private key pair in which the public key has
been signed by a Certification Authority nmay use this key pair to
authenticate to the directory server if the user’s certificate is
requested by the server. The user’'s certificate subject field SHOULD
be the nane of the user’s directory entry, and the Certification
Authority must be sufficiently trusted by the directory server to
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have issued the certificate in order that the server can process the
certificate. The means by which servers validate certificate paths
is outside the scope of this docunent.

A server MAY support mappings for certificates in which the subject
field nane is different fromthe nanme of the user’s directory entry.
A server which supports nmappi ngs of names MUST be capabl e of being

configured to support certificates for which no mapping is required.

The client will use the Start TLS operation [5] to negotiate the use
of TLS security [6] on the connection to the LDAP server. The client
need not have bound to the directory beforehand.

In the TLS negotiation, the server MJST request a certificate. The
client will provide its certificate to the server, and MJST performa
private key-based encryption, proving it has the private key
associated with the certificate.

As deployments will require protection of sensitive data in transit,
the client and server MJST negotiate a ciphersuite which contains a
bul k encryption al gorithm of appropriate strength. Recomendations
of cipher suites are given in section 10.

The server MJUST verify that the client’'s certificate is valid. The
server will normally check that the certificate is issued by a known
CA, and that none of the certificates on the client’s certificate
chain are invalid or revoked. There are several procedures by which
the server can performthese checks.

Fol | owi ng the successful conpletion of TLS negotiation, the client
will send an LDAP bind request with the SASL "EXTERNAL" nechani sm

8. O her nechani snms

The LDAP "sinple" authentication choice is not suitable for
aut hentication on the Internet where there is no network or transport
| ayer confidentiality.

As LDAP includes native anonynous and pl ai ntext authentication

met hods, the "ANONYMOUS" and "PLAIN' SASL nechani sns are not used
with LDAP. |If an authorization identity of a formdifferent froma
DN is requested by the client, a mechanismthat protects the password
in transit SHOULD be used.

The foll owi ng SASL-based nechani sns are not considered in this
docunent: KERBEROS V4, GSSAPI and SKEY.
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The "EXTERNAL" SASL nmechani sm can be used to request the LDAP server
make use of security credentials exchanged by a lower layer. If a TLS
sessi on has not been established between the client and server prior
to nmaking the SASL EXTERNAL Bi nd request and there is no other
external source of authentication credentials (e.g. [|P-leve
security [8]), or if, during the process of establishing the TLS
session, the server did not request the client’s authentication
credentials, the SASL EXTERNAL bind MJST fail with a result code of
i nappropri at eAut hentication. Any client authentication and

aut hori zation state of the LDAP association is lost, so the LDAP
association is in an anonynous state after the failure.

9. Authorization ldentity

The authorization identity is carried as part of the SASL credentials
field in the LDAP Bi nd request and response.

When the "EXTERNAL" mechani smis being negotiated, if the credentials
field is present, it contains an authorization identity of the
authzl d form descri bed bel ow.

O her nmechani snms define the |ocation of the authorization identity in
the credentials field.

The authorization identity is a string in the UTF-8 character set,
corresponding to the followi ng ABNF [7]:

; Specific predefined authorization (authz) id schenes are

; defined below -- new schenes nmay be defined in the future.
aut hzl d = dnAut hzld / uAuthzld

; di stingui shed- nane-based aut hz id.

dnAuthzld = "dn:" dn

dn = utf8string ; With syntax defined in RFC 2253
; unspecified userid, UTF-8 encoded.

uAut hzl d = "u:" userid

userid = utf8string ; syntax unspecified

A utf8string is defined to be the UTF-8 encodi ng of one or nore | SO
10646 characters.

Al'l servers which support the storage of authentication credentials,

such as passwords or certificates, in the directory MJST support the
dnAut hzl d choi ce
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10.

The uAut hzld choice allows for conpatibility with client applications
which wish to authenticate to a local directory but do not know their
own Distingui shed Name or have a directory entry. The format of the
string is defined as only a sequence of UTF-8 encoded | SO 10646
characters, and further interpretation is subject to prior agreenent
between the client and server

For exanple, the userid could identify a user of a specific directory
service, or be a login nane or the |ocal-part of an RFC 822 enai
address. In general a uAuthzld MJST NOT be assuned to be globally

uni que.

Addi tional authorization identity schemes MAY be defined in future
versions of this docunent.

TLS Ci phersuites

The foll owing ciphersuites defined in [6] MJST NOT be used for
confidentiality protection of passwords or data:

TLS_NULL_W TH_NULL_NULL
TLS_RSA W TH_NULL_ND5
TLS_RSA_W TH_NULL_SHA

The foll owi ng ciphersuites defined in [6] can be cracked easily (Iless
than a week of CPUtine on a standard CPU in 1997). The client and
server SHOULD carefully consider the value of the password or data
bei ng protected before using these ciphersuites:

TLS_RSA EXPORT W TH _RC4_40 MD5
TLS_RSA_EXPORT_W TH_RC2_CBC 40 _MD5
TLS_RSA_EXPORT_W TH_DES40_CBC_SHA
TLS_DH_DSS_EXPORT_W TH_DES40_CBC_SHA
TLS_DH_RSA_EXPORT_W TH_DES40_CBC_SHA
TLS_DHE_DSS_EXPORT_W TH_DES40_CBC_SHA
TLS_DHE_RSA_EXPORT_W TH_DES40_CBC_SHA
TLS_DH anon_EXPORT_W TH_RC4_40_MD5
TLS_DH_anon_EXPORT_W TH_DES40_CBC_SHA

The foll owi ng ciphersuites are vul nerable to man-in-the-nddle
attacks, and SHOULD NOT be used to protect passwords or sensitive
data, unless the network configuration is such that the danger of a
man-in-the-mddle attack is tol erabl e:
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11.

12.

13.

TLS DH anon_EXPORT_W TH_RC4_40_MD5
TLS DH anon_W TH _RC4_128 MD5

TLS_DH _anon_EXPORT_W TH_DES40_CBC_SHA
TLS_DH anon_W TH_DES_CBC_SHA

TLS DH anon_W TH_3DES EDE_CBC_SHA

A client or server that supports TLS MJST support at | east
TLS DHE DSS W TH 3DES_EDE_CBC_SHA

SASL service name for LDAP

For use with SASL [2], a protocol nust specify a service nane to be
used with various SASL nechani sns, such as GSSAPI. For LDAP, the
service name is "ldap", which has been registered with the 1ANA as a
GSSAPI service nane.

Security Considerations

Security issues are discussed throughout this neno; the
(unsurprising) conclusion is that mandatory security is inportant,
and that session encryption is required when snooping is a problem

Servers are encouraged to prevent nodifications by anonynous users.
Servers may also wish to nmininize denial of service attacks by timng
out idle connections, and returning the unwillingToPerformresult
code rather than perform ng conputationally expensive operations
requested by unauthorized clients.

A connection on which the client has not perforned the Start TLS

operation or negotiated a suitable SASL nechani smfor connection

integrity and encryption services is subject to man-in-the-mddl e
attacks to view and nodify information in transit.

Addi tional security considerations relating to the EXTERNAL mechani sm
to negotiate TLS can be found in [2], [5] and [6].
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16. Full Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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