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Abst ract

Recent occurrences of various Denial of Service (DoS) attacks which
have enpl oyed forged source addresses have proven to be a troubl esone
i ssue for Internet Service Providers and the Internet comunity
overall. This paper discusses a sinple, effective, and
straightforward method for using ingress traffic filtering to

prohi bit DoS attacks which use forged | P addresses to be propagated
from’behind an Internet Service Provider's (ISP) aggregation point.
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1. Introduction

A resurgence of Denial of Service Attacks [1] aimed at various
targets in the Internet have produced new chall enges within the
Internet Service Provider (ISP) and network security communities to
find new and innovative nethods to nitigate these types of attacks.
The difficulties in reaching this goal are nunerous; some sinple
tools already exist to limt the effectiveness and scope of these
attacks, but they have not been wi dely inplemented.

This nmethod of attack has been known for sone tine. Defending agai nst
it, however, has been an ongoing concern. Bill Cheswick is quoted in
[2] as saying that he pulled a chapter fromhis book, "Firewalls and
Internet Security" [3], at the |last m nute because there was no way
for an adm nistrator of the systemunder attack to effectively defend
the system By nentioning the nmethod, he was concerned about
encouraging it’'s use.

Wiile the filtering method discussed in this docunent does
absolutely nothing to protect against flooding attacks which
originate fromvalid prefixes (1P addresses), it will prohibit an
attacker within the originating network from !l aunching an attack of
this nature using forged source addresses that do not conformto
ingress filtering rules. Al providers of Internet connectivity are
urged to inplenment filtering described in this docunent to prohibit
attackers from using forged source addresses which do not reside
within a range of legitimately advertised prefixes. In other words,
if an ISP is aggregating routing announcenents for nultiple
downstream networks, strict traffic filtering should be used to
prohibit traffic which clains to have originated from outside of

t hese aggregated announcenents.

An additional benefit of inplementing this type of filtering is that
it enables the originator to be easily traced to it’s true source,
since the attacker would have to use a valid, and legitinately
reachabl e, source address.
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2. Background

A simplified diagramof the TCP SYN fl oodi ng problemis depicted

bel ow:
204.69.207.0/ 24
host <----- router <--- Internet <----- router <-- attacker
TCP/ SYN
oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e = =
Source: 192.168.0. 4/32
SYN ACK
no route
TCP/ SYN
G
Source: 10.0.0.13/32
SYN ACK
no route
TCP/ SYN
G
Source: 172.16.0.2/32
SYN ACK
no route
[etc.]
ASSUnNe:

o0 The "host" is the targeted machi ne.
0 The attacker resides within the "valid" prefix, 204.69.207.0/24.

o The attacker | aunches the attack using randomy changi ng source
addresses; in this exanple, the source addresses are depicted as
fromwithin [4], which are not generally present in the gl oba
Internet routing tables, and therefore, unreachable. However, any
unreachabl e prefix could be used to perpetrate this attack
met hod.

Al so worthy of nmention is a case wherein the source address is forged
to appear to have originated fromw thin another legiti mte network
whi ch appears in the global routing table(s). For exanple, an
attacker using a valid network address could weak havoc by naking
the attack appear to come from an organi zati on which did not, in
fact, originate the attack and was conpletely innocent. In such
cases, the admnistrator of a systemunder attack may be inclined to
filter all traffic comng fromthe apparent attack source. Adding
such a filter would then result in a denial of service to
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legitimate, non-hostile end-systens. In this case, the administrator
of the system under attack unwittingly becones an acconplice of the
att acker.

Further conplicating matters, TCP SYN flood attacks will result in
SYN- ACK packets being sent to one or many hosts which have no

i nvol venent in the attack, but which becone secondary victins. This
all ows the attacker to abuse two or nmore systens at once.

Simlar attacks have been attenpted using UDP and | CVP fl oodi ng.

The former attack (UDP fl ooding) uses forged packets to try and
connect the chargen UDP service to the echo UDP service at another
site. Systens administrators should NEVER all ow UDP packets destined
for system di agnostic ports fromoutside of their adm nistrative
domain to reach their systens. The latter attack (ICWP flooding),
uses an insidious feature in | P subnet broadcast replication
mechanics. This attack relies on a router serving a large nmulti-
access broadcast network to frame an | P broadcast address (such as
one destined for 10.255.255.255) into a Layer 2 broadcast frane (for
ethernet, FF:FF:FF: FF: FF: FF). Ethernet N C hardware (MAC-I| ayer
hardware, specifically) will only listen to a sel ect nunber of
addresses in normal operation. The one MAC address that all devices
share in comon in nornmal operation is the nedia broadcast, or
FF.FF:. FF: FF: FF: FF. In this case, a device will take the packet and
send an interrupt for processing. Thus, a flood of these broadcast
franes will consume all avail able resources on an end-system[9]. It
i s perhaps prudent that system adm nistrators shoul d consi der
ensuring that their border routers do not all ow directed broadcast
packets to be forwarded through their routers as a default.

When an TCP SYN attack is |aunched using unreachabl e source address,
the target host attenpts to reserve resources waiting for a
response. The attacker repeatedly changes the bogus source address
on each new packet sent, thus exhausting additional host resources.

Alternatively, if the attacker uses soneone el se’s valid host

address as the source address, the systemunder attack will send a

| arge number of SYN ACK packets to what it believes is the originator
of the connection establishnent sequence. In this fashion, the
attacker does damage to two systens: the destination target system
as well as the systemwhich is actually using the spoofed address in
the gl obal routing system

The result of both attack nmethods is extrenely degraded performance,
or worse, a system crash.
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In response to this threat, nost operating system vendors have

modi fied their software to allow the targeted servers to sustain
attacks with very high connection attenpt rates. This is a wel cone
and necessary part of the solution to the problem Ingress filtering
will take tinme to be inplenented pervasively and be fully effective,
but the extensions to the operating systens can be inpl enented

qui ckly. Thi s conbination should prove effective agai nst source
address spoofing. See [1] for vendor and pl atform software upgrade

i nformati on.

3. Restricting forged traffic

The probl enms encountered with this type of attack are nunerous, and
i nvol ve shortconmi ngs in host software inplenentations, routing

met hodol ogi es, and the TCP/IP protocols thensel ves. However, by
restricting transit traffic which originates froma downstream
network to known, and intentionally advertised, prefix(es), the
probl em of source address spoofing can be virtually elimnated in
this attack scenario.

11.0.0.0/8
/
router 1
/
/
/ 204. 69. 207. 0/ 24
|SP <----- ISP <---- |SP <--- |SP <-- router <-- attacker
A B C D 2
/
/
/
router 3
/
12.0.0.0/8

In the exanpl e above, the attacker resides wthin 204.69.207.0/ 24,
which is provided Internet connectivity by ISP D. An input traffic
filter on the ingress (input) link of "router 2", which provides
connectivity to the attacker’s network, restricts traffic to all ow
only traffic originating fromsource addresses within the

204. 69. 207.0/ 24 prefix, and prohibits an attacker from using
"invalid" source addresses which reside outside of this prefix range.
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In other words, the ingress filter on "router 2" above woul d check

I F packet’ s source address fromw thin 204. 69. 207. 0/ 24
THEN forward as appropriate

I F packet’s source address is anything el se
THEN deny packet

Net wor k adm ni strators should | og informati on on packets which are
dropped. This then provides a basis for nonitoring any suspi ci ous
activity.

4. Further possible capabilities for networking equi pnent

Addi tional functions should be considered for future platform
i mpl ementations. The followi ng one is worth noting:

o Implementation of automatic filtering on renpte access servers
In nost cases, a user dialing into an access server is an
i ndi vi dual user on a single PC. The ONLY valid source |IP address
for packets originating fromthat PCis the one assigned by the
| SP (whether statically or dynam cally assigned). The renote
access server could check every packet on ingress to ensure the
user is not spoofing the source address on the packets which he
is originating. Obviously, provisions also need to be nmade for
cases where the customer legitimately is attaching a net or
subnet via a renmote router, but this could certainly be
i npl emented as an optional paraneter. W have received reports
that sonme vendors and sone |SPs are already starting to
i mplement this capability.

We considered suggesting routers also validate the source |IP address
of the sender as suggested in [8], but that methodol ogy will not
operate well in the real networks out there today. The nethod
suggested is to |l ook up source addresses to see that the return path
to that address would flow out the sane interface as the packet
arrived upon. Wth the nunber of asymretric routes in the Internet,
this would clearly be problematic.

5. Liabilities

Filtering of this nature has the potential to break sone types of
"special" services. It is in the best interest of the ISP offering
these types of special services, however, to consider alternate
met hods of inplementing these services to avoid being affected by
ingress traffic filtering.
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Mobile IP, as defined in [6], is specifically affected by ingress
traffic filtering. As specified, traffic to the nobile node is
tunnel ed, but traffic fromthe nobile node is not tunneled. This
results in packets fromthe nobile node(s) which have source
addresses that do not match with the network where the station is
attached. To accommpdate Ingress Filtering and other concerns, the
Mobile | P Worki ng Group devel oped a net hodol ogy for "reverse
tunnel s", specified in [7]. This provides a method for the data
transmtted by the nobile node to be tunneled to the hone agent
before transm ssion to the Internet. There are additional benefits
to the reverse tunneling schene, including better handling of

mul ticast traffic. Those inplenenting nobile |IP systens are
encouraged to inplenent this method of reverse tunneling.

As nentioned previously, while ingress traffic filtering drastically

reduces the success of source address spoofing, it does not preclude

an attacker using a forged source address of another host within the

permitted prefix filter range. It does, however, ensure that when an

attack of this nature does indeed occur, a network administrator can

be sure that the attack is actually originating fromw thin the known
prefixes that are being advertised. This sinplifies tracking dow the
culprit, and at worst, the adm nistrator can block a range of source

addresses until the problemis resol ved.

If ingress filtering is used in an environment where DHCP or BOOTP is
used, the network adm nistrator would be well advised to ensure that

packets with a source address of 0.0.0.0 and a destination of

255. 255. 255. 255 are allowed to reach the relay agent in routers when

appropriate. The scope of directed broadcast replication should be
controll ed, however, and not arbitrarily forwarded.

6. Sunmmary

Ingress traffic filtering at the periphery of Internet connected
networks will reduce the effectiveness of source address spoofing
deni al of service attacks. Network service providers and

adm ni strators have al ready begun inplenenting this type of filtering
on periphery routers, and it is recomrended that all service
providers do so as soon as possible. In addition to aiding the
Internet community as a whole to defeat this attack nethod, it can

al so assist service providers in locating the source of the attack if
service providers can categorically denpnstrate that their network

al ready has ingress filtering in place on customer |inks.

Cor porate network adm nistrators should inplenment filtering to ensure
their corporate networks are not the source of such problens. |ndeed,
filtering could be used within an organi zati on to ensure users do not
cause problens by inproperly attaching systens to the wong networKks.
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The filtering could also, in practice, block a disgruntled enpl oyee
from anonynmous attacks.

It is the responsibility of all network adnministrators to ensure they
do not becone the unwitting source of an attack of this nature.

7. Security Considerations

The primary intent of this document is to inherently increase
security practices and awareness for the Internet community as a
whol e; as nore Internet Providers and corporate network

adm nistrators inplenment ingress filtering, the opportunity for an
attacker to use forged source addresses as an attack nethodol ogy wl|l
significantly | essen. Tracking the source of an attack is sinplified
when the source is nore likely to be "valid*. By reducing the
nunber and frequency of attacks in the Internet as a whole, there
will be nore resources for tracking the attacks which ultinmately do
occur .
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
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