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Abstract

Thi s docunent describes the fundanental requirenments of an access
control list (ACL) nodel for the Lightweight Directory Application
Protocol (LDAP) directory service. It is intended to be a gathering
pl ace for access control requirenments needed to provide authorized
access to and interoperability between directories.

The keywords "MJST', "SHOULD', and "MAY" used in this docunent are to
be interpreted as described in [bradner97].

1. Introduction

The ability to securely access (replicate and distribute) directory
i nformati on throughout the network is necessary for successfu

depl oynent. LDAP s acceptance as an access protocol for directory
information is driving the need to provide an access control nodel
definition for LDAP directory content anobng servers within an
enterprise and the Internet. Currently LDAP does not define an
access control model, but is needed to ensure consistent secure
access across heterogeneous LDAP inplenentations. The requirements
for access control are critical to the successful depl oynment and
acceptance of LDAP in the nmarket place.

The RFC 2119 terminology is used in this docunent.
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2. vjectives

The maj or objective is to provide a sinple, but secure, highly
efficient access control nodel for LDAP while also providing the
appropriate flexibility to neet the needs of both the Internet and
enterprise environnents and policies.

This generally | eads to several general requirenments that are
di scussed bel ow.

3. Requirenents

This section is divided into several areas of requirenents: general,
semantics/policy, usability, and nested groups (an unresolved issue).
The requirenents are not in any priority order. Exanples and

expl anatory text is provided where deenmed necessary. Usability is
perhaps the one set of requirenents that is generally overl ooked, but
must be addressed to provide a secure system Usability is a security
i ssue, not just a nice design goal and requirenent. If it is

i mpossible to set and manage a policy for a secure situation that a
human can understand, then what was set up will probably be non-
secure. W all need to think of usability as a functional security
requi renent.

3.1 GCenera

GlL. Model SHOULD be general enough to support extensibility to add
desirable features in the future.

@&. Wen in doubt, safer is better, especially when establishing
defaul ts.

@&3. ACL administration SHOULD be part of the LDAP protocol. Access
control information MUST be an LDAP attribute.

4. bject reuse protection SHOULD be provided and MJST NOT i nhibit
i mpl ement ati on of object reuse. The directory SHOULD support policy
controlling the re-creation of deleted DNs, particularly in cases
where they are re-created for the purpose of assigning themto a
subj ect other than the owner of the deleted DN

3.2 Semantics / Policy
S1. Qritted as redundant; see 8.
S2. More specific policies nust override |ess specific ones (e.g.

i ndi vi dual user entry in ACL SHOULD t ake precedence over group entry)
for the evaluation of an ACL.
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S3. Miltiple policies of equal specificity SHOULD be conbi ned in
some easily-understood way (e.g. union or intersection). This is
best understood by exanple. Suppose user A belongs to 3 groups and
those 3 groups are listed on the ACL. Al so suppose that the

perm ssions for each of those groups are not identical. Each group is
of equal specificity (e.g. each group is listed on the ACL) and the
policy for granting user A access (given the exanmple) SHOULD be

combi ned in sone easily understood way, such as by intersection or

uni on. For exanple, an intersection policy here my yield a nore
limted access for user A than a union policy.

S4. Newly created directory entries SHOULD be subject to a secure
default policy.

S5.  Access policy SHOULD NOT be expressed in terns of attributes
which the directory adm nistrator or his organi zati on cannot

adm nister (e.g. groups whose nenbership is adninistered by anot her
organi zation).

S6. Access policy SHOULD NOT be expressed in terns of attributes
which are easily forged (e.g. |IP addresses). There may be valid
reasons for enabling access based on attributes that are easily
forged and the behavior/inplications of doing that should be
docunent ed.

S7. Humans (including adm nistrators) SHOULD NOT be required to
manage access policy on the basis of attributes which are not
"human-r eadabl e” (e.g. | P addresses).

S8. It MJST be possible to deny a subject the right to invoke a
directory operation. The system SHOULD NOT require a specific
i mpl ementation of denial (e.g. explicit denial, inplicit denial).

S9. The system MJUST be able (semantically) to support either
defaul t-grant or default-deny semantics (not sinmultaneously).

S10. The system MUST be able to support either union semantics or
intersection semantics for aggregate subjects (not sinmultaneously).

S11. Absence of policy SHOULD be interpretable as grant or deny.
Deny takes precedence over grant anong entries of equal specificity.

S12. ACL policy resolution MJUST NOT depend on the order of entries
in the ACL.

S13. Rights managenent MJST have no side effects. Ganting a

subj ect one right to an object MJUST NOT inplicitly grant the sanme or
any other subject a different right to the sane object. Ganting a
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privilege attribute to one subject MJST NOT inplicitly grant the sane
privilege attribute to any other subject. Ganting a privilege
attribute to one subject MJUST NOT inplicitly grant a different
privilege attribute to the sane or any other subject. Definition: An
ACL's "scope" is defined as the set of directory objects governed by
the policy it defines; this set of objects is a sub-tree of the
directory. Changing the policy asserted by an ACL (by changi ng one
or nmore of its entries) MJUST NOT inplicitly change the policy
governed by an ACL in a different scope.

S14. It SHOULD be possible to apply a single policy to nmultiple
directory entries, even if those entries are in different subtrees.
Applying a single policy to multiple directory entries SHOULD NOT
require creation and storage of multiple copies of the policy data.
The system SHOULD NOT require a specific inplementation (e.g. nested
groups, naned ACLs) of support for policy sharing.

3.3 Usability (Manageability)

Ul. Wen in doubt, sinpler is better, both at the interface and in
the i npl ement ati on.

U2. Subjects MJIST be drawn fromthe "natural" LDAP nanespace; they
shoul d be DNs.

U3. It SHOULD NOT be possible via ACL adm nistration to | ock al
users, including all adm nistrators, out of the directory.

U4. Administrators SHOULD NOT be required to evaluate arbitrary
Bool ean predicates in order to create or understand policy.

U5. Administrators SHOULD be able to adm ni ster access to
directories and their attributes based on their sensitivity, w thout
havi ng to understand the semantics of individual schema el ements and
their attributes (see U9).

U6. Managenent of access to resources in an entire subtree SHOULD
require only one ACL (at the subtree root). Note that this makes
access control based explicitly on attribute types very hard, unless
you constrain the types of entries in subtrees. For exanple, another
attribute is added to an entry. That attribute may fall outside the
groupi ng covered by the ACL and hence require additiona

adm ni stration where the desired affect is indeed a different ACL
Access control information specified in one adm nistrative area MJST
NOT have jurisdiction in another area. You SHOULD NOT be able to
control access to the aliased entry in the alias. You SHOULD be abl e
to control access to the alias nane.
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U7. Override of subtree policy MJST be supported on a per-
directory-entry basis.

Ug. Control of access to individual directory entry attributes (not
just the whole directory entry) MJST be supported.

U9. Administrator MJST be able to coarsen access policy granularity
by grouping attributes with simlar access sensitivities.

U10. Control of access on a per-user granularity MJST be support ed.

Ull. Adninistrator MIST be able to aggregate users (for exanple, by
assigning themto groups or roles) to sinplify administration.

Ul2. It MJST be possible to review "effective access"” of any user,
group, or role to any entry’'s attributes. This aids the adm nistrator
in setting the correct policy.

Ul3. A single administrator SHOULD be able to define policy for the
entire directory tree. An adm nistrator MJST be able to del egate
policy adm nistration for specific subtrees to other users. This
allows for the partitioning of the entire directory tree for policy
adm nistration, but still allows a single policy to be defined for
the entire tree independent of partitioning. (Partition in this
context nmeans scope of administration). An administrator MJST be able
to create new partitions at any point in the directory tree, and MJST
be able to nmerge a superior and subordinate partition. An

adm ni strator MJUST be able to configure whether del egated access
control information fromsuperior partitions is to be accepted or

not .

Ul4. It MJIST be possible to authorize users to traverse directory

structure even if they are not authorized to exam ne or nodify some
traversed entries; it MJST al so be possible to prohibit this. The

tree structure MJST be able to be protected fromview if so desired
by the admi ni strator

Ul5. It MJST be possible to create publicly readable entries, which
may be read even by unaut henticated clients.

Ul6. The nodel for conbining nmultiple access control list entries
referring to a single individual MJST be easy to understand.

Ul7. Adninistrator MIST be able to determ ne where inherited policy
information cones from that is, where ACLs are | ocated and which
ACLs were applied. Were inheritance of ACLs is applied, it nust be
abl e to be shown how where that new ACL is derived from
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Ul8. It SHOULD be possible for the administrator to configure the
access control systemto permt users to grant additional access
control rights for entries which they create.

4. Security Considerations

Access control is a security consideration. This docunments addresses
the requirenents.

5. dossary

This glossary is intended to aid the novice not versed in depth about
access control. It contains a list of terns and their definitions
that are conmonly used in discussing access control [enta].

Access control - The prevention of use of a resource by unidentified
and/ or unauthorized entities in any other that an authorized nanner.

Access control list - A set of control attributes. It is a list,
associated with a security object or a group of security objects.
The list contains the names of security subjects and the type of
access that may be granted.

Access control policy - A set of rules, part of a security policy, by
whi ch human users, or their representatives, are authenticated and by
whi ch access by these users to applications and other services and
security objects is granted or deni ed.

Access context - The context, in terms of such variables as |ocation,
time of day, level of security of the underlying associations, etc.,
in which an access to a security object is nmade.

Aut hori zation - The granting of access to a security object.

Aut hori zation policy - A set of rules, part of an access contro
policy, by which access by security subjects to security objects is
granted or denied. An authorization policy may be defined in terns
of access control lists, capabilities, or attributes assigned to
security subjects, security objects, or both.

Control attributes - Attributes, associated with a security object
that, when natched against the privilege attributes of a security
subj ect, are used to grant or deny access to the security object. An
access control list or list of rights or tinme of day range are
exanpl es of control attributes.

Credentials - Data that serve to establish the clained identity of a
security subject relative to a given security donain.
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Privilege attributes - Attributes, associated with a security subject
that, when matched agai nst control attributes of a security object,
are used to grant or deny access to that subject. Goup and role
menber shi ps are exanples of privilege attributes.

Security attributes - A general termcovering both privilege
attributes and control attributes. The use of security attributes is
defined by a security policy.

Security object - An entity in a passive role to which a security
policy applies.

Security policy - A general termcovering both access control
policies and authorization policies.

Security subject - An entity in an active role to which a security
policy applies.

6. References

[ 1 dap] Kille, S., Howes, T. and M Wahl, "Lightweight Directory
Access Protocol (v3)", RFC 2251, August 1997.

[ ecma] ECMA, "Security in Open Systens: A Security Franmework"
ECMA TR/ 46, July 1988.

[ bradner97] Bradner, S., "Key Wrds for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

St okes, et al. I nf or mat i onal [ Page 7]



RFC 2820 Access Control Requirenents for LDAP May 2000

7. Authors’ Addresses

Bob Bl akl ey

Dascom

5515 Bal cones Drive
Austin, TX 78731
USA

Phone: +1 512 458 4037 ext 5012
Fax: +1 512 458 2377
EMai | : bl akl ey@ascom com

El |l en Stokes

| BM

11400 Burnet Rd
Austin, TX 78758
USA

Phone: +1 512 838 3725
Fax: +1 512 838 0156
EMui | : stokes@ustin.ibmcom

Debbi e Byrne

| BM

11400 Burnet Rd
Austin, TX 78758
USA

Phone: +1 512 838 1930
Fax: +1 512 838 8597
EMai | : dj byrne@is.i bm com

Prasant a Behera

Net scape

501 Ellis Street
Mountain View, CA 94043
USA

Phone: +1 650 937 4948

Fax: +1 650 528-4164
EMai | : prasant a@et scape. com

St okes, et al. I nf or mat i onal [ Page 8]



RFC 2820 Access Control Requirenents for LDAP May 2000

8.

Ful I Copyright Statenent
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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