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Abst ract

This menmo expl ains how to use the Upgrade mechanismin HITP/1.1 to
initiate Transport Layer Security (TLS) over an existing TCP
connection. This allows unsecured and secured HTTP traffic to share
the sane well known port (in this case, http: at 80 rather than
https: at 443). It also enables "virtual hosting", so a single HTTP +
TLS server can di sanbiguate traffic intended for several hostnanes at
a single | P address.

Since HTTP/ 1.1 [1] defines Upgrade as a hop-by-hop nechanism this
meno al so docunents the HTTP CONNECT net hod for establishing end-to-
end tunnel s across HTTP proxies. Finally, this nmenpo establishes new
| ANA registries for public HITP status codes, as well as public or
private Upgrade product tokens.

This nmeno does NOT affect the current definition of the "https' UR

schene, which already defines a separate nanespace
(http://exanple.org/ and https://exanple.org/ are not equival ent).
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1. Motivation

The historical practice of deploying HTTP over SSL3 [3] has

di stingui shed the conbination fromHTTP al one by a uni que URI schene
and the TCP port nunber. The scheme 'http’ neant the HITP protocol

al one on port 80, while "https' neant the HITTP protocol over SSL on
port 443. Parallel well-known port nunbers have simlarly been
requested -- and in sonme cases, granted -- to distinguish between
secured and unsecured use of other application protocols (e.g.

snews, ftps). This approach effectively hal ves the nunber of
avai l abl e wel |l known ports.

At the Washington DC | ETF neeting in Decenber 1997, the Applications
Area Directors and the IESG reaffirmed that the practice of issuing
paral l el "secure" port nunbers should be deprecated. The HTTP/ 1.1
Upgr ade nechani sm can apply Transport Layer Security [6] to an open
HTTP connecti on.
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In the nearly two years since, there has been broad acceptance of the
concept behind this proposal, but little interest in inplenmenting
alternatives to port 443 for generic Web browsing. In fact, nothing
inthis nmeno affects the current interpretation of https: URIs.
However, new application protocols built atop HTTP, such as the
Internet Printing Protocol [7], call for just such a nmechanismin
order to nove ahead in the | ETF standards process.

The Upgrade nechani sm al so sol ves the "virtual hosting” problem

Rat her than allocating multiple I P addresses to a single host, an
HTTP/ 1.1 server will use the Host: header to di sanbi guate the

i ntended web service. As HTTP/ 1.1 usage has grown nore preval ent,
nmore | SPs are of fering nane-based virtual hosting, thus delaying IP
address space exhausti on.

TLS (and SSL) have been hobbled by the same limtation as earlier
versions of HTTP: the initial handshake does not specify the intended
host nanme, relying exclusively on the I P address. Using a cleartext
HTTP/ 1.1 Upgrade: preanble to the TLS handshake -- choosing the
certificates based on the initial Host: header -- will allow ISPs to
provi de secure nane-based virtual hosting as well.

2. Introduction

TLS, a.k.a., SSL (Secure Sockets Layer), establishes a private end-
to-end connection, optionally including strong nmutual authentication,
using a variety of cryptosystens. Initially, a handshake phase uses
three subprotocols to set up a record | ayer, authenticate endpoints,
set paraneters, as well as report errors. Then, there is an ongoing
| ayered record protocol that handl es encryption, conpression, and
reassenbly for the remmi nder of the connection. The latter is
intended to be conpletely transparent. For exanple, there is no
dependency between TLS s record markers and or certificates and
HTTP/ 1. 1’ s chunked encodi ng or authentication

Either the client or server can use the HITP/ 1.1 [1] Upgrade
mechani sm (Section 14.42) to indicate that a TLS secured connection
is desired or necessary. This neno defines the "TLS/ 1.0" Upgrade
token, and a new HITP Status Code, "426 Upgrade Required"

Section 3 and Section 4 describe the operation of a directly
connected client and server. Internediate proxies nust establish an
end-to-end tunnel before applying those operations, as explained in
Section 5.
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2.1 Requirenments Term nol ogy

Keywor ds "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT" and
"MAY" that appear in this docunent are to be interpreted as described
in RFC 2119 [11].

3. dient Requested Upgrade to HTTP over TLS

When the client sends an HITP/ 1.1 request with an Upgrade header
field containing the token "TLS/1.0", it is requesting the server to
conplete the current HTTP/ 1.1 request after switching to TLS/1.0.

3.1 Optional Upgrade

A client MAY offer to switch to secured operation during any clear
HTTP request when an unsecured response woul d be accept abl e:

GET http://exanpl e. bank. confacct _stat. htm ?749394889300 HTTP/ 1.1
Host: exanpl e. bank. com

Upgrade: TLS/ 1.0

Connecti on: Upgrade

In this case, the server MAY respond to the clear HITP operation
normal |y, OR switch to secured operation (as detailed in the next
section).

Note that HTTP/ 1.1 [1] specifies "the upgrade keyword MJUST be
supplied within a Connection header field (section 14.10) whenever
Upgrade is present in an HTTP/ 1.1 nessage".

3.2 Mandatory Upgrade

If an unsecured response woul d be unacceptable, a client MJST send an
OPTI ONS request first to conplete the switch to TLS/1.0 (if
possi bl e).

OPTIONS * HTTP/ 1.1
Host: exanpl e. bank. com
Upgrade: TLS/ 1.0
Connection: Upgrade

3.3 Server Acceptance of Upgrade Request
As specified in HTTP/1.1 [1], if the server is prepared to initiate
the TLS handshake, it MJST send the internediate "101 Swi tching

Protocol " and MJST include an Upgrade response header specifying the
tokens of the protocol stack it is switching to:
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HTTP/ 1.1 101 Switching Protocols
Upgrade: TLS/ 1.0, HITP/ 1.1
Connecti on: Upgrade

Note that the protocol tokens listed in the Upgrade header of a 101
Swi t ching Protocols response specify an ordered 'bottom up’ stack.

As specified in HITP/1.1 [1], Section 10.1.2: "The server wl|l
switch protocols to those defined by the response’ s Upgrade header
field imediately after the enpty line which ternmi nates the 101
response".

Once the TLS handshake conpl etes successfully, the server MJST
continue with the response to the original request. Any TLS handshake
failure MUST | ead to disconnection, per the TLS error alert

speci fication.

4. Server Requested Upgrade to HTTP over TLS

The Upgrade response header field adverti ses possible protocol
upgrades a server MAY accept. In conjunction with the "426 Upgrade
Required" status code, a server can advertise the exact protocol
upgrade(s) that a client MJST accept to conplete the request.

4.1 Optional Advertisenent

As specified in HTTP/1.1 [1], the server MAY include an Upgrade
header in any response other than 101 or 426 to indicate a
willingness to switch to any (conbination) of the protocols listed.

4.2 Mandat ory Adverti senent

A server MAY indicate that a client request can not be conpleted

wi t hout TLS using the "426 Upgrade Required" status code, which MJST
i nclude an an Upgrade header field specifying the token of the
required TLS version.

HTTP/ 1.1 426 Upgrade Required
Upgrade: TLS/ 1.0, HITP/ 1.1
Connection: Upgrade

The server SHOULD include a nmessage body in the 426 response which
i ndicates in human readable formthe reason for the error and
describes any alternative courses which nmay be available to the user.

Note that even if a client is willing to use TLS, it nust use the

operations in Section 3 to proceed; the TLS handshake cannot begin
i mredi ately after the 426 response.
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5. Upgrade across Proxies

As a hop-by-hop header, Upgrade is negotiated between each pair of
HTTP counterparties. |If a User Agent sends a request with an Upgrade
header to a proxy, it is requesting a change to the protocol between
itself and the proxy, not an end-to-end change.

Since TLS, in particular, requires end-to-end connectivity to provide
aut henti cati on and prevent man-in-the-mddl e attacks, this nmeno
specifies the CONNECT nethod to establish a tunnel across proxies.

Once a tunnel is established, any of the operations in Section 3 can
be used to establish a TLS connection

5.1 Inplications of Hop By Hop Upgrade

If an origin server receives an Upgrade header froma proxy and
responds with a 101 Switching Protocols response, it is changing the
protocol only on the connection between the proxy and itself.
Simlarly, a proxy mght return a 101 response to its client to
change the protocol on that connection independently of the protocols
it is using to communicate toward the origin server

These scenarios also conplicate diagnosis of a 426 response. Since

Upgrade is a hop-by-hop header, a proxy that does not recognize 426

m ght remove the accomnpanyi ng Upgrade header and prevent the client

fromdetermning the required protocol switch. |If a client receives
a 426 status w thout an acconpanyi ng Upgrade header, it will need to
request an end to end tunnel connection as described in Section 5.2

and repeat the request in order to obtain the required upgrade

i nformati on.

Thi s hop-by-hop definition of Upgrade was a deliberate choice. It
all ows for increnmental deploynment on either side of proxies, and for
optini zed protocol s between cascaded proxies wi thout the know edge of
the parties that are not a part of the change.

5.2 Requesting a Tunnel w th CONNECT

A CONNECT rnet hod requests that a proxy establish a tunnel connection

on its behal f. The Request-URI portion of the Request-Line is always

an 'authority’ as defined by URI Generic Syntax [2], which is to say

the host nane and port nunber destination of the requested connection
separated by a col on:

CONNECT server. exanpl e.com 80 HTTP/ 1.1
Host: server. exanpl e.com 80
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O her HTTP mechani snms can be used normally with the CONNECT met hod - -
except end-to-end protocol Upgrade requests, of course, since the
tunnel nust be established first.

For exanple, proxy authentication mght be used to establish the
authority to create a tunnel

CONNECT server. exanpl e.com 80 HITP/ 1.1
Host: server. exanpl e.com 80
Pr oxy- Aut hori zati on: basic aG/sb@G@6d29ybGQ=

Li ke any other pipelined HTTP/1.1 request, data to be tunnel ed may be
sent inmediately after the blank line. The usual caveats al so apply:
data may be discarded if the eventual response is negative, and the
connection may be reset with no response if nore than one TCP segnent
i s outstanding.

5.3 Establishing a Tunnel w th CONNECT

Any successful (2xx) response to a CONNECT request indicates that the
proxy has established a connection to the requested host and port,
and has switched to tunneling the current connection to that server
connecti on.

It may be the case that the proxy itself can only reach the requested
origin server through another proxy. 1In this case, the first proxy
SHOULD nake a CONNECT request of that next proxy, requesting a tunne
to the authority. A proxy MJST NOT respond with any 2xx status code
unless it has either a direct or tunnel connection established to the
aut hority.

An origin server which receives a CONNECT request for itself MAY
respond with a 2xx status code to indicate that a connection is
est abl i shed.

If at any point either one of the peers gets di sconnected, any

out standi ng data that came fromthat peer will be passed to the other
one, and after that also the other connection will be term nated by
the proxy. If there is outstanding data to that peer undelivered,
that data will be di scarded.

6. Rationale for the use of a 4xx (client error) Status Code
Rel i abl e, interoperable negotiation of Upgrade features requires an
unanbi guous failure signal. The 426 Upgrade Required status code

all ows a server to definitively state the precise protocol extensions
a given resource nust be served with.
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It might at first appear that the response shoul d have been sorme form
of redirection (a 3xx code), by analogy to an old-style redirection
to an https: URI. User agents that do not understand Upgrade:

precl ude this.

Suppose that a 3xx code had been assigned for "Upgrade Required"; a
user agent that did not recognize it would treat it as 300. It would
then properly I ook for a "Location" header in the response and
attenpt to repeat the request at the URL in that header field. Since
it did not know to Upgrade to incorporate the TLS layer, it would at
best fail again at the new URL.

7. | ANA Consi derati ons

| ANA shall create registries for tw nane spaces, as described in BCP
26 [10]:

o0 HITP Status Codes
0 HTTP Upgrade Tokens

7.1 HTTP Status Code Registry

The HTTP Status Code Registry defines the nane space for the Status-
Code token in the Status line of an HTTP response. The initial
val ues for this name space are those specified by:

Draft Standard for HITP/ 1.1 [1]

Web Distributed Authoring and Versioning [4] [defines 420-424]
WebDAV Advanced Col | ections [5] (Work in Progress) [defines 425]
Section 6 [defines 426]

b=

Val ues to be added to this nane space SHOULD be subject to reviewin
the formof a standards track docunent within the | ETF Applications
Area. Any such docunent SHOULD be traceabl e t hrough statuses of
either '(Cbsoletes’ or 'Updates' to the Draft Standard for

HTTP/ 1.1 [1].

7.2 HTTP Upgrade Token Registry
The HTTP Upgrade Token Registry defines the nane space for product
tokens used to identify protocols in the Upgrade HTTP header field.
Each registered token shoul d be associated with one or a set of
specifications, and with contact infornmation.

The Draft Standard for HTTP/ 1.1 [1] specifies that these tokens obey
the production for ’product’:
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pr oduct
pr oduct - ver si on

token ["/" product-version]
t oken

Regi strations should be allowed on a First Cone First Served basis as
described in BCP 26 [10]. These specifications need not be |ETF
docunents or be subject to | ESG review, but should obey the follow ng
rul es:

1. A token, once registered, stays registered forever

2. The registration MJST nane a responsible party for the
regi stration.

3. The registration MJST name a point of contact.

4. The registration MAY nanme the docunentation required for the
t oken.

5. The responsible party MAY change the registration at any tine.
The 1ANA will keep a record of all such changes, and nake them
avai | abl e upon request.

6. The responsible party for the first registration of a "product"”
token MUST approve later registrations of a "version" token
together with that "product" token before they can be registered.

7. |If absolutely required, the | ESG MAY reassign the responsibility
for a token. This will normally only be used in the case when a
responsi bl e party cannot be contact ed.

Thi s specification defines the protocol token "TLS/1.0" as the
identifier for the protocol specified by The TLS Protocol [6].

It is NOT required that specifications for upgrade tokens be nmade
publicly avail able, but the contact information for the registration
SHOULD be.

8. Security Considerations

The potential for a man-in-the-mddl e attack (del eting the Upgrade
header) renains the sane as current, mxed http/https practice

0 Renoving the Upgrade header is similar to rewiting web pages to
change https:// links to http:// I|inks.

o The risk is only present if the server is willing to vend such
informati on over both a secure and an insecure channel in the
first place.

o If the client knows for a fact that a server is TLS-conpliant, it
can insist on it by only sending an Upgrade request with a no-op
met hod |i ke OPTI ONS

o Finally, as the https: specification warns, "users should
carefully examne the certificate presented by the server to
determine if it nmeets their expectations”
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Furthernore, for clients that do not explicitly try to invoke TLS,
servers can use the Upgrade header in any response other than 101 or
426 to advertise TLS conpliance. Since TLS conpliance shoul d be
considered a feature of the server and not the resource at hand, it
shoul d be sufficient to send it once, and let clients cache that
fact.

8.1 Inplications for the https: URl Schene

While nothing in this meno affects the definition of the 'https’ UR
schene, wi despread adoption of this nmechani smfor HyperText content
could use "http' to identify both secure and non-secure resources.

The choi ce of what security characteristics are required on the
connection is left to the client and server. This allows either
party to use any information available in nmaking this determ nation.
For exanple, user agents may rely on user preference settings or

i nformati on about the security of the network such as ' TLS required
on all POST operations not on ny local net’, or servers nay apply
resource access rules such as 'the FORM on this page nmust be served
and submtted using TLS

8.2 Security Considerations for CONNECT

A generic TCP tunnel is fraught with security risks. First, such

aut hori zation should be linmted to a small nunber of known ports.

The Upgrade: mechani sm defined here only requires onward tunneling at
port 80. Second, since tunneled data is opaque to the proxy, there
are additional risks to tunneling to other well-known or reserved
ports. A putative HTTP client CONNECTing to port 25 could relay spam
via SMIP, for exanple.
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