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Abst r act

Wi |l e based on the client-server nodel, the IRC (Internet Relay Chat)
protocol allows servers to connect to each other effectively formng
a networ k.

Thi s docunent defines the protocol used by servers to talk to each
other. It was originally a superset of the client protocol but has
evol ved differently.

First formally documented in May 1993 as part of RFC 1459 [IRC], nost
of the changes brought since then can be found in this document as
devel opment was focused on naking the protocol scale better. Better
scalability has allowed existing world-wi de networks to keep grow ng
and reach sizes which defy the old specification
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1. Introduction

Thi s docunent is intended for people working on inplenenting an I RC
server but will also be useful to anyone inplenmenting an | RC servi ce.

Servers provide the three basic services required for realtine
conferencing defined by the "Internet Relay Chat: Architecture"
[TRC-ARCH]: client |ocator (via the client protocol [IRC CLIENT]),
nmessage relaying (via the server protocol defined in this docunent)
and channel hosting and managenent (follow ng specific rules [IRC
CHAN] ) .

2. d obal database

Al t hough the IRC Protocol defines a fairly distributed nodel, each
server mmintains a "global state database" about the whole IRC
network. This database is, in theory, identical on all servers.

2.1 Servers

Servers are uniquely identified by their name which has a nmaxi mum
|l ength of sixty three (63) characters. See the protocol grammar
rules (section 3.3.1) for what nmay and nmay not be used in a server
nane.

Each server is typically known by all other servers, however it is
possible to define a "hostmask” to group servers together according
to their nanme. |Inside the hostnmasked area, all the servers have a
nane whi ch matches the hostrmask, and any other server with a name

mat chi ng the hostmask SHALL NOT be connected to the I RC network
outside the hostnasked area. Servers which are outside the area have
no know edge of the individual servers present inside the area,
instead they are presented with a virtual server which has the

host mask for nane.

Kal t I nf or mat i onal [ Page 3]



RFC 2813 Internet Relay Chat: Server Protocol April 2000

2.2 Cients

For each client, all servers MJST have the follow ng information: a
net wi de uni que identifier (whose fornat depends on the type of
client) and the server to which the client is connected.

2.2.1 Users

Each user is distinguished fromother users by a unique ni cknane
havi ng a maxi mum |l ength of nine (9) characters. See the protoco
grammar rules (section 3.3.1) for what may and may not be used in a
ni ckname. In addition to the nickname, all servers MJST have the
followi ng information about all users: the nane of the host that the
user i s running on, the usernane of the user on that host, and the
server to which the client is connected.

2.2.2 Services

Each service is distinguished fromother services by a service nane
composed of a nickname and a server nanme. The nicknane has a maxi mum
Il ength of nine (9) characters. See the protocol grammar rul es
(section 3.3.1) for what may and nay not be used in a nicknane. The
server nane used to conpose the service nane is the nanme of the
server to which the service is connected. 1In addition to this
service nane all servers MJST know the service type

Services differ fromusers by the format of their identifier, but
nore inportantly services and users don’'t have the sane type of
access to the server: services can request part or all of the globa
state information that a server mmintains, but have a nore restricted
set of commands available to them (See "IRC Cient Protocol" [IRC

CLI ENT] for details on which) and are not allowed to join channels.
Finally services are not usually subject to the "Flood control”
mechani sm descri bed in section 5. 8.

2.3 Channel s
Ali ke services, channels have a scope [I RC-CHAN] and are not
necessarily known to all servers. \When a channel existence is known

to a server, the server MUST keep track of the channel nenbers, as
wel | as the channel nodes.
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3. The I RC Server Specification
3.1 Overview

The protocol as described herein is for use with server to server
connections. For client to server connections, see the IRC dient
Pr ot ocol specification.

There are, however, nore restrictions on client connections (which
are considered to be untrustworthy) than on server connections.

3.2 Character codes

No specific character set is specified. The protocol is based on a a
set of codes which are conposed of eight (8) bits, making up an
octet. Each nessage may be conposed of any nunber of these octets;
however, sone octet values are used for control codes which act as
message delimters.

Regardl ess of being an 8-bit protocol, the delinmters and keywords
are such that protocol is nostly usable fromUS-ASCI| termnal and a
tel net connecti on.

Because of | RC s Scandi navian origin, the characters {}|”" are
considered to be the | ower case equivalents of the characters []\~,
respectively. This is a critical issue when determ ning the
equi val ence of two ni cknanmes, or channel nanes.

3.3 Messages

Servers and clients send each other messages which nay or nay not

generate a reply. Mst comunication between servers do not generate

any reply, as servers nostly performrouting tasks for the clients.

Each | RC nessage may consist of up to three main parts: the prefix
(OPTIONAL), the command, and the comand paraneters (rmaxi num of

fifteen (15)). The prefix, command, and all paraneters are separated

by one ASCI| space character (0x20) each

The presence of a prefix is indicated with a single |eading ASClI

col on character (':', 0x3b), which MJUST be the first character of the

message itself. There MJUST be NO gap (whitespace) between the col on
and the prefix. The prefix is used by servers to indicate the true
origin of the nessage. |If the prefix is mssing fromthe nessage,
is assuned to have originated fromthe connection fromwhich it was
received. Cdients SHOULD not use a prefix when sending a nessage
fromthenselves; if they use one, the only valid prefix is the

regi stered nicknane associated with the client.
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When a server receives a nmessage, it MJST identify its source using
the (eventually assunmed) prefix. |[If the prefix cannot be found in
the server’s internal database, it MJST be discarded, and if the
prefix indicates the nessage conmes froman (unknown) server, the link
fromwhich the nessage was recei ved MJST be dropped. Dropping a link
in such circunmstances is a little excessive but necessary to maintain
the integrity of the network and to prevent future problens. Another
common error condition is that the prefix found in the server’s
internal database identifies a different source (typically a source
registered froma different |ink than fromwhich the nessage
arrived). |If the nessage was received froma server |link and the
prefix identifies a client, a KILL nmessage MJST be issued for the
client and sent to all servers. |In other cases, the link from which
the message arrived SHOULD be dropped for clients, and MJST be
dropped for servers. In all cases, the nessage MJST be di scarded.

The command MJST either be a valid I RC command or a three (3) digit
nunber represented in ASCI| text.

| RC messages are always lines of characters termnated with a CR-LF
(Carriage Return - Line Feed) pair, and these nessages SHALL NOT
exceed 512 characters in length, counting all characters including
the trailing CRLF. Thus, there are 510 characters maxi rum al | owed
for the coomand and its paranmeters. There is no provision for
continuation nmessage lines. See section 5 for nore details about
current inplenmentations.

3.3.1 Message fornmat in Augnented BNF

The protocol nessages nust be extracted fromthe contiguous stream of
octets. The current solution is to designate two characters, CR and
LF, as nmessage separators. Enpty nessages are silently ignored,

whi ch permts use of the sequence CR-LF between nmessages without
extra probl ens.

The extracted nessage is parsed into the conponents <prefix>,
<conmand> and |ist of paranmeters (<parans>).

The Augmented BNF representation for this is found in "IRC dient
Protocol " [I RC- CLI ENT].

The extended prefix (["!" user "@ host ]) MJST NOT be used in server
to server comunications and is only intended for server to client
messages in order to provide clients with nmore useful informtion
about who a nessage is fromw thout the need for additional queries.
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3.4 Nuneric replies

Most of the nmessages sent to the server generate a reply of sone
sort. The nost common reply is the nuneric reply, used for both
errors and nornmal replies. The nuneric reply MJST be sent as one
message consisting of the sender prefix, the three digit nuneric, and
the target of the reply. A numeric reply is not allowed to originate
froma client; any such nessages received by a server are silently
dropped. In all other respects, a numeric reply is just |like a nornal
message, except that the keyword is nade up of 3 nuneric digits
rather than a string of letters. A list of different replies is
supplied in "IRC Cient Protocol" [IRGC CLIENT].

4. Message Details

Al'l the nessages recogni zed by the IRC server and client are
described in the IRC Cient Protocol specification

Where the reply ERR NOSUCHSERVER is returned, it neans that the
target of the message could not be found. The server MJST NOT send
any other replies after this error for that conmand.

The server to which a client is connected is required to parse the
conpl ete nessage, returning any appropriate errors. |If the server
encounters a fatal error while parsing a nmessage, an error MJST be
sent back to the client and the parsing term nated. A fatal error
may follow fromincorrect conmand, a destination which is otherw se
unknown to the server (server, client or channel nanes fit this
category), not enough paraneters or incorrect privileges.

If a full set of paraneters is presented, then each MJUST be checked
for validity and appropriate responses sent back to the client. In
the case of messages which use paraneter lists using the comma as an
item separator, a reply MJST be sent for each item

In the exanpl es bel ow, sonme nessages appear using the full format:
: Name COWMMAND par aneter |ist

Such exanpl es represent a nmessage from"Nanme" in transit between
servers, where it is essential to include the nane of the origina
sender of the nessage so renpte servers nay send back a reply al ong
the correct path.

The nessage details for client to server conmunication are descri bed
inthe "IRC dient Protocol" [IRC-CLIENT]. Sone sections in the
foll owi ng pages apply to sonme of these nessages, they are additions
to the nessage specifications which are only relevant to server to
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server conmunication, or to the server inplenmentation. The nmessages
whi ch are introduced here are only used for server to server
conmmuni cat i on.

4.1 Connection Registration

The commands described here are used to register a connection with
anot her | RC server.

4.1.1 Password nessage

Command: PASS
Par anet ers: <password> <version> <fl ags> [ <opti ons>]

The PASS command is used to set a ’'connection password’ . The
password MJUST be set before any attenpt to register the connection is
made. Currently this nmeans that servers MJST send a PASS conmand

bef ore any SERVER command. Only one (1) PASS command SHALL be
accepted froma connection.

The last three (3) parameters MJST be ignored if received froma
client (e.g. a user or a service). They are only relevant when
received froma server

The <version> paranmeter is a string of at |least four (4) characters,
and up to fourteen (14) characters. The first four (4) characters
MJST be digits and indicate the protocol version known by the server
i ssuing the nessage. The protocol described by this docunent is
version 2.10 which is encoded as "0210". The remmi ni ng OPTI ONAL
characters are inplenmentati on dependent and shoul d describe the

sof tware version nunber.

The <fl ags> paraneter is a string of up to one hundred (100)
characters. It is conposed of two substrings separated by the
character "|" (%&7C). |f present, the first substring MJST be the
nane of the inplenentation. The reference inplenentation (See
Section 8, "Current support and availability") uses the string "IRC
If a different inplementation is witten, which needs an identifier,
then that identifier should be registered through publication of an
RFC. The second substring is inplenentati on dependent. Both
substrings are OPTIONAL, but the character "|" is REQU RED. The
character "|" MJST NOT appear in either substring.

Finally, the last paranmeter, <options> 1is used for |ink options.

The only options defined by the protocol are |ink conpression (using
the character "Z"), and an abuse protection flag (using the character
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"P'). See sections 5.3.1.1 (Conpressed server to server links) and
5.3.1.2 (Anti abuse protections) respectively for nore information on
these opti ons.

Nuneric Replies:
ERR_NEEDMOREPARAMS ERR_ALREADYREG STRED
Exanpl e:
PASS noresecret password 0210010000 | RC| aBgH$ Z
4.1.2 Server nessage

Conmand: SERVER
Par anet ers: <servernane> <hopcount > <t oken> <i nf o>

The SERVER command is used to register a new server. A new connection
introduces itself as a server to its peer. This nessage is also used
to pass server data over whole net. Wen a new server is connected
to net, information about it MJST be broadcasted to the whole

net wor k.

The <info> parameter may contain space characters

<hopcount> is used to give all servers sone internal information on
how far away each server is. Local peers have a value of 0, and each
passed server increnents the value. Wth a full server list, it
woul d be possible to construct a map of the entire server tree, but
host masks prevent this from bei ng done.

The <t oken> parameter is an unsigned nunber used by servers as an
identifier. This identifier is subsequently used to reference a
server in the NICK and SERVI CE nessages sent between servers. Server
tokens only have a neaning for the point-to-point peering they are
used and MJST be unique for that connection. They are not gl obal

The SERVER nessage MUST only be accepted fromeither (a) a connection
which is yet to be registered and is attenpting to register as a
server, or (b) an existing connection to another server, in which
case the SERVER nessage is introducing a new server behind that
server.

Most errors that occur with the receipt of a SERVER command result in
the connection being term nated by the destination host (target
SERVER). Because of the severity of such event, error replies are
usual Iy sent using the "ERROR' command rat her than a nuneric.
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If a SERVER nmessage is parsed and it attenpts to introduce a server
which is already known to the receiving server, the connection, from
whi ch that nessage arrived, MJST be closed (follow ng the correct
procedures), since a duplicate route to a server has been fornmed and

the acyclic nature of the IRC tree breaks. |In sonme conditions, the
connection fromwhich the already known server has registered MAY be
closed instead. It should be noted that this kind of error can al so

be the result of a second running server, problem which cannot be
fixed within the protocol and typically requires human intervention
This type of problemis particularly insidious, as it can quite
easily result in part of the IRC network to be isolated, with one of
the two servers connected to each partition therefore making it

i mpossible for the two parts to unite.

Nuneric Replies:
ERR_ALREADYREG STRED
Exanpl e:

SERVER test.oulu.fi 1 1 :Experinmental server ; New server
test.oulu.fi introducing itself and
attenpting to register.

:tolsun.oulu.fi SERVER csd.bu.edu 5 34 :BU Central Server ; Server
tolsun.oulu.fi is our uplink for
csd. bu. edu which is 5 hops away. The
token "34" will be used by
tol sun.oul u.fi when introduci ng new
users or services connected to
csd. bu. edu.

4.1.3 N ck

Command: NI CK
Par anet ers: <ni ckname> <hopcount > <user nanme> <host > <servert oken>
<unode> <r eal nane>

This formof the NI CK nessage MJUST NOT be all owed from user
connections. However, it MJST be used instead of the N CK/ USER pair
to notify other servers of new users joining the | RC network.

This message is really the conbination of three distinct nmessages:
NI CK, USER and MODE [| RC- CLI ENT] .

The <hopcount > paraneter is used by servers to indicate how far away

a user is fromits honme server. A local connection has a hopcount of
0. The hopcount value is increnented by each passed server
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The <servertoken> paraneter replaces the <servernanme> paraneter of
the USER (See section 4.1.2 for nore information on server tokens).

Exanpl es:

NICK syrk 5 kalt millenniumstealth.net 34 +i :Christophe Kalt ; New
user with nickname "syrk", usernane
"kalt", connected from host
"mllenniumstealth.net” to server
"34" ("csd. bu.edu" according to the
previ ous exanpl e).

ckrys NI CK syrk ; The other formof the NI CK nessage,
as defined in "IRC Cdient Protocol"”
[1 RC-CLI ENT] and used between
servers: krys changed his nicknane to
syrk

4.1.4 Service nessage

Conmand: SERVI CE
Par anet ers: <servi cenane> <servertoken> <di stribution> <type>
<hopcount > <i nf o>

The SERVI CE conmand is used to introduce a new service. This form of
the SERVI CE message SHOULD NOT be allowed fromclient (unregistered,
or registered) connections. However, it MJST be used between servers
to notify other servers of new services joining the | RC network

The <servertoken> is used to identify the server to which the service
is connected. (See section 4.1.2 for nore information on server
t okens).

The <hopcount > paraneter is used by servers to indicate how far away
a service is fromits hone server. A local connection has a hopcount
of 0. The hopcount value is increnented by each passed server

The <distribution> parameter is used to specify the visibility of a

service. The service may only be known to servers which have a nane
mat ching the distribution. For a matching server to have know edge

of the service, the network path between that server and the server

to which the service is connected MIST be conposed of servers whose

names all match the mask. Plain "*" is used when no restriction is

wi shed.

The <type> parameter is currently reserved for future usage
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Nureric Repli es:

ERR_ALREADYREG STRED ERR_NEEDMOREPARANG
ERR_ERRONEUSNI CKNANE

RPL_YOURESERVI CE RPL_YOURHOST
RPL_MYI NFO

Exanpl e:

SERVICE dict@rc.fr 9 *.fr 0 1 :French Dictionary r" registered on
server "9" is being announced to
anot her server. This service wll
only be avail abl e on servers whose
name nmatches "*.fr".

4.1.5 Quit

Conmand: QUI T
Paraneters: [<Quit Message>]

A client session ends with a quit nessage. The server MJIST close the
connection to a client which sends a QU T nessage. If a "Quit
Message" is given, this will be sent instead of the default nessage,
the ni ckname or service nane.

When "netsplit" (See Section 4.1.6) occur, the "Quit Message" is
composed of the names of two servers involved, separated by a space
The first name is that of the server which is still connected and the
second nanme is either that of the server which has becone

di sconnected or that of the server to which the leaving client was
connect ed:

<Quit Message> = ":" servernane SPACE servername

Because the "Quit Message" has a special nmeaning for "netsplits",
servers SHOULD NOT allow a client to use a <Quit Message> in the
format descri bed above.

If, for sone other reason, a client connection is closed w thout the
client issuing a QJUT comand (e.g. client dies and EOF occurs on
socket), the server is REQURED to fill in the quit nmessage with sone
sort of message reflecting the nature of the event which caused it to
happen. Typically, this is done by reporting a system specific
error.

Nuneric Replies:

None.
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Exanpl es:
*WZ QUIT : Gone to have | unch ; Preferred nmessage format.
4.1.6 Server quit nessage

Conmand: SQUI T
Par anet ers: <server> <comment >

The SQUI T nessage has two distinct uses.

The first one (described in "Internet Relay Chat: Cdient Protocol"
[IRC-CLIENT]) allows operators to break a |ocal or remote server

link. This formof the nmessage is also eventually used by servers to
break a renote server |ink

The second use of this nessage is needed to i nformother servers when
a "network split" (also known as "netsplit") occurs, in other words
to informother servers about quitting or dead servers. |If a server
wi shes to break the connection to another server it MJST send a SQU T
message to the other server, using the nane of the other server as
the server paraneter, which then closes its connection to the
quitting server.

The <comment> is filled in by servers which SHOULD pl ace an error or
simlar message here.

Both of the servers which are on either side of the connection being
closed are REQU RED to send out a SQU T nessage (to all its other
server connections) for all other servers which are considered to be
behi nd that |ink.

Simlarly, a QU T nmessage MAY be sent to the other still connected
servers on behalf of all clients behind that quitting link. In
addition to this, all channel nenbers of a channel which |lost a
menber due to the "split" MJST be sent a QU T nessage. Messages to
channel mnenbers are generated by each client’s |ocal server

If a server connection is termnated prematurely (e.g., the server on
the other end of the link died), the server which detects this

di sconnection is REQURED to informthe rest of the network that the
connection has closed and fill in the comment field with something
appropri at e.

When a client is renoved as the result of a SQU T nessage, the server

SHOULD add the nicknanme to the Iist of tenporarily unavail abl e
ni cknames in an attenpt to prevent future nicknanme collisions. See
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section 5.7 (Tracking recently used nicknanes) for nore information
on this procedure.

Nuneric replies:

ERR_NOPRI VI LEGES ERR_NOSUCHSERVER
ERR_NEEDMOREPARAMS
Exanpl e:
SQUIT tolsun.oulu.fi :Bad Link ? ; the server |link tolson.oulu.fi
has been term nated because of "Bad
Li nk".
cTrillian SQUI T cnR2. eng. und. edu : Server out of control ; nessage
fromTrillian to di sconnect

"cnR2. eng. und. edu” fromthe net
because "Server out of control"”

4.2 Channel operations

This group of nessages is concerned with mani pul ating channels, their
properties (channel nopdes), and their contents (typically users). In
i npl ementing these, a nunmber of race conditions are inevitable when
users at opposing ends of a network send comrands which will
ultimately clash. It is also REQU RED that servers keep a ni ckname
hi story to ensure that wherever a <nick> parameter is given, the
server check its history in case it has recently been changed.

4.2.1 Join nessage

Conmand: JO N
Par anmet ers: <channel >[ %7 <npdes> |
*( "," <channel >[ %7 <nodes> ] )

The JO N command is used by client to start listening a specific
channel . Whether or not a client is allowed to join a channel is
checked only by the local server the client is connected to; al
other servers automatically add the user to the channel when the
comrand is received fromother servers.

Ootionally, the user status (channel nodes 'O, 'o', and 'v’') on the
channel may be appended to the channel name using a control G (~G or
ASCI| 7) as separator. Such data MJUST be ignored if the nessage
wasn't received froma server. This format MUST NOT be sent to
clients, it can only be used between servers and SHOULD be avoi ded.
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The JO N conmand MJST be broadcast to all servers so that each server
knows where to find the users who are on the channel. This all ows
optimal delivery of PRI VMSG and NOTI CE nessages to the channel.

Nuneric Replies:

ERR_NEEDMOREPARAMS ERR_BANNEDFROMCHAN
ERR_| NVI TEONL YCHAN ERR_BADCHANNELKEY
ERR_CHANNELI SFULL ERR_BADCHANMASK
ERR_NOSUCHCHANNEL ERR_TOOVANYCHANNEL S
ERR_TOOVANYTARGETS ERR_UNAVAI L RESOURCE
RPL_TOPI C

Exanpl es:

:WZ JON #Twi | i ght _zone ; JON nessage fromWZ

4.2.2 N oin nmessage

Command: NJO N
Paraneters: <channel> [ "@ / "@ ] [ "+" ] <nicknane>
*( n , n [ n @ / n @ ] [ n +Il ] <n| Cknal’TE> )

The NJO N nessage is used between servers only. |If such a nessage is
received froma client, it MJST be ignored. It is used when two
servers connect to each other to exchange the Iist of channel menbers
for each channel .

Even though the sane function can be perfornmed by using a succession
of JON, this nessage SHOULD be used instead as it is nore efficient.
The prefix "@@ indicates that the user is the "channel creator", the
character "@ al one indicates a "channel operator", and the character
"+ indicates that the user has the voice privilege.

Nuneric Replies:

ERR_NEEDMOREPARANMS ERR_NOSUCHCHANNEL
ERR_ALREADYREG STRED

Exanpl es:

circd.stealth.net NJON #Twi |l ight _zone : @V Z, +syrk, avalon ; NJON
message fromircd. stealth. net
announci ng users joining the
#Twi | i ght _zone channel: WZ with
channel operator status, syrk with
voi ce privilege and avalon with no
privil ege.
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4.2.3 Mbde nessage

The MODE nessage is a dual - purpose command in IRC. It allows both
user names and channels to have their node changed

When parsi ng MODE nessages, it is RECOMMVENDED that the entire nessage
be parsed first, and then the changes which resulted passed on

It is REQU RED that servers are able to change channel nbdes so that
"channel creator"” and "channel operators" may be created.

5. Inplenmentation details

Athe tine of witing, the only current inplenentation of this
protocol is the IRC server, version 2.10. Earlier versions nmay

i npl ement sone or all of the commands described by this document with
NOTI CE nessages repl acing nany of the nuneric replies. Unfortunately,
due to backward conpatibility requirenments, the inplenentation of
some parts of this docunment varies with what is laid out. One

not abl e di fference is:

* recognition that any LF or CR anywhere in a nessage narks
the end of that nessage (instead of requiring CR-LF);

The rest of this section deals with issues that are nostly of
i nportance to those who wish to inplenment a server but some parts
al so apply directly to clients as well.

5.1 Connection ’Liveness

To detect when a connection has died or become unresponsive, the
server MJST poll each of its connections. The PING command (See "I RC
Client Protocol™ [IRC CLIENT]) is used if the server doesn't get a
response fromits peer in a given anmobunt of tine.

If a connection doesn't respond in time, its connection is closed
usi ng the appropriate procedures.

5.2 Accepting a client to server connection
5.2.1 Users

When a server successfully registers a new user connection, it is
REQUI RED to send to the user unambi guous nessages stating: the user
identifiers upon which it was registered (RPL_WELCOVE), the server
nane and version (RPL_YOURHOST), the server birth information
(RPL_CREATED), avail able user and channel nodes (RPL_MYINFO), and it
MAY send any introductory nessages whi ch may be deened appropriate.

Kal t I nf or mat i onal [ Page 16]



RFC 2813 Internet Relay Chat: Server Protocol April 2000

In particular the server SHALL send the current user/service/server
count (as per the LUSER reply) and finally the MOTD (if any, as per
the MOTD reply).

After dealing with registration, the server MIST then send out to
ot her servers the new user’s nickname (N CK nmessage), other
informati on as supplied by itself (USER nessage) and as the server
coul d di scover (from DNS servers). The server MJST NOT send this
information out with a pair of NI CK and USER nessages as defined in
"IRC dient Protocol" [IRC CLIENT], but MJST instead take advantage
of the extended N CK nessage defined in section 4.1.3.

5.2.2 Services

Upon successfully registering a new service connection, the server is
subject to the sane kind of REQUI REMENTS as for a user. Services
bei ng sonewhat different, only the following replies are sent:
RPL_YOURESERVI CE, RPL_YOURHOST, RPL_MYI NFO

After dealing with this, the server MIST then send out to other
servers (SERVI CE nessage) the new service’s ni cknanme and ot her
informati on as supplied by the service (SERVICE nessage) and as the
server could discover (from DNS servers).

5.3 Establishing a server-server connection

The process of establishing a server-to-server connection is fraught
wi th danger since there are many possi bl e areas where probl ens can
occur - the least of which are race conditions.

After a server has received a connection follow ng by a PASS/ SERVER
pai r which were recogni zed as being valid, the server SHOULD t hen
reply with its own PASS/ SERVER information for that connection as
well as all of the other state information it knows about as

descri bed bel ow.

When the initiating server receives a PASS/ SERVER pair, it too then
checks that the server responding is authenticated properly before
accepting the connection to be that server.

5.3.1 Link options
Server |inks are based on a common protocol (defined by this

docunent) but a particular |link MAY set specific options using the
PASS nessage (See Section 4.1.1)
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5.3.1.1 Conpressed server to server |inks

If a server wishes to establish a conpressed link with its peer, it
MUST set the 'Z flag in the options paraneter to the PASS nessage.

If both servers request conpression and both servers are able to
initialize the two conpressed streanms, then the renai nder of the
communi cation is to be conpressed. |If any server fails to initialize
the stream it will send an unconpressed ERROR nessage to its peer
and cl ose the connecti on.

The data format used for the conpression is described by RFC 1950
[ZLI B], RFC 1951 [DEFLATE] and RFC 1952 [ GZI P].

5.3.1.2 Anti abuse protections

Most servers inplenent various kinds of protections agai nst possible
abusi ve behaviours fromnon trusted parties (typically users). On
sonme networks, such protections are indispensable, on others they are
superfluous. To require that all servers inplenment and enabl e such
features on a particular network, the '"P flag is used when two
servers connect. |If this flag is present, it nmeans that the server
protections are enabled, and that the server REQU RES all its server
links to enable themas well.

Commonl y found protections are described in sections 5.7 (Tracking
recently used nicknanes) and 5.8 (Flood control of clients).

5.3.2 State informati on exchange when connecting

The order of state information bei ng exchanged between servers is
essential. The REQU RED order is as follows:

* all known servers;

* all known client information;

* all known channel information.
Information regarding servers is sent via extra SERVER nessages,
client information with NI CK and SERVI CE nessages and channels with
NJO N/ MODE nessages.
NOTE: channel topics SHOULD NOT be exchanged here because the TOPIC

command overwites any old topic information, so at best, the two
sides of the connection would exchange topics.
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By passing the state information about servers first, any collisions
with servers that already exist occur before nickname collisions
caused by a second server introducing a particular nickname. Due to
the IRC network only being able to exist as an acyclic graph, it my
be possible that the network has already reconnected in another
location. In this event, the place where the server collision occurs
i ndi cates where the net needs to split.

5.4 Term nating server-client connections

When a client connection unexpectedly closes, a QU T nessage is
generated on behalf of the client by the server to which the client
was connected. No other message is to be generated or used.

5.5 Term nating server-server connections

If a server-server connection is closed, either via a SQU T comand
or "natural" causes, the rest of the connected | RC network MJST have
its information updated by the server which detected the closure.
The term nating server then sends a list of SQU Ts (one for each
server behind that connection). (See Section 4.1.6 (SQUT)).

5.6 Tracki ng ni cknane changes

Al IRC servers are REQU RED to keep a history of recent nicknane
changes. This is inportant to allow the server to have a chance of
keeping in touch of things when nick-change race conditions occur
wi th commands mani pul ating them Messages which MJUST trace nick
changes are:

* KILL (the nick being disconnected)

* MODE (+/- o,v on channels)

* KICK (the nick being renoved from channel)

No ot her commands need to check nick changes.

In the above cases, the server is required to first check for the
exi stence of the nickname, then check its history to see who that
ni ck now belongs to (if anyone!). This reduces the chances of race
conditions but they can still occur with the server ending up
affecting the wong client. Wen perform ng a change trace for an

above command it is RECOWENDED that a time range be given and
entries which are too old ignored.
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For a reasonabl e history, a server SHOULD be able to keep previous
ni ckname for every client it knows about if they all decided to
change. This size is |imted by other factors (such as nenory, etc)

5.7 Tracking recently used ni cknanes

Thi s mechani smis comonly known as "N ckname Del ay", it has been
proven to significantly reduce the nunber of nicknane collisions
resulting from"network splits”/reconnections as well as abuse.

In addition of keeping track of nickname changes, servers SHOULD keep
track of nicknames which were recently used and were rel eased as the
result of a "network split" or a KILL nessage. These nicknanes are
then unavailable to the server local clients and cannot be re-used
(even though they are not currently in use) for a certain period of
time.

The duration for which a nickname renains unavail abl e SHOULD be set
consi dering many factors anong which are the size (user wi se) of the
| RC network, and the usual duration of "network splits". It SHOULD
be uniformon all servers for a given |IRC network.

5.8 Flood control of clients

Wth a large network of interconnected IRC servers, it is quite easy
for any single client attached to the network to supply a continuous
stream of messages that result in not only flooding the network, but
al so degrading the | evel of service provided to others. Rather than
require every 'victinm to provide their own protection, flood
protection was witten into the server and is applied to all clients
except services. The current algorithmis as follows:

* check to see if client’s ‘message tiner’ is less than current tine
(set to be equal if it is);

* read any data present fromthe client;

* while the timer is less than ten (10) seconds ahead of the current
time, parse any present nessages and penalize the client by tw (2)
seconds for each nessage;

* additional penalties MAY be used for specific commands which
generate a lot of traffic across the network.

This in essence neans that the client may send one (1) nessage every

two (2) seconds without being adversely affected. Services MAY al so
be subject to this nmechani sm
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5.9 Non-bl ocki ng | ookups

In areal-time environment, it is essential that a server process
does as little waiting as possible so that all the clients are
serviced fairly. Qbviously this requires non-blocking IO on al
network read/wite operations. For normal server connections, this
was not difficult, but there are other support operations that nay
cause the server to block (such as disk reads). Were possible, such
activity SHOULD be perfornmed with a short timeout.

5.9.1 Hostnanme (DNS) | ookups

Using the standard resolver libraries from Berkeley and others has
meant | arge delays in some cases where replies have tined out. To
avoid this, a separate set of DNS routines were witten for the
current inplenentation. Routines were setup for non-blocking IO
operations with local cache, and then polled fromwi thin the main
server 10O | oop.

5.9.2 Usernane (ldent) | ookups

Al t hough there are nunerous ident libraries (inplenenting the
"Identification Protocol” [IDENT]) for use and inclusion into other
progranms, these caused problens since they operated in a synchronous
manner and resulted in frequent delays. Again the solution was to
wite a set of routines which would cooperate with the rest of the
server and work using non-blocking IO

6. Current problens

There are a nunber of recogni zed problens with this protocol, all of
whi ch are hoped to be solved sonetime in the near future during its
rewrite. Currently, work is underway to find working solutions to

t hese probl ens.

6.1 Scalability

It is widely recognized that this protocol does not scale
sufficiently well when used in a large arena. The main probl em cones
fromthe requirenent that all servers know about all other servers
and clients and that information regardi ng them be updated as soon as
it changes. It is also desirable to keep the nunber of servers |ow
so that the path | ength between any two points is kept mininmal and
the spanning tree as strongly branched as possible.
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6.2 Labels

The current | RC protocol has 4 types of |abels: the nicknane, the
channel nane, the server name and the service nanme. Each of the four
types has its own donmain and no duplicates are allowed inside that
domain. Currently, it is possible for users to pick the |abel for
any of the first three, resulting in collisions. It is wdely
recogni zed that this needs reworking, with a plan for uni que nanes
for nicks that don’t collide being desirable as well as a solution
allowing a cyclic tree.

6.2.1 N cknames

The idea of the nicknane on IRC is very convenient for users to use
when tal king to each other outside of a channel, but there is only a
finite nicknane space and being what they are, it’s not uncomon for
several people to want to use the sanme nick. |If a nicknane is chosen
by two people using this protocol, either one will not succeed or
both will be renoved by use of KILL (See Section 3.7.1 of "IRC dient
Protocol " [IRC- CLI ENT]).

6. 2.2 Channel s

The current channel |ayout requires that all servers know about all
channel s, their inhabitants and properties. Besides not scaling
well, the issue of privacy is also a concern. A collision of
channel s is treated as an inclusive event (people fromboth nets on
channel with common nane are considered to be nenbers of it) rather
than an excl usive one such as used to sol ve nickname colli sions.

Thi s protocol defines "Safe Channels" which are very unlikely to be
the subject of a channel collision. Qher channel types are kept for
backward conpatibility.

6.2.3 Servers

Al 't hough the nunber of servers is usually small relative to the
nunber of users and channels, they too are currently REQU RED to be
known gl obal ly, either each one separately or hidden behind a mask

6.3 Algorithns
In some places within the server code, it has not been possible to

avoid N'2 al gorithms such as checking the channel list of a set of
clients.
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7

In current server versions, there are only few database consi stency
checks, nost of the tine each server assumes that a nei ghbouring
server is correct. This opens the door to large problens if a
connecting server is buggy or otherwise tries to introduce
contradictions to the existing net.

Currently, because of the | ack of unique internal and gl obal |abels,
there are a nmultitude of race conditions that exist. These race
conditions generally arise fromthe problemof it taking time for
messages to traverse and effect the IRC network. Even by changing to
uni que | abels, there are problens with channel-rel ated conmands bei ng
di srupt ed.

Security Considerations

7.1 Authentication

Servers only have two neans of authenticating incomng connections:
pl ain text password, and DNS | ookups. VWhile these nethods are weak
and wi dely recogni zed as unsafe, their conbination has proven to be
sufficient in the past:

* public networks typically allow user connections with only few
restrictions, without requiring accurate authentication

* private networks which operate in a controlled environnment often
use home- grown aut henticati on nechani sns not avail able on the
internet: reliable ident servers [IDENT], or other proprietary
nmechani sns.

The sane coments apply to the authentication of | RC Operators.

It should al so be noted that while there has been no real demand over
the years for stronger authentication, and no real effort to provide
better neans to safely authenticate users, the current protoco

of fers enough to be able to easily plug-in external authentication
met hods based on the information that a client can subnmit to the
server upon connection: nicknane, usernane, password.

7.2 Integrity

Si nce the PASS and OPER nessages of the | RC protocol are sent in
clear text, a streamlayer encryption nechanism (like "The TLS
Protocol " [TLS]) could be used to protect these transactions.
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8. Current support and availability
Mailing lists for IRC rel ated di scussi on:
General discussion: ircd-users@rc.org
Pr ot ocol devel opnment: ircd-dev@rc.org
Sof twar e i npl enent ati ons:
ftp://ftp.irc.org/irc/server
ftp://ftp.funet.fi/pub/unix/irc
ftp://coonbs. anu. edu. au/ pub/irc
Newsgroup: alt.irc
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Engl i sh.
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