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Abst r act
One of the nost notable characteristics of the IRC (Internet Relay
Chat) protocol is to allow for users to be grouped in foruns, called
channel s, providing a nean for nmultiple users to conmunicate
t oget her.
There was originally a unique type of channels, but with the years,
new types appeared either as a response to a need, or for

experinmental purposes.

Thi s docunent specifies how channels, their characteristics and
properties are nmanaged by | RC servers.
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1. Introduction

Thi s docunent defines in detail on how channel s are managed by the
I RC servers and will be mpostly useful to people working on

i npl ementi ng

Kal t

an | RC server.
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Wil e the concepts defined here are an inportant part of IRC, they
remai n non essential for inplenmenting clients. While the trend seens
to be towards nore and nore conmplex and "intelligent” clients which
are able to take advantage of know ng the internal workings of
channels to provide the users with a nore friendly interface, sinple
clients can be inplenmented w thout reading this docunent.

Many of the concepts defined here were designed with the I RC
architecture [IRCGARCH in mnd and nostly nake sense in this
context. However, many others could be applied to other
architectures in order to provide foruns for a conferencing system

Finally, it is to be noted that | RC users may find sone of the
followi ng sections of interest, in particular sections 2 (Channe
Characteristics) and 4 (Channel Mbdes).

2. Channel Characteristics
A channel is a named group of one or nore users which will all
recei ve messages addressed to that channel. A channel is
characterized by its name, properties and current memnbers.

2.1 Nanespace
Channel s names are strings (beginning with a &, "#, '+ or !
character) of length up to fifty (50) characters. Channel nanes are
case insensitive

Apart fromthe the requirenent that the first character being either

&, '#, '+ or '!" (hereafter called "channel prefix"). The only
restriction on a channel nanme is that it SHALL NOT contain any spaces
(" '), acontrol G(*"Gor ASCIl 7), a comma (',’ which is used as a

list itemseparator by the protocol). Also, a colon (':’) is used as
a delimter for the channel mask. The exact syntax of a channel nane
is defined in "I RC Server Protocol" [|RC SERVER].

The use of different prefixes effectively creates four (4) distinct
nanespaces for channel nanes. This is inportant because of the
protocol limtations regardi ng nanespaces (in general). See section
6.1 (Labels) for nore details on these Iimtations.

2.2 Channel Scope
A channel entity is known by one or nore servers on the | RC network.

A user can only becone nmenber of a channel known by the server to
which the user is directly connected. The list of servers which know

Kal t I nf or mat i onal [ Page 3]



RFC 2811 Internet Relay Chat: Channel Managenent April 2000

of the existence of a particular channel MJST be a contiguous part of
the 1RC network, in order for the nessages addressed to the channe
to be sent to all the channel menbers.

Channels with & as prefix are local to the server where they are
creat ed.

O her channel s are known to one (1) or nobre servers that are
connected to the network, depending on the channel mask

If there is no channel mask, then the channel is known to al
the servers

If there is a channel mask, then the channel MJST only be known
to servers which has a |local user on the channel, and to its

nei ghbours if the mask matches both the | ocal and nei ghbouring
server nanes. Since other servers have absolutely no know edge of
the existence of such a channel, the area forned by the servers
havi ng a name mat ching the mask has to be contiguous for the
channel to be known by all these servers. Channel nasks are best
used in conjunction with server hostnmaski ng [ RC SERVER] .

2.3 Channel Properties

Each channel has its own properties, which are defined by channe
modes. Channel nodes can be mani pul ated by the channel nenbers. The
nmodes affect the way servers manage the channel s.

Channels with '+ as prefix do not support channel nodes. This neans
that all the nodes are unset, with the exception of the 't’ channe
flag which is set.

2.4 Privileged Channel Menbers
In order for the channel nenbers to keep sone control over a channel,

and sone kind of sanity, some channel nenbers are privileged. Only
these menbers are allowed to performthe followi ng actions on the

channel
INVITE - Invite a client to an invite-only channel (node +i)
Kl CK - Eject a client fromthe channe
MODE - Change the channel’s node, as well as

menbers’ privil eges
PRI VM5G - Sendi ng nessages to the channel (node +n, +m +v)
TOPIC - Change the channel topic in a node +t channe
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2.4.1 Channel Operators

The channel operators (also referred to as a "chop” or "chanop”) on a
gi ven channel are considered to 'own’ that channel. Omership of a
channel is shared anobng channel operators.

Channel operators are identified by the '@ synbol next to their
ni ckname whenever it is associated with a channel (i.e., replies to
the NAMES, WHO and WHO S conmands)

Since channels starting with the character '+ as prefix do not
support channel nodes, no nenber can therefore have the status of
channel operator.

2.4.2 Channel Creator

A user who creates a channel with the character '!" as prefix is
identified as the "channel creator”. Upon creation of the channel,
this user is also given channel operator status.

In recognition of this status, the channel creators are endowed wth
the ability to toggle certain nodes of the channel which channe
operators nmay not nmani pul ate.

A "channel creator" can be distinguished froma channel operator by
i ssuing the proper MODE command. See the "IRC dient Protocol"
[ RC-CLIENT] for nore information on this topic.

3. Channel lifetine

In regard to the lifetine of a channel, there are typically two
groups of channel s: standard channel s which prefix is either &, '#
or '+, and "safe channel s" which prefix is 'I’.

3.1 Standard channel s

These channels are created inplicitly when the first user joins it,
and cease to exist when the |ast user leaves it. Wile the channe
exists, any client can reference the channel using the name of the
channel

The user creating a channel automatically beconmes channel operator
with the notabl e exception of channels which nane is prefixed by the
character '+, see section 4 (Channel npdes). See section 2.4.1
(Channel Operators) for nore details on this title.
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In order to avoid the creation of duplicate channels (typically when
the I RC network becomes disjoint because of a split between two
servers), channel names SHOULD NOT be allowed to be reused by a user
if a channel operator (See Section 2.4.1 (Channel Operators)) has
recently left the channel because of a network split. |If this
happens, the channel name is tenporarily unavailable. The duration
whil e a channel remains unavail able should be tuned on a per IRC
network basis. It is inportant to note that this prevents |oca
users fromcreating a channel using the same name, but does not
prevent the channel to be recreated by a renote user. The latter
typically happens when the I RC network rejoins. Cbviously, this
mechani sm only nakes sense for channels which name begins with the
character '# , but MAY be used for channels which name begins with
the character '+ . This mechanismis conmonly known as " Channe

Del ay".

3.2 Safe Channel s

Unl i ke ot her channels, "safe channels" are not inplicitly created. A
user wishing to create such a channel MJST request the creation by
sendi ng a special JON command to the server in which the channe
identifier (then unknown) is replaced by the character '!'. The
creation process for this type of channel is strictly controlled.

The user only chooses part of the channel name (known as the channe
"short nane"), the server autonatically prepends the user provided
nane with a channel identifier consisting of five (5) characters.

The channel nane resulting fromthe conbinati on of these two el enents
i s uni que, nmaking the channel safe from abuses based on network
splits.

The user who creates such a channel autonatically beconmes "channe
creator". See section 2.4.2 (Channel Creator) for nore details on
this title.

A server MJST NOT allow the creation of a new channel if another
channel with the same short nane exists; or if another channel wth
the same short nane existed recently AND any of its menber(s) |eft
because of a network split. Such channel ceases to exist after |ast
user | eaves AND no ot her nenber recently |left the channel because of
a network split.

Unli ke the mechani sm described in section 5.2.2 (Channel Delay), in
thi s case, channel nanes do not beconme unavail abl e: these channels
may continue to exist after the last user left. Only the user
creating the channel becones "channel creator”, users joining an

exi sting enpty channel do not automatically becone "channel creator"
nor "channel operator".
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4.1 Menber
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gi vel/take the voice privil ege;
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qui et channel fl ag;
private channel flag;
secret channel flag;
server reop channel flag;
topic settable by channel operator only flag;
t he channel
t he user

key (password);
limt to channel

ban mask to keep users out;

an exception nmask to override a ban mask

an invitation nmask to automatically override
only flag;

these nodes can be mani pul at ed

menber ni ckname as ar gunent

and affect the privileges given to this user.

4.1.1 "Channel

The node
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is only used in conjunction with "safe channel s" and
SHALL NOT be mani pul ated by users.
creating the channel

Servers use it to give the user

the status of "channel creator”.
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4.1.2 Channel Operator Status

The node "0’ is used to toggle the operator status of a channe
nmemnber .

4.1.3 Voice Privilege

The node 'v' is used to give and take voice privilege to/froma
channel menber. Users with this privilege can talk on noderated
channels. (See section 4.2.3 (Mderated Channel Flag).

4.2 Channel Flags

The nodes in this category are used to define properties which
af fects how channel s operate.

4.2.1 Anonynous Fl ag

The channel flag 'a defines an anonynous channel. This means that
when a nmessage sent to the channel is sent by the server to users,
and the origin is a user, then it MJST be masked. To mask the
message, the origin is changed to "anonynous! anonynous@nonynous. "
(e.g., a user with the nicknane "anonynous", the usernane "anonynous"
and froma host called "anonynous."). Because of this, servers MJST
forbid users fromusing the nickname "anonynous". Servers MJST al so
NOT send QUI T nmessages for users | eaving such channels to the other
channel menbers but generate a PART message i nstead.

On channels with the character '& as prefix, this flag MAY be
toggl ed by channel operators, but on channels with the character '!
as prefix, this flag can be set (but SHALL NOT be unset) by the
"channel creator” only. This flag MJUST NOT be nmade avail abl e on

ot her types of channels.

Replies to the WHO S, WHO and NAMES comands MJST NOT reveal the
presence of other users on channels for which the anonynous flag is
set.

4.2.2 Invite Only Fl ag

When the channel flag 'i’ is set, new nenbers are only accepted if
their mask matches Invite-list (See section 4.3.2) or they have been
invited by a channel operator. This flag also restricts the usage of
the INVITE command (See "IRC dient Protocol" [IRCCLIENT]) to
channel operators.
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who may speak on a channel
operators, and nmenbers who have been
may send nessages to the channel

users.

From dients On The CQutside

menbers MAY send

is set, only channe

users.

4.2.5 Quiet Channe

The channel flag 'q is for use by servers only. \When set, it
restricts the type of data sent to users about the channe
operations: other user joins, parts and nick changes are not sent.
From a user’s point of view, the channel contains only one user

channel s on which the
This was used as a
's’ defined

This is typically used to create special |oca
server sends notices related to its operations.
more efficient and flexible way to replace the user node
in RFC 1459 [IRC.

4.2.6 Private and Secret Channels

The channel flag 'p’ is used to mark a channel "private" and the
channel flag 's’ to mark a channel "secret". Both properties are
simlar and conceal the existence of the channel from other users.

This neans that there is no way of getting this channel’s nane from
the server without being a nenber. |In other words, these channels
MUST be onmitted fromreplies to queries |like the WHO S command

t he
does not exist for queries |like the

When a channel is "secret", in addition to the restriction above,
server will act as if the channe
TOPI C, LIST, NAMES commands. Note that there is one exception to
this rule: servers will correctly reply to the MODE conmand.
Finally, secret channels are not accounted for in the reply to the
LUSERS command (See "Internet Relay Chat: Cient Protocol" [IRC
CLI ENT]) when the <mask> paraneter is specified
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The channel flags 'p’ and 's’ MJST NOT both be set at the sane tine.
If a MODE nessage originating froma server sets the flag 'p’ and the
flag s’ is already set for the channel, the change is silently
ignored. This should only happen during a split healing phase
(mentioned in the "I RC Server Protocol" docunent [|RC SERVER]).

4.2.7 Server Reop Fl ag

The channel flag 'r’ is only avail abl e on channel s whi ch name begi ns
with the character '!’ and MAY only be toggled by the "channe
creator".

This flag is used to prevent a channel from having no channe
operator for an extended period of tine. When this flag is set, any
channel that has lost all its channel operators for |onger than the
"reop delay" period triggers a nechanismin servers to reop sonme or
all of the channel inhabitants. This nechanismis described nmore in
detail in section 5.2.4 (Channel Reop Mechanisn

4.2.8 Topic

The channel flag 't’ is used to restrict the usage of the TOPIC
command to channel operators.

4.2.9 User Limt
A user limt may be set on channels by using the channel flag '|’.
Wien the limt is reached, servers MIST forbid their |ocal users to
join the channel

The value of the Iimt MJST only be nmade avail able to the channe
menbers in the reply sent by the server to a MODE query.

4.2.10 Channel Key
When a channel key is set (by using the node 'k'), servers MJST
reject their local users request to join the channel unless this key

is given.

The channel key MJUST only be nmade visible to the channel nenbers in
the reply sent by the server to a MODE query.

4.3 Channel Access Contro

The | ast category of nodes is used to control access to the channel,
they take a nmask as argunent.
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In order to reduce the size of the global database for control access
modes set for channels, servers MAY put a mexinumlimt on the number
of such nodes set for a particular channel. |If such restrictionis

i mposed, it MJUST only affect user requests. The limt SHOULD be
honogeneous on a per | RC network basis.

4.3.1 Channel Ban and Exception

VWhen a user requests to join a channel, his local server checks if
the user’s address matches any of the ban nasks set for the channel
If a match is found, the user request is denied unless the address
al so mat ches an exception nmask set for the channel

Servers MJST NOT allow a channel nenber who is banned fromthe
channel to speak on the channel, unless this nenber is a channe
operator or has voice privilege. (See Section 4.1.3 (Voice
Privilege)).

A user who is banned froma channel and who carries an invitation
sent by a channel operator is allowed to join the channel

4.3.2 Channel Invitation

For channel s which have the invite-only flag set (See Section 4.2.2
(Invite Only Flag)), users whose address matches an invitation nask
set for the channel are allowed to join the channel w thout any

i nvitation.

5. Current Inplenentations

The only current inplenentation of these rules as part of the IRC
protocol is the I RC server, version 2.10.

The rest of this section deals with issues that are nostly of
i mportance to those who wish to inplenent a server but sone parts may
al so be of interest for client witers.

5.1 Tracki ng Recently Used Channel s

This nmechanismis comonly known as "Channel Delay" and generally
only applies to channels which names is prefixed with the character
"# (See Section 3.1 "Standard channel s").

When a network split occurs, servers SHOULD keep track of which
channel s l ost a "channel operator™ as the result of the break. These
channels are then in a special state which lasts for a certain period
of time. In this particular state, the channels cannot cease to
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exist. |If all the channel nenbers |eave the channel, the channe
becones unavail abl e: the server local clients cannot join the channe
as long as it is enpty.

Once a channel is unavailable, it will becone avail able again either
because a renote user has joined the channel (nost |ikely because the
network is healing), or because the delay period has expired (in

whi ch case the channel ceases to exist and may be re-created).

The duration for which a channel death is delayed SHOULD be set
considering nmany factors anong which are the size (user wi se) of the
| RC network, and the usual duration of network splits. It SHOULD be
uniformon all servers for a given |IRC network.

5.2 Safe Channel s

Thi s docunent introduces the notion of "safe channels". These
channel s have a nane prefixed with the character !’ and great effort
is made to avoid collisions in this name space. Collisions are not

i mpossi bl e, however they are very unlikely.

5.2.1 Channel Identifier

The channel identifier is a function of the tinme. The current tine
(as defined under UNI X by the nunmber of seconds el apsed since

00: 00: 00 GV, January 1, 1970) is converted in a string of five (5)
characters using the foll ow ng base:

" ABCDEFGHI JKLIMNOPQRSTUVWKYZ1234567890" (each character has a deci nal
val ue starting fromO for A to 35 for '0").

The channel identifier therefore has a periodicity of 3675 seconds
(about 700 days).

5. 2.2 Channel Del ay
These channel s MUST be subject to the "channel delay" nechani sm
described in section 5.1 (Channel Delay). However, the nechanismis
slightly adapted to fit better.
Servers MJST keep track of all such channels which | ose nenbers as
the result of a network split, no nmatter whether the user is a
"channel operator" or not.

However, these channels do NOT ever become unavailable, it is always
possible to join them even when they are enpty.
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5.2.3 Abuse W ndow

Because the periodicity is so long, attacks on a particul ar channel
(nane) may only occur once in a very long while. However, with |uck
and patience, it is still possible for a user to cause a channel
collision. In order to avoid this, servers MJST "l ook in the future"
and keep a list of channel names which identifier is about to be used
(in the conming few days for exanple). Such list should remain small
not be a burden for servers to mamintain and be used to avoid channe
collisions by preventing the re-creation of such channel for a |onger
period of tine than channel del ay does.

Eventual |y a server MAY choose to extend this procedure to forbid
creation of channels with the same shortname only (then ignoring the
channel identifier).

5.2.4 Preserving Sanity In The Nane Space

The conbination of the mechani snms described in sections 5.2.2 and
5.2.3 makes it quite difficult for a user to create a channe

col lision. However, another type of abuse consists of creating nmany
channel s having the sane shortnane, but different identifiers. To
prevent this from happening, servers MJST forbid the creation of a
new channel which has the sane shortnane of a channel currently

exi sti ng.

5.2.5 Server Reop Mechani sm

When a channel has been opl ess for |onger than the "reop del ay"
period and has the channel flag 'r’ set (See Section 4.2.7 (Server
Reop Flag)), IRC servers are responsible for giving the channe
operator status randomy to sone of the nenbers

The exact logic used for this nechanismby the current inplenentation
is described below. Servers MAY use a different logic, but that it
is strongly RECOWENDED that all servers use the sane logic on a
particular I RC network to maintain coherence as well as fairness.

For the sane reason, the "reop delay" SHOULD be uniformon al

servers for a given IRC network. As for the "channel delay", the

val ue of the "reop delay" SHOULD be set considering many factors
anong which are the size (user wise) of the I RC network, and the
usual duration of network splits.

a) the reop nechanismis triggered after a randomtime follow ng the
expiration of the "reop delay". This should limt the eventuality
of the mechani smbeing triggered at the sane tinme (for the sane
channel) on two separate servers
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b) If the channel is small (five (5) users or less), and the "channe
del ay" for this channel has expired,
Then reop all channel nenbers if at |east one menber is local to
the server.

c) If the channel is small (five (5) users or less), and the "channe
del ay" for this channel has expired, and the "reop del ay" has
expired for longer than its val ue,

Then reop all channel nenbers.

d) For other cases, reop at nobst one nenber on the channel, based on
sone nmethod build into the server. If you don’t reop a menber, the
met hod shoul d be such that another server will probably op
someone. The method SHOULD be the same over the whole network. A
good heuristic could be just random reop
(The current inplenentation actually tries to choose a nenber
|l ocal to the server who has not been idle for too |long, eventually
post poni ng action, therefore letting other servers have a chance
to find a "not too idle" menber. This is over conplicated due to
the fact that servers only know the "idle" tinme of their |oca
users)

6. Current problens

There are a nunber of recogni zed problens with the way | RC channel s
are managed. Sonme of these can be directly attributed to the rules
defined in this docunment, while others are the result of the
underlying "I RC Server Protocol" [IRC-SERVER]. Although derived from
RFC 1459 [IRC], this docunment introduces several novelties in an
attenpt to solve some of the known probl ens.

6.1 Labels

Thi s docunent defines one of the many | abels used by the IRC
protocol. Although there are several distinct nanespaces (based on

t he channel name prefix), duplicates inside each of these are not
allowed. Currently, it is possible for users on different servers to
pi ck the |l abel which may result in collisions (with the exception of
channel s known to only one server where they can be averted).

6. 1.1 Channel Del ay
The channel del ay nechani sm described in section 5.1 (Tracking
Recently Used Channel s) and used for channels prefixed with the

character "# is a sinple attenpt at preventing collisions from
happeni ng. Experience has shown that, under normal circunstances, it
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is very efficient; however, it obviously has severe limitations
keeping it from being an adequate solution to the probl em di scussed
here.

6.1.2 Safe Channel s

"Saf e channel s" described in section 3.2 (Safe Channels) are a better
way to prevent collisions fromhappening as it prevents users from
having total control over the |abel they choose. The obvious
drawback for such labels is that they are not user friendly.

However, it is fairly trivial for a client programto inprove on
this.

6.2 Mbde Propagation Del ays

Because of network del ays induced by the network, and because each
server on the path is REQU RED to check the validity of nbde changes
(e.g., user exists and has the right privileges), it is not unusua
for a MODE nessage to only affect part of the network, often creating
a di screpancy between servers on the current state of a channel

Wiile this nay seemeasy to fix (by having only the original server
check the validity of nbde changes), it was decided not to do so for
various reasons. One concern is that servers cannot trust each
other, and that a misbehaving servers can easily be detected. This
way of doing so al so stops wave effects on channels which are out of
synch when node changes are issued fromdifferent directions.

6.3 Col lisions And Channel Mbdes

The "I nternet Relay Chat: Server Protocol" docurment [I|RC SERVER]
descri bes how channel data is exchanged when two servers connect to
each other. Channel collisions (either legitimte or not) are
treated as inclusive events, neaning that the resulting channel has
for menmbers all the users who are menbers of the channel on either
server prior to the connection.

Simlarly, each server sends the channel nodes to the other one.
Therefore, each server also receives these channel nodes. There are
three types of nodes for a given channel: flags, masks, and data.
The first two types are easy to deal with as they are either set or
unset. |If such a nbode is set on one server, it MJST be set on the
other server as a result of the connection
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As topics are not sent as part of this exchange, they are not a

problem However, channel nmodes 'I’ and 'k’ are exchanged, and if
they are set on both servers prior to the connection, there is no
mechani smto decide which of the two val ues takes precedence. It is

left up to the users to fix the resulting discrepancy.
6.4 Resource Exhaustion

The node based on nmasks defined in section 4.3 nmake the | RC servers
(and network) vulnerable to a sinple abuse of the system a single
channel operator can set as many different nasks as possible on a
particul ar channel. This can easily cause the server to waste
menory, as well as network bandwi dth (since the info is propagated to
other servers). For this reason it is RECOWENDED that a limt be
put on the number of such masks per channels as nmentioned in section
4. 3.

Mor eover, nore conpl ex mechani sms MAY be used to avoid having
redundant masks set for the same channel

7. Security Considerations
7.1 Access Contro

One of the main ways to control access to a channel is to use nasks
whi ch are based on the usernane and hostnane of the user connections.
Thi s mechani smcan only be efficient and safe if the | RC servers have
an accurate way of authenticating user connections, and if users
cannot easily get around it. Wiile it is in theory possible to

i npl ement such a strict authentication nechanism nost | RC networks
(especially public networks) do not have anything like this in place
and provide little guaranty about the accuracy of the username and
host name for a particular client connection

Anot her way to control access is to use a channel key, but since this
key is sent in plaintext, it is vulnerable to traditional man in the
m ddl e attacks.

7.2 Channel Privacy

Because channel collisions are treated as inclusive events (See
Section 6.3), it is possible for users to join a channel overriding
its access control settings. This method has | ong been used by
individuals to "take over" channels by "illegitimtely" gaining
channel operator status on the channel. The sane nethod can be used
to find out the exact |ist of menbers of a channel, as well as to
eventual ly receive sonme of the nessages sent to the channel
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7.3 Anonynmity

The anonynous channel flag (See Section 4.2.1) can be used to render
al | users on such channel "anonynous" by presenting all nessages to
the channel as originating froma pseudo user which nicknane is
"anonynous". This is done at the client-server |evel, and no
anonymity is provided at the server-server |evel

It should be obvious to readers, that the | evel of anonymity offered
is quite poor and insecure, and that clients SHOULD di splay strong
war ni ngs for users joining such channels.
8. Current support and availability
Mailing lists for IRC rel ated di scussion
General discussion: ircd-users@rc.org
Pr ot ocol devel opnment: ircd-dev@rc.org
Sof twar e i npl enent ati ons:
ftp://ftp.irc.org/irc/server
ftp://ftp.funet.fi/pub/unix/irc
ftp://coonbs. anu. edu. au/ pub/irc
Newsgroup: alt.irc
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
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and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
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Engl i sh.
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