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Abstract

Securl D is a hardware token card product (or software enul ation

t hereof) produced by RSA Security Inc., which is used for end-user
aut henti cation. This document defines a SASL [ RFC2222] aut hentication
mechani sm usi ng these tokens, thereby providing a nmeans for such
tokens to be used in SASL environnments. This nechanismis only for
aut henti cation, and has no effect on the protocol encoding and is not
designed to provide integrity or confidentiality services.

This menmo assunes the reader has basic famliarity with the SecurlD
token, its associated authentication protocol and SASL.

How to read this document

The key words "MJST", "MJST NOT", "SHALL", "SHOULD' and "MAY" in this
docunment are to be interpreted as defined in [ RFC2119].

In examples, "C:" and "S:" indicate nessages sent by the client and
server respectively.

1. Introduction
The SECURI D SASL nechanismis a good choice for usage scenarios where
a client, acting on behalf of a user, is untrusted, as a one-tine

passcode will only give the client a single opportunity to act
mal i ci ously. This mechani sm provi des aut hentication only.
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The SECURI D SASL nechani sm provides a formal way to integrate the
exi sting SecurlD authentication nethod into SASL-enabl ed protocol s
i ncluding | MAP [ RFC2060], ACAP [ RFC2244], POP3 [RFC1734] and LDAPv3
[ RFC2251] .

2. Authentication Mdel

The SECURI D SASL nechani sm provi des two-factor based user
aut henti cation as defined bel ow.

There are basically three entities in the authentication nmechani sm
descri bed here: A user, possessing a SecurlD token, an application
server, to which the user wants to connect, and an authentication
server, capable of authenticating the user. Even though the
application server in practice may function as a client with respect
to the authentication server, relaying authentication credentials
etc. as needed, both servers are, unless explicitly nmentioned,
collectively termed "the server" here. The protocol used between the
application server and the authentication server is outside the scope
of this menmo. The application client, acting on behalf of the user,
is termed "the client".

The nechanismis based on the use of a shared secret key, or "seed",
and a personal identification nunber (PIN), which is known both by
the user and the authentication server. The secret seed is stored on
a token that the user possesses, as well as on the authentication
server. Hence the term"two-factor authentication”, a user needs not
only physical access to the token but al so know edge about the PIN in
order to performan authentication. Gven the seed, current tine of
day, and the PIN, a "PASSCODE(r)" is generated by the user’s token
and sent to the server.

The SECURI D SASL nechani sm provi des one servi ce:

- User authentication where the user provides information to the
server, so that the server can authenticate the user

This mechanismis identified with the SASL key "SECURI D'.
3. Authentication Procedure

a) The client generates the credentials using local information
(seed, current tine and user PIN password).
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b) If the underlying protocol pernmits, the client sends credentials
to the server in an initial response nessage. O herw se, the
client sends a request to the server to initiate the
aut henti cati on mechani sm and sends credentials after the server’s
response (see [RFC2222] section 5.1 for nore information regardi ng
the initial response option).

Unl ess the server requests a new PIN (see below), the contents of
the client’s initial response SHALL be as foll ows:

(1) An authorization identity. Wien this field is enpty, it
defaults to the authentication identity. This field MAY be used
by system adm nistrators or proxy servers to login with a
different user identity. This field MJUST NOT be | onger than 255
octets, SHALL be term nated by a NUL (0) octet, and MJST consi st
of UTF-8-encoded [ RFC2279] printable characters only (US-ASClI

[ X3.4] is a subset of UTF-8).

(2) An authentication identity. The identity whose passcode wl|l
be used. If this field is enpty, it is assuned to have been
transferred by other neans (e.g. if the underlying protocol has
support for this, like [RFC2251]). This field MJUST NOT be | onger
than 255 octets, SHALL be term nated by a NUL (0) octet, and MJST
consi st of UTF-8-encoded printable characters only.

(3) A passcode. The one-tinme password that will be used to grant
access. This field MJUST NOT be shorter than 4 octets, MJST NOT be
| onger than 32 octets, SHALL be terminated by a NUL (0) octet, and
MUST consi st of UTF-8-encoded printable characters only.

Passcodes usually consist of 4-8 digits.

The ABNF [ RFC2234] formof this nessage is as follows:

credential -pdu = authorization-id authentication-id passcode [pin]
aut hori zation-id = 0*255VUTF8 %00

aut henti cation-id = 0*255VUTF8 %00

passcode = 4*32VUTF8 %00

pin ::= 4*32VUTF8 %00
VUTF8 = <Visible (printable) UTF8-encoded characters>

Regardi ng the <pin> rule, see d) bel ow
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c) The server verifies these credentials using its own information.
If the verification succeeds, the server sends back a response
i ndi cating success to the client. After receiving this response,
the client is authenticated. Otherwi se, the verification either
failed or the server needs an additional set of credentials from
the client in order to authenticate the user

d) If the server needs an additional set of credentials, it requests
them now. This request has the follow ng format, described in ABNF
not ati on:

server-request = passcode | pin

passcode "passcode" %00

pin = "pin" %00 [suggested-pin]

suggest ed-pin 4*32VUTF8 %00 ; Between 4 and 32 UTF-8 characters
The ' passcode’ choice will be sent when the server requests

anot her passcode. The ’'pin’ choice will be sent when the server
requests a new user PIN. The server will either send an enpty
string or suggest a new user PINin this nmessage.

e) The client generates a new set of credentials using |oca
i nformati on and dependi ng on the server’s request and sends them
to the server. Authentication now continues as in c) above.

Note 1: Case d) above mamy occur e.g. when the clocks on which the
server and the client relies are not synchronized.

Note 2: If the server requests a new user PIN, the client MJST
respond with a new user PIN (together with a passcode), encoded as a
UTF-8 string. If the server supplies the client with a suggested PIN
the client accepts this by replying with the sane PIN, but MAY
replace it with another one. The length of the PINis application-
dependent as are any other requirenments for the PIN, e.g. allowed
characters. |If the server for some reason does not accept the
received PIN, the client MJUST be prepared to receive either a nessage
indicating the failure of the authentication or a repeated request
for a new PIN. Mechanisns for transferring know edge about PIN

requi renents fromthe server to the client are outside the scope of
this meno. However, sonme information MAY be provided in error
messages transferred fromthe server to the client when applicabl e.
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4. Exanpl es
4.1 | VAP4

The foll owi ng exanpl e shows the use of the SECURI D SASL nechani sm
with | MAP4. The exanple is only designed to illustrate the protocol
interaction but do provide valid encodi ng exanpl es.

The base64 encoding of the last client response, as well as the "+ "
preceding the response, is part of the IMAP4 profile, and not a part
of this specification itself.

S: * OK | MAP4 server ready

C. A0O01 CAPABILITY

S: * CAPABI LITY | MAP4 AUTH=CRAM MD5 AUTH=SECURI D

S: A001 K done

C. A002 AUTHENTI CATE SECURI D

S+

C. AGLhzZ251cwAxM MONTY30AA=

S: A002 OK Wl come, SECURI D aut henticated user: magnus
4.2 LDAPv3

The foll owi ng exanpl es show the use of the SECURI D SASL nmechani sm
with LDAPv3. The exanples are only designed to illustrate the
protocol interaction, but do provide valid encodi ng exanpl es.

User names, passcodes and PINs are of course fictitious. For
readability, all nessages are shown in the value-notation defined in
[ X680]. <credenti al -pdu> val ues are shown hex-encoded in the
"credentials’ field of LDAP' s 'Bi ndRequest’ and <server-request >

val ues are shown hex-encoded in the 'serverSasl Creds’ field of LDAP s
" Bi ndResponse’ .

4.2.1 LDAPv3 Exanple 1
Initial response nmessage, successful authentication.

C. { messagel D 1,
pr ot ocol Op bi ndRequest
{ version 1,

name ' 434E3D4D41474E5553' H, -- " CN=MAGNUS"

aut henti cati on sasl :
{ nmechani sm’'53454355524944' H, -- "SECURI D'

credentials '006d61676e757300313233343536373800" H

}
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S: { messagel D 1,
pr ot ocol Op bi ndResponse :
{ resultCode success,
mat chedDN ' H,
error Message '’ H,

}
}

4.2.2 LDAPv3 Exanple 2
Initial response nessage, server requires second passcode.
C A

messagel D 1,
prot ocol Op bi ndRequest : {

version 1,
name ' 434E3D4AD41474E5553' H, -- " CN=MAGNUS'
aut henti cati on sasl :
mechani sm ' 53454355524944' H, -- " SECURI D'
credentials '006d61676e757300313233343536373800" H
}
}
}
S:
messagel D 1,
prot ocol O bi ndResponse : {
resul t Code sasl Bi ndl nProgress,
mat chedDN ' ' H,
error Message '’ H,
server Sasl Creds ' 70617373636f 646500’ H
}
}
C A
messagel D 1,
prot ocol O bi ndRequest : {
version 1,
name ' 434E3D4AD41474E5553' H, -- " CN=MAGNUS'
aut henti cati on sasl :
mechani sm ' 53454355524944’ H, -- " SECURI D'
credentials '006d61676e757300383736353433323100' H
}
}
}
S {

messagel D 1,
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prot ocol Op bi ndResponse : {
resul t Code success,
mat chedDN " " H,
error Message '’ H,

}
4.2.3 LDAPv3 Exanple 3

Initial response nessage, server requires new PIN and passcode, and
supplies client with a suggested new PIN (which the client accepts).

C A
messagel D 1,
prot ocol Op bi ndRequest : {

version 1,
name ' 434E3D4AD41474E5553' H, -- " CN=MAGNUS'
aut henti cati on sasl :
mechani sm ' 53454355524944' H, -- " SECURI D'
credentials '006d61676e757300313233343536373800" H
}
}
}
S:
messagel D 1,
prot ocol O bi ndResponse : {
resul t Code sasl Bi ndl nProgress,
mat chedDN ' ' H,
error Message '’ H,
server Sasl Creds ’ 70696e006b616c6c6500’ H
}
}
C A
messagel D 1,
prot ocol O bi ndRequest : {
version 1,
name ' 434E3D4AD41474E5553' H, -- " CN=MAGNUS'
aut henti cati on sasl :
mechani sm ' 53454355524944’ H, -- " SECURI D'
credentials '006d61676e7573003837343434363734006b616c6c6500' H
}
}
}
S {

messagel D 1,
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prot ocol Op bi ndResponse : {
resul t Code success,
mat chedDN "' H
error Message '’ H,

}

5. Security Considerations

Thi s nmechani smonly provides protection agai nst passive eavesdroppi ng
attacks. It does not provide session privacy, server authentication
or protection fromactive attacks. In particular, man-in-the-mddle
attacks, were an attacker acts as an application server in order to
acquire a valid passcode are possi bl e.

In order to protect against such attacks, the client SHOULD nake sure
that the server is properly authenticated. Wen user PINs are
transmtted, user authentication SHOULD take place on a server-

aut henti cated and confidentiality-protected connecti on.

Server inplenentati ons MJUST protect against replay attacks, since an
attacker could otherw se gain access by replaying a previous, valid
request. Cients MJST al so protect against replay of PIN change
nmessages.

5.1 The Race Attack

It is possible for an attacker to listen to nbst of a passcode, guess
the remainder, and then race the legitimte user to conplete the

aut hentication. As for OIP [ RFC2289], conform ng server

i mpl ement ati ons MJST protect against this race condition. One defense
against this attack is outlined bel ow and borrowed from [ RFC2289];

i mpl ement ati ons MAY use this approach or MAY select an alternative
def ense.

One possible defense is to prevent a user fromstarting multiple
si nul t aneous aut hentication sessions. This means that once the
legitimate user has initiated authentication, an attacker would be

bl ocked until the first authentication process has conpleted. In
this approach, a tineout is necessary to thwart a denial of service
att ack.

6. | ANA Consi derati ons

By registering the SecurlD protocol as a SASL nechanism inplenenters
will have a well-defined way of adding this authentication mechani sm
to their product. Here is the registration tenplate for the SECURI D
SASL nechani sm
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7.

SASL nmechani sm nane: SECURI D

Security Considerations: See correspondi ng section of this meno
Publ i shed specification: This neno

Person & emai| address to

contact for further

i nformation: See author’s address section bel ow

I nt ended usage: COVVON

Aut hor/ Change controller: See author’s address section bel ow

Intellectual Property Considerations

RSA Security Inc. does not nmake any clains on the genera
constructions described in this neno, although underlying techni ques
may be covered. Anong the underlying techniques, the SecurlD

technol ogy is covered by a nunber of US patents (and foreign
counterparts), in particular US patent no. 4,885,778, no. 5,097,505,
no. 5,168,520, and 5, 657, 388.

SecurlDis a registered trademark, and PASSCODE is a trademark, of
RSA Security Inc.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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