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Abst ract
This meno defines a clear and unanbi guous definition of digest (hash)
val ues of the XML objects regardless of the surface string variation
of XM.. This definition can be used for XML digital signature as well

efficient replication of XM objects.
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1.

I nt roducti on

The purpose of this docunent is to give a clear and unanbi guous
definition of digest (hash) values of the XM. objects [XM.]. Two
subtrees are considered identical if their hash values are the sane,
and different if their hash values are different.

There are at |east two usage scenarios of DOVWHASH. One is as a basis

for digital signatures for XML. Digital signature algorithns normally
require hashing a signed content before signing. DOVHASH provides a

concrete definition of the hash val ue cal cul ation

The other is to use DOVHASH when synchroni zi ng two DOM structures

[ DOM . Suppose that a server program generates a DOM structure which
is to be rendered by clients. If the server nakes frequent snal
changes on a large DOMtree, it is desirable that only the nodified
parts are sent over to the client. Aclient can initiate a request by
sendi ng the root hash value of the structure in the cache nenory. If
it matches with the root hash value of the current server structure,
not hi ng needs be sent. If not, then the server conpares the client
hash with the ol der versions in the server’s cache. If it finds one
that matches the client’s version of the structure, then it |ocates
differences with the current version by recursively conparing the
hash val ues of each node. This way, the client can receive only an
updated portion of a large structure w thout requesting the whole

t hi ng.

One way of defining digest values is to take a surface string as the
input for a digest algorithm However, this approach has severa
drawbacks. The sane internal DOM structure nay be represented in may
different ways as surface strings even if they strictly conformto
the XML specification. Treatnent of white spaces, selection of
character encodings, entity references (i.e., use of ampersands), and
so on have inpact on the generation of a surface string. If the

i npl ementations of surface string generation are different, the hash
val ues woul d be different, resulting in unvalidatable digita
signatures and unsuccessful detection of identical DOM structures.
Therefore, it is desirable that digest of DOMis defined in the DOM
terns -- that is, as an unanbi guous al gorithm operating on a DOM
tree. This is the approach we take in this specification

I ntroduction of nanespace is another source of variation of surface
string because different nanespace prefixes can be used for
representing the same namespace URI [URI]. In the foll ow ng exanpl e,
the nanmespace prefix "edi" is bound to the UR
"http://ecomrerce. org/ schema” but this prefix can be arbitrary chosen
wi t hout changing the | ogical contents as shown in the second exanpl e.
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<?xm version="1.0"?>
<root xm ns:edi="http://ecomerce. org/schem’ >
<edi : order >

</ edi : order >
</ root >

<?xm version="1.0"?>
<root xm ns:ec='http://ecomrerce. org/schena’ >
<ec: order >

</ ec: order >
</root>

The DOVHASH defined in this docunent is designed so that the choice
of the nanespace prefix does not affect the digest value. In the
above exanple, both the "root" elenments will get the sane digest

val ue.

2. Digest Calculation
2.1. Overview

Hash val ues are defined on the DOM type Node. W consider the
followi ng five node types that are used for representing a DOM
docunent structure:

- Text

- Processinglnstruction
- Attr

- El enment

- Docunent

Conment nodes and Docunent Type Definitions (DTDs) do not participate
in the digest value calculation. This is because DOM does not
requi re a conformant processor to create data structures for these.
DOVHASH i s designed so that it can be computed with any XM. processor
conformant to the DOM or SAX [ SAX] specification

Nodes with the node type EntityReference nust be expanded prior to
di gest cal cul ati on.

The di gest values are defined recursively on each |evel of the DOM

tree so that only a relevant part needs to be recal cul ated when a
smal | portion of the tree is changed.
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Bel ow, we give the precise definitions of digest for these types. W
describe the format of the data to be supplied to a hash algorithm
using a figure and a sinple description, followed by a Java code
fragnment using the DOM APl and the JDK 1.1 Platform Core APl only.
Therefore, the semantics shoul d be unanbi guous.

As the rule of thumb, all strings are to be in UTF-16BE [ UTF16]. |If
there is a sequence of text nodes wi thout any el ement nodes in

bet ween, these text nodes are nerged into one by concatenating them
A zero-length text node is always ignored.

Note that validating and non-validating XM. processors nmay generate
different DOMtrees fromthe same XM. docurment, due to attribute
normal i zation and default attributes. |f DOVHASH is to be used for
testing | ogical equival ence between two XML docunents (as opposed to
DOM trees), it may be necessary to normalize attributes and supply
default attributes prior to DOVHASH cal cul ati on.

Sone | egacy character encodi ngs (such as |1SO 2022-JP) have certain
anbiguity in translating into Unicode. This is again dependent on
XML processors. Treatnent of such processor dependencies is out of
scope of this docunent.

2. 2. Nanespace Consi derations

To avoid the dependence on the nanmespace prefix, we use "expanded
nanmes” to do digest calculation. If an elenment name or an attribute
nane is qualified either by a explicit nanespace prefix or by a
default nanmespace, the nane’s Local Part is prepended by the URH of

t he nanespace (the nanespace nane as defined in the Nanespace
specification [NAM) and a col on before digest calculation. In the
foll owi ng exanple, the default qualified name "order" is expanded
into "http://ecomerce. org/schema: order™ while the explicit qualified
nane "book:title" is expanded into "urn:loc.gov:books:title" before
di gest cal cul ati on.

<?xm version="1.0"?>
<root xm ns="http://econmerce. org/schena’
xm ns: book="urn: | oc. gov: books’ >
<or der >
<book:title> ... </book:title>

</ or der >
</root>
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We define an expanded nane (either for elenent or attribute) as
fol |l ows:

If a nane is not qualified, the expanded nane is the name itself.

If a name is qualified with the prefix "xmns", the expanded nane
i s undefi ned.

If a name is qualified either by default or by an explicit
nanespace prefix, the expanded nane is URl bound to the nanespace
+ ":" + Local Part

In the foll owi ng exanpl e code, we assune that the get ExpandedNane()
met hod (which returns the expanded nane as defined above) is defined
in both Element and Attr interfaces of DOM

Note that the digest values are not defined on nanespace
declarations. In other words, the digest value is not defined for an
attribute when

- the attribute nane is "xmns", or
- the nanespace prefix is "xmlns".

In the above exanple, the two attributes which are nanmespace
decl arations do not have digest values and therefore will not
participate in the cal culation of the digest value of the "root"
el ement .

2.3. Definition with Code Fragnents

The code fragnments in the definitions bel ow assume that they are in
i mpl ement ati on cl asses of Node. Therefore, a methods call w thout an
explicit object reference is for the Node itself. For exanple,
getData() returns the text data of the current node if it is a Text
node. The paraneter digestAlgorithmis to be replaced by an
identifier of the digest algorithm such as "MD" [MD5] and "SHA-1"
[ SHA] .

The conputation should begin with a four byte integer that represents
the type of the node, such as TEXT_NODE or ELEMENT_ NODE

2.3.1. Text Nodes

The hash val ue of a Text node is conputed on the four byte header
foll owed by the UTF-16BE encoded text string.

- TEXT_NODE (3) in 32 bit network-byte-ordered integer
- Text data in UTF-16BE stream (vari abl e | ength)
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public byte[] getDigest(String digestA gorithm {

MessageDi gest md = MessageDi gest. get | nst ance(di gest Al gorithm;
.updat e((byte)0);
nmd. updat e( (byte)0);
nmd. updat e( (byte)0);
md. updat e( (byte) 3);
nd.
re

22

updat e( get Dat a() . get Byt es(" Uni codeBi gUnmar ked") ) ;
turn nd. di gest();

}

Here, MessageDigest is in the package java.security.*, one of the
built-in packages of JDK 1.1.

2.3.2. Processinglnstructi on Nodes

A Processinglnstruction (Pl) node has two conponents: the target and
the data. Accordingly, the hash is conputed on the concatenation of
bot h, separated by ’'x0000'. Pl data is fromthe first non white
space character after the target to the character imredi ately
precedi ng the "?>".

- PROCESSI NG | NSTRUCTI ON_NODE (7) in 32 bit network-byte-ordered
i nt eger

- Pl target in UTF-16BE stream (variabl e | ength)

- 0x00 0x00

- Pl data in UTF-16BE stream (variabl e | ength)

public byte[] getDigest(String digestA gorithm {
MessageDi gest nd = MessageDi gest. getlnstance(di gest Al gorithm;
.updat e((byte)0);
md. updat e( (byte)0);
md. updat e( (byte) 0);
md. updat e( (byte) 7);
nmd. updat e( get Nane() . get Byt es(" Uni codeBi gUnmar ked") ) ;
md
md
md.
re

2

. updat e((byte)0);
.updat e((byte)0);

updat e( get Dat a() . get Byt es(" Uni codeBi gUnmar ked") ) ;
turn nmd. di gest();

}
2.3.3. Attr Nodes

The digest value of Attr nodes are defined simlarly to Pl nodes,
except that we need a separator between the expanded attribute name
and the attribute value. The ' 0x0000" value in UTF-16BE is all owed
nowhere in an XM. docunent, so it can serve as an unanbi guous
separator. The expanded nane nust be used as the attribute nane
because it may be qualified. Note that if the attribute is a
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namespace declaration (either the attribute nane is "xnins" or its
prefix is "xmns"), the digest value is undefined and the getDi gest()
met hod should return null.

- ATTRI BUTE_NODE (2) in 32 bit network-byte-ordered integer

- Expanded attribute name in UTF-16BE stream (vari abl e | ength)
- 0x00 0x00

- Attribute value in UTF-16BE stream (vari abl e | ength)

public byte[] getDigest(String digestA gorithm {
i f (get NodeName().equal s("xm ns")
| | get NodeNane().startsWth("xmns:"))
return null;
MessageDi gest md = MessageDi gest. get | nstance(di gest Al gorithm;
md. updat e( (byt e) 0) ;
nmd. updat e( (byte)0);
nmd. updat e( (byte)0);
md. updat e( (byte) 2) ;
md. updat e( get ExpandedNane() . get Byt es(" Uni codeBi gUnmar ked")) ;
md. updat e( (byt e) 0) ;
md. updat e( (byt e) 0) ;
nmd. updat e( get Val ue() . get Byt es(" Uni codeBi gUnmar ked")) ;
return nd. di gest();

}
2.3.4. El enent Nodes

El ement nodes are the nost conpl ex because they consi st of other
nodes recursively. Hash val ues of these conponent nodes are used to
cal culate the node's digest so that we can save conputati on when the
structure is partially changed.

First, all the attributes except for nanespace decl arati ons nust be
collected. This list is sorted |exicographically by the expanded
attribute nanmes (based on Uni code character code points). Wen no
surrogate characters are involved, this is the same as sorting in
ascending order in terns of the UTF-16BE encoded expanded attribute
nanes, using the string conparison operator String.conpareTo() in
Java.

- ELEMENT_NODE (1) in 32 bit network-byte-ordered integer

- Expanded el enent nanme in UTF-16BE stream (vari abl e | ength)

- 0x00 0x00

- A nunber of non-namespace-declaration attributes in 32 bit
net wor k- byt e- or der ed unsi gned i nt eger

- Sequence of digest val ues of non-nanmespace-declaration attributes,
sorted | exi cographically by expanded attribute nanes

- A nunber of child nodes (except for Comrent nodes) in 32bit
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net wor k- byt e- or der ed unsi gned i nt eger

- Sequence of digest values of each child node except for Coment
nodes (variable length) (A sequence of child texts is nerged to one
text. A zero-length text and Comment nodes are not counted as
chil d)

public byte[] getDigest(String digestA gorithm {
MessageDi gest md = MessageDi gest. getl nstance(di gest Al gorithm;
Byt eArrayQut put St r eam baos = new Byt eArrayQut put Stream();
Dat aCut put St ream dos = new Dat aQut put St r ean{ baos) ;
dos.writelnt (ELEMENT _NODE);//This is stored in network byte order
dos. writ e(get ExpandedNane() . get Byt es(" Uni codeBi gUnmar ked")) ;
dos.write((byte)0);
dos.write((byte)0);
/1l Collect all attributes except for namespace decl arations
NamedNodeMap nnm = this.getAttributes();
int len = nnm getLength()
/1 Find "xm ns" or "xmns:foo" in nnmand onmit it.

dbé.writel nt(len); /1l This is sorted in the network byte order
/1 Sort attributes |exicographically by expanded attribute
/'l narmes.

/1 Assunme that ‘Attr[] aattr’ has sorted Attribute instances.
for (int i =0; i <len; i ++4)
dos.write(aattr[i].getDi gest(digestAl gorithnm);
Node n = this.getFirstChild();
/1 Assune that adjoining Texts are nerged,
/1l there is no O-length Text, and
/1 comment nodes are renpved.
I en = this.getChildNodes().getLength();
dos.writelnt(len); /1l This is stored in the network byte order
while (n!=null) {
dos.write(n.getDi gest(digestA gorithm);
n = n.getNextSibling();

dos. cl ose();

md. updat e( baos. t oByteArray());
return nd. di gest();
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2.3.5. Docunent Nodes

A Docunent node may have Pl nodes before and after the root El enent
node. The digest value of a Docunent node is conputed based on the
sequence of the digest values of the pre-root Pl nodes, the root

El ement node, and the post-root Pl nodes in this order. Coment
nodes and Docurent Type nodes, if any, are ignored.

- DOCUMENT_NODE (9) in 32 bit network-byte-ordered integer

- A nunber of child nodes (except for Comrent and Docunent Type nodes)
in 32bit network-byte-ordered unsigned integer

- Sequence of digest values of each child node except for Comment and
Docurnent Type nodes (vari abl e | ength)

public byte[] getDigest(String digestA gorithm {
MessageDi gest nd = MessageDi gest. getl nstance(di gest Al gorithm;
Byt eArrayQut put St r eam baos = new Byt eArrayQut put Stream();
Dat aCut put St ream dos = new Dat aQut put St r ean{ baos) ;
dos.writelnt( DOCUVENT _NCDE);//This is stored in network byte order

/1 Assume that Commrent and Docunent Type nodes are renoved and this
/1l node has only an El erent node and Pl nodes.
I en = this.getChildNodes().getLength();
dos.writelnt(len); /1 This is stored in the network byte order
Node n = this.getFirstChild();
while (n !'=null) {

dos.write(n.getDi gest(digestA gorithm);

n = n.getNextSibling();

dos. cl ose();
md. updat e( baos. t oByteArray());
return nd. di gest();

}

3. Discussion

The definition described above can be efficiently inplenmented with
any XML processor that is conformant to either DOM and SAX
specification. Reference inplenentations are avail able on request.

4. Security Considerations

DOVHASH i s expected to be used as the basis for digital signatures
and other security and integrity uses. |It’s appropriateness for
such uses depends on the security of the hash al gorithmused and

i nclusion of the fundamental characteristics it is desired to check
in parts of the DOM nodel incorporated in the di gest by DOVHASH
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