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1.

The SNVP Net wor k Managemnent Framewor k

The SNVP Management Framework presently consists of five mgjor
conmponent s:

0 An overall architecture, described in RFC 2571 [1].

0 Mechani sns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMv1l and described in STD
16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], STD 58, RFC 2579 [6] and STD 58, RFC 2580 [7].

0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
message protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [9] and RFC

1906 [10]. The third version of the nessage protocol is called
SNWPv3 and described in RFC 1906 [10], RFC 2572 [11] and RFC 2574
[12].

0 Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

o0 A set of fundanental applications described in RFC 2573 [14] and
t he vi ew based access control nechani sm described in RFC 2575
[ 15].

Managed objects are accessed via a virtual information store, terned
the Managenment Infornmation Base or MB. bhjects in the MB are
defined using the nmechanisnms defined in the SM.

This menmo specifies a MB nodule that is conpliant to the SMv2. A

M B conform ng to the SMvl can be produced through the appropriate
translations. The resulting translated MB nust be semantically

equi val ent, except where objects or events are omtted because no
translation is possible (use of Counter64). Sone machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this | oss of machine
readabl e information is not considered to change the semantics of the
M B.
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2.

Message Fl ow Model

A general nodel of nessage flow inside an MIA has to be presented
before a M B can be described. Generally speaking, nessage flowis
nodel | ed as occurring in four steps:

(1) Messages are received by the MIA from User Agents, Message
Stores, other MIAs, and gateways.

(2) The "next hop" for the each nessage is determined. This is sinply
the destination the nessage is to be transmtted to; it may or
may not be the final destination of the nmessage. Multiple "next
hops" may exist for a single nessage (as a result of either
having multiple recipients or distribution |list expansion); this
may make it necessary to duplicate nmessages

(3) If necessary nessages are converted into the format that's
appropriate for the next hop. Conversion operations nmay be
successful or unsuccessful.

(4) Messages are transmitted to the appropriate destination, which
may be a User Agent, Message Store, another MIA, or gateway.

St orage of nessages in the MIA occurs at sone point during this
process. However, it is inportant to note that storage may occur at
different and possibly even multiple points during this process. For
exanpl e, sone MIAs expand nessages into nultiple copies as they are
received. In this case (1), (2), and (3) nmay all occur prior to
storage. Gther MIAs store nessages precisely as they are received and
performall expansi ons and conversions during retransm ssion
processing. So here only (1) occurs prior to storage. This leads to
situations where, in general, a neasurenment of messages received may
not equal a neasurenent of nmessages in store, or a neasurenent of
messages stored may not equal a neasurenment of nessages
retransmtted, or both.

MIA bj ects

If there are one or nore MIAs on the host, the following MB nmay be
used to nonitor them Any nunber of the MIAs on a single host or
group of hosts may be nonitored. Each MTAis dealt with as a separate
network service and has its own appl Tabl e entry in the Network

Servi ces Mnitoring MB.

The M B described in this docunent covers only the portion which is
specific to the nonitoring of MIAs. The network service related part
of the MB is covered in RFC 2788 [16].
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This M B defines four tables. The first of these contains per-MA
information that isn't specific to any particular part of MIA The
second breaks each MIA down into a collection of separate conponents
call ed groups. Groups are described in detail in the coments
enbedded in the MB below. The third table provides a neans of
correlating associations tracked by the network services MB with
specific groups within different MIAs. Finally, the fourth table
provi des a nmeans of tracking any errors encountered during the
operation of the MIA. The first two tables nust be inplenented to
conformwith this MB; the |ast two are optional.

4. Definitions
MIA-M B DEFINI TIONS ::= BEA N

| MPORTS

OBJECT- TYPE, Counter32, Gauge32, MODULE-IDENTITY, mb-2
FROM SNWPv2- SM

Ti mel nt er val
FROM SNMPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF

SnnpAdmi nStri ng

FROM SNWP- FRAVEWORK- M B

appl I ndex, URLString

FROM NETWORK- SERVI CES- M B;

nm a MODULE- | DENTI TY
LAST- UPDATED "2000030300002"
ORGANI ZATION "I ETF Mail and Directory Managenent Worki ng G oup"
CONTACT- | NFO
" Ned Freed

Postal : I nnosoft International, Inc.
1050 Lakes Drive
West Covi na, CA 91790
us

Tel: +1 626 919 3600
Fax: +1 626 919 3614

E-Mai |l : ned.freed@ nnosoft. cont
DESCRI PTI ON
"The M B nodul e describi ng Message Transfer Agents (MrAs)"
REVI SI ON "2000030300002"
DESCRI PTI ON
"This revision, published in RFC 2789, changes a nunber of
Di splayStrings to SnnpAdmi nStrings. Note that this change
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is not strictly supported by SMv2. However, the alternative
of deprecating the old objects and defining new objects
woul d have a nore adverse inpact on backward conpatibility
and interoperability, given the particular semantics of
these objects. The defining reference for distinguished
nanes has al so been updated from RFC 1779 to RFC 2253."
REVI SI ON "1999051200002"
DESCRI PTI ON
"This revision fixes a nunber of technical problens found in
previ ous versions: The conformance groups for different
versions of this MB have been corrected, the reconmendation
that an enpty string be returned if the |ast operation was
successful has been renoved from
m aG oupl nboundRej ect i onReason and
m aG oupQut boundConnect Fai | ureReason as it conflicts
with the stated purpose of these variables, and the
required ntaStatusCode entry has been added to
M aG oupErrorEntry. 1t should be noted that this |ast
change in no way affects the bits on the wire."
REVI SI ON "199708170000Z"
DESCRI PTI ON
"This revision, published in RFC 2249, adds the
m aGr oupDescription and mtaG oupURL fields, conversion
operation counters, a group hierarchy description mechani sm
counters for specific errors, ol dest nmessage |Ds, per-MA
and per-group | oop counters, and a new table for tracking
any errors an MIA encounters.”
REVI SI ON "199311280000Z"
DESCRI PTI ON
"The original version of this MB was published in RFC 1566"
= {nmib-2 28}

nt aTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF M aEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table holding informati on specific to an MIA. "
:={nta 1}

mt aEntry OBJECT- TYPE
SYNTAX M aEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The entry associated with each MIA. "
I NDEX {appl | ndex}
.= {ntaTabl e 1}
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MaEntry ::= SEQUENCE {

m aRecei vedMessages
Count er 32,

nt aSt or edMessages
Gauge32,

m aTransni tt edMessages
Count er 32,

nm aRecei vedVol une
Count er 32,

nt aSt or edVol une
Gauge32,

nt aTransmi tt edVol une
Count er 32,

nm aRecei vedReci pi ent s
Count er 32,

nt aSt or edReci pi ents
Gauge32,

nt aTransni tt edReci pi ents
Count er 32,

mt aSuccessf ul Convert edMessages
Count er 32,

nt aFai | edConvert edMessages
Count er 32,

m aLoopsDet ect ed
Count er 32

}

nt aRecei vedMessages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The nunmber of messages received since MTA initialization.

This includes nessages transnmitted to this MIA from ot her
MIAs as wel|l as nmessages that have been subnmitted to the
MIA directly by end-users or applications."

r={maEntry 1}

nmt aSt or edMessages OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The total nunber of messages currently stored in the MIA

Thi s includes nessages that are awaiting transm ssion to
sone other MIA or are waiting for delivery to an end-user
or application."

i={maEntry 2}
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nmt aTransmi tt edMessages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of nessages transmitted since MIA initialization.

Thi s includes nessages that were transnitted to sone other
MIA or are waiting for delivery to an end-user or
application.™

c:={ntakntry 3}

nt aRecei vedVol une OBJECT- TYPE

SYNTAX Count er 32

UNI TS "K-octets"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total volume of nessages received since MA
initialization, measured in kilo-octets. This volune should
include all transferred data that is logically above the mail
transport protocol level. For exanple, an SMIP-based MIA
shoul d use the nunber of kilo-octets in the nessage header
and body, while an X 400-based MIA shoul d use t he nunber of
kil o-octets of P2 data. This includes nessages transmitted
to this MIA fromother MIAs as well|l as nessages that have
been submitted to the MIA directly by end-users or
applications.”

c:={ntakEntry 4}

nt aSt or edVol ume OBJECT- TYPE
SYNTAX Gauge32
UNI TS "K-octets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total volume of messages currently stored in the MIA,
measured in kilo-octets. This volune should include all
stored data that is logically above the nmail transport
protocol |evel. For exanple, an SMIP-based MIA shoul d
use the nunber of kilo-octets in the nessage header and
body, while an X 400-based MIA woul d use the nunber of
kil o-octets of P2 data. This includes nessages that are
awai ting transm ssion to some other MIA or are waiting
for delivery to an end-user or application."
:={ntaEntry 5}

mt aTransm tt edVol ume OBJECT- TYPE
SYNTAX Count er 32
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UNITS "K-octets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total volume of nessages transmitted since MIA
initialization, measured in kilo-octets. This volune should
include all transferred data that is logically above the nail
transport protocol level. For exanple, an SMIP-based MIA
shoul d use the nunber of kilo-octets in the nmessage header
and body, while an X 400-based MIA shoul d use t he nunber of
kil o-octets of P2 data. This includes nessages that were
transmtted to some other MIA or are waiting for delivery
to an end-user or application."
:={ntaEntry 6}

nt aRecei vedReci pi ents OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The total nunber of recipients specified in all messages
received since MIA initialization. Recipients this MA
has no responsibility for, i.e. inactive envel ope
recipients or ones referred to in nmessage headers,
shoul d not be counted even if information about such
recipients is available. This includes nmessages
transmitted to this MIA fromother MIAs as well as
messages that have been submitted to the MIA directly
by end-users or applications."
i={makEntry 7}

m aSt or edReci pi ent s OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The total nunber of recipients specified in all nmessages
currently stored in the MITA. Recipients this MA has no
responsibility for, i.e. inactive envel ope recipients or
ones referred to in nmessage headers, should not be
counted. This includes nessages that are awaiting
transm ssion to some other MIA or are waiting for
delivery to an end-user or application."

:={ntaEntry 8}

nmt aTransmi ttedReci pi ents OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead- onl y
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STATUS current

DESCRI PTI ON
"The total nunber of recipients specified in all messages
transmtted since MITA initialization. Recipients this
MIA had no responsibility for, i.e. inactive envel ope
recipients or ones referred to in nmessage headers,
shoul d not be counted. This includes nessages that were
transmtted to some other MIA or are waiting for
delivery to an end-user or application."”

:={ntakntry 9}

m aSuccessf ul Convert edMessages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON

"The nunber of nessages that have been successfully

converted fromone formto another since MIA
initialization."

:={ntaEntry 10}

nt aFai | edConvert edMessages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The nunber of messages for which an unsuccessf ul

attenpt was made to convert themfromone formto
anot her since MIA initialization."

i= {maEntry 11}

m aLoopsDet ect ed OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current

DESCRI PTI ON
"A message loop is defined as a situation where the MIA
deci des that a given nmessage will never be delivered to

one or nore recipients and instead will continue to

| oop endl essly through one or nore MIAs. This variable
counts the nunmber of times the MIA has detected such a
situation since MIA initialization. Note that the
mechani sm MIAs use to detect loops (e.g., trace field
counting, count of references to this MIAin a trace
field, exam nation of DNS or other directory information,
etc.), the level at which |oops are detected (e.g., per
nmessage, per recipient, per directory entry, etc.), and
the handling of a loop once it is detected (e.g., |ooping
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messages are held, |ooping messages are bounced or sent

to the postnaster, nessages that the MIA knows will | oop

won't be accepted, etc.) vary widely fromone MA to the

next and cannot be inferred fromthis variable."
c:={ntaEntry 12}

-- MIAs typically group inbound reception, queue storage, and

-- outbound transnission in sone way, rather than accounting for
-- such operations only across the MIA as a whole. In the nost
-- extrene case separate infornmation will be maintained for each
-- different entity that receives nessages and for each entity
-- the MIA stores nessages for and delivers nessages to. O her
-- MIAs may elect to treat all reception equally, all queue

-- storage equally, all deliveries equally, or some comnbination
-- of this. Overlapped groupings are al so possible, where an MA
-- deconposes its traffic in different ways for different

-- purposes.

-- In any case, a grouping abstraction is an extrenely useful for
-- breaking down the activities of an MIA. For purposes of
-- labelling this will be called a "group” in this MB.

-- Each group contains all the variables needed to nonitor al

-- aspects of an MIA's operation. However, the fact that all

-- groups contain all possible variables does not inply that all
-- groups must use all possible variables. For exanple, a single
-- group mght be used to nonitor only one kind of event (inbound
-- processing, outbound processing, or storage). In this sort of
-- configuration any counters that are unused as a result of a

-- given MIA's use of the group construct nust be inaccessible;
-- e.g., returning either a noSuchName error (for an SNWPv1l get),
-- or a noSuchlnstance exception (for an SNWMPv2 get).

-- Groups can be created at any tine after MIA initialization. Once
-- agroup is created it should not be deleted or its ntaG oupl ndex
-- changed unless the MITA is reinitialized.

-- Goups are not necessarily nmutually exclusive. A given event may
-- be recorded by nore than one group, a nmessage may be seen as

-- stored by nore than one group, and so on. Goups should be all
-- inclusive, however: if groups are inplenented all aspects of an
-- MIA' s operation should be registered in at |east one group

-- This freedomlets inplenmentors use different sets of groups to
-- provide different "views" of an MIA.

-- The possibility of overlap between groups neans that summ ng

-- variabl es across groups nmay not produce values equal to those in
-- the ntaTable. ntaTable should al ways provide accurate information
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about the MIA as a whol e.

The term "channel™ is often used in MIA i npl ementations; channels
are usual ly, but not always, equivalent to a group. However,

this MB does not use the term "channel" because there is no

requi renent that an MIA supporting this MB has to map its
"channel " abstraction one-to-one onto the MB's group abstracti on.

An MTA may create a group or group of groups at any time. Once
created, however, an MIA cannot delete an entry for a group from
the group table. Deletion is only allowed when the MIA is
reinitialized, and is not required even then. This restriction
is inposed so that nonitoring agents can rely on group

assi gnnents being consistent across multiple query operations.

Groups nay be laid out so as to forma hierarchical arrangenent,
with sone groups acting as subgroups for other groups.

Al ternately, disjoint groups of groups may be used to provide
different sorts of "snapshots" of MIA operation. The

m aG oupHi erarchy vari abl e provides an indication of how each
group fits into the overall arrangenent being used.

Note that SNWP al so defines and uses term "group”. MIA groups are
NOT the same as SNMP groups.

m aG oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M aG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table holding informati on specific to each MIA group.”
= {nta 2}

m aG oupEntry OBJECT- TYPE

SYNTAX M aG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The entry associated with each MIA group.”
I NDEX {appl | ndex, ntaG oupl ndex}
;.= {ntaGoupTabl e 1}

M aG oupEntry ::= SEQUENCE {
m aG oupl ndex
| NTEGER,
nt aG oupRecei vedMessages
Count er 32,

m aGr oupRej ect edMessages
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Count er 32,

m aG oupSt or edMessages
Gauge32,

m aG oupTransm tt edMessages
Count er 32,

m aGr oupRecei vedVol une
Count er 32,

m aG oupSt or edVol ume
Gauge32,

nm aG oupTransm tt edVol une
Count er 32,

nt aG oupRecei vedReci pi ent s
Count er 32,

m aG oupSt or edReci pi ents
Gauge32,

m aGr oupTransm tt edReci pi ents
Count er 32,

m aG oupd dest MessageSt or ed
Ti mel nterval ,

m aG oupl nboundAssoci ati ons
Gauge32,

nmt aG oupQut boundAssoci ati ons
Gauge32,

m aG oupAccunul at edl nboundAssoci ati ons
Count er 32,

m aG oupAccunul at edCut boundAssoci ati ons
Count er 32,

m aGr ouplLast | nboundActivity
Ti mel nterval,

m aGr ouplLast Qut boundActivity
Ti mel nterval ,

m aG ouplLast Qut boundAssoci ati onAtt enpt
Ti mel nterval ,

nmt aG oupRej ect edl nboundAssoci ati ons
Count er 32,

m aGr oupFai | edCQut boundAssoci ati ons
Count er 32,

m aG oupl nboundRej ecti onReason
SnnpAdmi nStri ng,

nm aG oupQut boundConnect Fai | ur eReason
SnnpAdmi nStri ng,

m aG oupSchedul edRet ry
Ti mel nterval ,

nm aG oupMai | Pr ot ocol
OBJECT | DENTI FI ER,

nm aG oupNane
SnnpAdmi nStri ng,

m aGr oupSuccessf ul Convert edMessages
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Count er 32,

m aG oupFai | edConvert edMessages
Count er 32,

nmt aGr oupDescri ption
SnnpAdmi nStri ng,

nt aG oupURL
URLSt ri ng,

m aG oupCr eati onTi me
Ti mel nterval ,

nmt aG oupHi er ar chy
| NTEGER,

m aGr oupd dest Messagel d
SnnpAdmi nStri ng,

m aG oupLoopsDet ect ed
Count er 32

}

nm aG oupl ndex OBJECT- TYPE
SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index associated with a group for a given MMA "
c:= {ntaG oupEntry 1}

m aG oupRecei vedMessages OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of messages received to this group since
group creation."
:= {ntaG oupEntry 2}

m aG oupRej ect edMessages OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunber of nessages rejected by this group since
group creation."
.= {ntaG oupEntry 3}

m aG oupSt or edMessages OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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"The total nunber of messages currently stored in this
group’ s queue."
c:= {ntaG oupEntry 4}

m aGr oupTransm tt edMessages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of nessages transmtted by this group since
group creation."

.= {ntaG oupEntry 5}

m aG oupRecei vedVol une OBJECT- TYPE

SYNTAX Count er 32

UNI TS "K-octets"”

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total volume of messages received to this group since
group creation, nmeasured in kilo-octets. This volune
shoul d include all transferred data that is |ogically above
the mail transport protocol level. For exanple, an
SMIP- based MTIA shoul d use the nunmber of kilo-octets in the
message header and body, while an X 400-based MIA shoul d use
the nunber of kilo-octets of P2 data."

::= {ntaG oupEntry 6}

nm aG oupSt or edVol ume OBJECT- TYPE
SYNTAX Gauge32
UNITS "K-octets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total volunme of nmessages currently stored in this
group’ s queue, measured in kilo-octets. This volunme should
include all stored data that is logically above the nail
transport protocol level. For exanple, an SMIP-based
MIA shoul d use the nunber of kilo-octets in the nmessage
header and body, while an X 400-based MIA woul d use the
number of kil o-octets of P2 data."
c:= {ntaG oupEntry 7}

m aG oupTransm tt edVol ume OBJECT- TYPE
SYNTAX Count er 32
UNI TS "K-octets"”
MAX- ACCESS r ead- onl y
STATUS current
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DESCRI PTI ON
"The total volume of messages transmitted by this group
since group creation, neasured in kilo-octets. This
vol ume shoul d include all transferred data that is logically
above the nmmil transport protocol level. For exanple, an
SMIP- based MTIA shoul d use the nunmber of kilo-octets in the
message header and body, while an X 400-based MIA shoul d use
the nunber of kilo-octets of P2 data."

1= {ntaG oupEntry 8}

m aGr oupRecei vedReci pi ents OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The total nunber of recipients specified in all messages

received to this group since group creation.
Reci pients this MIA has no responsibility for should not
be counted."

::= {ntaG oupEntry 9}

nmt aG oupSt or edReci pi ents OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The total nunber of recipients specified in all messages

currently stored in this group’s queue. Recipients this
MIA has no responsibility for should not be counted."

.= {ntaG oupEntry 10}

m aG oupTransmi tt edReci pi ents OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The total nunber of recipients specified in all nmessages

transmitted by this group since group creation.
Reci pients this MIA had no responsibility for should not
be counted."

c:= {ntaG oupEntry 11}

m aG oupd dest MessageSt ored OBJECT- TYPE
SYNTAX Ti nel nt erval
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Time since the oldest nessage in this group’ s queue was
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pl aced in the queue."
:= {ntaG oupEntry 12}

nmt aG oupl nboundAssoci ati ons OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of current associations to the group, where the
group is the responder."”

::= {ntaG oupEntry 13}

m aG oupQut boundAssoci ati ons OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of current associations to the group, where the
group is the initiator."

c:= {ntaG oupEntry 14}

nm aGr oupAccunul at edl nboundAssoci ati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The total nunber of associations to the group since
group creation, where the MIA was the responder.”
.= {ntaG oupEntry 15}

m aG oupAccunul at edCQut boundAssoci ati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of associations fromthe group since
group creation, where the MIA was the initiator."
::= {ntaG oupEntry 16}

nmt aGr ouplLast | nboundActivity OBJECT- TYPE

SYNTAX Ti el nt er val

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"Time since the last time that this group had an active
i nbound associ ation for purposes of nmessage reception.”

c:= {ntaG oupEntry 17}
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nt aG ouplLast Qut boundActi vity OBJECT- TYPE

SYNTAX Ti nel nt er val

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"Time since the last tinme that this group had a

successful outbound association for purposes of
message delivery."

1= {ntaG oupEntry 18}

m aGr ouplLast Qut boundAssoci ati onAtt enpt OBJECT- TYPE

SYNTAX Ti nel nt erval

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"Time since the last tinme that this group attenpted

to nmake an out bound associ ation for purposes of
message delivery."

c:= {ntaG oupEntry 34}

m aG oupRej ect edl nboundAssoci ati ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of inbound associations the group has
rejected, since group creation. Rejected associations
are not counted in the accunul ated association totals."

::= {ntaG oupEntry 19}

m aG oupFai | edCQut boundAssoci ati ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber associations where the group was the
initiator and association establishment has fail ed,
since group creation. Failed associations are
not counted in the accunul ated association totals."

::= {ntaG oupEntry 20}

m aG oupl nboundRej ect i onReason OBJECT- TYPE
SYNTAX SnnpAdmni nStri ng
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The failure reason, if any, for the last association this
group refused to respond to. |If no association attenpt
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has been nmade since the MITA was initialized the val ue
shoul d be 'never’."
c:= {ntaG oupEntry 21}

m aG oupQut boundConnect Fai | ur eReason OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The failure reason, if any, for the |ast association attenpt
this group initiated. If no association attenpt has been
made since the MIA was initialized the val ue should be
"never’."

c:= {ntaG oupEntry 22}

nm aG oupSchedul edRetry OBJECT- TYPE

SYNTAX Ti el nt er val

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The anount of time until this group is next scheduled to
attenpt to nake an association."

c:= {ntaG oupEntry 23}

m aG oupMai | Prot ocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"An identification of the protocol being used by this group.

For an group enploying OSI protocols, this will be the
Appl i cation Context. For Internet applications, QD
val ues of the form {appl TCPProtol D port} or {appl UDPProtol D
port} are used for TCP-based and UDP-based protocols,
respectively. In either case 'port’ corresponds to the
primary port nunber being used by the protocol. The
usual | ANA procedures may be used to register ports for
new protocols. appl TCPProtol D and appl UDPProtol D are
defined in the NETWORK- SERVI CES-M B, RFC 2788."

= {ntaG oupEntry 24}

mt aG oupNanme OBJECT- TYPE
SYNTAX SnnpAdmni nStri ng
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"A descriptive nane for the group. If this group connects to
a single renote MIA this should be the name of that MIA |If
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this in turn is an Internet MIA this should be the donmain
nane. For an OSI MIA it should be the string encoded
di stingui shed name of the managed object using the format
defined in RFC 2253. For X 400(1984) MrAs which do not
have a Di stingui shed Nane, the RFC 2156 syntax
"ma in globalid wused in X400- Received: fields can be
used. "

1= {ntaG oupEntry 25}

nmt aGr oupSuccessf ul Convert edMessages OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunber of messages that have been successfully
converted fromone formto another in this group
since group creation."
c:= {ntaG oupEntry 26}

m aG oupFai | edConvert edMessages OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The number of messages for which an unsuccessful
attenpt was made to convert themfromone formto
another in this group since group creation."
c:= {ntaG oupEntry 27}

m aGr oupDescri pti on OBJECT- TYPE
SYNTAX SnnpAdmni nStri ng
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"A description of the group’s purpose. This information is
intended to identify the group in a status display."
c:= {ntaG oupEntry 28}

nt aGr oupURL OBJECT- TYPE

SYNTAX URLStri ng

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"A URL pointing to a description of the group. This

information is intended to identify and briefly describe
the group in a status display."

c:= {ntaG oupEntry 29}
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m aG oupCreati onTi me OBJECT- TYPE
SYNTAX Ti nel nt erval
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Time since this group was first created."
= {ntaG oupEntry 30}

m aG oupH er archy OBJECT- TYPE
SYNTAX | NTEGER (-2147483648. .2147483647)
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Describes how this group fits into the hierarchy. A
positive value is interpreted as an ntaG oupl ndex
val ue for sone other group whose variabl es include
those of this group (and usually others). A negative
value is interpreted as a group collection code: G oups
wi th common negative hierarchy val ues conprise one
particul ar breakdown of MIA activity as a whole. A
zero value neans that this MB inplenmentation doesn’t
i npl ement hierarchy indicators and thus the overall
group hi erarchy cannot be deternined."
c:= {ntaG oupEntry 31}

m aG oupd dest Messagel d OBJECT- TYPE

SYNTAX SnnpAdm nString

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"Message | D of the ol dest nmessage in the group’s queue.

Whenever possible this should be in the formof an
RFC 822 nsg-id; X 400 may convert X 400 nmessage
identifiers to this formby following the rules laid
out in RFC2156."

c:= {ntaG oupEntry 32}

m aG oupLoopsDet ect ed OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current

DESCRI PTI ON
"A message loop is defined as a situation where the MIA
deci des that a given nmessage will never be delivered to
one or nore recipients and instead will continue to

| oop endl essly through one or nore MIAs. This variable
counts the number of times the MIA has detected such a
situation in conjunction with sonmething associated with
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this group since group creation. Note that the
mechani sm MIAs use to detect |loops (e.g., trace field
counting, count of references to this MTAin a trace
field, exam nation of DNS or other directory infornmation,
etc.), the level at which |oops are detected (e.g., per
nmessage, per recipient, per directory entry, etc.), and

the handling of a loop once it is detected (e.g., |ooping
messages are held, |ooping messages are bounced or sent
to the postnaster, nessages that the MIA knows will | oop

won’'t be accepted, etc.) vary widely fromone MA to the
next and cannot be inferred fromthis variable."
c:= {ntaG oupEntry 33}

-- The ntaG oupAssoci ati onTabl e provi des a neans of correlating
-- entries in the network services association table with the
-- MTA group responsible for the association.

m aGr oupAssoci at i onTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF M aGroupAssoci ati onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table holding information regardi ng the associ ations
for each MIA group."
:={nta 3}

m aG oupAssoci ati onEntry OBJECT- TYPE
SYNTAX M aG oupAssoci ati onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The entry holding information regardi ng the associ ati ons
for each MIA group."
I NDEX {appl | ndex, ntaG ouplndex, mtaG oupAssoci ationlndex}
;.= {ntaG oupAssoci ati onTabl e 1}

M aG oupAssoci ati onEntry ::= SEQUENCE {
m aG oupAssoci at i onl ndex
| NTEGER
}

m aGr oupAssoci at i onl ndex OBJECT- TYPE
SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"Reference into association table to allow correl ation of
this group’s active associations with the association table."
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;.= {ntaG oupAssoci ati onEntry 1}

-- The ntaG oupErrorTabl e gi ves each group a way of tallying

-- the specific errors it has encountered. The nechanism

-- defined here uses RFC 1893 status codes to identify

-- various specific errors. There are also classes for generic
-- errors of various sorts, and the entire mechanismis also

-- extensible, in that new error codes can be defined at any

-- tinme.

m aG oupErr or Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF M aG oupErrorEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table holding informati on regardi ng accunul ated errors
for each MIA group."
:={nta 5}

nmt aG oupErrorEntry OBJECT- TYPE
SYNTAX M aG oupErrorEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The entry hol ding information regardi ng accunul at ed
errors for each MIA group."”
I NDEX {appl | ndex, ntaG oupl ndex, ntaStatusCode}
::= {ntaG oupErrorTabl e 1}

M aG oupErrorEntry ::= SEQUENCE {
nt aSt at usCode
I NTEGER (4000000. . 5999999),
nmt aG oupl nboundEr r or Count
Count er 32,
m aGr oupl nt er nal Err or Count
Count er 32,
m aG oupQut boundEr r or Count
Count er 32

}

nm aG oupl nboundEr r or Count OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"Count of the nunber of errors of a given type that have
been accunul ated in association with a particular group
whi | e processing incom ng nessages. In the case of SMIP
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these will typically be errors reporting by an SMIP
server to the remote client; in the case of X 400
these will typically be errors encountered while
processing an i nconm ng nessage."

c:= {ntaG oupErrorEntry 1}

nm aG oupl nt er nal Err or Count OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Count of the nunber of errors of a given type that have
been accunul ated in association with a particular group
during internal MIA processing."
c:= {ntaG oupErrorEntry 2}

m aG oupQut boundEr r or Count OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"Count of the nunber of errors of a given type that have
been accunul ated in association with a particular group’s
out bound connection activities. In the case of an SMIP
client these will typically be errors reported while
attenpting to contact or while communicating with the
renote SMIP server. In the case of X 400 these w |l
typically be errors encountered while constructing
or attenpting to deliver an outgoing nessage."

c:= {ntaG oupErrorEntry 3}

nm aSt at usCode OBJECT- TYPE

SYNTAX | NTEGER (4000000. . 5999999)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index capable of representing an Enhanced Mil System

Status Code. Enhanced Miil System Status Codes are
defined in RFC 1893. These codes have the form

cl ass. subj ect. det ai |

Here 'class’ is either 2, 4, or 5 and both ’'subject’ and

"detail’” are integers in the range 0..999. Gven a status
code the corresponding i ndex value is defined to be
((class * 1000) + subject) * 1000 + detail. Both SMIP

error response codes and X 400 reason and di agnosti c codes
can be mapped into these codes, resulting in a nanmespace
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capabl e of describing npost error conditions a mail system
encounters in a generic yet detailed way."
:= {ntaG oupErrorEntry 4}

-- Conformance information

nt aConf or mance OBJECT IDENTIFIER ::= {nta 4}

nt aGr oups OBJECT | DENTI FI ER : :
nmt aConpl i ances OBJECT | DENTI FI ER : :

{m aConf or mance 1}
{mt aConf or mance 2}

-- Conpliance statenents

m aConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for RFC 1566 inpl ementations
whi ch support the Mail Mnitoring MB for basic
moni toring of MIAs."
MODULE -- this nodul e
MANDATORY- GROUPS { nt aRFC1566G oup}
;.= {ntaConpliances 1}

m aAssocConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for RFC 1566 inpl enentations
whi ch support the Mail Monitoring MB for nonitoring
of MIAs and their associations."
MODULE -- this nodul e
MANDATORY- GROUPS { nt aRFC1566G oup, ntaRFC1566AssocG oup}
::= {ntaConpliances 2}

m aRFC2249Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conmpliance statement for RFC 2249 inpl ement ati ons
whi ch support the Mail Mnitoring MB for basic
nmoni toring of MIAs."
MODULE -- this nodul e
MANDATORY- GROUPS { nt aRFC2249Gr oup}
;.= {ntaConpliances 5}

m aRFC2249AssocConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for RFC 2249 inpl ementations

Freed & Kille St andards Track [ Page 24]



RFC 2789 Mai |l Monitoring MB March 2000

whi ch support the Mail Mnitoring MB for nonitoring of
MrAs and their associations.”
MODULE -- this nodul e
MANDATORY- GROUPS { nt aRFC2249Gr oup, nt aRFC2249AssocG oup}
;.= {ntaConpliances 6}

m aRFC2249Er r or Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for RFC 2249 inpl enentations
whi ch support the Mail Monitoring MB for nonitoring of
MIAs and detailed errors.”
MODULE -- this nodul e
MANDATORY- GROUPS { nt aRFC2249G oup, nt aRFC2249Err or G oup}
::= {ntaConpliances 7}

m aRFC2249Ful | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conmpliance statement for RFC 2249 inpl ement ati ons
whi ch support the full Mil Mnitoring MB for
nmoni toring of MIAs, associations, and detailed errors."
MODULE -- this nodul e
MANDATORY- GROUPS { nt aRFC2249G oup, ntaRFC2249AssocG oup,
m aRFC2249Er r or G oup}
::= {ntaConpliances 8}

nt aRFC2789Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statement for RFC 2789 inpl ementations
whi ch support the Mail Mnitoring MB for basic
moni toring of MIAs."
MODULE -- this nodule
MANDATORY- GROUPS { nt aRFC2789Gr oup}
.= {ntaConpliances 9}

m aRFC2789AssocConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for RFC 2789 inpl enentations
whi ch support the Mail Mnitoring MB for monitoring of
MIAs and their associations."”
MODULE -- this nodul e
MANDATORY- GROUPS { nt aRFC2789G oup, nt aRFC2789AssocG oup}
;.= {ntaConpliances 10}

m aRFC2789Er r or Conpl i ance MODULE- COVPLI ANCE
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STATUS current
DESCRI PTI ON
"The compliance statenment for RFC 2789 inpl enent ati ons
whi ch support the Mail Mnitoring MB for nonitoring of
MIAs and detailed errors."
MODULE -- this nodul e
MANDATORY- GROUPS { nt aRFC2789G oup, ntaRFC2789Err or G oup}
::= {ntaConpliances 11}

nt aRFC2789Ful | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statement for RFC 2789 inpl ementations
whi ch support the full Mil Mnitoring MB for
moni toring of MIAs, associations, and detailed errors.™
MODULE -- this nodule
MANDATORY- GROUPS { nt aRFC2789G oup, ntaRFC2789AssocG oup,
m aRFC2789Er r or G oup}
::= {ntaConpliances 12}

-- Units of conformance

m aRFC1566G oup OBJECT- GROUP
OBJECTS {
nm aRecei vedMessages, nt aStoredMessages,
m aTransmi tt edMessages, ntaRecei vedVol une, mnt aSt or edVol ure,
mt aTransm tt edVol unme, nt aRecei vedReci pi ents,
nt aSt or edReci pi ents, ntaTransm ttedReci pients,
nm aGr oupRecei vedMessages, ntaG oupRej ect edMessages,
m aGr oupSt or edMessages, ntaG oupTransnittedMessages,
m aG oupRecei vedVol une, ntaG oupSt or edVol une,
m aG oupTransm ttedVol unme, m aG oupRecei vedReci pi ents,
m aG oupSt or edReci pi ents, ntaG oupTransm ttedReci pi ents,
m aGr oupd dest MessageSt or ed, nt aG oupl nboundAssoci ati ons,
m aG oupQut boundAssoci at i ons,
m aGr oupAccunul at edl nboundAssoci ati ons,
m aG oupAccunul at edCQut boundAssoci ati ons,
m aG ouplLast | nboundActivity, mtaG ouplLast QutboundActivity,
m aG oupRej ect edl nboundAssoci ati ons,
nt aG oupFai | edCQut boundAssoci ati ons,
nm aG oupl nboundRej ecti onReason,
m aGr oupQut boundConnect Fai | ur eReason,
m aG oupSchedul edRetry, ntaG oupMail Protocol, ntaG oupNane}
STATUS current
DESCRI PTI ON
"A collection of objects providing basic nonitoring of MIAs.
This is the original set of such objects defined in RFC
1566. "
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::= {ntaG oups 10}

nm aRFC1566AssocG oup OBJECT- GROUP
OBJECTS {
nm aGr oupAssoci at i onl ndex}
STATUS current
DESCRI PTI ON
"A collection of objects providing nonitoring of MA
associations. This is the original set of such objects
defined in RFC 1566."
c:= {ntaGoups 11}

nt aRFC2249G oup OBJECT- GROUP

OBJECTS {
nm aRecei vedMessages, nt aStoredMessages,
nt aTransm tt edMessages, ntaRecei vedVol une, nt aSt or edVol une,
nmt aTransmi tt edVol ume, nt aRecei vedReci pi ents,
nmt aSt or edReci pi ents, ntaTransmi ttedReci pients,
m aSuccessf ul Convert edMessages, ntaFail edConvert edMessages,
m aG oupRecei vedMessages, ntaG oupRej ect edMessages,
m aG oupSt or edMessages, ntaG oupTransm ttedMessages,
nmt aG oupRecei vedVol une, ntaG oupSt or edVol une,
m aG oupTransmi ttedVol unme, nmt aG oupRecei vedReci pi ents,
m aG oupSt or edReci pi ents, ntaG oupTransmittedReci pients,
m aG oupd dest MessageSt or ed, nt aG oupl nboundAssoci ati ons,
m aG oupQut boundAssoci ati ons, ntaloopsDet ect ed,
m aG oupAccunul at edl nboundAssoci ati ons,
nmt aG oupAccunul at edCQut boundAssoci ati ons,
m aGr ouplLast | nboundActivity, ntaG ouplLast QutboundActivity,
m aGr ouplLast Qut boundAssoci ati onAtt enpt,
m aG oupRej ect edl nboundAssoci ati ons,
m aG oupFai | edCut boundAssoci ati ons,
nm aG oupl nboundRej ecti onReason,
nm aGr oupQut boundConnect Fai | ur eReason,
m aG oupSchedul edRetry, ntaG oupMail Protocol, ntaG oupNane,
m aGr oupSuccessf ul Convert edMessages,
m aG oupFai | edConvert edMessages, ntaG oupDescription,
m aG oupURL, ntaG oupCreationTi ne, mtaG oupHi erarchy,
m aG oupd dest Messagel d, nt aG oupLoopsDet ect ed}

STATUS current

DESCRI PTI ON
"A collection of objects providing basic nonitoring of MIAs.

This group was originally defined in RFC 2249."
1= {ntaG oups 4}

nm aRFC2249AssocG oup OBJECT- GROUP

OBJECTS {
nt aG oupAssoci at i onl ndex}
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STATUS current
DESCRI PTI ON
"A collection of objects providing nonitoring of MA
associations. This group was originally defined in RFC
2249."
::= {ntaG oups 5}

nmt aRFC2249Er r or G oup OBJECT- GROUP
OBJECTS {
nt aG oupl nboundEr r or Count, nt aG oupl nt er nal Err or Count,
nm aGr oupQut boundEr r or Count }
STATUS current
DESCRI PTI ON
"A collection of objects providing nonitoring of
detailed MIA errors. This group was originally defined
in RFC 2249."
;.= {ntaG oups 6}

nt aRFC2789G oup OBJECT- GROUP

OBJECTS {
nm aRecei vedMessages, nt aStoredMessages,
nt aTransm tt edMessages, ntaRecei vedVol une, nt aSt or edVol une,
mt aTransmi tt edVol ume, nt aRecei vedReci pi ents,
nmt aSt or edReci pi ents, ntaTransmi ttedReci pients,
m aSuccessf ul Convert edMessages, ntaFail edConvert edMessages,
m aG oupRecei vedMessages, ntaG oupRej ect edMessages,
nm aG oupSt or edMessages, ntaG oupTransm ttedMessages,
nmt aG oupRecei vedVol une, ntaG oupSt or edVol une,
m aG oupTransmi ttedVol unme, nm aG oupRecei vedReci pi ents,
m aG oupSt or edReci pi ents, ntaG oupTransmittedReci pients,
m aG oupd dest MessageSt or ed, nt aG oupl nboundAssoci ati ons,
m aG oupQut boundAssoci ati ons, ntaloopsDet ect ed,
m aG oupAccunul at edl nboundAssoci ati ons,
nmt aG oupAccunul at edCQut boundAssoci ati ons,
m aGr ouplLast | nboundActivity, ntaG ouplLast QutboundActivity,
m aGr ouplLast Qut boundAssoci ati onAtt enpt,
m aG oupRej ect edl nboundAssoci ati ons,
m aG oupFai | edCut boundAssoci ati ons,
nm aG oupl nboundRej ecti onReason,
nm aGr oupQut boundConnect Fai | ur eReason,
nm aG oupSchedul edRetry, ntaG oupMail Protocol, ntaG oupNane,
m aGr oupSuccessf ul Convert edMessages,
m aG oupFai | edConvert edMessages, ntaG oupDescription,
m aG oupURL, ntaG oupCreationTi ne, mtaG oupHi erarchy,
m aG oupd dest Messagel d, nt aG oupLoopsDet ect ed}

STATUS current

DESCRI PTI ON
"A collection of objects providing basic nonitoring of MIAs.
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This is the appropriate group for RFC 2789."
::= {ntaG oups 7}

m aRFC2789AssocG oup OBJECT- GROUP
OBJECTS {
nt aG oupAssoci at i onl ndex}
STATUS current
DESCRI PTI ON
"A collection of objects providing nonitoring of MA
associations. This is the appropriate group for RFC
2789 association nonitoring."
::= {ntaG oups 8}

nmt aRFC2789Er r or G oup OBJECT- GROUP
OBJECTS {
nt aG oupl nboundEr r or Count, nt aG oupl nt er nal Err or Count,
nmt aG oupQut boundEr r or Count }
STATUS current
DESCRI PTI ON
"A collection of objects providing nonitoring of
detailed MIA errors. This is the appropriate group
for RFC 2789 error nonitoring."
::= {ntaG oups 9}

END
5. Changes nade since RFC 2249

This revision corrects a nunber of mnor technical errors in the
construction of the mail nonitoring MB in RFC 2249 [18]:

(1) Al DisplayStrings have been changed to SnnpAdm nStrings,

(2) the conformance groups for different versions of this MB have
been corrected,

(3) the required ntaStatusCode entry has been added to
M aG oupErrorEntry (which does not affect the bits on the wire in
any way), and

(4) the recomendation that an enpty string be returned if the |ast
operation was successful has been renoved from
m aG oupl nboundRej ect i onReason and
m aG oupQut boundConnect Fai | ureReason as it conflicts with the
stated purpose of these variabl es.
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8. Security Considerations

There are no managenent objects defined in this MB that have a MAX-
ACCESS cl ause of read-wite and/or read-create. So, if this MBis
i npl emented correctly, then there is no risk that an intruder can
alter or create any managenent objects of this MB via direct SNWP
SET operati ons.
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However, this M B does provi de passive information about the

exi stence, type, and configuration of applications on a given host
that could potentially indicate sone sort of vulnerability. Finally,
the informati on M B provides about network usage could be used to
anal yze network traffic patterns.

SNWPv1l by itself is not a secure environnment. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/delete) the objects in this MB.

It is recomended that the inplementers consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [12] and the View based
Access Control Mddel RFC 2575 [15] is reconmended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ create/ del ete) them
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Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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