Net wor k Wor ki ng G oup M St. Johns
Request for Comments: 2786 Exci t e@lone
Cat egory: Experinent al Mar ch 2000

Diffie-Hel man USM Key
Management | nformati on Base and Textual Convention

Status of this Meno

This meno defines an Experinmental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this meno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2000). All R ghts Reserved.
| ESG Not e

Thi s docunent specifies an experinmental M B. Readers, inplenmenters
and users of this MB should be aware that in the future the | ETF may
charter an | ETF Wrking G oup to develop a standards track MB to
address the sane problem space that this MB addresses. It is quite
possi bl e that an inconpati ble standards track MB nmay result from
that effort.

Abst ract

This meno defines an experinental portion of the Managenent
Informati on Base (M B) for use with network managenment protocols in
the Internet comunity. |In particular, it defines a textua
convention for doing Diffie-Hel man key agreenent key exchanges and a
set of objects which extend the usmJserTable to pernit the use of a
DH key exchange in addition to the key change nethod described in
[12]. In otherwords, this MB adds the possibility of forward secrecy
to the USM nodel. It also defines a set of objects that can be used
to kick start security on an SNWPv3 agent when the out of band path
is authenticated, but not necessarily private or confidential

The KeyChange textual convention described in [12] permts secure key
changes, but has the property that if a third-party has know edge of
the original key (e.g. if the agent was nanufactured with a standard
default key) and could capture all SNWP exchanges, the third-party
woul d know t he new key. The Diffie-Hel man key change descri bed here
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limts know edge of the new key to the agent and the manager making
the change. In otherwords, this process adds forward secrecy to the
key change process.

The recomendation in [12] is that the usmlserTabl e be popul at ed out
of band - e.g. not via SNMP. |If the nunmber of agents to be

configured is small, this can be done via a console port and
manual ly. |f the nunber of agents is large, as is the case for a
cabl e nodem system the manual approach doesn’t scale well. The

conbi nation of the two nmechani sns specified here - the DH key change
mechani sm and the DH key ignition nechanism- all ows nanagabl e use
of SNMPv3 USMin a systemof mllions of devices.

This menmo specifies a MB nodule in a manner that is conpliant to the
SNVP SMv2[5][6][7]. The set of objects is consistent with the SNW
framewor k and exi sting SNVMP standards and is intended for use with
the SNVPv3 User Security Model M B and ot her security related M Bs.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [16].

This meno is a private subm ssion by the author, but is applicable to
the SNVPv3 working group within the Internet Engineering Task Force.
Conments are solicited and shoul d be addressed to the the author.
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1. The SNWP Managenent Franmewor k The SNVMP Managenent Franmewor k
presently consists of five mmjor conmponents:

0 An overall architecture, described in RFC 2271 [1].
0 Mechani sns for describing and nam ng objects and events for the

pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
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16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], STD 58, RFC 2579 [6] and STD 58, RFC 2580 [7].

0 Message protocols for transferring nmanagenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
message protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [9] and RFC
1906 [10]. The third version of the nmessage protocol is called
SNWVPv3 and described in RFC 1906 [10], RFC 2272 [11] and RFC 2274
[12].

0 Prot ocol operations for accessing management information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

0 A set of fundanmental applications described in RFC 2273 [14] and
the view based access control nmechani sm described in RFC 2275
[15].

Managed objects are accessed via a virtual information store, termed
t he Managenent Information Base or MB. (Objects in the MB are
defined using the mechani snms defined in the SM.

This nmeno specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onmtted because no
translation is possible (use of Counter64). Some machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this | oss of nachine
readabl e information is not considered to change the semantics of the
M B.

1.1. Structure of the MB

This MB is structured into three groups and a single textua
conventi on:

o The DHKeyChange textual convention defines the process for
changing a secret key value via a Diffie-Hel man key exchange.

0 The usnDHPubl i cObj ects group contains a single object which

describes the public Diffie-Helman paraneters required by any
i nstance of a DHKeyChange typed object.
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0 The usnDHUser KeyTabl e augnents and extends the usmser Tabl e
defined in the SNMPv3 User-based Security Mdel MB [12] by
provi di ng objects which permt the updating of the Authentication
and Privacy keys for a rowin this table through the use of a
D ffie-Hel man key exchange.

0  The usnDHKi ckstart Tabl e provi des a mechani sm for a managenent
station to be able to agree upon a set of authentication and
confidentiality keys and their associated row in the
usmser Tabl e.

2. Theory of Operation
2.1. Diffie-Helman Key Changes

Upon row creation (in the usmJserTable), or object change (either of
the object in the usnDHUser KeyTabl e or its associated value in the
usniJser Tabl €), the agent generates a random nunber. Fromthis random
nunber, the agent uses the DH parameters and transfornms to derive a
DH public value which is then published to the associated M B object.
The management station reads one or nore of the objects in the
usnDHUser KeyTabl e to get the agent’s DH public val ues.

The nanagenent station generates a random nunber, derives a DH public
val ue fromthat random nunber (as described in the DHKeyChange
Textual Convention), and does an SNVP SET agai nst the object in the
usnDHUser KeyTabl e. The set consists of the concatenation of the
agent’s derived DH public value and the nmanager’s derived DH public
val ue (to ensure the DHKeyChange object hasn't otherw se changed in
the nmeantine).

Upon successful conpletion of the set, the underlying key
(authentication or confidentiality) for the associated object in the
usniJser Tabl e is changed to a key derived fromthe DH shared secret.
Both the agent and the nanagenent station are able to calculate this
val ue based on their know edge of their own random nunber and the
other’s DH public nunber.

2.2. Diffie-Helman Key Ignition

[12] recommends that the usmiJser Tabl e be popul ated out of band, for
exanple - manually. This works reasonably well if there are a snall
nunber of agents, or if all the agents are using the sane key
material, and if the device is physically accessible for that action.
It does not scale very well to the case of possibly mllions of

devi ces located in thousands of |ocations in hundreds of nmarkets in
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St.

multiple countries. |In other words, it doesn't work well with a
cabl e nodem system and may not work all that well wth other |arge-
scal e consuner broadband I P offerings.

The net hods described in the objects under the usnDHKi ckstart G oup
can be used to popul ate the usnlserTable in the circunstances where
you may be able to provide at least limted integrity for the

provi sioni ng process, but you can’t guarantee confidentiality. In
addition, as a side effect of using the DH exchange, the operationa
USM keys for each agent will differ fromthe operational USM keys for
every other device in the system ensuring that conprom se of one
devi ce does not conpronise the systemas a whol e.

The vendor who inplenments these objects is expected to provide one or
nmore usnBecurityNames which map to a set of accesses defined in the
VACM [ 15] tables. For exanple, the vendor may provide a 'root’ user
who has access to the entire device for read-wite, and 'operator’
user who has access to the network specific nonitoring objects and
can al so reset the device, and a ’'customer’ user who has access to a
subset of the nonitoring objects which can be used to help the

cust omer debug the device in conjunction with customer service

questi ons.

To use, the system nmanager (the organization or individual who own
the group of devices) generates one or nore random nunbers - R  The
manager derives the DH Public Numbers R fromthese random nunbers,
associ ates the public nunbers with a security nane, and configures
the agent with this association. The configuration would be done
either manually (in the case of a snmall nunber of devices), or via
some sort of distributed configuration file. The actual nmechanismis
outside the scope of this docunent. The agent in turn generates a
random nunber for each nane/ nunber pair, and publishes the DH Public
Nunber derived fromits random nunmber in the usnDHKi ckstart Tabl e
along with the manager’s public nunber and provided security nane.

Once the agent is initialized, an SNVP Manager can read the contents
of the usnDHKi ckstart Tabl e using the security nane of ' dhKickstart’
with no authentication. The nanager |ooks for one or nore entries in
this table where it knows the random nunmber used to derive the
usnDHKi ckst art Mgr Publ i ¢ nunber. G ven the manager’s know edge of the
private random nunber, and the usnDHKi ckstart MyPublic nunber, the
manager can cal cul ate the DH shared secret. Fromthat shared secret,
it can derive the operational authentication and confidentiality keys
for the usmJserTabl e row whi ch has the matching security name. G ven
the keys and the security nanme, the manager can then use normal USM
mechani sns to access the remai nder of the agent’s M B space.
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3. Definitions
SNIVP- USM- DH- OBJECTS-M B DEFI NI TIONS :: = BEA N

I MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
-- OBJECT- | DENTI TY,
experinental, Integer32
FROM SNMPv2- SM
TEXTUAL- CONVENTI ON
FROM SNWPv2-TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF
usmserEntry
FROM SNWP- USER- BASED- SM M B
SnnpAdmi nStri ng
FROM SNVP- FRAMEWORK- M B;

snmpUsnDHObj ect sM B MODULE- | DENTI TY
LAST- UPDATED "200003060000Z" -- 6 March 2000, M dni ght
ORGANI ZATI ON " Exci t e@Hone"
CONTACT- | NFO "Aut hor: M ke St Johns
Postal : Excite@one
450 Br oadway
Redwood City, CA 94063
Emai | : stjohns@orp. hone. net
Phone: +1-650-556-5368"

DESCRI PTI ON

"The managenent information definitions for providing forward
secrecy for key changes for the usmJserTable, and for providing a
met hod for ’kickstarting access to the agent via a Diffie-Hel man
key agreenent.”
REVI SI ON "200003060000Z"

DESCRI PTI ON
"I'nitial version published as RFC 2786."

::={ experinmental 101 } -- | ANA DHKEY- CHANGE 101
-- Administrative assignnents

usnDHKeyhj ect s OBJECT | DENTI FI ER :: = { snnmpUsnDHObj ectsM B 1 }
usnDHKeyConf or mance OBJECT | DENTI FIER :: = { snnpUsnDHCbj ectsMB 2 }

-- Textual conventions
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DHKeyChange :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Upon initialization, or upon creation of a row containing an
object of this type, and after any successful SET of this value, a
GET of this value returns 'y’ where y = g"xa MOD p, and where g is
the base from usnDHParaneters, p is the prime from
usnDHPar aneters, and xa is a new randominteger selected by the
agent in the interval 27(1-1) <= xa <2* < p-1. ’'I’ is the
optional privateValueLength fromusnDHParaneters in bits. If "I’
is omtted, then xa (and xr below) is selected in the interval 0
<= xa < p-1. vy is expressed as an OCTET STRING 'PV of length 'k’
whi ch satisfies

k
y = SUM 27(8(k-i)) PV
i=1
where PV1,...,PVk are the octets of PV fromfirst to |last, and

where PV1 <> 0.

A successful SET consists of the value 'y’ expressed as an OCTET
STRI NG as above concatenated with the value 'z’ (expressed as an
OCTET STRING in the same manner as y) where z = g"xr MOD p, where
g, p and | are as above, and where xr is a new random i nteger

sel ected by the manager in the interval 27(l-1) <= xr < 2" <
p-1. A SET to an object of this type will fail with the error
wongValue if the current 'y’ does not match the 'y’ portion of
the value of the varbind for the object. (E g. GET yout, SET
concat (yin, z), yout <> yin).

Note that the private values xa and xr are never transmtted from
manager to device or vice versa, only the values y and z.

Qovi ously, these values nmust be retained until a successful SET on
the associ at ed obj ect.

The shared secret 'sk’ is calculated at the agent as sk = z*"xa MOD
p, and at the manager as sk = y”“xr MDD p.

Each object definition of this type MJUST descri be how to nap from
the shared secret sk’ to the operational key val ue used by the
protocol s and operations related to the object. In general, if n
bits of key are required, the author suggests using the n
right-nost bits of the shared secret as the operational key value."
REFERENCE

"-- Diffie-Hell man Key-Agreenment Standard, PKCS #3;

RSA Laboratories, Novenber 1993"

SYNTAX OCTET STRI NG
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Diffie Hell man public val ues

usnDHPubl i cObj ect s OBJECT I DENTIFIER ::= { usnmDHKeyObj ects 1 }

usnDHPar anet ers OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The public Diffie-Hellman paraneters for doing a Diffie-Hellnman
key agreenent for this device. This is encoded as an ASN. 1
DHPar anet er per PKCS #3, section 9. E. g.

DHPar amet er :: = SEQUENCE {
prime | NTECER, --p
base | NTECER, -- g

privat eVal ueLength | NTEGER OPTI ONAL }

I mpl enentors are encouraged to use either the values from

CGakley Goup 1 or the values of from Cakley Group 2 as specified
in RFC-2409, The Internet Key Exchange, Section 6.1, 6.2 as the
default for this object. Oher values nmay be used, but the
security properties of those values MJST be well understood and
MUST neet the requirenents of PKCS #3 for the selection of
Diffie-Hell man prines.

In addition, any tinme usnDHParaneters changes, all val ues of
type DHKeyChange wi Il change and new random nunbers MJST be
generated by the agent for each DHKeyChange object."

REFERENCE
"-- Diffie-Hell man Key-Agreement Standard, PKCS #3,
RSA Laboratories, November 1993
-- The Internet Key Exchange, RFC 2409, Novenber 1998,
Sec 6.1, 6.2"
::={ usnDHPublicObjects 1 }

usnDHUser KeyTabl e OBJECT- TYPE

St.

SYNTAX SEQUENCE OF UsnDHUser KeyEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table augments and extends the usmser Tabl e and provi des
4 objects which exactly mirror the objects in that table with the
textual convention of ’'KeyChange'. This extension allows key
changes to be done in a manner where the know edge of the current
secret plus know edge of the key change data exchanges (e.g. via
wiretapping) wll not reveal the new key."
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::={ usnDHPublicObjects 2 }

usnmDHUser KeyEnt ry OBJECT- TYPE
SYNTAX UsnDHUser KeyEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A row of DHKeyChange obj ects which augnment or replace the
functionality of the KeyChange objects in the base table row "
AUGMENTS { usnlserEntry }
;.= {usnDHUser KeyTable 1 }

UsnDHUser KeyEntry :: = SEQUENCE {
usnDHUser Aut hKeyChange DHKeyChange,
usnDHUser OmAut hKeyChange DHKeyChange,
usnDHUser Pri vKeyChange DHKey Change,
usnDHUser OwmnPri vKeyChange DHKeyChange
}

usnDHUser Aut hKeyChange OBJECT- TYPE
SYNTAX DHKeyChange
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The object used to change any given user’s Authentication Key
using a Diffie-Hellman key exchange.

The right-nost n bits of the shared secret 'sk’, where 'n” is the
nunber of bits required for the protocol defined by

usmUser Aut hProt ocol , are installed as the operational

aut hentication key for this row after a successful SET."

::={ usnDHUser KeyEntry 1 }

usnDHUser OmAut hKeyChange OBJECT- TYPE
SYNTAX DHKeyChange
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The object used to change the agents own Authentication Key
using a Diffie-Hell man key exchange.

The right-nost n bits of the shared secret 'sk’, where 'n’ is the
nunber of bits required for the protocol defined by

usniJser Aut hProt ocol, are installed as the operational

aut hentication key for this row after a successful SET."

;.= { usnDHUser KeyEntry 2 }

usmDHUser Pri vKeyChange OBJECT- TYPE
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SYNTAX DHKeyChange
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The object used to change any given user’'s Privacy Key using
a Diffie-Hellman key exchange.

The right-nmost n bits of the shared secret 'sk’, where 'n’ is the
nunber of bits required for the protocol defined by

usniJser Pri vProtocol, are installed as the operational privacy key
for this row after a successful SET."

::={ usnDHUser KeyEntry 3 }

usnDHUser OmPri vKeyChange OBJECT- TYPE

SYNTAX DHKeyChange
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The object used to change the agent’s own Privacy Key using a
Diffie-Hell man key exchange.

The right-nost n bits of the shared secret 'sk’, where 'n” is the
nunber of bits required for the protocol defined by

usniJser Pri vProtocol, are installed as the operational privacy key
for this row after a successful SET."

::={ usnDHUser KeyEntry 4 }

usnDHKi ckstart Group OBJECT | DENTIFIER ::= { usnDHKeyObjects 2 }
usnDHKi ckst art Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF UsnDHKi ckstartEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

St.

"A tabl e of mappings between zero or nore Diffie-Hel man key
agreenent values and entries in the usmlserTable. Entries in this
table are created by providing the associated device with a
Diffie-Hel man public value and a usmser Nane/ usniJser Securit yName
pair during initialization. How these values are provided is
outside the scope of this MB, but could be provided manually, or
through a configuration file. Valid public value/nane pairs
result in the creation of arowin this table as well as the
creation of an associated row (with keys derived as indicated) in
the usniJser Tabl e. The actual access the rel ated usnBSecurityName
has is dependent on the entries in the VACMtables. |In general,
an inplementor will specify one or nore standard security nanes
and will provide entries in the VACMtabl es granting various
| evel s of access to those names. The actual content of the VACM
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table is beyond the scope of this MB.

Note: This table is expected to be readabl e wi thout authentication
usi ng the usnlser SecurityNanme ' dhKickstart’. See the conformance
statements for details."

::={ usnDHKi ckstartGoup 1 }

usnDHKi ckstart Entry OBJECT- TYPE

SYNTAX UsnDHKi ckstart Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the usnDHKi ckstart Table. The agent SHOULD eit her
delete this entry or mark it as inactive upon a successful SET of
any of the KeyChange-typed objects in the usnmlserEntry or upon a
successful SET of any of the DHKeyChange-typed objects in the
usnmDhKeyChangeEntry where the rel ated usnBSecurityNane (e.g. row of
usniJser Tabl e or row of ushDhKeyChangeTable) equals this entry’s
usnDhKi ckstart SecurityNanme. | n otherwords, once you' ve changed
one or nmore of the keys for a row in usmserTable with a
particular security nane, the rowin this table with that sane
security nane is no |onger useful or neaningful."

I NDEX  { usnDHKi ckstartlndex }
::= {usnDHKi ckstart Table 1 }

UsnDHKi ckstartEntry ::= SEQUENCE ({

usnDHKi ckst art | ndex I nt eger 32,
usnDHKi ckstart MyPublic OCTET STRI NG
usnDHKi ckst art Mgr Publ i ¢ OCTET STRI NG

usnDHKi ckst art Securi t yName SnnpAdmi nSt ri ng
}
usnDHKi ckstart | ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"Index value for this row"
::={ usnDHKi ckstartEntry 1 }

usnDHKi ckst art MyPubl i ¢ OBJECT- TYPE

St.

SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The agent’'s Diffie-Hellman public value for this row At
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initialization, the agent generates a random nunber and derives
its public value fromthat nunmber. This public value is published
here. This public value 'y’ equals g*r MOD p where g is the from
the set of Diffie-Hell man parameters, p is the prine fromthose
paraneters, and r is a randominteger selected by the agent in the
interval 22(1-1) <=r <p-1<27. |If | is unspecified, thenr is
a randominteger selected in the interval 0 <=r < p-1

The public value is expressed as an OCTET STRING 'PV of length
"k’ which satisfies

k
y = SUM 27 (8(k-i)) PV
i =1
where PV1,...,PVk are the octets of PV fromfirst to |ast, and

where PV1 !'= 0.

The foll owi ng DH paraneters (QCakley group #2, RFC 2409, sec 6.1,
6.2) are used for this object:

2
FFFFFFFF FFFFFFFF COOFDAA2 2168C234 C4C6628B 80DC1CD1
29024E08 8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD
EF9519B3 CD3A431B 302B0A6D F25F1437 4FE1356D 6D51C245
E485B576 625E7EC6 F44CA2E9 A637ED6B OBFF5CB6 F406B7ED
EE386BFB 5A899FA5 AE9F2411 7CABLFE6 49286651 ECE65381
FFFFFFFF FFFFFFFF
| =1024
REFERENCE
"-- Diffie-Hell man Key- Agreenment Standard, PKCS#3v1.4;
RSA Laboratories, Novenber 1993
-- The Internet Key Exchange, RFC2409;
Harkins, D., Carrel, D.; Novenmber 1998"
c:= { usnDHKi ckstartEntry 2 }

g
p

usnDHKi ckst art Mgr Publ i ¢ OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The manager’s Diffie-Hellman public value for this row. Note

that this value is not set via the SNWP agent, but may be set via
sonme out of band nethod, such as the device's configuration file.
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St.

The manager calcul ates this value in the same nanner and using the
same paraneter set as the agent does. E.g. it selects a random
nunber 'r’, calculates y = g*r nod p and provides 'y’ as the
public nunber expressed as an OCTET STRING = See

usnDHKi ckstart MyPublic for details.

When this object is set with a valid value during initialization,
arowis created in the usmserTable with the foll owi ng val ues:

usniJser Engi nel D | ocal Engi nel D

usniJser Nane [val ue of usnDHKi ckst art SecurityNane]
usniJser Securit yNanme [val ue of usnDHKi ckst art SecurityNane]
usniJser C oneFr om Zer oDot Zer o

usmJser Aut hPr ot ocol us mMHVACVD5Aut hPr ot oco

usniJser Aut hKeyChange -- derived fromset value

usnlser OmAut hKeyChange -- derived fromset val ue

usmJser Pri vPr ot ocol usnDESPr i vPr ot oco

usniJser Pri vKeyChange -- derived fromset val ue

usniJser OmPri vKeyChange -- derived fromset val ue

usmJser Publ i c Y

usmser St or ageType per manent

usmJser St at us active

A shared secret 'sk’ is calculated at the agent as sk =

nmgr Public”r nod p where r is the agents random nunber and p is the
DH prime fromthe common paranmeters. The underlying privacy key
for this rowis derived fromsk by applying the key derivation
function PBKDF2 defined in PKCS#5v2.0 with a salt of 0xd1310bas,
and iterati onCount of 500, a keyLength of 16 (for

usnDESPri vProtocol ), and a prf (pseudo random function) of
"id-hmacWthSHAL' .  The underlying authentication key for this row
is derived fromsk by applying the key derivation functi on PBKDF2
with a salt of 0x98dfb5ac , an interation count of 500, a
keyLength of 16 (for usnHVACS5Aut hProtocol), and a prf of
"id-hmacWthSHAL'. Note: The salts are the first two words in the
ksO [key schedule 0] of the BLOWFI SH ci pher from’ Applied

Crypt ography’ by Bruce Schnier - they could be any relatively
random string of bhits.

The manager can use its know edge of its own random nunber and the
agent’s public value to kickstart its access to the agent in a
secure manner. Note that the security of this approach is
directly related to the strength of the authorization security of
the out of band provisioning of the managers public val ue

(e.g. the configuration file), but is not dependent at all on the
strength of the confidentiality of the out of band provisioning
data."

REFERENCE
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"-- Password-Based Cryptography Standard, PKCS#5v2.0;
RSA Laboratories, March 1999
-- Applied Cryptography, 2nd Ed.; B. Schneier,
Count er pane Systens; John Wley & Sons, 1996"
::={ usnDHKi ckstartEntry 3 }

usnDHKi ckst art SecurityName OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The usmser Nane and usmlJser SecurityNane in the usmJser Tabl e
associated with this row. This is provided in the same manner and
at the sane tine as the usnDHKi ckstart MgrPublic val ue -
e.g. possibly manually, or via the device' s configuration file."
::={ usnDHKi ckstartEntry 4 }

-- Conformance | nfornmation

usnDHKeyM BConpl i ances OBJECT | DENTI FI ER ::
usnDHKeyM BGr oups OBJECT | DENTI FI ER : :

{ usnmDHKeyConf or nance 1 }
{ usnDHKeyConf or mance 2 }

-- Conpliance statenents

usnDHKeyM BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenment for this nodule.”

MODULE
GROUP usnDHKeyM BBasi ¢G oup
DESCRI PTI ON
"This group MAY be inplenented by any agent which
i mpl ements the usniser Tabl e and whi ch wi shes to provide the
ability to change user and agent authentication and privacy
keys via Diffie-Hellman key exchanges."

GROUP usnDHKeyPar anfa oup
DESCRI PTI ON

"This group MJIST be inplenented by any agent which
i npl ements a M B containing the DHKeyChange Text ual
Convention defined in this nodule."

GROUP usmDHKeyKi ckst art G- oup
DESCRI PTI ON
"This group MAY be inplenented by any agent which
i mpl ements the usniser Tabl e and whi ch wishes the ability to
popul ate the USM tabl e based on out-of-band provi ded DH
i gnition val ues.

St. Johns Experi ment al [ Page 14]



RFC 2786 Di ffie-Hel man USM Key March 2000
Any agent inplenmenting this group is expected to provide
preinstalled entries in the vacmtables as foll ows:

In the usmJserTable: This entry allows access to the
system and dhKi ckstart groups

usmser Engi nel D | ocal Engi nel D
usnmser Nane "dhKi ckstart’
usniJser Securit yName "dhKi ckstart’
usnmlser Cl oneFr om Zer oDot Zer o
usmser Aut hPr ot ocol none

usmJser Aut hKeyChange v

usmser OmAut hKeyChange '’
usmJser Pri vProt ocol none
usniJser Pri vKeyChange Y
usniJser OmPri vKeyChange '’
usmJser Publ i c v
usmser St or ageType per manent
usmser St at us active

In the vacnBSecurityToG oupTable: This maps the initial
user into the accessible objects.

vacnBecuri t yModel 3 (UsMm
vacnBecurit yName "dhKi ckstart’
vacnix oupNane "dhKi ckstart’
vacnBecurityToG oupSt or ageType per manent
vacnBSecurityToG oupSt at us active

In the vacmAccessTabl e: Group name to view name transl ation.

vacnix oupNane "dhKi ckstart’
vacmAccessCont ext Prefi x Y

vacmAccessSecuri t yMbdel 3 (UsM

vacmAccessSecuritylLevel noAut hNoPri v

vacmAccessCont ext Mat ch exact

vacmAccessReadVi ewNamne " dhKi ckRestri ct ed’

vacmAccessWit eVi ewNane Y

vacmAccessNoti fyVi ewName " dhKi ckRestri ct ed’

vacmAccessSt orageType per manent

vacmAccessSt at us active

In the vacnVi ewlreeFani | yTable: Two entries to allow the
initial entry to access the system and kickstart groups.

vacnVi ewTr eeFam | yVi ewNane " dhKi ckRestri ct ed’

vacnVi ewTr eeFam | ySubtr ee 1.3.6.1.2.1.1 (systen
vacnVi ewTr eeFam | yMask v
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vacnVi ewTr eeFami | yType 1

vacnVi ewlr eeFani | ySt or ageType per manent

vacnVi ewlr eeFani | ySt at us active

vacnVi ewTr eeFam | yVi ewNane " dhKi ckRestri ct ed’

vacnVi ewTr eeFami | ySubtr ee (usnDHKi ckst art Tabl e O D)
vacnVi ewTr eeFami | yMask Y

vacnVi ewlr eeFani | yType 1

vacnVi ewlr eeFani | ySt or ageType per manent

vacnVi ewlr eeFam | ySt at us active

OBJECT usnDHPar anet ers
M N- ACCESS read-only
DESCRI PTI ON
"It is conpliant to inplenment this object as read-only for
any device."

::= { usnDHKeyM BConpliances 1 }
-- Units of Conpliance

usnDHKeyM BBasi cGr oup OBJECT- GROUP
OBJECTS {
usnDHUser Aut hKeyChange,
usnDHUser OmAut hKeyChange,
usnDHUser Pri vKeyChange,
usnDHUser OmnPr i vKeyChange

}
STATUS current
DESCRI PTI ON

::={ usnDHKeyM BGroups 1 }

usnDHKeyPar am& oup OBJECT- GROUP
OBJECTS {
usnDHPar anet er s

}
STATUS current
DESCRI PTI ON
"The mandatory object for all MBs which use the DHKeyChange
textual convention."
::= { usnDHKeyM BG oups 2 }

usnDHKeyKi ckst art G oup OBJECT- GROUP
OBJECTS {
usnDHKi ckst art MyPubl i c,
usnDHKi ckst art Mgr Publ i c,
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usnDHKi ckst art Securi t yName

}
STATUS current
DESCRI PTI ON
"The objects used for kickstarting one or nore SNVPv3 USM
associations via a configuration file or other out of band,
non- confi dential access."
::= { usnDHKeyM BG oups 3 }

END
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Security Considerations

hj ects in the usnDHUser KeyTabl e shoul d be consi dered to have the
same security sensitivity as the objects of the KeyChange type in
usniJser Tabl e and shoul d be afforded the same | evel of protection.
Specifically, the VACM should not grant nore or |ess access to these
objects than it grants to the usnlserTabl e KeyChange obj ect.

The i nproper selection of paraneters for use with Diffie-Hellnman key
changes may adversely affect the security of the agent. Please see
the body of the MB for specific recomendations or requirenments on
the selection of the DH paraneters.
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St.

An unaut henti cated DH exchange is subject to "man-in-the-mnddle"
attacks. The use of the DH exchange in any specific environnment
shoul d bal ance risk versus threat.

CGood security froma DH exchange requires a good source of random
numbers. |f your application cannot provide a reasonabl e source of
randommess, do not use a DH exchange. For nore information, see
"Randomess Recommendations for Security" [19].
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