Net wor k Wor ki ng G oup R Zuccherato
Request for Comments: 2785 Entrust Technol ogi es
Cat egory: I nfornmational Mar ch 2000

Met hods for Avoiding the "Small-Subgroup” Attacks on the
Diffie-Hell man Key Agreenment Method for S/ M ME

Status of this Meno

This meno provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2000). All Ri ghts Reserved.
Abst r act

In sone circunstances the use of the Diffie-Hellman key agreenent
schene in a prime order subgroup of a large prinme p is vulnerable to
certain attacks known as "snall-subgroup" attacks. Methods exi st,
however, to prevent these attacks. This document will describe the
situations relevant to inplementations of S/MME version 3 in which
protection is necessary and the nmethods that can be used to prevent
t hese attacks.

1. Introduction

Thi s docunent will describe those situations in which protection from
"smal | - subgroup” type attacks is necessary when using D ffie-Hellman
key agreenent [RFC2631] in inplenentations of S/MME version 3

[ RFC2630, RFC2633]. Thus, the epheneral-static and static-static
nmodes of Diffie-Hellman will be focused on. Some possible non-S/M ME
usages of CMS are al so considered, though with | ess enphasis than the
cases arising in SSMMe The situations for which protection is
necessary are those in which an attacker could determ ne a
substantial portion (i.e. nore than a few bits) of a user’s private
key.

Protecting oneself fromthese attacks involves certain costs. These
costs may include additional processing tinme either when a public key
is certified or a shared secret key is derived, increased paraneter
generation tinme, and possibly the licensing of encunbered
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technol ogies. Al of these factors nmust be considered when deci ding
whet her or not to protect oneself fromthese attacks, or whether to
engi neer the application so that protection is not necessary.

We will not consider "attacks" where the other party in the key
agreenent nerely forces the shared secret value to be "weak" (i.e.
froma snmall set of possible values) without attenpting to conprom se
the private key. It is not worth the effort to attenpt to prevent
these attacks since the other party in the key agreenent gets the
shared secret and can sinply make the plaintext public.

The net hods described in this neno nay al so be used to provide
protection fromsimnilar attacks on elliptic curve based Diffie-
Hel | man.

1.1 Notation

In this docunent we will use the same notation as in [RFC2631]. In
particular the shared secret ZZ is generated as foll ows:

ZZ = g ™ (xb * xa) nod p

Note that the individual parties actually performthe conputations
ZZ = (yb ~ xa) md p = (ya ™ xb) nod p

where ~ denotes exponentiation

ya is Party A's public key; ya =g ® xa nod p

yb is Party B's public key; yb = g ~ xb nod p

xa is Party A's private key; xa is in the interval [2, (g - 2)]

xb is Party B's private key; xb is in the interval [2, (q - 2)]

pis alarge prime

g = h*((p-1)/qg) nod p, where

his any integer with 1 < h < p-1 such that h*((p-1)/q) nod p > 1
(g has order g nod p)

qis alarge prine

j a large integer such that p=g*j + 1

In this discussion, a "static" public key is one that is certified
and is used for nore than one key agreenent, and an "epheneral "
public key is one that is not certified but is used only one tine.

The order of an integer y nodulo p is the snallest value of x greater
than 1 such that y*x nod p = 1.
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1.2 Brief Description of Attack
For a conpl ete description of these attacks see [LAW and [LIM.

If the other party in an execution of the Diffie-Hellman key
agreenent nmet hod has a public key not of the form described above,

but of small order (where small nmeans |ess than q) then he/she may be
able to obtain informati on about the user’s private key. In
particular, if information on whether or not a given decryption was
successful is available, if ciphertext encrypted with the agreed upon
key is available, or if a MAC conputed with the agreed upon key is
avai l abl e, information about the user’s private key can be obtai ned.

Assume Party A has a valid public key ya and that Party B has a
public key yb that is not of the formdescribed in Section 1.1,
rather yb has order r, where r is nuch less than q. Thus yb*r=1 nod
p. Now, when Party A produces ZZ as yb”xa nod p, there will only be
r possible values for ZZ instead of -3 possible values. At this
point Party B does not know the value ZZ, but nmay be able to
exhaustively search for it.

If Party A encrypts plaintext with this value and nakes that

ci phertext available to Party B, Party B only needs to exhaustively
search through r possibilities to determ ne which key produced the
ci phertext. When the correct one is found, this gives information
about the value of xa nobdulo r. Simlarly, if Party A uses ZZ to
decrypt a ciphertext and Party B is able to determ ne whether or not
decryption was perfornmed correctly, then information about xa can be
obtai ned. The actual nunber of nessages that nust be sent or
received for these attacks to be successful will depend on the
structure of the prime p. However, it is not unreasonable to expect
that the entire private key could be determ ned after as few as one
hundred nmessages.

A simlar attack can be nounted if Party B chooses a public key of
the formyb=g"xb*f, where f is an elenent of small order. 1In this
situation Party A will conmpute ZZ=yb*xa=g"(xa*xb)*f~ xa nod p. Again,
Party B can compute g”*(xa*xb) and can therefore exhaust the smal
nunber of possible values of fA"xa nmod p to determine information
about xa.

An attack is also possible if Party B has a public key yb of order r
where r factors into small integers but is not necessarily a small
integer itself. |In this case, the attacker needs to know the val ue
ZZ conputed by Party A. Fromthis value Party B can solve for Party
A's private key nodulo r using the Pohlig-Hellman [PH al gorithm
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However, this attack is not as practical as the cases already
presented, where information about the private key is recovered from
the *use* of ZZ, rather than ZZ itself, by exhaustive search

2. Situations Wiere Protection |Is Necessary

This section describes the situations in which the sender of a
message shoul d obtain protection against this type of attack and al so
those situations in which the receiver of a nmessage shoul d obtain
protection. Each entity nmay decide i ndependently whether it requires
protection fromthese attacks.

Thi s di scussion assunmes that the recipient’s key pair is static, as
is always the case in [ RFC2631].

2.1 Message Sender

This section describes situations in which the nmessage sender shoul d
be protected.

If the sender’s key is ephemeral, (i.e. epheneral-static Diffie-
Hel Il man is being used), then no protection is necessary. 1In this
situation only the recipients of the nessage can obtain the plaintext
and correspondi ng ci phertext and therefore determ ne information
about the private key using the "small-subgroup"” attacks. However,
the recipients can always decrypt the nmessage and since the sender’s
key is epheneral, even if the recipient can learn the entire private
key no other nmessages are at risk. Notice here that if two or nore
reci pi ents have sel ected the same donmain paraneters (p,qd,9) then the
same epheneral public key can be used for all of them Since the key
i s epheneral and only associated with a nmessage that the recipients
can already decrypt, no interesting attacks are possible.

If the sender’s key is static (i.e. static-static Diffie-Hellman is
bei ng used), then protection is necessary because in this situation a
reci pient nounting a small-subgroup attack nay be able to obtain the
pl ai ntext from anot her recipient (perhaps one with a valid public key
al so controlled by the recipient) and therefore could obtain

i nformati on about the private key. Mdyreover, the attacker does not
need to know the plaintext to test whether a key is correct, provided
that the plaintext has sufficient redundancy (e.g., ASCIl). This

i nformati on could then be used to attack other nmessages protected
with the sane static key.
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2.2 Message Reci pi ent

This section describes situations in which the nessage recipient
shoul d be protected.

If absolutely no information on the decryption of the ciphertext is
available to any other party than the recipient, then protection is
not necessary because this attack requires information on whether the
decryption was successful to be sent to the attacker. So, no
protective neasures are necessary if the inplenentation ensures that
no i nformati on about the decryption can | eak out. However,
protection may be warranted if human users nmay give this infornation
to the sender via out of band means (e.g. through tel ephone
conversations).

If information on the decryption is available to any other party,
then protection is necessary. In particular, protection is necessary
if any protocol event allows any other party to conclude that
decryption was successful. Such events include replies and returning
si gned receipts.

3. Methods O Protection

Thi s section describes five protective neasures that senders and
reci pi ents of messages can use to protect thenselves from"small -
subgroup" attacks.

I mpl enenters should note that some of the procedures described in
this section may be the subject of patents or pending patents.

3.1 Public Key Validation

This method is described in Section 2.1.5 of [RFC2631], and its
description is repeated here. |If this nethod is used, it should be
used to validate public keys of the other party prior to conputing
the shared secret ZZ. The public key to be validated is vy.

1. Verify that y lies within the interval [2,p-1]. If it does not,
the key is invalid.

2. Conmpute y*g nod p. If the result == 1, the key is valid.
O herwi se the key is invalid.

3.2 CA Performs Public Key Validation
The Certification Authority (CA) could performthe Public Key
Val i dation nethod described in Section 3.1 prior to signing and

issuing a certificate containing a Diffie-Hellmn public key. In
this way, any party using the public key can be assured that a
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trusted third party has already performed the key validation process.
This method is only viable for static public keys. Wen Static-
Static Diffie-Hell man is enpl oyed, both the sender and recipient are
protected when the CA has performed public key validation. However,
when Epheneral -Static Diffie-Hellman is enpl oyed, only the sender can
be protected by having the CA perform public key validation. Since
the sender generates an epheneral public key, the CA cannot perform
the validation on that public key.

In the case of a static public key a nmethod nust exist to assure the
user that the CA has actually perforned this verification. The CA
can notify certificate users that it has perfornmed the validation by
reference to the CA's Certificate Policy (CP) and Certification
Practice Statement (CPS) [RFC2527] or through extensions in the
certificate.

3.3 Choice of Prine p

The prime p could be chosen such that p-1=2*g*k where k is a | arge
prime or is the product of large prinmes (large means greater than or
equal to q). This will prevent an attacker from being able to find
an elenent (other than 1 and p-1) of small order nodulo p, thus
thwarting the small-subgroup attack. One nethod to produce prines of
this formis to run the prine generation algorithmmultiple tines
until an appropriate prime is obtained. As an exanple, the value of
k could be tested for primality. |If k is prime, then the value of p
coul d be accepted, otherw se the prime generation algorithmwould be
run again, until a value of p is produced with k prine.

However, since with prines of this formthere is still an el enment of
order 2 (i.e. p-1), one bit of the private key could still be |ost.

Thus, this nmethod may not be appropriate in circunstances where the
loss of a single bit of the private key is a concern.

Anot her nethod to produce prines of this formis to choose the prine
p such that p = 2*g*k + 1 where k is snall (i.e. only a fewbits). In
this case, the | eakage due to a small subgroup attack will be only a
few bits. Again, this would not be appropriate for circunstances
where the loss of even a few bits of the private key is a concern. In
this approach, qis large. Note that in DSA, g is limted to 160
bits for perfornance reasons, but need not be the case for Diffie-
Hel | man.

Additionally, other methods (i.e. public key validation) can be

conmbined with this nethod in order to prevent the loss of a few bits
of the private key.
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3.4 Conpati bl e Cofactor Exponentiation

This method of protection is specified in [P1363] and [KALISKI]. It

i nvol ves nodi fying the conputation of ZZ by including j (the
cofactor) in the conputations and is conpatible with ordinary
Diffie-Hell man when both parties’ public keys are valid. If a
party’s public key is invalid, then the resulting ZZ will either be 1
or an elenent of order q; the small subgroup elenents will either be
detected or cancelled. This nmethod requires that gcd(j,q)=1

I nstead of conputing ZZ as ZZ=yb”xa nod p, Party A would conpute it
as ZZ=(yb"j)”~c nmod p where c=j*(-1)*xa nod q. (Simlarly for Party
B.)

If the resulting value ZZ satisfies ZZ==1, then the key agreenent
shoul d be abandoned because the public key being used is invalid.

Note that when j is larger than gq, as is usually the case with
Diffie-Hell man, this nethod is |ess efficient than the nmethod of
Section 3.1.

3.5 Non-conpati bl e Cof actor Exponentiation

This nmethod of protection is specified in [P1363]. Simlar to the
met hod of Section 3.4, it involves nodifying the conputation of ZZ by
including j (the cofactor) in the conputations. If a party’ s public
key is invalid, then the resulting ZZ will either be 1 or an el enent
of order q; the small subgroup elenments will either be detected or
cancel l ed. This nmethod requires that gcd(j,q)=1

I nstead of conputing ZZ as ZZ=yb”xa nod p, Party A would conpute it
as ZZ=(yb"j)"xa mod p. (Simlarly for Party B.) However, with this
met hod the resulting ZZ value is different fromwhat is conputed in
[ RFC2631] and therefore is not interoperable with inplenentations
conformant to [ RFC2631].

If the resulting value ZZ satisfies ZZ==1, then the key agreenent
shoul d be abandoned because the public key being used is invalid.

Note that when j is larger than g, as is usually the case with

Diffie-Hellman, this nethod is |ess efficient than the nethod of
Section 3. 1.
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4. Ephemeral - Epheneral Key Agreenent

This situation is when both the sender and recipient of a nessage are
usi ng epheneral keys. Wile this situation is not possible in
SIMME, it mght be used in other protocol environnents. Thus we
will briefly discuss protection for this case as well.

I mpl enenters should note that some of the procedures described in
this section may be the subject of patents or pending patents.

Ephener al - epheneral key agreenent gives an attacker nore flexibility
since both parties’ public keys can be changed and they can be
coerced into conmputing the sane key froma small space. However, in
the epheneral -static case, only the sender’s public key can be
changed, and only the recipient can be coerced by an outside attacker
into conputing a key froma snall space.

Thus, in sone epheneral - epheneral key agreenents protection nmay be
necessary for both entities. One possibility is that the attacker
could nodify both parties’ public key so as to make their shared key
predi ctable. For exanple, the attacker could replace both ya and yb
with sone el enent of small order, say -1. Then, with a certain
probability, both the sender and receiver would conpute the sane
shared val ue that comes fromsone snall, easily exhaustible set.

Note that in this situation if protection was obtained fromthe
met hods of Section 3.3, then each user nust ensure that the other
party’s public key does not cone fromthe small set of elenents of
small order. This can be done either by checking a list of such
el ements, or by additionally applying the nmethods of Sections 3.1,
3.4 or 3.5.

Protection fromthese attacks is not necessary however if the other
party’s epheneral public key has been authenticated. The

aut hentication may be in the formof a signature, MAC, or any other
integrity protection mechanism An exanple of this is in the
Station-To-Station protocol [STS]. Since the owner authenticates the
public key, a third party cannot nodify it and therefore cannot nount
an attack. Thus, the only person that could attack an entity’s
private key is the other authenticated entity in the key agreenent.
However, since both public keys are epheneral, they only protect the
current session that the attacker woul d have access to anyway.

5. Security Considerations

This entire docurment addresses security considerations in the
i npl ementation of Diffie-Hellman key agreenent.
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6. Intellectual Property Rights

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any license under such rights

m ght or night not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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