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Abstract

Presence and | nstant Messagi ng have recently energed as a new nedi um
of comuni cations over the Internet. Presence is a neans for
finding, retrieving, and subscribing to changes in the presence
information (e.g. "online" or "offline") of other users. |nstant
messaging is a neans for sending small, sinple nmessages that are
delivered i medi ately to online users.

Applications of presence and instant nessaging currently use

i ndependent, non-standard and non-i nt eroperabl e protocols devel oped
by various vendors. The goal of the Instant Messagi ng and Presence
Protocol (IMPP) Wrking Goup is to define a standard protocol so
that independently devel oped applications of instant nessagi ng and/or
presence can interoperate across the Internet. This docunent defines
a mninmal set of requirenents that | MPP nust neet.
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1. Termi nol ogy

The following terns are defined in [ RFC 2778] and are used with those
definitions in this document:

ACCESS RULES
CLOSED

FETCHER

I NSTANT | NBOX

I NSTANT MESSAGE
NOTI FI CATI ON
OPEN

POLLER

PRESENCE | NFORVATI ON
PRESENCE SERVI CE
PRESENTI TY

PRI NCI PAL

PROXY

SERVER

STATUS

SUBSCRI BER
SUBSCRI PTI ON
WATCHER

The terms MUST and SHOULD are used in the foll owi ng sense while
speci fying requirements:

MUST: A proposed solution will have to neet this requirenent.
SHOULD: A proposed solution nay choose not to neet this requirenent.

Note that this usage of MJST and SHOULD differs fromthat of RFC
21109.

Additionally, the following terns are used in this docunent and
defi ned here:

ADM NI STRATOR: A PRINCI PAL with authority over |ocal conputer and

net wor k resources, who nmanages | ocal DOVAINS or FI REWALLS. For
security and ot her purposes, an ADM Nl STRATOR often needs or wants to
i mpose restrictions on network usage based on traffic type, content,
vol unme, or endpoints. A PRINCIPAL's ADM NI STRATOR has authority over
some or all of that PRI NCIPAL's conputer and network resources.

DOVAI N: A portion of a NAMESPACE.

ENTI TY: Any of PRESENTITY, SUBSCRI BER, FETCHER, PCLLER, or WATCHER
(all defined in [RFC 2778]).
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FI REWALL: A point of administrative control over connectivity.
Dependi ng on the policies being enforced, parties may need to take
unusual measures to establish comunications through the FI REWALL.

| DENTI FI ER: A neans of indicating a point of contact, intended for
public use such as on a business card. Tel ephone nunbers, enmail
addresses, and typical hone page URLs are all exanples of |DENTIFIERS
in other systems. Numeric |P addresses like 10.0.0.26 are not, and
neither are URLs containing nunerous CA paraneters or long arbitrary
identifiers.

| NTENDED RECI Pl ENT: The PRI NCI PAL to whom t he sender of an | NSTANT
MESSAGE is sending it.

NAMESPACE: The systemthat maps froma name of an ENTITY to the
concrete inplenentation of that ENTITY. A NAMESPACE may be conposed
of a number of distinct DOVAINS.

OUT OF CONTACT: A situation in which some ENTITY and t he PRESENCE
SERVI CE cannot conmuni cat e.

SUCCESSFUL DELI VERY: A situation in which an | NSTANT MESSAGE was
transmitted to an | NSTANT | NBOX for the | NTENDED RECI Pl ENT, and the
I NSTANT | NBOX acknow edged its recei pt. SUCCESSFUL DELI VERY usual |y
al so inplies that an | NBOX USER ACENT has handl ed the nessage in a
way chosen by the PRI NCI PAL. However, SUCCESSFUL DELI VERY does not
inmply that the nessage was actually seen by that PRI NCl PAL.

2. Shared Requirenents

Thi s section describes non-security requirenents that are comon to
both an PRESENCE SERVI CE and an | NSTANT MESSAGE SERVICE. Section 6
describes requirenents specific to a PRESENCE SERVI CE, while Section
7 describes requirenments specific to an | NSTANT MESSAGE SERVI CE
Section 8 describes security considerations. The reader should note
that Section 11 is an appendi x that provides historical context and
aids in tracing the origins of requirenents in Section 8. Section 11
is not, however, a statement of current | MPP requirenents.

It is expected that Presence and |Instant Messaging services will be
particularly valuable to users over nobile IP wirel ess access

devi ces. Indeed the number of devices connected to the Internet via
wirel ess nmeans is expected to grow substantially in the coning years.
It is not reasonable to assune that separate protocols wll be

available for the wireless portions of the Internet. In addition, we
note that wireless infrastructure is maturing rapidly; the work
undertaken by this group should take into account the expected state
of the maturity of the technology in the tine-frame in which the
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Presence and I nstant Messagi ng protocols are expected to be depl oyed.

To this end, the protocols designed by this Wrking Goup nust be
suitable for operation in a context typically associated with nobile
Wi rel ess access devices, viz. high latency, |ow bandw dth and
possibly intermittent connectivity (which lead to a desire to
mnimze round-trip delays), nodest conputing power, battery
constraints, snmall displays, etc. In particular, the protocols nust
be designed to be reasonably efficient for small payl oads.

2. 1. Nanespace and Administration

2.1.1. The protocols MJST all ow a PRESENCE SERVI CE to be avail abl e
i ndependent of whether an | NSTANT MESSAGE SERVI CE is avail abl e, and
Vi ce-versa.

2.1.2. The protocols nmust not assume that an | NSTANT | NBOX is
necessarily reached by the sanme | DENTI FIER as that of a PRESENTITY.
Specifically, the protocols nust assunme that some | NSTANT | NBOXes may
have no associ ated PRESENTI TI ES, and vice versa.

2.1.3. The protocols MJST al so allow an | NSTANT | NBOX to be reached
via the same | DENTI FI ER as the | DENTI FI ER of some PRESENTI TY.

2.1.4. The adninistration and naning of ENTITIES within a given
DOVAI N MUST be able to operate independently of actions in any other
DOMVAI N.

2.1.5. The protocol MJST allow for an arbitrary nunber of DOMAI NS
wi thin the NAMESPACE.

2.2. Scalability
2.2.1. It MIST be possible for ENTITIES in one DOVAIN to interoperate
with ENTITIES in another DOVAIN, w thout the DOVAI NS havi ng
previously been aware of each ot her.

The protocol MJST be capable of neeting its other functional and
performance requirenents even when

-- (2.2.2) there are mllions of ENTITIES within a single DOVAIN.

-- (2.2.3) there are nmillions of DOMAINS within the single
NAMESPACE.
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-- (2.2.4) every single SUBSCRI BER has SUBSCRI PTI ONS to hundreds
of PRESENTI TI ES

-- (2.2.5) hundreds of distinct SUBSCRI BERS have SUBSCRI PTIONS to
a singl e PRESENTITY.

-- (2.2.6) every single SUBSCRI BER has SUBSCRI PTIONS to
PRESENTI TI ES i n hundreds of distinct DOVAI NS.

These are protocol design goals; inplenentations may choose to pl ace
lower limts.

2.3. Access Contro
The PRINCI PAL controlling a PRESENTITY MJUST be able to contro

-- (2.3.1) which WATCHERS can observe that PRESENTI TY' s PRESENCE
I NFORMVATI ON

-- (2.3.2) which WATCHERS can have SUBSCRI PTI ONS to t hat
PRESENTI TY' s PRESENCE | NFORMATI ON

-- (2.3.3) what PRESENCE | NFORMATI ON a particular WATCHER wi || see
for that PRESENTITY, regardl ess of whether the WATCHER gets it
by fetching or NOTI FI CATI ON

-- (2.3.4) which other PRINCI PALS, if any, can update the PRESENCE
| NFORVATI ON of that PRESENTITY

The PRI NCI PAL controlling an | NSTANT | NBOX MJUST be able to contro

-- (2.3.5) which other PRINCI PALS, if any, can send | NSTANT
MESSAGES to that | NSTANT | NBOX.

-- (2.3.6) which other PRINCIPALS, if any, can read | NSTANT
MESSAGES from that | NSTANT | NBOX.

2.3.7. Access control MJIST be independent of presence: the PRESENCE
SERVI CE MUST be able to make access control decisions even when the
PRESENTI TY is OQUT OF CONTACT

2. 4. Network Topol ogy
Note that internediaries such as PROXIES may be necessitated between

I P and non-1P networks, and by an end-user’s desire to provide
anonynmity and hide their |IP address.

Day, et al. I nf or mat i onal [ Page 6]



RFC 2779 I nstant Messagi ng/ Presence Prot ocol February 2000

2.4.1. The protocol MJST allow the creation of a SUBSCRI PTI ON bot h
directly and via internediaries, such as PROXI ES

2.4.2. The protocol MJIST allow the sending of a NOTIFI CATI ON both
directly and via internediaries, such as PROXI ES

2.4.3. The protocol MJST allow the sending of an | NSTANT MESSAGE bot h
directly and via internediaries, such as PROXI ES

2.4.4. The protocol proxying facilities and transport practices MJST
al | ow ADM NI STRATORS ways to enabl e and di sable protocol activity

t hrough exi sting and comonl y-depl oyed FI REWALLS. The protocol MJST
specify how it can be effectively filtered by such FI REWALLS

2.5. Message Encryption and Authentication

2.5.1. The protocol MJIST provide neans to ensure confidence that a
recei ved nessage (NOTIFI CATI ON or | NSTANT MESSAGE) has not been
corrupted or tampered with.

2.5.2. The protocol MIST provide neans to ensure confidence that a
recei ved nessage (NOTIFI CATI ON or | NSTANT MESSAGE) has not been
recorded and pl ayed back by an adversary.

2.5.3. The protocol MJIST provide neans to ensure that a sent nessage
(NOTI FI CATI ON or | NSTANT MESSAGE) is only readabl e by ENTITIES t hat
the sender all ows.

2.5.4. The protocol MJST allow any client to use the neans to ensure
non- corruption, non-playback, and privacy, but the protocol MJST NOT
require that all clients use these neans at all tines.

3. Additional Requirenments for PRESENCE | NFORVATI ON
The requirenents in section 6 are applicable only to PRESENCE
| NFORMATI ON and not to | NSTANT MESSAGES. Additional constraints on
PRESENCE | NFORMATI ON i n a system supporting | NSTANT MESSAGES appear
in Section 7.4.

3.1. Common Presence For mat

3.1.1. All ENTITIES MJST produce and consune at | east a comopn base
format for PRESENCE | NFORMATI ON

3.1.2. The comon presence format MJST include a nmeans to uniquely
identify the PRESENTI TY whose PRESENCE | NFORVATION i s reported.
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3.1.3. The comon presence format MUST include a nmeans to encapsul ate
contact information for the PRESENTITY's PRI NCI PAL (if applicable),
such as emnil address, tel ephone nunber, postal address, or the I|ike.

3.1.4. There MJST be a neans of extending the conmon presence fornmat
to represent additional information not included in the common
format, without underm ning or rendering invalid the fields of the
comon format.

3.1.5. The working group nust define the extension and registration
mechani sns for presence information schema, including new STATUS
conditions and new forns for OTHER PRESENCE MARKUP

3.1.6. The presence format SHOULD be based on | ETF standards such as
vCard [ RFC 2426] if possible.

3.2. Presence Lookup and Notification

3.2.1. A FETCHER MJST be able to fetch a PRESENTI TY' s PRESENCE
I NFORMATI ON even when the PRESENTITY is OUT OF CONTACT.

3.2.2. A SUBSCRI BER MJST be able to request a SUBSCRIPTION to a
PRESENTI TY' s PRESENCE | NFORMATI ON, even when the PRESENTITY is OUT OF
CONTACT.

3.2.3. |If the PRESENCE SERVI CE has SUBSCRI PTI ONS for a PRESENTITY s
PRESENCE | NFORVATI ON, and t hat PRESENCE | NFORMATI ON changes, the
PRESENCE SERVI CE MUST del i ver a NOTI FI CATION to each SUBSCRI BER

unl ess prevented by the PRESENTITY' s ACCESS RULES

3.2.4. The protocol MJST provide a nechani smfor detecting when a
PRESENTI TY or SUBSCRI BER has gone OUT OF CONTACT.

3.2.5. The protocol MJST NOT depend on a PRESENTI TY or SUBSCRI BER
gracefully telling the service that it will no longer be in
communi cation, since a PRESENTITY or SUBSCRI BER may go OUT OF CONTACT
due to unanticipated failures.

3.3. Presence Caching and Replication

3.3.1. The protocol MJIST include nmechanisns to all ow PRESENCE
| NFORMATI ON t o be cached.

3.3.2. The protocol MJST include nechanisns to all ow cached PRESENCE
| NFORVATI ON t o be updated when the master copy changes.
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3.3.3 The protocol caching facilities MJST NOT circunmvent established

ACCESS RULES or restrict choice of authentication/encryption
mechani sns.

3.4 Performance

3.4.1 Wen a PRESENTI TY changes its PRESENCE | NFORVATI ON, any
SUBSCRI BER to that information MJST be notified of the changed
information rapidly, except when such notification is entirely
prevented by ACCESS RULES. This requirenent is nmet if each
SUBSCRI BER' s NOTI FI CATION i s transported as rapidly as an | NSTANT
MESSAGE woul d be transported to an | NSTANT | NBOX.

4. Additional Requirements for | NSTANT MESSAGES

The requirenents in section 4 are applicable only to | NSTANT MESSAGES

and not to PRESENCE | NFORMATION, with the exception of Section 4.4.
Section 4.4 describes constraints on PRESENCE | NFORMATI ON that are
rel evant only to systenms that support both | NSTANT MESSAGES and
PRESENCE | NFORVATI ON

4. 1. Common Message For mat

4.1.1. Al ENTITIES sending and receiving | NSTANT MESSAGES MJST
i mpl ement at | east a conmon base fornmat for | NSTANT MESSAGES

4.1.2. The common base format for an | NSTANT MESSACGE MUST identify
the sender and intended recipient.

4.1.3. The comon nessage format MJST include a return address for
the receiver to reply to the sender with another | NSTANT MESSAGE

4.1.4. The common nessage format SHOULD i ncl ude standard forns of
addresses or contact nmeans for media other than | NSTANT MESSACES,
such as tel ephone nunbers or enmil addresses.

4.1.5. The comon nessage format MJST pernmit the encodi ng and
identification of the nessage payload to allow for non-ASClI | or
encrypted content.

4.1.6. The protocol mnust reflect best current practices related to
i nternationalization

4.1.7. The protocol mnust reflect best current practices related to
accessibility.
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4.1.8. The working group MJST define the extension and registration
mechani sms for the message format, including new fields and new
schenes for | NSTANT | NBOX ADDRESSES

4.1.9. The working group MJST determ ne whet her the comon nessage
format includes fields for nunbering or identifying nessages. |f
there are such fields, the working group MJST define the scope within
whi ch such identifiers are unique and the acceptabl e neans of
generating such identifiers.

4.1.10. The common nessage fornmat SHOULD be based on | ETF-standard
M ME [ RFC 2045] .

4.2. Reliability
4.2.1. The protocol MJIST include nmechani sns so that a sender can be
i nformed of the SUCCESSFUL DELI VERY of an | NSTANT MESSAGE or reasons
for failure. The working group nust determ ne what mechani sms apply
when final delivery status is unknown, such as when a message is
rel ayed to non-1 MPP syst ens.

4.3 Perfornmance

4.3.1. The transport of | NSTANT MESSAGES MJST be sufficiently rapid
to allow for confortabl e conversational exchanges of short nessages

4.4 Presence Format

4.4.1. The comon presence fornmat MJST define a m ni nrum standard
presence schema suitable for | NSTANT MESSAGE SERVI CES

4.4.2. When used in a system supporting | NSTANT MESSAGES, the conmmon
presence format MJST include a neans to represent the STATUS
condi tions OPEN and CLCSED

4.4.3. The STATUS conditions OPEN and CLOSED may al so be applied to
messagi hg or conmuni cati on nodes ot her than | NSTANT MESSAGE SERVI CES
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5. Security Considerations

Security considerations are addressed in section 2.3, Access Control,
and section 2.5, Message authentication and encryption

Thi s section describes further security-related requirenents that the
protocol nust neet.

The security requirements were derived froma set of all-enconpassing
"security expectations" that were then evaluated for practicality and
inmplementability and translated into requirenments. |n the appendix,
we describe the expectations and the process used to transformthem
into requirenents. In this section, we sinply list the consolidated
set of derived requirenents

Note that in the requirenments, ADM Nl STRATORs may have privil eges
beyond those allowed to PRINCI PALs referred to in the requirenents.
(Unl ess otherw se noted, the individual expectations specifically
refer to PRINCIPALs.) It is up to individual inplenentations to
control administrative access and inplenment the security privil eges
of ADM NI STRATORs wi t hout comprom sing the requirenents nade on

PRI NCI PALs.

Unl ess noted otherwi se, A B,C are all nanes of non- ADM NI STRATOR
PRI NCI PALS

5.1. Requirenents related to SUBSCRI PTI ONS
When A establishes a SUBSCRI PTION to B's PRESENCE | NFORVATI ON

5.1.1. The protocol MJST provide A neans of identifying and
aut henticating that the PRESENTI TY subscribed to is controlled by B.

5.1.2. If A so chooses, the protocol SHOULD NOT make A's SUBSCRI PTI ON
to B obvious to a third party C

5.1.3. The protocol MJIST provide B with nmeans of allow ng an
unaut henti cat ed subscription by A

5.1.4. The protocol MJIST provide A neans of verifying the accurate
recei pt of the content B chooses to disclose to A

5.1.5. B MIST informA if B refuses A's SUBSCRI PTION. Note that B may
choose to accept A's SUBSCRI PTION, but fail to deliver any
information to it (so-called "polite blocking"). See 5.1.15

5.1.6. The protocol MJST NOT let any third party C force Ato
subscribe to B s PRESENCE | NFORMATI ON wi t hout A's consent.
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5.1.7. A MJST be able to cancel her SUBSCRIPTION to B's PRESENCE
| NFORMATI ON at any tine and for any reason. Wen A does so, the
PRESENCE SERVI CE stops inform ng A of changes to B s PRESENCE

| NFORVATI ON.

5.1.8. The protocol MJST NOT | et an unauthorized party C cancel A's
SUBSCRI PTION to B.

5.1.9. If A's SUBSCRIPTION to B is cancell ed, the service SHOULD
inform A of the cancell ati on.

5.1.10. A SHOULD be able to determ ne the status of A" s SUBSCRI PTI ON
to B, at any tine.

5.1.11. The protocol MJST provide B neans of |earning about A's
SUBSCRI PTION to B, both at the tine of establishing the SUBSCRI PTI ON
and afterwards.

5.1.12. The protocol MJST provide B means of identifying and
aut henti cating the SUBSCRI BER s PRI NCl PAL, A

5.1.13. It MJST be possible for Bto prevent any particul ar PRI NCl PAL
from subscri bi ng.

5.1.14. It MJST be possible for B to prevent anonynous PRI NCl PALS
from subscri bi ng.

5.1.15. It MJST be possible for B to configure the PRESENCE SERVI CE
to deny A's subscription while appearing to A as if the subscription
has been granted (this is sonetines called "polite blocking"). The
protocol MJUST NOT nmandate the PRESENCE SERVI CE to service
subscriptions that are treated in this manner.

5.1.16. B MJST be able to cancel A s subscription at wll.

5.1.17. The protocol MJST NOT require Ato reveal A's IP address to
B.

5.1.18 The protocol MJST NOT require Bto reveal B s IP address to A
5.2. Requirenents related to NOTIFI CATI ON

When a PRI NClI PAL B publishes PRESENCE | NFORMATI ON for NOTI FI CATION to
anot her PRI NCl PAL A:

5.2.1. The protocol MJST provide neans of ensuring that only the

PRI NCI PAL A bei ng sent the NOTI FI CATION by B can read the
NOTI FI CATI ON.
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5.2.2. A should receive all NOTIFI CATI ONS i ntended for her.

5.2.3. It MIST be possible for Bto prevent A fromreceiving
notifications, even if Ais ordinarily pernmitted to see such
notifications. |t MJST be possible for Bto, at its choosing, notify
different subscribers differently, through different notification
mechani sms or through publishing different content. This is a
variation on "polite bl ocking".

5.2.4. The protocol MJST provide neans of protecting B from another
PRI NCI PAL C "spoofing" notification nessages about B.

5.2.5. The protocol MJST NOT require that A reveal A's IP address to
B.

5.2.6. The protocol MJST NOT require that B reveal B s |IP address to
A

5.3. Requirenents related to receiving a NOTI FI CATI ON

When a PRINCI PAL A receives a notification nmessage from anot her
principal B, conveyi ng PRESENCE | NFORMVATI ON,

5.3.1. The protocol MJST provide A means of verifying that the
presence information is accurate, as sent by B.

5.3.2. The protocol MIST ensure that A is only sent NOTI FI CATI ONS
fromentities she has subscribed to.

5.3.3. The protocol MJST provide A means of verifying that the
notification was sent by B.

5.4. Requirenents related to | NSTANT MESSAGES
When a user A sends an | NSTANT MESSAGE M to another user B,
5.4.1. A MJST receive confirmation of non-delivery.
5.4.2. If Mis delivered, B MJST receive the nessage only once.

5.4.3. The protocol MJST provide B neans of verifying that A sent the
nessage.

5.4.4. B MIST be able to reply to the nessage via anot her instant
nmessage.

5.4.5. The protocol MJST NOT always require Ato reveal A's IP
address, for A to send an instant nessage.
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5.4.6. The protocol MJIST provide A nmeans of ensuring that no other
PRI NCI PAL C can see the content of M
5.4.7. The protocol MJST provide A neans of ensuring that no other
PRI NCI PAL C can tanper with M and B neans to verify that no
tanperi ng has occurred.

5.4.8. B nust be able to read M

5.4.9. The protocol MJST allow A to sign the nessage, using existing
standards for digital signatures.

5.4.10. B MIST be able to prevent A from sendi ng hi m nmessages
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8. Appendi x: Security Expectations and Deriving Requirements

Thi s appendi x i s based on the security expectations di scussed on the
impp mailing list and assenbl ed by Jesse Vincent. The original form
of nunbering has been preserved in this appendi x (so there are
several different itenms |abeled Bl, for exanple). The derived

requi renents have new nunbers that are consistent with the nain body
of the docunent. This appendix is included to provide a connection
fromdiscussions on the list to the requirements of Section 8, but it
is not intended to introduce any new requirenments beyond those
presented in Sections 5 through 8.

8. 1. PRESENCE | NFORMATI ON

In the case of PRESENCE | NFORMATI ON, the controlling PRI NC PAL’ s
privacy interests are paranount; we agreed that "polite bl ocking"
(denyi ng wi thout saying that the subscription is denied, or providing
fal se information) shoul d be possible.

8.1.1. Subscription

When a user Alice subscribes to another person, Bob's presence info,
Ali ce expects:

Al. the PRESENTITY's PRINCIPAL, B, is identifiable and authenticated

Di scussion: Stands as a requirenent. Note that the protoco
shoul d provide Alice the capability of authenticating, wthout
requiring that Alice authenticate every SUBSCRI PTION. This
caveat is nmade necessary by performance concerns, anong others,
and applies to many of the other requirenents derived bel ow

[ Requi rement 5.1.1]

A2. no third party will know that A has subscribed to B

Di scussion: This is sonmewhat unreasonable to enforce as is. For
exanpl e, in sone topol ogi es, nothing can prevent soneone doi ng
traffic analysis to deduce that A has subscribed to B. W should
merely require that the protocol not expose subscription
informati on in any obvi ous manner. [Requirenent 5.1.2]
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A3. A has the capability to subscribe to B's presence without B's
know edge, if B permits anonynmous subscriptions.

Di scussi on: An "anonynobus subscription" above can have two
inplications - (i) B may allow an unauthenticated subscription by
A, and (ii) B may be unaware of A's stated identity. Requirenent
(i) is reasonable [Requirement 8.1.3], but (ii) doesn't appear to
be a core requirenent -- it can be adequately simulated via a
subscri ption pseudonym

Ad. A wll accurately receive what B chooses to disclose to A
regarding B' s presence.

Di scussion: Stands as a requirenent, with the "optional"
caveat. [Requirenent 8.1.4]

A5. Bwll informA if B refuses A's subscription
Di scussion: Stands as a requirenent. [Requirenent 5.1.5]

A6. No third party, C can force Ato subscribe to B s presence
wi t hout A's consent.

Di scussion: Stands as a requirement. [Requirement 5.1.6]

A7. A can cancel her subscription to B s presence at any time and for
any reason. Wen A does so, she will receive no further information
about B s presence information

Di scussion: This essentially stands. However, inplenentations
may have to contend with a tinming wi ndow where A receives, after
sendi ng her cancellation request, a notification sent by B before
B received the cancellation request. Therefore, the requirenent
shoul d focus on B's ceasing to send presence information, rather
than A's ceasing to receive it. [Requirenment 5.1.7]

A8. no third party, C, can cancel A's subscription to B

Di scussi on: Stands, although the admi nistrative exception does
apply. [Requirenment 5.1.8]

A9. Ais notified if her subscription to Bis cancelled for any
reason.

Di scussion: Although the intent is reasonable, there are a numnber
of scenarios (e.g. overburdened server, clogged network, server
crash) where delivering a notification to A of the cancellation
i s undesirable or inpossible. Therefore, the service should nmake
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an attenmpt to inform but this is not required. [Requirenent
5.1.9]
Bob expects:

Bl. Bwll be informed that A subscribed to B' s presence information,
as long as A has not subscribed anonynously.

Di scussion: This essentially stands. However, B can al so choose
to determne A's subscription after the fact. [Requirenent
5.1.10]
B2. Ais identifiable and authenti cat ed.
Di scussion: This stands as a requirenent. [Requirement 5.1.11]
B3. B can prevent a particular user, D, from subscribing.
Di scussion: This stands as a requirenment. [Requirenment 5.1.12]
B4. B can prevent anonynous users from subscri bi ng.

Di scussion: This stands as a requirenment. [Requirenent 5.1.13]

B5. B's presence information is not republished by Ato a third
party, E, who does not.

Di scussion: This is practically inpossible to enforce, so it is
omtted fromthe requirenment set.

B6. B can deny A's subscription without letting A know that she’'s
been bl ocked.

Di scussion: This "polite blocking" capability essentially stands;
accepting a "deni ed" subscription should bear no inplication on
servicing it for status notifications. [Requirement 5.1.14]
B7. B can cancel A s subscription at wll.
Di scussion: Stands as a requirenment. [Requirenent 5.1.15]
Charlie, bob’'s network adninistrator expects:
Cl. C knows who is subscribed to B at all tines.
Di scussion: Administrators should be able to deternmine who is

subscri bed, but needn’'t be continuously inforned of the |ist of
subscribers. Also, in sone cases user agents (e.g. proxies) nmay
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have subscri bed on behal f of users, and in these cases the
adm nistrator can only determne the identity of these agents,
not their users. [Requirenent 5.1.16]

C2. C can nanage all aspects of A's presence information.
Di scussion: This stands as a requirenent. [Requirenent 5.1.17]

C3. C can control who can access A's presence information and
exchange instant nessages with A

Di scussion: This stands in principle, but C should be able to
wai ve these capabilities if C desires. [Requirenment 5.1.18]

8.1.2. Publication
The publisher of status information, Bob, expects:

Bl. That information about B is not provided to any entity without
B's know edge and consent.

Di scussion: This is nearly inpossible to acconplish, so it is
omtted fromthe requirenents

8.1.3. Publication for Notification
VWhen information is published for notification, B expects:

Bl. only a person being sent a notification, A can read the
notification.

Di scussion: Stands as a requirenent. [Requirement 5.2.1]
B2. Areliably receives all notifications intended for her

Di scussion: This stands, although "Reliably" is a little strong
(e.g. network outages, etc.). [Requirenent 5.2.2]

B3. B can prevent A fromreceiving notifications, even if Ais
ordinarily permtted to see such notifications. This is a variation
on "polite blocking."

Di scussion: This stands as a requirenent. Al so incorporated into

this requirement is the notifications equival ent of the next
expectation, B4. [Requirenment 5.2.3]
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B4. B can provide two interested parties A and E with different
status information at the same tinme. (B could represent the same
event differently to different people.)

Di scussion: This stands as a requirenent; it has been
i ncorporated into the correspondi ng requirenent for B3 above.

B5. B expects that malicious C cannot spoof notification nessages
about B.

Di scussion: Stands in principle, but it should be optional for B
[ Requi renent 5. 2. 4]

8.1.4. Receiving a Notification
When Alice receives a notification, the recipient, Aice, expects:
Al. That the notification information is accurate, truthful
Di scussion: Stands in principle, although being "truthful" can’t
be a requirenent, and the verification is optional for Alice.
[ Requi rement 5. 3.1]
A2. That information about subscriptions remains private; people do
not learn that A's subscription to B s information exists by watching
notifications occur.
Di scussion: This is omtted fromthe requirenents, as traffic
anal ysis, even of encrypted traffic, can convey this information

in sone situations.

A3. That she only receives notifications of things she's subscribed
to.

Di scussion: Stands as a requirenment. [Requirenment 5. 3.2]
Ad. Notifications come fromthe apparent sender, B

Di scussion: Stands in principle, although the verification should
be optional for A [Requirenent 5.3.3]

A5. A can tell the difference between a nmessage generated by the
user, and a nessage legitimately generated by the agent on behal f of
t he user.

Di scussion: This could be quite difficult to enforce and could

unduly restrict usage scenarios; this is onmtted fromthe
requirenents.
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A6. That information given by agents on behal f of users can al so be
expected to be truthful, conplete, and legitimately of fered; the user
permtted the agent to publish these notifications.

Di scussion: This is difficult to enforce and is omtted fromthe
requirenents.

A7. A can prove that a notification fromB was delivered in a tinely
fashi on and can prove exactly how | ong the nmessage took to be
del i vered
Di scussion: This is difficult to enforce and is omtted fromthe
requirenents. For exanple, such proof may entail global tine
synchroni zati on mechani sns (since any system cl ocks have
associated unreliability), which is outside the scope of this
effort.
A8. A can prove that B was indeed the sender of a given nmessage.

Di scussion: This is a duplication of expectation A4 above and is
reflected in the correspondi ng requirenent 5.3.3.

8. 2. | NSTANT MESSAGEs
8.2.1. Nanmed Instant Messagi ng
VWhen a user Alice sends an instant message Mto another user Bob
Alice expects that she:
Al. will receive notification of non-delivery
Di scussion: Stands as a requirenent. [Requirement 5.4.1]
Alice expects that Bob:
Bl. will receive the nessage

Di scussion: covered by Al and is reflected in the correspondi ng
requirenent 5.4.1.

B2. will receive the nessage quickly
Di scussion: Stands as a requirenent, although this is also

covered el sewhere (in the non-security requirenents), so this is
omtted fromthe security requirenents.
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B3. will receive the nessage only once
Di scussion: Stands as a requirenent. [Requirenment 5.4.2]

B4. will be able to verify that Alice sent the nessage
Di scussion: Stands as a requirenent. [Requirenent 5.4.3]

B5. will not know whether there were BCCs
Di scussion: Enulating e-mail conventions and social protocols is
not a core goal of this effort, and therefore references to
standard mail fields are omtted fromthe requirenments.

B6. will be able to reply to the nessage

Di scussion: Stands in principle; the recipient should be able to
reply via an instant nessage. [Requirenent 5.4.4]

B7. will know if he was a bcc recipient
Di scussion: QOmtted, as noted above.

B8. will not be able to deternine any information about A (such as
her location or |IP address) without A's know edge and consent.

Di scussion: "Any information about A" is too general; the
requi renent should focus on I P address. Further, "without A's
know edge and consent” nay be overkill. [Requirenment 5.4.5]

Al'i ce expects that no other user Charlie will be able to:

Cl. see the content of M

Di scussion: Stands in principle, although this should not be
mandated for all | M comunication. [Requirenent 5.4.6]

C2. tanmper with M

Di scussion: Stands, with the sane caveat as above.
[ Requi rement 5.4.7]

C3. know that M was sent

Di scussion: It is inmpossible to prevent traffic analysis, and
this is therefore onmitted fromthe requirenents.
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en a user Bob receives an instant nmessage M from anot her user
i ce:
b expects that Bob:
. Will be able to read M
Di scussion: Stands as a requirenent. [Requirement 5.4.8]

. wWill be able to verify Ms authenticity (both Tenporal and the
nder’s identity)

Di scussion: As noted earlier, it is not reasonable to directly
require tenporal checks. The protocol should, however, allow
si gni ng messages using existing standards for signing.

[ Requi rement 5. 4.9]

will be able to verify Ms integrity

Di scussion: Stands as a requirement. [Requirenment 5.4.10]

will be able to prevent A from sending himfuture nessages

Di scussion: Stands as a requirenent. [Requirement 5.4.11]

b expects that Alice:

intended to send the nessage to Bob

Di scussion: This is covered by the correspondi ng requirenent
5.4.6 for Cl1 above.

informed Bob of all CGCs.

Di scussion: As noted earlier, references to cc:’'s are omtted
fromthe requirenents.

2.2. Anonynous | nstant Messagi ng

Di scussi on: Anonynous instant nessaging, as in "hiding the
identity of the sender”, is not deened to be a core requirenent
of the protocol and references to it are therefore onmitted from
the requirenents. |Inplenmentations nmay provide facilities for
anonynous messaging if they wish, in ways that are consistent
with the other requirements.

en a user Alice sends an anonynobus instant nessage to another user
b:
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Al i ce expects that Bob:

Bl. will receive the nessage

B2. will receive the nessage quickly
B3. will receive the nessage only once
AB4.1. cannot know Alice sent it

AB4.2. will know that the IMis anonynous, and not froma specific
naned user

AB4. 3 may not al |l ow anonynous | Ms

B5. will not know whether there were BCCs

B6. will be able to reply to the nessage

Alice expects that she:

Cl. will receive notification of non-delivery
AC2. will receive an error if the IMwas refused
Bob expects that he:

DL. will be able to read M

D2. will be able to verify Ms authenticity (both tenporal and the
sender’s identity)

D3. will be able to verify Ms integrity
AD4. will know if an I Mwas sent anonynously
AD5. will be able to automatically discard anonynmous IMif desired

AD6. will be able to control whether an error is sent to Alice if M
i s discarded.

8.2.3. Adnministrator Expectations
Charlie, Alice’s network adm nistrator expects:
Cl. that Cwll be able to send A instant nessages at any tine.

C2. that Awill receive any nmessage he sends while A is online.
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C3. that Awill not be able to refuse delivery of any instant
messages sent by C

Di scussion for Cl-C3: It is not clear this needs to be specially
handl ed at the protocol |evel; Admnistrators may acconplish the
above objectives through other neans. For exanple, an

adm nistrator nay send a nessage to a user through the nornal
mechani sms. This is therefore omtted fromthe requirements.
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