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Abst r act

The 6Bone is an | pv6 testbed to assist in the evolution and

depl oynent of | Pv6. Because of this, it is inmportant that the core
backbone of the I Pv6 network maintain stability, and that all
operators have a common set of rules and guidelines by which to
depl oy |1 Pv6 routing equi pnent.

Thi s docunent provides a set of guidelines for all 6bone routing
equi prent operators to use as a reference for efficient and stable
depl oynent of 6bone routing systens. As the conplexity of the 6Bone
grows, the adherence to a comon set of rules becomes increasingly
inmportant in order for an efficient, scal able backbone to exist.
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1. Introduction

The 6Bone is an | Pv6 testbed to assist in the evolution and

depl oynent of | Pv6. Because of this, it is inmportant that the core
backbone of the I Pv6 network maintain stability, and that all
operators have a conmon set of rules and guidelines by which to
depl oy 1 Pv6 routing equi pnent.

Thi s docunent provides a set of guidelines for all 6bone routing
equi prent operators to use as a reference for efficient and stable
depl oynent of 6bone routing systens. As the conplexity of the 6Bone
grows, the adherence to a conmon set of rules becomes increasingly
important in order for an efficient, scal able backbone to exist.

Thi s docunent uses BGP-4 with Muiltiprotocol Extensions for BGP-4 as
defined [ RFC 2283], conmonly referred to as BGP4+, as the currently
accepted EGP

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC 2119].
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2. Scope of this docunent
Thi s docunent is a best-practices Informational document ained at
I Pv6 entities which operate under the 6Bone | Pv6 testbed TLA
al | ocati on.
3. Common Rules for the 6bone
This section details common rul es governing the routing of the 6Bone.
They are derived fromthe i ssues encountered on the 6Bone, with
respect to the routes advertised, handling of special addresses, and
aggregation:
1) link I ocal prefixes
2) site local prefixes
3) | oopback and unspecified prefixes
4) multicast prefixes
5) | Pvd-conpati bl e prefixes
6) | Pv4d-mapped prefixes
7) default routes
8) yet undefined unicast prefixes (froma different /3 prefix)
9) inter-site links issues
10) 6to4 prefixes
11) aggregation & advertisenent issues
3.1 Link-local prefixes
This link-1ocal prefix (FE80::/10) MJST NOT be advertised through
either an 1 GP or an EGP. Under no circunstance should this prefix be
seen in the 6Bone backbone routing table.
By definition, the link-local prefix has a scope linited to a
specific link. Since the prefix is the same on all 1Pv6 |inks,
advertising it in any routing protocol does not nake sense and,

worse, may introduce nasty error conditions.

Wel | known cases where link-local prefixes could be advertised by
m stake include, but are not limted to:
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- arouter advertising all directly connected network prefixes
including the link-1ocal one

- subnetting of the link-local prefix

In such cases, vendors should be urged to correct their code. Wile
vendors shoul d be encouraged to fix the problem the ultimate
responsibility lies on the operator of that IPv6 site to correct the
probl em t hr ough what ever neans necessary.

Shoul d a pTLA discover link-local prefixes com ng from another pTLA,
it is the responsibility of the pTLA leaking the routes to filter
these, and correct the problemin a tinmely fashion. Should a pTLA
di scover that a downstream of that pTLA is |eaking Iink-Ioca
prefixes, it is the pTLA's responsibility to ensure that these
prefixes are not |eaked to other pTLA's, or to other downstreans of
that pTLA.

Failure to filter such routes in a tinmely fashion may result in the
manual shutting down of BGP4+ sessions to that pTLA, from other
pTLA s.

(Al'so, it is each pTLA, pNLA, and end-site’'s responsibility to not
only filter their own BGP4+ sessions appropriately to peers, but to

filter routes comng frompeers as well, and to only allow those
routes that fit the aggregation nodel, and do not cause operationa
pr obl ens) .

3.2 Site-local prefixes

Site local prefixes (in the FECO::/10 range) MAY be advertised by
IGPs or EGPs within a site. The precise definition of a site is
ongoi ng work of the IPng working group, but should generally include
a group of nodes that are operating under one adm nistrator or group
of administrators, or a group of nodes which are used for a common
pur pose.

Site-local prefixes MIUST NOT be advertised across transit pNLAs,
pTLAs, or leaf-sites

Agai n, should site-local prefixes be | eaked outside of a given site,
it is the responsibility of the site to fix the problemin a tinely
manner, either through filters, or via other means which renove the
operational inpact that those prefixes had on the peering sites

i nvol ved. However, every site SHOULD filter not only outbound on
their EGP, but also inbound, in order to ensure proper routing
announcenents are not only sent, but also received.
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3.3 Loopback and unspecified prefixes

The | oopback prefix (::1/128) and the unspecified prefix (::0/128)
MUST NOT be advertised by any routing protocol

The sane responsibility lies with the party guilty of advertising the
| oopback or unspecified prefix as in Section 3.1 and 3. 2.

3.4 Multicast prefixes

Mul ticast prefixes MJST NOT be advertised by any unicast routing
protocol. Milticast routing protocols are designed to respect the
semantics of multicast and MJUST therefore be used to route packets
with multicast destination addresses (in the range of FF00::/8).

Mul ticast address scopes MJUST be respected on the 6Bone. Only gl oba
scope nulticast addresses MAY be routed across transit pNLAs and
pTLAs. There is no requirenent on a pTLA to route nulticast packets
at the time of the witing of this meno.

Organi zation-local multicasts (in the FF08::/16 or FF18::/16 ranges)
MAY be routed across a pNLAto its leaf sites.

Site-local multicasts MJST NOT be routed toward transit pNLAs or
pTLAs.

Li nk-1 ocal multicasts and node-local multicasts MJUST NOT be routed at
all.

3.5 I Pv4 compatible prefixes

Sites may choose to use | Pv4 conpatible addresses (::a.b.c.d where
a.b.c.d represents the octets of an I Pv4 address) internally. As
there is no real rationale today for doing so, these address SHOULD
NOT be used or routed in the 6Bone.

The ::/96 | Pvd-conpati bl e prefixes MAY be advertised by | GPs

| Pv4 conpati bl e prefixes MIST NOT be advertised by EGPs to transit
PNLAs or pTLAs.

Should ::/96 | Pvd-conpatible prefixes be | eaked into an EGP, it is
the responsibility of the party who is advertising the route to fix
the problem either through proper filters, or through other neans,
while it remains in the best interest of all particiapants of the
6Bone to filter both outbound and i nbound at their |IGP borders.
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3.6 | Pv4-nmapped prefixes

| Pv4- mapped prefixes (::FFFF: a.b.c.d where a.b.c.d represents the
octets of an | Pv4 address) MAY be advertised by I1GPs within a site.
It may be useful for sone IPv6 only nodes within a site to have such
a route pointing to a translation device, to aid in depl oynent of

| Pv6.

| Pv4- mapped prefixes MIUST NOT be advertised by EGPs.
3.7 Default routes
6Bone core pTLA routers MJST be default-free.

pTLAs MAY advertise a default route to any downstream peer (non-pTLA
site). Transit pNLAs MAY advertise a default route to any of their
downstreans (other transit pNLA or |eaf site).

Shoul d a default route be redistributed into an EGP and found on any
PTLA ECGP sessions, it is the responsibility of the pTLAto fix this
probl em i medi ately upon realization of the route’s existence, and
the responsibility of the guilty pTLA to push the entity from which
the default route was originated, should the default route have
originated from downstream of a pTLA

3.8 Yet undefined unicast prefixes

Yet undefined unicast prefixes froma format prefix other than
2000: : /3 MJUST NOT be advertised by any routing protocol in the 6Bone.
In particular, RFC 2471 test addresses MJUST NOT be advertised on the
6Bone.

Routi ng of gl obal unicast prefixes outside the 6Bone range
(3ffe::/16), and routing of global unicast prefixes yet undel egated
in the range (3ffe::/16) are discussed in section 4, Routing
policies, bel ow

3.9 Inter-site links
Q@ obal |1 Pv6 addresses nust be used for the end points of inter-site
links. In particular, |Pv4 conpatible addresses MJUST NOT be used for
tunnel s.
Sites MAY use Ot her addressing schemes for Inter-site |links, but

these addresses MJUST NOT be advertised into the I Pv6 gl obal routing
t abl e.
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Prefixes for inter-site Iinks MJUST NOT be injected in the gl oba
routing tables.

3.10 6to4 Prefixes

The 6to4 prefix, or sone portion thereof, MAY be announced by any
pTLA which has a current inplenmentation of 6to4 in their |Pv6
networ k. However, as 6to4 inplenmentors gain nore operationa
experience, it MAY be necessary to change this in some way. At the
time of the witing of this docuenent, any pTLA MAY announce the 6to4
prefix into gl obal EBGP. However, in order to announce this block,
the pTLA MUST have a 6to4 router active, sourcing this prefix
announcenent .

Thi s section subject to change, and MAY vary, dependi ng on 6t o4
progress within the NGIRANS wor ki ng group.

3. 11 Aggregation & advertisenent issues

Rout e aggregati on MUST be performed by any border router tal king EGP
with any other 1 Pv6 sites. Mire-specifics MIST NOT be | eaked into or
across the | Pv6 6Bone backbone.

4. Routing Policies for the 6bone

Leaf sites or pNLAs MJUST only advertise to an upstream provi der the
prefixes assigned by that provider. Advertising a prefix assigned by
anot her provider to a provider is not acceptable, and breaks the
aggregation nodel. A site MJST NOT advertise a prefix from another
provider to a provider as a way around the nulti-hom ng probl em
However, in the interest of testing new solutions, one may break this
policy, so long as ALL affected parties are aware of this test, and
all agree to support this testing. These policy breaks MJST NOT

af fect the 6bone routing table globally.

To clarify, if one has two upstream pNLA or pTLA providers, (A and B
for this exanple), one MJST only announce the prefix del egated to one
by provider A to provider A and one MJST only announce the prefeix
del egated by one from provider B upstreamto provider B. There exists
no circunstance where this should be violated, as it breaks the
aggregation nodel, and could globally affect routing decisions if
downstreans are able to | eak other providers’ nore specific

del egations up to a pTLA. As the I PNG working group works through the
mul ti-hom ng problem there nay be a need to alter this rule
slightly, to test new strategi es for deploynent. However, in the case
of current specifications at the tine of this witing, there is no
reason to advertise nore specifics, and pTLA's MJST adhere to the
current aggregation nodel.
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Site border routers for pNLA or leaf sites MUST NOT advertise
prefixes nore specific (longer) than the prefix that was all ocated by
their upstream provider.

Al'l 6bone pTLAs MUST NOT advertise prefixes |longer than a given pTLA
del egation (currently /24 or /28) to other 6bone pTLAs unl ess specia
peering arrangenents are inplenented. Wen such special peering
aggreenents are in place between any two or nore 6bone pTLAs, care
MJST be taken not to | eak the nore specifics to other 6bone pTLAs not
participating in the peering aggreenent. 6bone pTLAs whi ch have such
agreenents in place MJUST NOT advertise other 6bone pTLA nore
specifics to downstream 6bone pNLAs or leaf sites, as this will break
the best-path routing decision

The peering agreenents across the 6Bone may be by nature non-
commercial, and therefore MAY allow transit traffic, if peering
agreenents of this nature are nade. However, no pTLA is REQU RED to
give or receive transit service from another pTLA

Eventually, the Internet registries will assign prefixes under other
than the 6Bone TLA (3FFE: :/16). As of the time this document was
witten in 1999, the Internet registries were starting to assign /35
sub- TLA (sTLA) blocks fromthe 2001::/16 TLA. Ohers will certainly
be used in the future.

The organi zations receiving prefixes under these newer TLAs woul d be
expected to want to establish peering and connectivity relationships
with other |1 Pv6 networks, both in the newer TLA space and in the
6bone pTLA space. Peering between new TLA's and the current 6Bone
pPpTLA' s MAY occur, and details such as transit, and what routes are
recei ved by each, are outside of general peering rules as stated in
this meno, and are left up to the nenbers of those TLA's and pTLA s
that are establishing said peerings. However, it is expected that
nost of the rules discussed here are equally applicable to new TLAs.

5. The 6Bone Registry
The 6Bone registry is a RIPE-181 database with | Pv6 extensi ons used
to store informati on about the 6Bone, and its sites. The 6bone is
accessi bl e at:
<htt p://wwv. 6bone. net/whoi s. ht nl >)
Each 6Bone site MUST maintain the relevant entries in the 6Bone

registry. In particular, the follow ng object MIST be present for al
6Bone | eaf sites, pNLAs and pTLAs:
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- | Pvb-site: site description

- Ineténum prefix delegation (one record MJIST exist for each
del egati on)

- Mitner: contact info for site mai ntance/ adm ni strati on staff.

O her object MAY be namintained at the discretion of the sites such as
routing policy descriptors, person, or role objects. The Mtner

obj ect MJUST nake reference to a role or person object, but those MAY
NOT necessarily reside in the 6Bone registry. They can be stored
within any of the Internet registry databases (ARIN, APNI C, RI PE-NCC
etc.)

6. Quidelines for new sites joining the 6Bone

New sites joining the 6Bone should seek to connect to a transit pNLA
or a pTLAwithin their region, and preferably as close as possible to
their existing | Pv4 physical and routing path for Internet service.
The 6Bone web site at <http://ww. 6bone. net> has various information
and tools to help find candi date 6bone networKks.

Any site connected to the 6Bone MUST naintain a DNS server for
forward name | ookups and reverse address | ookups. The joining site
MUST nmai ntain the 6Bone objects relative to its site, as describe in
section 5.

The upstream provi der MJUST del egate the reverse address transl ation
zone in DNS to the joining site, or have an agreenent in place to
performprimary DNS for that downstream The provider MJST al so
create the 6Bone registry ineténum object reflecting the del egated
addr ess space.

Up to date informati no about how to join the 6Bone is avail able on
the 6Bone Wb site at <http://ww. 6bone. net >.

7. Quidelines for 6Bone pTLA sites

The following rules apply to qualify for a 6Bone pTLA allocation. It
shoul d be recogni zed that hol ders of 6Bone pTLA allocations are
expected to provide production quality backbone network services for
t he 6Bone.

1. The pTLA Applicant must have a m ni mum of three (3) nonths
qual i fyi ng experience as a 6Bone end-site or pNLA transit. During
the entire qualifying period the Applicant nust be operationally
providing the foll ow ng:
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a. Fully nmaintained, up to date, 6Bone Registry entries for their
i pv6-site ineténum mmtner, and person objects, including each
tunnel that the Applicant has.

b. Fully maintained, and reliable, BGP4+ peering and connectivity
bet ween the Applicant’s boundary router and the appropriate
connection point into the 6Bone. This router nust be |Pv6
pi ngable. This criteria is judged by nmenbers of the 6Bone
Qperations GGoup at the time of the Applicant’s pTLA request.

c. Fully nmaintained DNS forward (AAAA) and reverse (ip6.int)
entries for the Applicant’s router(s) and at |east one host
system

d. Afully maintained, and reliable, |Pv6-accessible system
providing, at a mmnum one or nore web pages, describing the
Applicant’s | Pv6 services. This server nmust be | Pv6 pingable.

2. The pTLA Applicant MJST have the ability and intent to provide
"production-quality" 6Bone backbone service. Applicants nust
provide a statenent and information in support of this claim
This MJUST include the foll ow ng:

a. A support staff of two persons mininum three preferable, with
person attributes registered for each in the ipv6-site object
for the pTLA applicant.

b. A common mail box for support contact purposes that all support
staff have acess to, pointed to with a notify attribute in the
i pv6-site object for the pTLA Applicant.

3. The pTLA Applicant MJST have a potential "user comunity" that
woul d be served by its beconmng a pTLA, e.g., the Applicant is a
maj or provider of Internet service in a region, country, or focus
of interest. Applicant nust provide a statenent and information in
support this claim

4. The pTLA Applicant MJUST commit to abide by the current 6Bone
operational rules and policies as they exist at tine of its
application, and agree to abide by future 6Bone backbone
operational rules and policies as they evol ve by consensus of the
6Bone backbone and user community.

When an Applicant seeks to receive a pTLA allocation, it will apply
to the 6Bone Operations G oup (see section 8 below) by providing to
the Group information in support of its clains that it neets the
criteria above.
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8. 6Bone (perations G oup

The 6Bone Operations Goup is the group in charge of nonitoring and
policing adherence to the current rules. Menbership in the 6Bone
Qperations Group is mandatory for, and restricted to, sites connected
to the 6Bone.

The 6Bone Operations Goup is currently defined by those nmenmbers of
the existing 6Bone mailing Iist who represent sites participating in
the 6Bone. Therefore it is incunbent on relevant site contacts to
join the 6Bone mailing list. Instructions on howto join the list are
mai nt ai ned on the 6Bone web site at < http://ww. 6bone. net >.

9. Common rul es enforcenent for the 6bone

Participation in the 6Bone is a voluntary and benevol ent undert aki ng.
However, participating sites are expected to adhere to the rules and
policies described in this docunent in order to maintain the 6Bone as
a quality tool for the deploynment of, and transition to, |Pv6
protocol s and the products inplenmenting them

The following is in support of policing adherence to 6Bone rules and
polici es:

1. Each pTLA site has conmitted to inplenent the 6Bone’s rules and
policies, and SHOULD try to ensure they are adhered to by sites
within their admnistrative control, i.e. those to who prefixes
under their respective pTLA prefix have been del egat ed.

2. Wien a site detects an issue, it SHOULD first use the 6Bone
registry to contact the site maintainer and work the issue.

3. If nothing happens, or there is disagreenent on what the right
solution is, the issue SHOULD be brought to the 6Bone Operations
G oup.

4. \Wen the problemis related to a product issue, the site(s)
i nvol ved SHOULD be responsible for contacting the product vendor
and work toward its resol ution.

5. When an issue causes nmjor operational problens, backbone sites

SHOULD decide to tenporarily set filters in order to restore
servi ce.
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10.

11.

Security Considerations

The result of incorrect entries in routing tables is usually
unreachabl e sites. Having guidelines to aggregate or reject routes
will clean up the routing tables. It is expected that using these
rules and policies, routing on the 6Bone will be |less sensitive to
deni al of service attacks due to nisleading routes.

The 6Bone is an | Pv6 testbed to assist in the evolution and

depl oynent of | Pv6. Therefore, denial of service or packet disclosure
are to be expected. However, it is the pTLA fromwhere the attack
originated who has ultimate responsibility for isolating and fixing
problenms of this nature. It is also every 6Bone site’'s responsibility
to safely introduce new test systens into the 6Bone, by placing them
at a strategically safe places which will have mniml inpact on

ot her 6Bone sites, should bugs or msconfigurations occur
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13. Full Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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