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Abstract

Thi s docunment describes a framework for Virtual Private Networks
(VPNs) running across | P backbones. |t discusses the various
different types of VPNs, their respective requirenments, and proposes
speci fic nmechani sns that could be used to inplenment each type of VPN
usi ng existing or proposed specifications. The objective of this
docunent is to serve as a framework for related protocol devel opnent
in order to develop the full set of specifications required for

wi despread depl oynment of interoperable VPN sol utions.

A eeson, et al. I nf or mati onal [ Page 1]



RFC 2764 | P Based Virtual Private Networks February 2000

Tabl e of Contents

1.0 IntroduCti On ... 4
2.0 VPN Application and Inplenmentation Requirenents ............. 5
2.1 General VPN Requi remBnt S .. ... 5
2.1.1 Opaque Packet Transport: ... ... ... 6
2.1.2 Data SeCUMity ... 7
2.1.3 Quality of Service GQuarantees ............ ... 7
2.1.4 Tunneling Mechani sm . ........ ... .. e 8
2.2 CPE and Network Based VPNs ........... ... ... 8
2.3 VPNs and EXtranet s ......... . 9
3.0 VPN Tunnel i NG ..o 10
3.1 Tunneling Protocol Requirenents for VPNs .................... 11
.11 MiltipleXing ... 11
3.1.2 Signalling Protocol ......... .. . . . .. 12
3.1.3 Data SeCUritY .. e 13
3.1.4 Miultiprotocol Transport ........... ... 14
3.1.5 Frame SeqUENCI NQ . ..ottt e e e 14
3.1.6 Tunnel MaintenanCe ........... ... e 15
3.1.7 Large MIUs . ... 16
3.1.8 Mnimzation of Tunnel Overhead ............. ... ... .. ....... 16
3.1.9 Flow and congestion control ............ ... ... ... . ... 17
3.1.10 QS / Traffic Management . ............ . ... 17
3.2 Recommendat i ONS .. ... .. i e 18
4.0 VPN Types: Virtual Leased Lines .......... ... .. ... ... ... ... 18
5.0 VPN Types: Virtual Private Routed Networks ................. 20
5.1 VPRN Charact eri StiCS . ... e e e 20
5. 1.1 Topol 0QgY . ..o 23
5. 1.2 AdAressSi NG . ..ot e 24
5.1.3 Forwardi NG . ..o 24
5.1.4 Multiple concurrent VPRN connectivity ..................... 24
5.2 VPRN Related WOrk ... ... 24
5.3 VPRN CGeneric Requi rements . ....... .. ... .. 25
5.3.1 VPN Identifier ...... .. 26
5.3.2 VPN Menbership Information Configuration .................. 27
5.3.2.1 Directory LOOKUP . ... ... 27
5.3.2.2 Explicit Management Configuration ....................... 28
5.3.2.3 Piggybacking in Routing Protocols ....................... 28
5.3.3 Stub Link Reachability Information ........................ 30
5.3.3.1 Stub Link Connectivity Scenarios ................c....... 30
5.3.3.1.1 Dual VPRN and Internet Connectivity ................... 30
5.3.3.1.2 VPRN Connectivity Only ..... ... . . . .. 30
5.3.3.1.3 Miltihonmed Connectivity ......... . ... ... 31
5.3.3.1.4 Backdoor Links ........ ... 31
5.3.3.1 Routing Protocol Instance ......... ... ... . .. .. ... 31
5.3.3.2 Configurati On . ... .. e 33
5.3.3.3 ISP Administered Addresses ............ ... 33
5.3.3.4 MPLS Label Distribution Protocol ........................ 33

d eeson, et al. I nf or mat i onal [ Page 2]



RFC 2764 | P Based Virtual Private Networks February 2000

5.3.4 Intra-VPN Reachability Information ........................ 34
5.3.4.1 Directory Lookup . ... ... ... 34
5.3.4.2 Explicit Configuration ......... ... .. ... ... 34
5.3.4.3 Local Intra-VPRN Routing Instantiations ................. 34
5.3.4.4 Link Reachability Protocol ............... ... .. ... ....... 35
5.3.4.5 Piggybacking in | P Backbone Routing Protocols ........... 36
5.3.5 Tunneling Mechani Sms ... ... ... . . 36
5.4 Multihomed Stub Routers ........ .. . . . .. . . 37
5.5 Multicast SUPPOrt . ... 38
5.5.1 Edge Replication ......... ... . e 38
5.5.2 Native Milticast Support ........... ... 39
5.6 RecommeENdat i ONS . ... 40
6.0 VPN Types: Virtual Private Dial Networks ................... 41
6.1 L2TP protocol characteristics ........ ... . ... 41
6.1.1 Multiplexing ... ... 41
6.1.2 Signal ling ...... . 42
6.1.3 Data SeCUrity ... e 42
6.1.4 Multiprotocol Transport ........... ... 42
6.1.5 SEqUENCI NG . . ottt e 42
6.1.6 Tunnel Maintenance ........ ... ... 43
6.1.7 Large MIUS ... ... 43
6.1.8 Tunnel Overhead ........... .. ... 43
6.1.9 Flow and Congestion Control ............. ... ... i, 43
6.1.10 QoS / Traffic Managenment ......... ... . ... . .. 43
6.1.11 Mscellaneous .. ..... ... .. 44
6.2 Compul sory Tunneling . ...... ... 44
6.3 Voluntary Tunnel s ... ... .. . 46
6.3.1 Issues with Use of L2TP for Voluntary Tunnels ............. 46
6.3.2 Issues with Use of IPSec for Voluntary Tunnels ............ 48
6.4 Networked HoSt SUupport ......... ... 49
6.4.1 Extension of PPP to Hosts Through L2TP .................... 49
6.4.2 Extension of PPP Directly to Hosts: ...................... 49
6.4.3 Use of IPSeC ...... .. 50
6.5 RecommeNndat i ONS . ... ... 50
7.0 VPN Types: Virtual Private LAN Segnent ..................... 50
7.1 VPLS ReqUIi remBNt S ..o 51
7.1.1 Tunneling Protocols ........ .. . 51
7.1.2 Multicast and Broadcast Support ............. ... ... ... 52
7.1.3 VPLS Menbership Configuration and Topology ................ 52
7.1.4 CPE Stub Node TYPES ..ttt e e e e e e e 52
7.1.5 Stub Link Packet Encapsulation ............................ 53
7.1.5.1 Bridge CPE ... ... 53
7.1.5.2 Router CPE ... ... 53
7.1.6 CPE Addressing and Address Resolution ..................... 53
7.1.6.1 Bridge CPE .. ... ... 53
7.1.6.2 Router CPE .. ... .. 54
7.1.7 VPLS Edge Node Forwardi ng and Reachability Mechanisns ..... 54
7.1.7.1 Bridge CPE . ... ... e 54

d eeson, et al. I nf or mat i onal [ Page 3]



RFC 2764 | P Based Virtual Private Networks February 2000

7.1.7.2 Router CPE ... ... 54
7.2 Recommendat i ONS . ... .. e 55
8.0 Summary of Recommendati OnNs ........... ... ... 55
9.0 Security Considerati oOns ........... i, 56
10. 0 Acknow edgemBnt S . ... .t 56
11.0 References .. ... 56
12.0 Author Information ...... ... . . . . . 61
13.0 Full Copyright Statement .......... ... . . . .. ... 62

1.0 Introduction

Thi s docunment describes a framework for Virtual Private Networks
(VPNs) running across | P backbones. It discusses the various
different types of VPNs, their respective requirements, and proposes
speci fic nechani sns that could be used to inplenment each type of VPN
usi ng existing or proposed specifications. The objective of this
docunent is to serve as a framework for rel ated protocol devel opnent
in order to develop the full set of specifications required for

wi despread depl oynment of interoperable VPN sol utions.

There is currently significant interest in the depl oynent of virtua
private networks across | P backbone facilities. The w despread
depl oynent of VPNs has been hanpered, however, by the |ack of

i nteroperable inplenentations, which, in turn, derives fromthe |ack
of general agreement on the definition and scope of VPNs and
confusion over the wide variety of solutions that are all described
by the termVPN. In the context of this docunment, a VPN is sinply
defined as the "enulation of a private Wde Area Network (WAN)
facility using IP facilities’ (including the public Internet, or
private | P backbones). As such, there are as nmany types of VPNs as
there are types of WANs, hence the confusion over what exactly
constitutes a VPN

In this document a VPN is nbdel ed as a connectivity object. Hosts
may be attached to a VPN, and VPNs may be interconnected together, in
the sane manner as hosts today attach to physical networks, and

physi cal networks are interconnected together (e.g., via bridges or
routers). Many aspects of networking, such as addressing, forwarding
mechani sm | earning and advertising reachability, quality of service
(QS), security, and firewalling, have conmon sol utions across both
physical and virtual networks, and many issues that arise in the

di scussi on of VPNs have direct anal ogues with those issues as

i mpl erented i n physical networks. The introduction of VPNs does not
create the need to reinvent networking, or to introduce entirely new
par adi gns that have no direct anal ogue with existing physica
networks. Instead it is often useful to first exam ne how a
particular issue is handled in a physical network environment, and
then apply the same principle to an environnment which contains
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virtual as well as physical networks, and to devel op appropriate

ext ensi ons and enhancenents when necessary. Cearly having
mechani sms that are comon across bot h physical and virtual networks
facilitates the introduction of VPNs into existing networks, and al so
reduces the effort needed for both standards and product devel opnent,
since existing solutions can be |everaged.

Thi s framewor k docunent proposes a taxonony of a specific set of VPN
types, showi ng the specific applications of each, their specific
requirenents, and the specific types of mechanisns that may be nost
appropriate for their inplenentation. The intent of this docunment is
to serve as a framework to guide a coherent discussion of the
specific nodifications that may be needed to existing |IP nmechani sns
in order to develop a full range of interoperable VPN sol utions.

The docurent first discusses the |likely expectations custoners have
of any type of VPN, and the inplications of these for the ways in
whi ch VPNs can be inplenmented. It also discusses the distinctions
bet ween Customer Prem ses Equi pnent (CPE) based sol utions, and
networ k based solutions. Thereafter it presents a taxonony of the
various VPN types and their respective requirements. It also
outlines suggested approaches to their inplenentation, hence also
pointing to areas for future standardi zation

Note al so that this docunment only discusses inplenentations of VPNs
across | P backbones, be they private | P networks, or the public
Internet. The nodels and nmechani snms described here are intended to
apply to both IPV4 and | PV6 backbones. This docunment specifically
does not discuss neans of constructing VPNs using native mappi ngs
onto swi tched backbones - e.g., VPNs constructed using the LAN

Emul ati on over ATM (LANE) [1] or Miltiprotocol over ATM (MPQA) [ 2]
protocol s operating over ATM backbones. \Where | P backbones are
constructed using such protocols, by interconnecting routers over the
swi t ched backbone, the VPNs di scussed operate on top of this IP
networ k, and hence do not directly utilize the native nechani sns of
t he underlying backbone. Native VPNs are restricted to the scope of
t he underlying backbone, whereas | P based VPNs can extend to the
extent of IP reachability. Native VPN protocols are clearly outside
the scope of the IETF, and may be tackl ed by such bodies as the ATM
Forum

2.0 VPN Application and | nplenmentati on Requirenents
2.1 General VPN Requirements
There is growing interest in the use of IP VPNs as a nore cost

ef fective neans of building and depl oying private comunication
networks for multi-site comrunication than with existing approaches.
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Exi sting private networks can be generally categorized into two types
- dedicated WANs t hat permanently connect together nultiple sites,
and dial networks, that allow on-demand connections through the
Public Switched Tel ephone Network (PSTN) to one or nore sites in the
private network.

WANs are typically inplenmented using |eased |ines or dedicated
circuits - for instance, Frame Relay or ATM connections - between the
multiple sites. CPE routers or switches at the various sites connect
these dedicated facilities together and allow for connectivity across
the network. G ven the cost and conplexity of such dedi cated
facilities and the conplexity of CPE device configuration, such
networ ks are generally not fully neshed, but instead have some form
of hierarchical topology. For exanple rempte offices could be
connected directly to the nearest regional office, with the regi ona
of fices connected together in sone formof full or partial nesh.

Private dial networks are used to allow renbte users to connect into
an enterprise network using PSTN or Integrated Services Digita
Network (1SDN) links. Typically, this is done through the depl oynent
of Network Access Servers (NASs) at one or nore central sites. Users
dial into such NASs, which interact with Authentication,

Aut hori zation, and Accounting (AAA) servers to verify the identity of
the user, and the set of services that the user is authorized to
receive.

In recent times, as nore businesses have found the need for high
speed Internet connections to their private corporate networks, there
has been significant interest in the depl oynent of CPE based VPNs
running across the Internet. This has been driven typically by the
ubi quity and di stance insensitive pricing of current Internet
services, that can result in significantly [ower costs than typica
dedi cated or |eased |ine services.

The notion of using the Internet for private comunications is not
new, and many techni ques, such as controlled route | eaking, have been
used for this purpose [3]. Only in recent times, however, have the
appropriate I P mechani sms needed to meet custoner requirements for
VPNs all cone together. These requirements include the foll ow ng:

2.1.1 Opaque Packet Transport:

The traffic carried within a VPN may have no relation to the traffic
on the I P backbone, either because the traffic is multiprotocol, or
because the custoner’s IP network may use | P addressing unrelated to
that of the I P backbone on which the traffic is transported. In
particular, the custoner’s |P network nmay use non-uni que, private IP
addressing [4].
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2.1.2 Data Security

In general custonmers using VPNs require sone formof data security.
There are different trust nodels applicable to the use of VPNs. (One
such nodel is where the custonmer does not trust the service provider
to provide any formof security, and instead inplenents a VPN using
CPE devices that inplement firewall functionality and that are
connected together using secure tunnels. |In this case the service
provider is used solely for |IP packet transport.

An alternative nodel is where the custonmer trusts the service
provider to provide a secure nmanaged VPN service. This is simlar to
the trust involved when a customer utilizes a public sw tched Frane
Rel ay or ATM service, in that the custoner trusts that packets wll
not be msdirected, injected into the network in an unauthorized
manner, snooped on, nodified in transit, or subjected to traffic

anal ysi s by unauthorized parti es.

Wth this nmodel providing firewall functionality and secure packet
transport services is the responsibility of the service provider.
Different |levels of security may be needed within the provider
backbone, depending on the depl oynent scenario used. |If the VPN
traffic is contained within a single provider’s |IP backbone then
strong security mechani sns, such as those provided by the I P Security
protocol suite (I1PSec) [5], may not be necessary for tunnels between
backbone nodes. If the VPN traffic traverses networks or equi prent
owned by nultiple adm nistrations then strong security mechani sns nmay
be appropriate. Also a strong |level of security nay be applied by a
provider to custoner traffic to address a custonmer perception that IP
networks, and particularly the Internet, are insecure. Wether or
not this perception is correct it is one that nust be addressed by
the VPN i nmpl enent ati on.

2.1.3 Quality of Service Quarantees

In addition to ensuring conmuni cation privacy, existing private
net wor ki ng techni ques, buil ding upon physical or |ink |ayer

mechani sms, al so offer various types of quality of service
guarantees. |In particular, |eased and dial up lines offer both
bandwi dt h and | atency guarantees, while dedi cated connection
technol ogies |i ke ATM and Frane Rel ay have extensive nechani sns for
simlar guarantees. As |P based VPNs becone nore widely depl oyed,
there will be market demand for simlar guarantees, in order to
ensure end to end application transparency. While the ability of IP
based VPNs to offer such guarantees will depend greatly upon the
commensurate capabilities of the underlying |IP backbones, a VPN
framewor k nmust al so address the neans by which VPN systens can
utilize such capabilities, as they evol ve.
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2.1.4 Tunneling Mechani sm

Toget her, the first two of the requirenments |isted above inply that
VPNs nmust be inplenmented through some formof | P tunneling nmechani sm
where the packet formats and/or the addressing used within the VPN
can be unrelated to that used to route the tunnel ed packets across
the I P backbone. Such tunnels, depending upon their form can
provi de sone |l evel of intrinsic data security, or this can al so be
enhanced usi ng ot her mechanisnms (e.g., |PSec).

Furthernore, as discussed |ater, such tunneling nechanisnms can al so
be mapped into evolving I P traffic managenent nechani sns. There are
al ready defined a | arge nunber of |P tunneling mechanisms. Some of
these are well suited to VPN applications, as discussed in section
3.0.

2.2 CPE and Network Based VPNs

Most current VPN inplenmentations are based on CPE equi prent. VPN
capabilities are being integrated into a wide variety of CPE devices,
ranging fromfirewalls to WAN edge routers and specialized VPN

term nation devices. Such equi pnent nmay be bought and depl oyed by
custoners, or nmay be deployed (and often renotely nanaged) by service
providers in an outsourcing service.

There is also significant interest in 'netwrk based VPNs', where the
operation of the VPN is outsourced to an Internet Service Provider
(ISP), and is inplenented on network as opposed to CPE equi pnent.
There is significant interest in such solutions both by custoners
seeking to reduce support costs and by | SPs seeki ng new revenue
sources. Supporting VPNs in the network allows the use of particul ar
mechani sms which may lead to highly efficient and cost effective VPN
solutions, with common equi prent and operations support amortized
across | arge nunbers of custoners

Most of the mechani sms di scussed bel ow can apply to either CPE based
or network based VPNs. However particular nechanisns are likely to
prove applicable only to the latter, since they |leverage tools (e.g.,
pi ggybacki ng on routing protocols) which are accessible only to I SPs
and which are unlikely to be made available to any custoner, or even
hosted on | SP owned and operated CPE, due to the probl ens of

coordi nating joint nmanagenent of the CPE gear by both the ISP and the
customer. This docunment will indicate which techniques are likely to
apply only to network based VPNs.
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2.3 VPNs and Extranets

The term ' extranet’ is commonly used to refer to a scenari o whereby
two or nore conpani es have networked access to a |limted anpbunt of
each other’s corporate data. For exanple a manufacturing conpany

m ght use an extranet for its suppliers to allowit to query

dat abases for the pricing and availability of conponents, and then to
order and track the status of outstanding orders. Another example is
joint software devel opnent, for instance, conpany A allows one

devel opment group within conpany B to access its operating system
source code, and conpany B all ows one devel opnent group in conpany A
to access its security software. Note that the access policies can
get arbitrarily conplex. For exanple conpany B may internally
restrict access to its security software to groups in certain
geographic locations to conply with export control |aws, for exanple.

A key feature of an extranet is thus the control of who can access
what data, and this is essentially a policy decision. Policy
decisions are typically enforced today at the interconnection points
bet ween di fferent donmains, for exanple between a private network and
the Internet, or between a software test |lab and the rest of the
conpany network. The enforcenment nmay be done via a firewall, router
with access list functionality, application gateway, or any simlar
devi ce capabl e of applying policy to transit traffic. Policy
controls may be inplemented within a corporate network, in addition
to between corporate networks. Also the interconnections between
networ ks could be a set of bilateral links, or could be a separate
net wor k, perhaps maintai ned by an industry consortium This separate
network could itself be a VPN or a physical network.

Introducing VPNs into a network does not require any change to this
model . Policy can be enforced between two VPNs, or between a VPN and
the Internet, in exactly the same manner as is done today w thout
VPNs. For exanple two VPNs coul d be interconnected, which each

adm nistration locally inposing its own policy controls, via a
firewall, on all traffic that enters its VPN fromthe outside,

whet her from another VPN or fromthe Internet.

Thi s nodel of a VPN provides for a separation of policy fromthe
underlyi ng node of packet transport used. For exanple, a router may
direct voice traffic to ATM Virtual Channel Connections (VCCs) for
guaranteed QoS, non-local internal conpany traffic to secure tunnels,
and other traffic to alink to the Internet. 1In the past the secure
tunnel s may have been frame relay circuits, now they may al so be
secure I P tunnels or MPLS Label Sw tched Pat hs (LSPs)
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O her nodels of a VPN are al so possible. For exanple there is a
model whereby a set of application flows is mapped into a VPN. As
the policy rules inposed by a network admi ni strator can get quite
conpl ex, the nunmber of distinct sets of application flows that are
used in the policy rul ebase, and hence the nunber of VPNs, can thus
grow quite large, and there can be nultiple overl appi ng VPNs.
However there is little to be gained by introduci ng such new
complexity into a network. Instead a VPN should be viewed as a

di rect anal ogue to a physical network, as this allows the | everaging
of existing protocols and procedures, and the current expertise and
skill sets of network adninistrators and custoners.

3.0 VPN Tunneling

As noted above in section 2.1, VPNs nust be inplenmented using some
form of tunneling mechanism This section | ooks at the generic
requirenents for such VPN tunneling nechani snms. A nunber of
characteristics and aspects conmon to any link |ayer protocol are
taken and conpared with the features offered by existing tunneling
protocols. This provides a basis for conparing different protocols
and is also useful to highlight areas where existing tunneling
protocols coul d benefit fromextensions to better support their
operation in a VPN environnent.

An | P tunnel connecting two VPN endpoints is a basic building bl ock
fromwhich a variety of different VPN services can be constructed
An | P tunnel operates as an overlay across the |IP backbone, and the
traffic sent through the tunnel is opaque to the underlying IP
backbone. |In effect the I P backbone is being used as a link |ayer
technol ogy, and the tunnel forms a point-to-point |ink.

A VPN device may terminate nultiple I P tunnels and forward packets
bet ween these tunnels and other network interfaces in different ways.
In the discussion of different types of VPNs, in |ater sections of
this docunment, the primary distinguishing characteristic of these
different types is the manner in which packets are forwarded between
interfaces (e.g., bridged or routed). There is a direct analogy with
how exi sting networking devices are characterized today. A two-port
repeater just forwards packets between its ports, and does not

exam ne the contents of the packet. A bridge forwards packets using
Medi a Access Control (MAC) layer information contained in the packet,
while a router forwards packets using |ayer 3 addressing information
contai ned in the packet. Each of these three scenarios has a direct
VPN anal ogue, as discussed later. Note that an IP tunnel is viewed
as just another sort of link, which can be concatenated w th anot her
link, bound to a bridge forwarding table, or bound to an IP
forwardi ng tabl e, depending on the type of VPN
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The followi ng sections | ook at the requirenments for a generic IP
tunnel i ng protocol that can be used as a basic building block to
construct different types of VPNs.

3.1 Tunneling Protocol Requirenments for VPNs

There are nunerous | P tunneling nechanisns, including IP/IP [6],
Generic Routing Encapsulation (GRE) tunnels [7], Layer 2 Tunneling
Protocol (L2TP) [8], IPSec [5], and Miultiprotocol Label Swi tching
(MPLS) [9]. Note that while some of these protocols are not often
t hought of as tunneling protocols, they do each allow for opaque
transport of franes as packet payload across an IP network, with
forwardi ng disjoint fromthe address fields of the encapsul ated
packets.

Not e, however, that there is one significant distinction between each
of the I P tunneling protocols nentioned above, and MPLS. MPLS can be
viewed as a specific link layer for IP, insofar as MPLS specific
mechani sms apply only within the scope of an MPLS network, whereas |IP
based mechani sms extend to the extent of IP reachability. As such,
VPN mechani sms built directly upon MPLS tunneling nechani sns cannot,
by definition, extend outside the scope of MPLS networks, any nore so
than, for instance, ATM based nmechani sns such as LANE can extend
out si de of ATM networks. Note however, that an MPLS network can span
many different [ink | ayer technol ogies, and so, like an I P network,
its scope is not limted by the specific link |ayers used. A nunber
of proposals for defining a set of nechanisns to allow for

i nteroperable VPNs specifically over MPLS networks have al so been
produced ([10] [11] [12] [13], [14] and [15]).

There are a nunber of desirable requirements for a VPN tunneling
mechani sm however, that are not all met by the existing tunneling
mechani sms.  These requirenments include

3.1.1 Miltiplexing

There are cases where nultiple VPN tunnels nay be needed between the
same two | P endpoints. This may be needed, for instance, in cases
where the VPNs are network based, and each end point supports
multiple custonmers. Traffic for different custoners travels over
separate tunnel s between the sane two physical devices. A
multiplexing field is needed to distinguish which packets belong to
whi ch tunnel. Sharing a tunnel in this manner may al so reduce the

| at ency and processing burden of tunnel set up. O the existing IP
tunnel i ng mechani sms, L2TP (via the tunnel-id and session-id fields),
MPLS (via the label) and IPSec (via the Security Paraneter |ndex
(SPI) field) have a multiplexing nmechanism Strictly speaking GRE
does not have a multiplexing field. However the key field, which was
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i ntended to be used for authenticating the source of a packet, has
someti mes been used as a nultiplexing field. 1P/ 1P does not have a
mul ti plexing field.

The I ETF [16] and the ATM Forum [ 17] have standardi zed on a single
format for a globally unique identifier used to identify a VPN (a
VPN-ID). A VPN-ID can be used in the control plane, to bind a tunne
to a VPN at tunnel establishnment tinme, or in the data plane, to
identify the VPN associated with a packet, on a per-packet basis. In
the data plane a VPN encapsul ati on header can be used by MPLS, MPQA
and ot her tunneling mechani sns to aggregate packets for different

VPNs over a single tunnel. |In this case an explicit indication of
VPN-1D is included with every packet, and no use is nade of any
tunnel specific nmultiplexing field. In the control plane a VPN-1D

field can be included in any tunnel establishnent signalling protoco
to allow for the association of a tunnel (e.g., as identified by the
SPI field) with a VPN. |In this case there is no need for a VPN-ID to
be included with every data packet. This is discussed further in
section 5.3.1.

3.1.2 Signalling Protoco

There is sone configuration information that nust be known by an end
poi nt in advance of tunnel establishnment, such as the |P address of
the renote end point, and any relevant tunnel attributes required,
such as the level of security needed. Once this information is

avail abl e, the actual tunnel establishnment can be conpleted in one of
two ways - via a nmanagenent operation, or via a signalling protoco
that allows tunnels to be established dynam cally.

An exanpl e of a nanagenment operation would be to use an SNWP
Management | nformati on Base (M B) to configure various tunneling
paraneters, e.g., MPLS | abels, source addresses to use for IP/IP or
GRE tunnels, L2TP tunnel-ids and session-ids, or security association
paraneters for |PSec.

Using a signalling protocol can significantly reduce the managenent
burden however, and as such, is essential in many depl oynent
scenarios. It reduces the amount of configuration needed, and al so
reduces the nmanagenent co-ordination needed if a VPN spans nultiple
adm ni strative donmains. For exanple, the value of the nultiplexing
field, described above, is local to the node assigning the value, and
can be kept local if distributed via a signalling protocol, rather
than being first configured into a managenent station and then
distributed to the rel evant nodes. A signalling protocol also allows
nodes that are nobile or are only intermttently connected to
establish tunnel s on demand.
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When used in a VPN environment a signalling protocol should allow for
the transport of a VPN-ID to allow the resulting tunnel to be
associated with a particular VPN. It should also allow tunne
attributes to be exchanged or negotiated, for exanple the use of
frame sequencing or the use of multiprotocol transport. Note that
the role of the signalling protocol need only be to negotiate tunne
attributes, not to carry information about how the tunnel is used,
for exanple whether the franmes carried in the tunnel are to be
forwarded at layer 2 or layer 3. (This is simlar to Q2931 ATM
signalling - the sane signalling protocol is used to set up O assica
I P I ogi cal subnetworks as well as for LANE enul ated LANSs.

O the various IP tunneling protocols, the followi ng ones support a
signalling protocol that could be adapted for this purpose: L2TP (the
L2TP control protocol), 1PSec (the Internet Key Exchange (| KE)
protocol [18]), and GRE (as used with nobile-ip tunneling [19]). Al so
there are two MPLS signalling protocols that can be used to establish
LSP tunnel s. One uses extensions to the MPLS Label Distribution
Protocol (LDP) protocol [20], called Constraint-Based Routing LDP
(CR-LDP) [21], and the other uses extensions to the Resource
Reservation Protocol (RSVP) for LSP tunnels [22].

3.1.3 Data Security

A VPN tunneling protocol nust support mechanisnms to allow for

what ever | evel of security may be desired by custoners, including
aut henti cati on and/ or encryption of various strengths. None of the
tunnel i ng mechani sns di scussed, other than |IPSec, have intrinsic
security nechani sns, but rely upon the security characteristics of
the underlying | P backbone. In particular, MPLS relies upon the
explicit |abeling of |abel switched paths to ensure that packets
cannot be misdirected, while the other tunneling mechani sns can al
be secured through the use of IPSec. For VPNs inplemented over non-
| P backbones (e.g., MPOA, Frane Relay or ATMvirtual circuits), data
security is inplicitly provided by the layer two switch
infrastructure

Overall VPN security is not just a capability of the tunnels al one,
but has to be viewed in the broader context of how packets are
forwarded onto those tunnels. For exanple with VPRNs inplenented
with virtual routers, the use of separate routing and forwarding
tabl e i nstances ensures the isolation of traffic between VPNs.
Packets on one VPN cannot be misrouted to a tunnel on a second VPN
since those tunnels are not visible to the forwarding table of the
first VPN
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If some formof signalling mechanismis used by one VPN end point to
dynani cal ly establish a tunnel with another endpoint, then there is a
requirenent to be able to authenticate the party attenpting the
tunnel establishnent. |[|PSec has an array of schenes for this

pur pose, allow ng, for exanple, authentication to be based on pre-
shared keys, or to use digital signatures and certificates. O her
tunneli ng schemes have weaker forns of authentication. |In sone cases
no aut hentication may be needed, for exanple if the tunnels are

provi sioned, rather than dynam cally established, or if the trust
nmodel in use does not require it.

Currently the | PSec Encapsul ating Security Payl oad (ESP) protoco

[23] can be used to establish SAs that support either encryption or
aut hentication or both. However the protocol specification precludes
the use of an SA where neither encryption or authentication is used.

In a VPN environment this "null/null" option is useful, since other
aspects of the protocol (e.g., that it supports tunneling and
mul tiplexing) may be all that is required. 1In effect the "null/null"

option can be viewed as just another |evel of data security.
3.1.4 Muiltiprotocol Transport

In many applications of VPNs, the VPN may carry opaque, multiprotoco
traffic. As such, the tunneling protocol used nust al so support

mul ti protocol transport. L2TP is designed to transport Point-to-
Poi nt Protocol (PPP) [24] packets, and thus can be used to carry

mul tiprotocol traffic since PPP itself is multiprotocol. GRE also
provides for the identification of the protocol being tunnel ed.
IP/1P and | PSec tunnels have no such protocol identification field,
since the traffic being tunneled is assuned to be IP

It is possible to extend the 1 PSec protocol suite to allow for the
transport of nultiprotocol packets. This can be achieved, for
exanpl e, by extending the signalling conponent of IPSec - IKE, to

i ndi cate the protocol type of the traffic being tunneled, or to carry
a packet nultiplexing header (e.g., an LLC/ SNAP header or GRE header)
with each tunnel ed packet. This approach is simlar to that used for
the sane purpose in ATM networks, where signalling is used to

i ndi cate the encapsul ati on used on the VCC, and where packets sent on
the VCC can use either an LLC/ SNAP header or be placed directly into
the AAL5 payl oad, the latter being known as VC-nultiplexing (see
[25]).

3.1.5 Frame Sequencing
One quality of service attribute required by custoners of a VPN nmay

be frame sequenci ng, matching the equival ent characteristic of
physi cal |eased |lines or dedicated connections. Sequencing nmay be
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required for the efficient operation of particular end to end

protocols or applications. 1In order to inplenment frame sequencing,
the tunneling nmechani sm nust support a sequencing field. Both L2TP
and GRE have such a field. |PSec has a sequence nunber field, but it

is used by a receiver to performan anti-replay check, not to
guarantee in-order delivery of packets.

It is possible to extend IPSec to allow the use of the existing
sequence field to guarantee in-order delivery of packets. This can
be achieved, for exanple, by using IKE to negotiate whether or not
sequencing is to be used, and to define an end poi nt behavi our which
preserves packet sequencing.

3.1.6 Tunnel Maintenance

The VPN end points nust nonitor the operation of the VPN tunnels to
ensure that connectivity has not been lost, and to take appropriate
action (such as route recalculation) if there has been a failure.

There are two approaches possible. One is for the tunneling protoco
itself to periodically check in-band for |oss of connectivity, and to
provide an explicit indication of failure. For exanple L2TP has an
optional keep-alive mechanismto detect non-operational tunnels.

The ot her approach does not require the tunneling protocol itself to
performthis function, but relies on the operation of some out-of -
band nmechanismto determ ne | oss of connectivity. For exanple if a
routing protocol such as Routing Information Protocol (RIP) [26] or
Qpen Shortest Path First (OSPF) [27] is run over a tunnel nesh, a
failure to hear froma neighbor within a certain period of tine wll
result in the routing protocol declaring the tunnel to be down.

Anot her out -of - band approach is to performregular 1CVP pings with a
peer. This is generally sufficient assurance that the tunnel is
operational, due to the fact the tunnel also runs across the sane |IP
backbone.

When tunnel s are established dynamically a distinction needs to be
drawn between the static and dynam c tunnel information needed.
Before a tunnel can be established some static information is needed
by a node, such as the identify of the renpbte end point and the
attributes of the tunnel to propose and accept. This is typically
put in place as a result of a configuration operation. As a result
of the signalling exchange to establish a tunnel, some dynanic state
is established in each end point, such as the value of the
multiplexing field or keys to be used. For exanple with |IPSec, the
establishnent of a Security Association (SA) puts in place the keys
to be used for the lifetine of that SA
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Different policies may be used as to when to trigger the

est abli shnent of a dynamic tunnel. One approach is to use a data-
driven approach and to trigger tunnel establishment whenever there is
data to be transferred, and to timeout the tunnel due to inactivity.
This approach is particularly useful if resources for the tunnel are
being allocated in the network for QoS purposes. Another approach is
to trigger tunnel establishment whenever the static tunne
configuration information is installed, and to attenpt to keep the
tunnel up all the tinme.

3.1.7 Large MIUs

An | P tunnel has an associ ated Maxi mum Transm ssion Unit (MIU), just
like a regular link. It is conceivable that this MU may be | arger
than the MIU of one or nore individual hops along the path between
tunnel endpoints. If so, some formof frame fragmentation will be
required within the tunnel

If the frane to be transferred is napped into one |IP datagram norna
I P fragmentation will occur when the I P datagramreaches a hop with
an MIU smaller than the IP tunnel’s MIU. This can have undesirabl e
performance inplications at the router performng such md-tunne
fragmentati on.

An alternative approach is for the tunneling protocol itself to

i ncorporate a segnentation and reassenbly capability that operates at
the tunnel |evel, perhaps using the tunnel sequence nunber and an
end- of - message marker of sone sort. (Note that nmultilink PPP uses a
mechanismsimlar to this to fragnent packets). This avoids IP |eve
fragmentation within the tunnel itself. None of the existing
tunnel i ng protocol s support such a mechani sm

3.1.8 Mnimzation of Tunnel Overhead

There is clearly benefit in mnimzing the overhead of any tunneling
mechani snms. This is particularly inmportant for the transport of
jitter and |l atency sensitive traffic such as packetized voi ce and
video. On the other hand, the use of security mechanisns, such as

| PSec, do impose their own overhead, hence the objective should be to
m nim ze overhead over and above that needed for security, and to not
burden those tunnels in which security is not nandatory with
unnecessary over head.

One area where the anount of overhead may be significant is when
voluntary tunneling is used for dial-up renote clients connecting to
a VPN, due to the typically | ow bandwi dth of dial-up links. This is
di scussed further in section 6.3.
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3.1.9 Flow and congestion contro

During the devel opnent of the L2TP protocol procedures were devel oped
for flow and congestion control. These were necessitated prinmarily
because of the need to provide adequate perfornmance over |ossy

net wor ks when PPP conpression is used, which, unlike |IP Payl oad
Conpressi on Protocol (IPConp) [28], is stateful across packets.

Anot her notivation was to accommpdate devices with very little
buffering, used for exanple to term nate | ow speed dial-up |ines.
However the flow and congestion control mechani sns defined in the
final version of the L2TP specification are used only for the contro
channel s, and not for data traffic.

In general the interactions between nmultiple layers of flow and
congestion control schemes can be very complex. G ven the

predom nance of TCP traffic in today's networks and the fact that TCP
has its own end-to-end fl ow and congestion control nechanisns, it is
not clear that there is much benefit to inplenmenting sinilar
mechani sms wi thin tunneling protocols. Good flow and congestion
control schenes, that can adapt to a wide variety of network
conditi ons and depl oynent scenarios are conplex to devel op and test,
both in thensel ves and in understanding the interaction with other
schenes that may be running in parallel. There may be sonme benefit,
however, in having the capability whereby a sender can shape traffic
to the capacity of a receiver in some manner, and in providing the
prot ocol nmechanisns to allow a receiver to signal its capabilities to
a sender. This is an area that may benefit from further study.

Note al so the work of the Performance Inplications of Link
Characteristics (PILC) working group of the IETF, which is exanining
how the properties of different network |inks can have an inmpact on
the performance of Internet protocols operating over those |inks.

3.1.10 QS / Traffic Managenent

As noted above, custoners may require that VPNs yield simlar

behavi our to physical |eased |lines or dedicated connections wth
respect to such QoS paraneters as loss rates, jitter, latency and
bandw dt h guarantees. How such guarantees could be delivered will,
in general, be a function of the traffic nanagenment characteristics
of the VPN nodes thensel ves, and the access and backbone networks
across which they are connect ed.

A full discussion of QoS and VPNs is outside the scope of this
docunent, however by nodeling a VPN tunnel as just another type of
link |ayer, many of the existing nechani sns devel oped for ensuring
QS over physical Iinks can also be applied. For exanple at a VPN
node, the nechani sns of policing, marking, queuing, shaping and
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scheduling can all be applied to VPN traffic with VPN-specific
paraneters, queues and interfaces, just as for non-VPN traffic. The
techni ques devel oped for Diffserv, Intserv and for traffic
engineering in MPLS are also applicable. See also [29] for a

di scussi on of QoS and VPNs.

It should be noted, however, that this nodel of tunnel operation is
not necessarily consistent with the way in which specific tunneling
protocols are currently nodeled. Wiile a nodel is an aid to

conpr ehensi on, and not part of a protocol specification, having
differing nodels can conplicate discussions, particularly if a nodel
is misinterpreted as being part of a protocol specification or as
constraining choice of inplenmentation nethod. For exanple, |PSec
tunnel processing can be nodel ed both as an interface and as an
attribute of a particular packet flow.

3.2 Recommendati ons

| PSec i s needed whenever there is a requirenment for strong encryption

or strong authentication. It also supports multiplexing and a
signalling protocol - IKE. However extending the |IPSec protoco
suite to also cover the follow ng areas would be beneficial, in order

to better support the tunneling requirenents of a VPN environnent.
- the transport of a VPN-1D when establishing an SA (3.1.2)

- anull encryption and null authentication option (3.1.3)

- multiprotocol operation (3.1.4)

- frane sequencing (3.1.5)

L2TP provides no data security by itself, and any PPP security
mechani sns used do not apply to the L2TP protocol itself, so that in
order for strong security to be provided L2TP nust run over | PSec.
Defi ni ng specific nodes of operation for | PSec when it is used to
support L2TP traffic will aid interoperability. This is currently a
work itemfor the proposed L2TP worki ng group

4.0 VPN Types: Virtual Leased Lines

The sinplest formof a VPN is a 'Virtual Leased Line' (VLL) service.
In this case a point-to-point link is provided to a custoner,
connecting two CPE devices, as illustrated below. The link |ayer
type used to connect the CPE devices to the ISP nodes can be any |ink
| ayer type, for exanple an ATM VCC or a Frane Relay circuit. The CPE
devi ces can be either routers bridges or hosts.
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The two | SP nodes are both connected to an I P network, and an IP
tunnel is set up between them Each ISP node is configured to bind
the stub link and the I P tunnel together at layer 2 (e.g., an ATM VCC
and the IP tunnel). Franes are relayed between the two |inks. For
exanpl e the ATM Adaptati on Layer 5 (AAL5) payload is taken and
encapsul ated in an | PSec tunnel, and vice versa. The contents of the
AAL5 payl oad are opaque to the | SP node, and are not exanined there.

Fomm oo O Fomm oo +
oot | ISP | (1P ) | ISP | oo+
| CPE| ------- | edge |----- ( backbone ) ----- | edge |------ | CPE|
+---+ ATM | node | ( ) | node |  ATM +---+
VCC  4-------- + eeeeeaaan RS + VCC
N I P Tunnel -------- >
10.1.1.5 subnet = 10.1.1.4/30 10.1.1.6

Addr essi ng used by custoner (transparent to provider)

Figure 4.1: VLL Exampl e

To a custoner it |ooks the sane as if a single ATM VCC or Frane Rel ay
circuit were used to interconnect the CPE devices, and the customer
could be unaware that part of the circuit was in fact inplenented
over an | P backbone. This may be useful, for example, if a provider
wi shes to provide a LAN interconnect service using ATM as the network
interface, but does not have an ATM network that directly

i nterconnects all possible custonmer sites.

It is not necessary that the two |links used to connect the CPE
devices to the | SP nodes be of the same nedia type, but in this case
the 1 SP nodes cannot treat the traffic in an opaque manner, as

descri bed above. Instead the ISP nodes nust performthe functions of
an i nterworking device between the two nedia types (e.g., ATM and
Frame Rel ay), and perform functions such as LLC/ SNAP to NLPID
conversi on, mappi ng between ARP protocol variants and perform ng any
medi a specific processing that may be expected by the CPE devices
(e.g., ATM OAM cel | handling or Frane Relay Xl D exchanges).

The 1P tunneling protocol used nust support mnultiprotocol operation
and nmay need to support sequencing, if that characteristic is
important to the customer traffic. |If the tunnels are established
using a signalling protocol, they may be set up in a data driven
manner, when a frame is received froma custoner |ink and no tunne
exists, or the tunnels may be established at provisioning tine and
kept up permanently.

d eeson, et al. I nf or mat i onal [ Page 19]



RFC 2764 | P Based Virtual Private Networks February 2000

Note that the use of the term’VLL in this docunent is different to
that used in the definition of the Diffserv Expedited Forwardi ng Per
Hop Behavi our (EF-PHB) [30]. |In that docunent a VLL is used to mean
a lowlatency, lowjitter, assured bandw dth path, which can be

provi ded using the described PHB. Thus the focus there is primarily
on link characteristics that are tenporal in nature. In this docunent
the term VLL does not inply the use of any specific QS mechani sm
Diffserv or otherwise. Instead the focus is primarily on link
characteristics that are nore topol ogical in nature, (e.g., such as
constructing a link which includes an I P tunnel as one segnent of the
link). For a truly conplete enmulation of a link layer both the
tenmporal and topol ogi cal aspects need to be taken into account.

5.0 VPN Types: Virtual Private Routed Networks
5.1 VPRN Characteristics

A Virtual Private Routed Network (VPRN) is defined to be the

emul ation of a multi-site wide area routed network using IP
facilities. This section |ooks at how a network-based VPRN service
can be provided. CPE-based VPRNs are al so possible, but are not
specifically discussed here. Wth network-based VPRNs many of the

i ssues that need to be addressed are concerned with configuration and
operational issues, which nust take into account the split in

adm nistrative responsibility between the service provider and the
servi ce user.

The di stinguishing characteristic of a VPRN, in conparison to other
types of VPNs, is that packet forwarding is carried out at the
network layer. A VPRN consists of a nmesh of |P tunnels between | SP
routers, together with the routing capabilities needed to forward
traffic received at each VPRN node to the appropriate destination
site. Attached to the ISP routers are CPE routers connected via one
or nore links, ternmed 'stub’ links. There is a VPRN specific
forwarding table at each ISP router to which nenbers of the VPRN are
connected. Traffic is forwarded between ISP routers, and between | SP
routers and custoner sites, using these forwarding tables, which
contain network |ayer reachability information (in contrast to a
Virtual Private LAN Segnent type of VPN (VPLS) where the forwarding
tables contain MAC | ayer reachability information - see section 7.0).

An exanple VPRN is illustrated in the follow ng diagram which shows
3 ISP edge routers connected via a full mesh of IP tunnels, used to
interconnect 4 CPE routers. One of the CPE routers is nultihoned to
the ISP network. In the multihoned case, all stub Iinks may be
active, or, as shown, there nmay be one primary and one or nore backup
links to be used in case of failure of the primary. The term’
backdoor’ link is used to refer to a link between two custoner sites
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t hat does not traverse the | SP network.

10.1.1.0/30 +-------- + S + 10.2.2.0/ 30
+---+ | ISP | I P tunnel | ISP | +---+
| CPE| ------- | edge I T >| edge |------- | CPE|
+---+ stub | router | 10.9.9.4/30 | router | stub +--+
link +-------- + o - + link

A |

N (.

[ -eemt |

| | ( I'P BACKBONE ) |

[ ( ) I

[ I

(. I I

| | 1P tunnel +-------- + | P tunnel

| | ISP | |

|- > edge |<---------- +

| 10.9.9.8/30 | router | 10.9.9.12/30 :

backup| Fomem - + backdoor
link | | | I'ink

| stub link | | stub link

I I I

| +---+ +---+ :

R | CPE]| |[CPE|.......

10.3.3.0/30 +-- -+ Sa—— 10.4.4.0/30

Figure 5.1: VPRN Exanpl e

The principal benefit of a VPRNis that the conplexity and the
configuration of the CPE routers is mininmzed. To a CPE router, the
| SP edge router appears as a nei ghbor router in the custoner’s
network, to which it sends all traffic, using a default route. The
tunnel nesh that is set up to transfer traffic extends between the

| SP edge routers, not the CPE routers. |In effect the burden of
tunnel establishment and nmai ntenance and routing configuration is
outsourced to the ISP. In addition other services needed for the
operation of a VPN such as the provision of a firewall and QS
processi ng can be handl ed by a small nunber of |1SP edge routers,
rather than a | arge nunber of potentially heterogeneous CPE devices.
The introduction and managenent of new services can al so be nore
easily handl ed, as this can be achieved without the need to upgrade
any CPE equipnment. This latter benefit is particularly inportant
when there may be | arge nunbers of residential subscribers using VPN
services to access private corporate networks. In this respect the
nodel is somewhat akin to that used for tel ephony services, whereby
new services (e.g., call waiting) can be introduced with no change in
subscri ber equi prent.
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The VPRN type of VPN is in contrast to one where the tunnel nesh
extends to the CPE routers, and where the |ISP network provides |ayer
2 connectivity alone. The latter case can be inplenented either as a
set of VLLs between CPE routers (see section 4.0), in which case the
| SP network provides a set of layer 2 point-to-point |inks, or as a
VPLS (see section 7.0), in which case the ISP network is used to

emul ate a nmultiaccess LAN segment. Wth these scenarios a custoner
may have nore flexibility (e.g., any IGP or any protocol can be run
across all customer sites) but this usually conmes at the expense of a
nmore conpl ex configuration for the custonmer. Thus, depending on
custoner requirenments, a VPRN or a VPLS nmay be the nore appropriate
sol uti on.

Because a VPRN carries out forwarding at the network |layer, a single
VPRN only directly supports a single network |ayer protocol. For

mul ti protocol support, a separate VPRN for each network |ayer
protocol could be used, or one protocol could be tunneled over

anot her (e.g., non-IP protocols tunneled over an | P VPRN) or
alternatively the ISP network could be used to provide |ayer 2
connectivity only, such as with a VPLS as nenti oned above.

The issues to be addressed for VPRNs include initial configuration,
determnation by an | SP edge router of the set of links that are in
each VPRN, the set of other routers that have nenbers in the VPRN
and the set of | P address prefixes reachable via each stub Iink,
determ nation by a CPE router of the set of |IP address prefixes to be
forwarded to an | SP edge router, the nechanismused to di ssem nate
stub reachability information to the correct set of ISP routers, and
the establishnent and use of the tunnels used to carry the data
traffic. Note also that, although discussed first for VPRNs, nmany of
these issues also apply to the VPLS scenario described later, with
the network | ayer addresses being replaced by link | ayer addresses.

Not e that VPRN operation is decoupled fromthe nechani sns used by the
custoner sites to access the Internet. A typical scenario would be
for the ISP edge router to be used to provide both VPRN and I nternet
connectivity to a custonmer site. In this case the CPE router just
has a default route pointing to the ISP edge router, with the latter
bei ng responsible for steering private traffic to the VPRN and ot her
traffic to the Internet, and providing firewall functionality between
the two domains. Alternatively a custoner site could have Internet
connectivity via an ISP router not involved in the VPRN, or even via
a different 1SP. In this case the CPE device is responsible for
splitting the traffic into the two domai ns and providing firewall
functionality.
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5.1.1 Topol ogy

The topol ogy of a VPRN may consist of a full nesh of tunnels between
each VPRN node, or may be an arbitrary topol ogy, such as a set of
renote offices connected to the nearest regional site, with these
regional sites connected together via a full or partial nesh. Wth
VPRNs using I P tunnels there is nuch [ess cost assumed with full
meshing than in cases where physical resources (e.g., a leased line)
must be allocated for each connected pair of sites, or where the
tunneling nmethod requires resources to be allocated in the devices
used to interconnect the edge routers (e.g., Frame Relay DLCls). A
full nmesh topol ogy yields optimal routing, since it precludes the
need for traffic between two sites to traverse a third. Another
attraction of a full mesh is that there is no need to configure

topol ogy information for the VPRN. Instead, given the nenber routers
of a VPRN, the topology is inplicit. |If the nunber of |SP edge
routers in a VPRN is very |large, however, a full mesh topol ogy may
not be appropriate, due to the scaling issues involved, for exanple,
the growmh in the nunmber of tunnels needed between sites, (which for
n sites is n(n-1)/2), or the nunber of routing peers per router.
Network policy may also lead to non full nmesh topol ogies, for exanple
an admnistrator nay wish to set up the topology so that traffic
between two renpte sites passes through a central site, rather than
go directly between the renote sites. It is also necessary to dea
with the scenario where there is only partial connectivity across the
| P backbone under certain error conditions (e.g. A can reach B, and B
can reach C, but A cannot reach C directly), which can occur if
policy routing is being used.

For a network-based VPRN, it is assuned that each custoner site CPE
router connects to an | SP edge router through one or nore point-to-
point stub links (e.g. leased lines, ATM or Frame Rel ay connections).
The ISP routers are responsible for |earning and di ssem nati ng
reachability information anongst thensel ves. The CPE routers nust

| earn the set of destinations reachable via each stub Iink, though
this may be as sinple as a default route.

The stub links may either be dedicated links, set up via

provi sioning, or may be dynanmic |inks set up on demand, for exanple
usi ng PPP, voluntary tunneling (see section 6.3), or ATM signalling.
Wth dynamic links it is necessary to authenticate the subscri ber,
and determine the authorized resources that the subscriber can access
(e.g. which VPRNs the subscriber nmay join). Qher than the way the
subscriber is initially bound to the VPRN, (and this process nmay

i nvol ve extra considerations such as dynanmic | P address assignnent),
t he subsequent VPRN nechani sns and services can be used for both
types of subscribers in the sane way.

d eeson, et al. I nf or mat i onal [ Page 23]



RFC 2764 | P Based Virtual Private Networks February 2000

5.1.2 Addressing

The addressing used within a VPRN may have no relation to the
addressi ng used on the I P backbone over which the VPRN is
instantiated. |In particular non-unique private |P addressing nmay be
used [4]. Miltiple VPRNs may be instantiated over the same set of
physi cal devices, and they may use the sane or overl appi ng address
spaces.

5.1.3 Forwarding

For a VPRN the tunnel nesh fornms an overlay network operating over an
| P backbone. Wthin each of the | SP edge routers there rmust be VPN
specific forwarding state to forward packets received fromstub |inks
("ingress traffic’) to the appropriate next hop router, and to
forward packets received fromthe core ('egress traffic’) to the
appropriate stub link. For cases where an | SP edge router supports
mul tiple stub links belonging to the sane VPRN, the tunnels can, as a
|l ocal matter, either terminate on the edge router, or on a stub link
In the fornmer case a VPN specific forwarding table is needed for
egress traffic, in the latter case it is not. A VPN specific
forwarding table is generally needed in the ingress direction, in
order to direct traffic received on a stub link onto the correct IP
tunnel towards the core

Al so since a VPRN operates at the internetwork | ayer, the |IP packets
sent over a tunnel will have their Time to Live (TTL) field
decrenented in the nornmal manner, preventing packets circul ating
indefinitely in the event of a routing | cop within the VPRN

5.1.4 Miltiple concurrent VPRN connectivity

Note al so that a single custoner site may bel ong concurrently to
multiple VPRNs and may want to transmt traffic both onto one or nore
VPRNs and to the default Internet, over the same stub link. There
are a nunber of possible approaches to this problem but these are
out side the scope of this docunent.

5.2 VPRN Rel ated Wrk

VPRN requi renments and nmechani sns have been di scussed previously in a
number of different documents. One of the first was [10], which
showed how the sane VPN functionality can be inplenmented over both
MPLS and non- MPLS networks. Sone others are briefly di scussed bel ow

There are two nmain variants as regards the nechani sns used to provide

VPRN nenbership and reachability functionality, - overlay and
pi ggybacki ng. These are discussed in greater detail in sections
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5.3.2, 5.3.3 and 5.3.4 below. An exanple of the overlay nodel is
described in [14], which discusses the provision of VPRN
functionality by means of a separate per-VPN routing protoco

instance and route and forwarding table instantiation, otherw se
known as virtual routing. Each VPN routing instance is isolated from
any other VPN routing instance, and fromthe routing used across the
backbone. As a result any routing protocol (e.g. OSPF, RIP2, 1S19)
can be run with any VPRN, independently of the routing protocols used
in other VPRNs, or in the backbone itself. The VPN nodel described
in [12] is also an overlay VPRN nodel using virtual routing. That
docunent is specifically geared towards the provision of VPRN
functionality over MPLS backbones, and it describes how VPRN
menber shi p di sseminati on can be automated over an MPLS backbone, by
perform ng VPN nei ghbor discovery over the base MPLS tunnel nesh.

[31] extends the virtual routing nodel to include VPN areas, and VPN
border routers which route between VPN areas. VPN areas may be
defined for adm nistrative or technical reasons, such as different
underlying network infrastructures (e.g. ATM MPLS, |P).

In contrast [15] describes the provision of VPN functionality using a
pi ggybacki ng approach for menbership and reachability di ssem nation
with this information being piggybacked in Border Gateway Protocol 4
(BGP) [32] packets. VPNs are constructed using BGP policies, which
are used to control which sites can comunicate with each other. [13]
al so uses BGP for piggybacking menbership information, and piggybacks
reachability information on the protocol used to establish MPLS LSPs
(CR-LDP or extended RSVP). Unlike the other proposals, however, this
proposal requires the participation on the CPE router to inplenent
the VPN functionality.

5.3 VPRN Generic Requirenents

There are a nunber of common requirements whi ch any network-based
VPRN sol ution must address, and there are a number of different
mechani sns that can be used to neet these requirenents. These
generic issues are

1) The use of a globally unique VPN identifier in order to be able to
refer to a particular VPN

2) VPRN nenbership determnation. An edge router nust |learn of the
local stub links that are in each VPRN, and nust |earn of the set
of other routers that have nenbers in that VPRN

3) Stub link reachability information. An edge router nust learn the

set of addresses and address prefixes reachable via each stub
l'ink.
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4) Intra-VPRN reachability information. Once an edge router has
determ ned the set of address prefixes associated with each of its
stub links, then this information nust be dissem nated to each
ot her edge router in the VPRN

5) Tunneling mechanism An edge router nust construct the necessary
tunnels to other routers that have nmenbers in the VPRN, and nust
performthe encapsul ati on and decapsul ati on necessary to send and
recei ve packets over the tunnels.

5.3.1 VPN Identifier

The | ETF [16] and the ATM Forum [17] have standardized on a single
format for a globally unique identifier used to identify a VPN - a
VPN-1D. Only the format of the VPN-I1D has been defined, not its
semantics or usage. The aimis to allowits use for a wide variety
of purposes, and to allow the sane identifier to used with different
technol ogi es and nmechani sns. For exanple a VPN-1D can be included in
a MBto identify a VPN for managenent purposes. A VPN-ID can be
used in a control plane protocol, for exanple to bind a tunnel to a
VPN at tunnel establishment time. All packets that traverse the
tunnel are then inplicitly associated with the identified VPN. A
VPN-1D can be used in a data pl ane encapsul ation, to allow for an
explicit per-packet identification of the VPN associated with the
packet. |If a VPN is inplenmented using different technologies (e.g.,
IP and ATM in a network, the same identifier can be used to identify
the VPN across the different technologies. Also if a VPN spans

mul tiple admnistrative domains the sane identifier can be used

ever ywher e.

Most of the VPN schenes developed (e.g. [11], [12], [13], [14])
require the use of a VPN-ID that is carried in control and/or data
packets, which is used to associate the packet with a particular VPN
Al t hough the use of a VPN-ID in this nanner is very compn, it is not
uni versal . [15] describes a schene where there is no protocol field
used to identify a VPN in this manner. |In this scheme the VPNs as
understood by a user, are administrative constructs, built using BGP
policies. There are a nunber of attributes associated with VPN
routes, such as a route distinguisher, and origin and target "VPN',
that are used by the underlying protocol nechanisns for

di sanbi guati on and scopi ng, and these are also used by the BGP policy
mechani smin the construction of VPNs, but there is nothing
corresponding with the VPN-I1D as used in the other docunents.

Note al so that [33] defines a multiprotocol encapsulation for use
over ATM AAL5 that uses the standard VPN-I1D format.
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5.3.2 VPN Menbership Information Configuration and Di ssemi nation

In order to establish a VPRN, or to insert new custoner sites into an
established VPRN, an | SP edge router nust determ ne which stub |inks
are associated with which VPRN. For static links (e.g. an ATM VCQ)
this information nmust be configured into the edge router, since the
edge router cannot infer such bindings by itself. An SNV MB

all owi ng for bindings between |ocal stub |links and VPN identities is
one sol ution.

For subscribers that attach to the network dynanmically (e.g. using
PPP or voluntary tunneling) it is possible to make the association
between stub Iink and VPRN as part of the end user authentication
processing that nmust occur with such dynanmic links. For exanple the
VPRN to which a user is to be bound may be derived fromthe domain
nane the used as part of PPP authentication. |If the user is
successfully authenticated (e.g. using a Radius server), then the
new y created dynamic |ink can be bound to the correct VPRN. Note
that static configuration information is still needed, for example to
mai ntain the Iist of authorized subscribers for each VPRN, but the

|l ocation of this static information could be an externa

aut hentication server rather than on an | SP edge router. \Wether the
link was statically or dynamically created, a VPN-1D can be
associated with that link to signify to which VPRN it is bound.

After |earning which stub links are bound to which VPRN, each edge
router nust learn either the identity of, or, at least, the route to,
each other edge router supporting other stub links in that particul ar
VPRN. Inplicit inthe latter is the notion that there exists sone
mechani sm by which the configured edge routers can then use this edge
router and/or stub link identity information to subsequently set up
the appropriate tunnels between them The probl em of VPRN nmemnber

di ssem nati on between participating edge routers, can be solved in a
vari ety of ways, discussed bel ow.

5.3.2.1 Directory Lookup

The nenbers of a particular VPRN, that is, the identity of the edge
routers supporting stub links in the VPRN, and the set of static stub
links bound to the VPRN per edge router, could be configured into a
directory, which edge routers could query, using sonme defined
mechani sm (e.g. Lightweight Directory Access Protocol (LDAP) [34]),
upon startup.

Using a directory allows either a full nesh topology or an arbitrary
topology to be configured. For a full nesh, the full list of nenber
routers in a VPRN is distributed everywhere. For an arbitrary
topol ogy, different routers may receive different nenber |ists.
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Using a directory allows for authorization checking prior to

di ssem nati ng VPRN nenbership information, which may be desirable
where VPRNs span multiple admnistrative domains. In such a case,
directory to directory protocol nechanisns could al so be used to
propagat e aut hori zed VPRN nmenbership i nformati on between the
directory systens of the nultiple administrative donains.

There al so needs to be sone form of database synchronization
mechani sm (e.g. triggered or regular polling of the directory by edge
routers, or active pushing of update information to the edge routers
by the directory) in order for all edge routers to learn the identity
of newy configured sites inserted into an active VPRN, and also to

| earn of sites renmpoved froma VPRN

5.3.2.2 Explicit Managenent Configuration

A VPRN M B coul d be defined which would allow a central nanagenent
systemto configure each edge router with the identities of each
other participating edge router and the identity of each of the
static stub links bound to the VPRN. Like the use of a directory,
this mechanismallows both full nesh and arbitrary topol ogies to be
configured. Another nmechanismusing a centralized managenent system
is to use a policy server and use the Commobn Qpen Policy Service
(COPS) protocol [35] to distribute VPRN nmenbership and policy

i nformati on, such as the tunnel attributes to use when establishing a
tunnel, as described in [36].

Note that this nechanismall ows the managenent station to inpose
strict authorization control; on the other hand, it may be nore
difficult to configure edge routers outside the scope of the
managenment system The managenment configuration nodel can al so be
consi dered a subset of the directory nethod, in that the managenent
directories could use MBs to push VPRN nenbership information to the
participating edge routers, either subsequent to, or as part of, the
| ocal stub link configuration process.

5.3.2.3 Piggybacking in Routing Protocols

VPRN nmenber ship i nformation coul d be pi ggybacked into the routing
protocols run by each edge router across the |IP backbone, since this
is an efficient nmeans of automatically propagating information

t hroughout the network to other participating edge routers.
Specifically, each route advertisenment by each edge router could
include, at a minimum the set of VPN identifiers associated with
each edge router, and adequate information to allow other edge
routers to deternmine the identity of, and/or, the route to, the
particul ar edge router. Qher edge routers woul d exam ne received
route advertisenents to determine if any contained informtion was
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rel evant to a supported (i.e., configured) VPRN, this determ nation
could be done by looking for a VPN identifier matching a locally
configured VPN. The nature of the piggybacked information, and

rel ated i ssues, such as scoping, and the neans by whi ch the nodes
advertising particular VPN nenmberships will be identified, wll
generally be a function both of the routing protocol and of the
nature of the underlying transport.

Using this method all the routers in the network will have the sane
vi ew of the VPRN nmenbership information, and so a full nesh topol ogy
is easily supported. Supporting an arbitrary topology is nore
difficult, however, since sonme formof pruning would seemto be
needed.

The advant age of the piggybacking schene is that it allows for
efficient informati on di ssem nation, but it does require that al
nodes in the path, and not just the participating edge routers, be
able to accept such nodified route advertisenments. A disadvantage is
that significant adnministrative conplexity may be required to
configure scoping mechani sns so as to both pernmit and constrain the
di ssem nati on of the piggybacked advertisenents, and in itself this
may be quite a configuration burden, particularly if the VPRN spans
multiple routing domains (e.g. different autononmpous systens / |SPs).

Furthernore, unless sonme security mechanismis used for routing
updates so as to permt only all relevant edge routers to read the
pi ggybacked advertisements, this schenme generally inplies a trust
nodel where all routers in the path nust perforce be authorized to
know this information. Depending upon the nature of the routing
protocol, piggybacking may also require internedi ate routers,
particul arly autononous system (AS) border routers, to cache such
adverti senents and potentially also re-distribute them between

mul tiple routing protocols.

Each of the schemes descri bed above have nerit in particular
situations. Note that, in practice, there will alnost always be sone
centralized directory or management system which will maintain VPRN
menbership information, such as the set of edge routers that are

all owed to support a certain VPRN, the bindings of static stub |inks
to VPRNs, or authentication and authorization information for users
that access the network via dynanmics links. This infornmation needs
to be configured and stored in sone form of database, so that the
addi tional steps needed to facilitate the configuration of such
information into edge routers, and/or, facilitate edge router access
to such information, may not be excessively onerous.
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5.3.3 Stub Link Reachability Information

There are two aspects to stub site reachability - the means by which
VPRN edge routers determne the set of VPRN addresses and address
prefixes reachabl e at each stub site, and the neans by which the CPE
routers learn the destinations reachable via each stub link. A
nunber of common scenarios are outlined below. |In each case the

i nformati on needed by the ISP edge router is the sane - the set of
VPRN addr esses reachable at the custoner site, but the information
needed by the CPE router differs.

5.3.3.1 Stub Link Connectivity Scenarios
5.3.3.1.1 Dual VPRN and Internet Connectivity

The CPE router is connected via one link to an | SP edge router, which
provi des both VPRN and I nternet connectivity.

This is the sinplest case for the CPE router, as it just needs a
default route pointing to the | SP edge router.

5.3.3.1.2 VPRN Connectivity Only

The CPE router is connected via one link to an | SP edge router, which
provi des VPRN, but not Internet, connectivity.

The CPE router must know the set of non-local VPRN destinations
reachable via that link. This may be a single prefix, or may be a
nunber of disjoint prefixes. The CPE router nmay be either statically
configured with this information, or may learn it dynam cally by
running an instance of an Interior Gateway Protocol (1GP). For
simplicity it is assumed that the 1 GP used for this purpose is RIP
though it could be any IGP. The ISP edge router will inject into
this instance of RIP the VRPN routes which it |earns by means of one
of the intra-VPRN reachability nmechani sns described in section 5. 3.4.
Note that the instance of RIP run to the CPE, and any instance of a
routing protocol used to learn intra-VPRN reachability (even if also
RI P) are separate, with the | SP edge router redistributing the routes
fromone instance to anot her
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5.3.3.1.3 Miltihomed Connectivity

The CPE router is multihonmed to the ISP network, which provides VPRN
connectivity.

In this case all the ISP edge routers could advertise the sane VPRN

routes to the CPE router, which then sees all VPRN prefixes equally

reachable via all links. More specific route redistribution is also
possi bl e, whereby each | SP edge router advertises a different set of
prefixes to the CPE router.

5.3.3.1.4 Backdoor Links

The CPE router is connected to the ISP network, which provides VPRN
connectivity, but also has a backdoor link to another custoner site

In this case the | SP edge router will advertise VPRN routes as in
case 2 to the CPE device. However now the same destination is
reachabl e via both the | SP edge router and via the backdoor link. |If
the CPE routers connected to the backdoor |link are running the
custonmer’s | GP, then the backdoor |ink rmay always be the favored |ink
as it will appear an an 'internal’ path, whereas the destination as
injected via the ISP edge router will appear as an 'external’ path
(to the customer’s IGP). To avoid this problem assuming that the
custonmer wants the traffic to traverse the ISP network, then a
separate instance of RIP should be run between the CPE routers at
bot h ends of the backdoor link, in the sane manner as an instance of
RIP is run on a stub or backup |ink between a CPE router and an | SP
edge router. This will then also make the backdoor |ink appear as an
external path, and by adjusting the link costs appropriately, the ISP
pat h can always be favored, unless it goes down, when the backdoor
link is then used.

The description of the above scenarios covers what reachability
information is needed by the | SP edge routers and the CPE routers,
and di scusses sonme of the nechani sns used to convey this information.
The sections bel ow | ook at these nechanisns in nore detail

5.3.3.1 Routing Protocol Instance

A routing protocol can be run between the CPE edge router and the ISP
edge router to exchange reachability information. This allows an ISP
edge router to learn the VPRN prefixes reachable at a custoner site,
and also allows a CPE router to learn the destinations reachable via
the provi der networKk.
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The extent of the routing domain for this protocol instance is
generally just the ISP edge router and the CPE router although if the
customer site is also running the same protocol as its IGP, then the
domain may extend into customer site. |If the custoner site is
running a different routing protocol then the CPE router
redistributes the routes between the instance running to the | SP edge
router, and the instance running into the customer site.

Gven the typically restricted scope of this routing instance, a
sinple protocol will generally suffice. RIPis likely to be the nost
common protocol used, though any routing protocol, such as OSPF, or
BGP run in internal node (1BGP), could al so be used.

Note that the instance of the stub link routing protocol is different
fromany instance of a routing protocol used for intra-VPRN
reachability. For exanple, if the ISP edge router uses routing

prot ocol piggybacking to di ssem nate VPRN nenbership and reachability
i nformati on across the core, then it nmay redistribute suitably

| abel ed routes fromthe CPE routing instance to the core routing
instance. The routing protocols used for each instance are
decoupl ed, and any suitable protocol can be used in each case. There
is no requirenment that the sane protocol, or even the sane stub |ink
reachability informati on gathering nechanism be run between each CPE
router and associated | SP edge router in a particular VPRN, since
this is a purely local matter.

Thi s decoupling allows |1SPs to deploy a common (across all VPRNs)
intra-VPRN reachability nmechanism and a commobn stub |ink
reachability mechanism w th these nmechanisns isolated both from each
other, and fromthe particular 1GP used in a custormer network. In
the first case, due to the I GP-1GP boundary inplenmented on the ISP
edge router, the ISP can insulate the intra-VPRN reachability
mechani sm from m sbehavi ng stub link protocol instances. 1In the
second case the ISP is not required to be aware of the particular |IGP
running in a custonmer site. Qher scenarios are possible, where the
| SP edge routers are running a routing protocol in the sane instance
as the custoner’s 1GP, but are unlikely to be practical, since it
defeats the purpose of a VPRN sinplifying CPE router configuration.
In cases where a custonmer wi shes to run an I GP across multiple sites,
a VPLS solution is nore suitable.

Note that if a particular custoner site concurrently belongs to
mul ti ple VPRNs (or wishes to concurrently comunicate with both a
VPRN and the Internet), then the | SP edge router nmust have some means
of unanbi guously mapping stub |ink address prefixes to particul ar
VPRNs. A sinple way is to have nultiple stub links, one per VPRN

It is also possible to run nultiple VPRNs over one stub link. This
coul d be done either by ensuring (and appropriately configuring the
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| SP edge router to know) that particular disjoint address prefixes
are mapped into separate VPRNs, or by tagging the routing
advertisenents fromthe CPE router with the appropriate VPN
identifier. For exanple if MPLS was being used to convey stub |ink
reachability information, different MPLS | abels would be used to
differentiate the disjoint prefixes assigned to particular VPRNs. In
any case, sone adninistrative procedure would be required for this
coordi nati on.

5.3.3.2 Configuration

The reachability information across each stub Iink could be manual ly
configured, which may be appropriate if the set of addresses or
prefixes is small and static.

5.3.3.3 | SP Adm ni stered Addresses

The set of addresses used by each stub site could be adm nistered and
all ocated via the VPRN edge router, which may be appropriate for

smal | custoner sites, typically containing either a single host, or a
single subnet. Address allocation can be carried out using protocols
such as PPP or DHCP [37], with, for exanple, the edge router acting
as a Radius client and retrieving the custoner’'s | P address to use
froma Radi us server, or acting as a DHCP rel ay and exam ni ng the
DHCP reply message as it is relayed to the customer site. |In this
manner the edge router can build up a table of stub Iink reachability
informati on. Although these address assignnent nechanisns are
typically used to assign an address to a single host, sonme vendors
have added extensions whereby an address prefix can be assigned,

with, in sone cases, the CPE device acting as a "mni-DHCP" server
and assi gning addresses for the hosts in the custoner site.

Note that with these schenmes it is the responsibility of the address
al l ocation server to ensure that each site in the VPN received a

di sjoint address space. Note also that an ISP would typically only
use this mechanismfor small stub sites, which are unlikely to have
backdoor i nks.

5.3.3.4 WMPLS Label Distribution Protoco

In cases where the CPE router runs MPLS, LDP can be used to convey
the set of prefixes at a stub site to a VPRN edge router. Using the
downstream unsol i cited nmode of |abel distribution the CPE router can
distribute a | abel for each route in the stub site. Note however
that the processing carried out by the edge router in this case is
nmore than just the normal LDP processing, since it is |earning new
routes via LDP, rather than the usual case of |earning |abels for
existing routes that it has |learned via standard routing nechani sns.
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5.3.4 Intra-VPN Reachability Information

Once an edge router has determ ned the set of prefixes associated
with each of its stub links, then this information nust be

di ssem nated to each other edge router in the VPRN. Note al so that
there is an inplicit requirenent that the set of reachabl e addresses
within the VPRN be locally unique that is, each VPRN stub |ink (not
performng | oad sharing) nmaintain an address space disjoint from any
other, so as to permt unanbiguous routing. |In practical terns, it
is also generally desirable, though not required, that this address
space be well partitioned i.e., specific, disjoint address prefixes
per edge router, so as to preclude the need to naintain and

di ssem nate | arge nunmbers of host routes

The problem of intra-VPN reachability information di ssem nation can
be solved in a nunber of ways, sone of which include the foll ow ng:

5.3.4.1 Directory Lookup

Al ong with VPRN nenmbership information, a central directory could
mai ntain a listing of the address prefixes associated with each
custoner site. Such information could be obtained by the server
through protocol interactions with each edge router. Note that the
same directory synchroni zation i ssues di scussed above in section
5.3.2 also apply in this case.

5.3.4.2 Explicit Configuration

The address spaces associated with each edge router could be
explicitly configured into each other router. This is clearly a
non-scal abl e solution, particularly when arbitrary topol ogies are
used, and al so rai ses the question of how the nanagenment system

| earns such information in the first place.

5.3.4.3 Local Intra-VPRN Routing Instantiations

In this approach, each edge router runs an instance of a routing
protocol (a 'virtual router’) per VPRN, running across the VPRN
tunnel s to each peer edge router, to dissem nate intra-VPRN
reachability information. Both full-nmesh and arbitrary VPRN

t opol ogi es can be easily supported, since the routing protocol itself
can run over any topology. The intra-VPRN routing advertisenments
coul d be distinguished fromnormal tunnel data packets either by
bei ng addressed directly to the peer edge router, or by a tunne
speci fi c mechani sm
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Note that this intra-VPRN routing protocol need have no rel ationship
either with the G of any custonmer site or with the routing
protocols operated by the 1SPs in the I P backbone. Depending on the
size and scale of the VPRNs to be supported either a sinple protocol
like RIP or a nore sophisticated protocol |ike OSPF could be used.
Because the intra-VPRN routing protocol operates as an overlay over
the I P backbone it is wholly transparent to any internediate routers,
and to any edge routers not within the VPRN. This also inplies that
such routing information can remai n opaque to such routers, which may
be a necessary security requirenments in sone cases. Also note that
if the routing protocol runs directly over the sane tunnels as the
data traffic, then it will inherit the sane |evel of security as that
afforded the data traffic, for exanple strong encryption and

aut henti cati on.

If the tunnels over which an intra-VPRN routing protocol runs are
dedicated to a specific VPN (e.g. a different multiplexing field is
used for each VPN) then no changes are needed to the routing protoco
itself. On the other hand if shared tunnels are used, then it is
necessary to extend the routing protocol to allowa VPN-ID field to
be included in routing update packets, to allow sets of prefixes to
be associated with a particular VPN

5.3.4.4 Link Reachability Protoco

By Iink reachability protocol is meant a protocol that allows two
nodes, connected via a point-to-point |link, to exchange reachability
information. Gven a full nmesh topol ogy, each edge router could run
a link reachability protocol, for instance sone variation of MPLS
CR-LDP, across the tunnel to each peer edge router in the VPRN
carrying the VPN-1D and the reachability information of each VPRN
runni ng across the tunnel between the two edge routers. |If VPRN
menbership informati on has al ready been distributed to an edge
router, then the nei ghbor discovery aspects of a traditional routing
protocol are not needed, as the set of neighbors is already known.
TCP connections can be used to interconnect the neighbors, to provide
reliability. This approach nay reduce the processi ng burden of
runni ng routing protocol instances per VPRN, and may be of particul ar
benefit where a shared tunnel nechanismis used to connect a set of
edge routers supporting rmultiple VPRNs.

Anot her approach to developing a link reachability protocol would be
to base it on IBGP. The problemthat needs to be solved by a link
reachability protocol is very simlar to that solved by IBGP -
conveyi ng address prefixes reliably between edge routers.
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Using a link reachability protocol it is straightforward to support a
full mesh topology - each edge router conveys its own |oca
reachability information to all other routers, but does not
redistribute informati on received fromany other router. However
once an arbitrary topol ogy needs to be supported, the Iink
reachability protocol needs to develop into a full routing protocol,
due to the need to inplenent mechanisnms to avoid | oops, and there
would seemlittle benefit in reinventing another routing protocol to
deal with this. Sone reasons why partially connected neshes may be
needed even in a tunneled environnment are discussed in section 5.1.1

5.3.4.5 Piggybacking in | P Backbone Routing Protocols

As wi th VPRN nenbership, the set of address prefixes associated with
each stub interface could al so be piggybacked into the routing
adverti senents fromeach edge router and propagated through the
network. O her edge routers extract this information fromreceived
route advertisenents in the same way as they obtain the VPRN
menbership information (which, in this case, is inplicit in the
identification of the source of each route advertisenent). Note that
this scheme may require, dependi ng upon the nature of the routing
protocols involved, that internediate routers, e.g. border routers,
cache intra-VPRN routing infornmation in order to propagate it
further. This also has inplications for the trust nodel, and for the
| evel of security possible for intra-VPRN routing information.

Note that in any of the cases discussed above, an edge router has the
option of dissemnating its stub Iink prefixes in a manner so as to
permt tunneling fromrenote edge routers directly to the egress stub
links. Alternatively, it could dissenminate the information so as to
associate all such prefixes with the edge router, rather than with
specific stub links. In this case, the edge router would need to

i mpl ement a VPN specific forwardi ng nechanismfor egress traffic, to
determne the correct egress stub link. The advantage of this is
that it may significantly reduce the nunber of distinct tunnels or
tunnel | abel information which need to be constructed and mai nt ai ned.
Note that this choice is purely a local manner and is not visible to
renote edge routers.

5.3.5 Tunneling Mechanisns

Once VPRN nenbership i nformati on has been di ssem nated, the tunnels
conprising the VPRN core can be constructed.

One approach to setting up the tunnel nesh is to use point-to-point
I P tunnels, and the requirenents and issues for such tunnels have
been di scussed in section 3.0. For exanple while tunne
establ i shment can be done through manual configuration, this is

d eeson, et al. I nf or mat i onal [ Page 36]



RFC 2764 | P Based Virtual Private Networks February 2000

clearly not likely to be a scal able solution, given the Q(n"2)
probl em of meshed |inks. As such, tunnel set up should use sone form
of signalling protocol to allow twd nodes to construct a tunnel to
each other knowi ng only each other’s identity.

Anot her approach is to use the nultipoint to point 'tunnels’ provided
by MPLS. As noted in [38], MPLS can be considered to be a formof IP
tunneling, since the |abels of MPLS packets allow for routing
decisions to be decoupled fromthe addressing information of the
packets thensel ves. MPLS | abel distribution nmechani snms can be used
to associate specific sets of MPLS | abels with particular VPRN
address prefixes supported on particular egress points (i.e., stub
links of edge routers) and hence allow other edge routers to
explicitly label and route traffic to particular VPRN stub |inks.

One attraction of MPLS as a tunneling nechanismis that it may
require | ess processing within each edge router than alternative
tunneli ng mechanisms. This is a function of the fact that data
security within a MPLS network is inmplicit in the explicit |abel

bi ndi ng, much as with a connection oriented network, such as Frane
Rel ay. This may hence | essen custonmer concerns about data security
and hence require | ess processor intensive security nmechanisms (e.g.,
| PSec). However there are other potential security concerns with
MPLS. There is no direct support for security features such as

aut hentication, confidentiality, and non-repudiation and the trust
model for MPLS neans that intermediate routers, (which may belong to
different admi nistrative domains), through which menbership and
prefix reachability information is conveyed, nust be trusted, not
just the edge routers thensel ves.

5.4 Multihonmed Stub Routers

The di scussion thus far has inplicitly assuned that stub routers are
connected to one and only one VPRN edge router. 1In general, this
restriction should be capable of being relaxed without any change to
VPRN operation, given general market interest in nultihomng for
reliability and other reasons. |In particular, in cases where the
stub router supports multiple redundant |inks, with only one
operational at any given tine, with the |inks connected either to the
same VPRN edge router, or to two or nore different VPRN edge routers,
then the stub Iink reachability nmechanisns will both discover the

| oss of an active link, and the activation of a backup Iink. In the
former situation, the previously connected VPRN edge router will
cease advertising reachability to the stub node, while the VPRN edge
router with the now active link will begin advertising reachability,
hence restoring connectivity.
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An alternative scenario is where the stub node supports multiple
active links, using sone formof |oad sharing algorithm In such a
case, nultiple VPRN edge routers may have active paths to the stub
node, and may so advertise across the VPRN. This scenario should not
cause any problemw th reachability across the VPRN providing that
the intra-VPRN reachability mechani sm can accommodate mul tipl e paths
to the same prefix, and has the appropriate mechanisns to preclude

| ooping - for instance, distance vector metrics associated with each
advertised prefix.

5.5 Milticast Support

Mul ticast and broadcast traffic can be supported across VPRNs either
by edge replication or by native nulticast support in the backbone.
These two cases are di scussed bel ow.

5.5.1 Edge Replication

This is where each VPRN edge router replicates multicast traffic for
transm ssion across each link in the VPRN. Note that this is the
same operation that would be perforned by CPE routers term nating
actual physical links or dedicated connections. As with CPE routers,
mul ticast routing protocols could al so be run on each VPRN edge
router to determine the distribution tree for multicast traffic and
hence reduce unnecessary flood traffic. This could be done by
runni ng i nstances of standard nmulticast routing protocols, e.g.

Prot ocol |ndependent Multicast (PIM [39] or D stance Vector

Mul ticast Routing Protocol (DVMRP) [40], on and between each VPRN
edge router, through the VPRN tunnels, in the sane way that unicast
routing protocols mght be run at each VPRN edge router to determ ne
i ntra-VPN uni cast reachability, as discussed in section 5.3.4.

Al ternatively, if a link reachability protocol was run across the
VPRN tunnels for intra-VPRN reachability, then this could also be
augnented to all ow VPRN edge routers to indicate both the particul ar
mul ticast groups requested for reception at each edge node, and al so
the multicast sources at each edge site.

In either case, there would need to be some nechanismto allow for
the VPRN edge routers to determ ne which particular nulticast groups
were requested at each site and which sources were present at each
site. How this could be done would, in general, be a function of the

capabilities of the CPE stub routers at each site. |f these run
mul ticast routing protocols, then they can interact directly with the
equi val ent protocols at each VPRN edge router. |If the CPE device

does not run a multicast routing protocol, then in the absence of
I nternet Group Managenent Protocol (I GW) proxying [41] the custoner
site would be limted to a single subnet connected to the VPRN edge
router via a bridging device, as the scope of an | GW nessage is
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limted to a single subnet. However using | GW-proxying the CPE
router can engage in multicast forwarding wthout running a multicast
routing protocol, in constrained topologies. On its interfaces into
the customer site the CPE router perforns the router functions of
IGW, and on its interface to the VPRN edge router it perforns the
host functions of | GW

5.5.2 Native Milticast Support

This is where VPRN edge routers map intra-VPRN nmulticast traffic onto
a native IP nulticast distribution mechani smacross the backbone.
Note that intra-VPRN nmulticast has the same requirenents for

i sol ation from general backbone traffic as intra-VPRN unicast

traffic. Currently the only IP tunneling nechani smthat has native
support for nmulticast is MPLS. On the other hand, while MPLS
supports native transport of IP nulticast packets, additiona
mechani sns woul d be needed to | everage these nechani snms for the
support of intra-VPRN nulticast.

For instance, each VPRN router could prefix nulticast group addresses
within each VPRN with the VPN-1D of that VPRN and then redistribute
these, essentially treating this VPN-ID/intra-VPRN nulticast address
tuple as a normal multicast address, within the backbone multicast
routing protocols, as with the case of unicast reachability, as

di scussed previously. The MPLS nmulticast |abel distribution
mechani sms coul d then be used to set up the appropriate nulticast
LSPs to interconnect those sites within each VPRN supporting
particular multicast group addresses. Note, however, that this would
require each of the internediate LSRs to not only be aware of each
intra-VPRN mul ticast group, but also to have the capability of
interpreting these nodified adverti sements. Alternatively,
mechani sms coul d be defined to map intra-VPRN nulticast groups into
backbone nul ti cast groups.

O her | P tunneling nmechani sms do not have native nulticast support.
It may prove feasible to extend such tunneling mechani sms by
allocating IP nulticast group addresses to the VPRN as a whol e and
hence distributing intra-VPRN rmulticast traffic encapsulated wthin
backbone multicast packets. Edge VPRN routers could filter out
unwanted nulticast groups. Alternatively, nechanisns could al so be
defined to allow for allocation of backbone nulticast group addresses
for particular intra-VPRN nmulticast groups, and to then utilize
these, through backbone nulticast protocols, as discussed above, to
limt forwarding of intra-VPRN nulticast traffic only to those nodes
wi thin the group.
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A particular issue with the use of native nulticast support is the
provi sion of security for such nmulticast traffic. Unlike the case of
edge replication, which inherits the security characteristics of the
underlying tunnel, native nmulticast nmechanisns will need to use sone
formof secure multicast nmechanism The devel opment of architectures
and solutions for secure nmulticast is an active research area, for
exanpl e see [42] and [43]. The Secure Milticast Goup (SMuUG of the
| RTF has been set up to devel op prototype sol utions, which would then
be passed to the | ETF I PSec working group for standardization

However considerably nore devel opment is needed before scal abl e
secure native nulticast mechanisnms can be generally depl oyed

5.6 Recommendati ons

The various proposal s that have been devel oped to support sone form
of VPRN functionality can be broadly classified into two groups -
those that utilize the router piggybacking approach for distributing
VPN menber shi p and/ or reachability information ([13],[15]) and those
that use the virtual routing approach ([12],[14]). |In some cases the
mechani sms described rely on the characteristics of a particul ar
infrastructure (e.g. MPLS) rather than just IP

Wthin the context of the virtual routing approach it nmay be usefu
to devel op a nenbership distribution protocol based on a directory or
M B. Wen conbined with the protocol extensions for |IP tunneling
protocols outlined in section 3.2, this would then provide the basis
for a conplete set of protocols and nmechani snms that support

i nteroperable VPRNs that span nultiple adm nistrations over an |IP
backbone. Note that the other mmjor pieces of functionality needed -
the learning and distribution of customer reachability information,
can be performed by instances of standard routing protocols, wthout
the need for any protocol extensions.

Al so for the constrained case of a full mesh topol ogy, the useful ness
of developing a link reachability protocol could be exam ned, however
the linmtations and scalability issues associated with this topol ogy
may not make it worthwhile to devel op something specific for this
case, as standard routing will just work.

Extendi ng routing protocols to allowa VPN-ID to carried in routing

updat e packets could al so be exam ned, but is not necessary if VPN
specific tunnels are used.
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6.0 VPN Types: Virtual Private D al Networks

A Virtual Private Dial Network (VPDN) allows for a renpote user to
connect on demand through an ad hoc tunnel into another site. The
user is connected to a public IP network via a dial-up PSTN or | SDN
link, and user packets are tunneled across the public network to the
desired site, giving the inpression to the user of being "directly’
connected into that site. A key characteristic of such ad hoc
connections is the need for user authentication as a prine

requi renent, since anyone could potentially attenpt to gain access to
such a site using a switched dial network.

Today many corporate networks allow access to renote users through
di al connections nmade through the PSTN, with users setting up PPP
connections across an access network to a network access server, at
whi ch point the PPP sessions are authenticated using AAA systens
runni ng such standard protocols as Radius [44]. G ven the pervasive
depl oynent of such systens, any VPDN system nust in practice allow
for the near transparent re-use of such existing systens.

The | ETF have devel oped the Layer 2 Tunneling Protocol (L2TP) [ 8]

whi ch allows for the extension of of user PPP sessions froman L2TP
Access Concentrator (LAC) to a renpte L2TP Network Server (LNS). The
L2TP protocol itself was based on two earlier protocols, the Layer 2
Forwar di ng protocol (L2F) [45], and the Point-to-Point Tunneling
Protocol (PPTP) [46], and this is reflected in the two quite
different scenarios for which L2TP can be used - conpul sory tunneling
and voluntary tunneling, discussed further below in sections 6.2 and
6. 3.

Thi s docunent focuses on the use of L2TP over an |IP network (using
UDP), but L2TP may al so be run directly over other protocols such as
ATM or Franme Relay. |Issues specifically related to running L2TP over
non-1P networks, such as how to secure such tunnels, are not
addressed here.

6.1 L2TP protocol characteristics

This section | ooks at the characteristics of the L2TP tunneling
protocol using the categories outlined in section 3.0.

6.1.1 Multiplexing

L2TP has inherent support for the nultiplexing of nmultiple calls from
different users over a single link. Between the sane two IP
endpoints, there can be nultiple L2TP tunnels, as identified by a
tunnel-id, and multiple sessions within a tunnel, as identified by a
session-id.
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6.1.2 Signalling

This is supported via the inbuilt control connection protocol,
all owi ng both tunnels and sessions to be established dynam cally.

6.1.3 Data Security

By allowi ng for the transparent extension of PPP fromthe user,
through the LAC to the LNS, L2TP allows for the use of whatever
security nechanisns, with respect to both connection set up, and data
transfer, may be used with normal PPP connections. However this does
not provide security for the L2TP control protocol itself. 1In this
case L2TP could be further secured by running it in conbination with
| PSec through | P backbones [47], [48], or rel ated nmechani sms on non-

| P backbones [49].

The interaction of L2TP with AAA systens for user authentication and
aut hori zation is a function of the specific means by which L2TP is
used, and the nature of the devices supporting the LAC and the LNS
These issues are discussed in depth in [50].

The neans by which the host determ nes the correct LAC to connect to,
and the nmeans by which the LAC deternines which users to further
tunnel, and the LNS paraneters associated with each user, are outside
the scope of the operation of a VPDN, but may be addressed, for

i nstance, by evolving Internet roam ng specifications [51].

6.1.4 Multiprotocol Transport

L2TP transports PPP packets (and only PPP packets) and thus can be
used to carry multiprotocol traffic since PPP itself is
mul ti protocol

6. 1.5 Sequencing

L2TP supports sequenced delivery of packets. This is a capability
that can be negotiated at session establishment, and that can be
turned on and off by an LNS during a session. The sequence number
field in L2TP can al so be used to provide an indication of dropped
packets, which is needed by various PPP conpression algorithns to
operate correctly. If no conpression is in use, and the LNS
determines that the protocols in use (as evidenced by the PPP NCP
negoti ati ons) can deal with out of sequence packets (e.g. IP), then
it may disable the use of sequencing.
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6. 1.6 Tunnel Mai ntenance

A keepalive protocol is used by L2TP in order to allowit to
di stingui sh between a tunnel outage and prol onged periods of tunne
inactivity.

6.1.7 Large MIUs

L2TP itself has no inbuilt support for a segnentation and reassenbly
capability, but when run over UDP/IP IP fragnentation will take place
if necessary. Note that a LAC or LNS nmay adjust the Maxi mum Receive
Unit (MRU) negotiated via PPP in order to preclude fragnentation, if
it has know edge of the MIU used on the path between LAC and LNS. To
this end, there is a proposal to allow the use of MIU di scovery for
cases where the L2TP tunnel transports IP franes [52].

6.1.8 Tunnel Overhead

L2TP as used over | P networks runs over UDP and nmust be used to carry
PPP traffic. This results in a significant amount of overhead, both
in the data plane with UDP, L2TP and PPP headers, and also in the
control plane, with the L2TP and PPP control protocols. This is

di scussed further in section 6.3

6.1.9 Flow and Congestion Contro

L2TP supports flow and congestion control mechanisns for the contro
protocol, but not for data traffic. See section 3.1.9 for nore
detail s.

6.1.10 QS / Traffic Managenent

An L2TP header contains a 1-bit priority field, which can be set for
packets that may need preferential treatment (e.g. keepalives) during
| ocal queuing and transmi ssion. Also by transparently extendi ng PPP
L2TP has inherent support for such PPP nechanisns as nmulti-Ilink PPP
[53] and its associated control protocols [54], which allow for
bandwi dt h on denmand to neet user requirenments

In addition L2TP calls can be mapped i nto whatever underlying traffic
managenment mechani sms may exist in the network, and there are
proposals to allow for requests through L2TP signalling for specific
differentiated services behaviors [55].
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6.1.11 M scel | aneous

Since L2TP is designed to transparently extend PPP, it does not
attenpt to supplant the nornmal address assi gnnent nechani sns
associated with PPP. Hence, in general terns the host initiating the
PPP session will be assigned an address by the LNS using PPP
procedures. This addressing nmay have no relation to the addressing
used for comunicati on between the LAC and LNS. The LNS will al so
need to support whatever forwardi ng nechani sns are needed to route
traffic to and fromthe renote host.

6.2 Conpul sory Tunneling

Conpul sory tunneling refers to the scenario in which a network node -
a dial or network access server, for instance - acting as a LAC,
extends a PPP session across a backbone using L2TP to a renpte LNS,
as illustrated below. This operation is transparent to the user
initiating the PPP session to the LAC. This allows for the
decoupling of the location and/or ownership of the nodem pools used
to ternmnate dial calls, fromthe site to which users are provided
access. Support for this scenario was the original intent of the L2F
speci fication, upon which the L2TP specification was based.

There are a nunber of different depl oynent scenari os possible. One
exanmpl e, shown in the diagram bel ow, is where a subscriber host dials
into a NAS acting as a LAC, and is tunneled across an | P network
(e.g. the Internet) to a gateway acting as an LNS. The gat eway

provi des access to a corporate network, and could either be a device
in the corporate network itself, or could be an | SP edge router, in
the case where a customer has outsourced the nmaintenance of LNS
functionality to an I SP. Another scenario is where an | SP uses L2TP
to provide a subscriber with access to the Internet. The subscri ber
host dials into a NAS acting as a LAC, and is tunnel ed across an
access network to an | SP edge router acting as an LNS. This | SP edge
router then feeds the subscriber traffic into the Internet. Yet
other scenarios are where an | SP uses L2TP to provi de a subscri ber
with access to a VPRN, or with concurrent access to both a VPRN and
the Internet.

A VPDN, whet her using conpulsory or voluntary tunneling, can be

vi ewed as just another type of access nethod for subscriber traffic,
and as such can be used to provide connectivity to different types of
networks, e.g. a corporate network, the Internet, or a VPRN. The | ast
scenario is also an exanple of how a VPN service as provided to a
custonmer may be inplenmented using a conbination of different types of
VPN.
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10.0.0.1
F--- -+
| Host|----- LAC  ------------- LNS 10.0.0.0/8
+----+ / +----- + +----- R
/----]1 NAS |---( I P Backbone )---| GW |----( Corp )
di al +o-o-- + ) +o-o-- + ( Network )
connection  ------------- oo
<------- L2TP Tunnel ------- >
S R PPP Session ------- >

Figure 6.1: Conpul sory Tunneling Exanpl e

Conpul sory tunneling was originally intended for depl oyment on
networ k access servers supporting whol esal e dial services, allowng
for renote dial access through common facilities to an enterprise
site, while precluding the need for the enterprise to deploy its own
dial servers. Another exanple of this is where an | SP outsources its
own dial connectivity to an access network provider (such as a Loca
Exchange Carrier (LEC) in the USA) removing the need for an ISP to
mai ntain its own dial servers and allowing the LEC to serve nultiple
| SPs. Mbdre recently, conpul sory tunneling nmechani sns have al so been
proposed for evolving Digital Subscriber Line (DSL) services [56],
[57], which also seek to | everage the existing AAA infrastructure.

Call routing for conpul sory tunnels requires that some aspect of the
initial PPP call set up can be used to allow the LAC to determi ne the
identity of the LNS. As noted in [50], these aspects can include the
user identity, as deternined through sonme aspect of the access
network, including calling party number, or sone attribute of the
called party, such as the Fully Qualified Domain Nane (FQDN) of the
identity claimed during PPP authentication

It is also possible to chain two L2TP tunnel s toget her, whereby a LAC
initiates a tunnel to an internediate relay device, which acts as an
LNS to this first LAC, and acts as a LACto the final LNS. This nmay
be needed in sone cases due to adm nistrative, organizational or

regul atory issues pertaining to the split between access network

provi der, |IP backbone provider and enterprise custoner.
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6.3 Voluntary Tunnel s

Vol untary tunneling refers to the case where an individual host
connects to a renpte site using a tunnel originating on the host,
with no involvenment fromintermedi ate network nodes, as illustrated
bel ow. The PPTP specification, parts of which have been incorporated
into L2TP, was based upon a voluntary tunneling nodel.

As with compul sory tunneling there are different depl oynent scenarios
possi bl e. The di agram bel ow shows a subscri ber host accessing a
corporate network with either L2TP or |PSec being used as the

vol untary tunneling mechani sm Another scenario is where voluntary
tunneling is used to provide a subscriber with access to a VPRN.

6.3.1 |Issues with Use of L2TP for Voluntary Tunnels

The L2TP specification has support for voluntary tunneling, insofar
as the LAC can be located on a host, not only on a network node.

Note that such a host has two | P addresses - one for the LAG-LNS IP
tunnel, and another, typically allocated via PPP, for the network to
whi ch the host is connecting. The benefits of using L2TP for
voluntary tunneling are that the existing authentication and address
assi gnnent nechani sns used by PPP can be reused without nodification
For exanple an LNS could also include a Radius client, and

conmuni cate with a Radius server to authenticate a PPP PAP or CHAP
exchange, and to retrieve configuration information for the host such
as its I P address and a list of DNS servers to use. This information
can then be passed to the host via the PPP | PCP protocol

10.0.0.1
+o---+
| Host|----- e 10.0.0.0/8
+--- -+ / +- - - - - + ( ) +- - - - - I
/----]1 NAS |---( | P Backbone )---| GW |----( Corp. )
di al oo + ) oo + ( Network )
connection  ------------- oo
S LT L2TP Tunnel -------------- >
with LAC on host
R R PPP Session -------------- > LNS on gat eway
or
S LT | PSEC Tunnel -------------- >

Figure 6.2: Voluntary Tunneling Exanple
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The above procedure is not without its costs, however. There is
consi der abl e overhead with such a protocol stack, particularly when
I PSec is al so needed for security purposes, and given that the host
may be connected via a | owbandwidth dial up link. The overhead
consists of both extra headers in the data plane and extra contro
protocol s needed in the control plane. Using L2TP for voluntary
tunneling, secured with I PSec, means a web application, for exanple,
woul d run over the follow ng stack

HTTP/ TCP/ | P/ PPP/ L2TP/ UDP/ ESP/ | P/ PPP/ AHDLC

It is proposed in [58] that | PSec al one be used for voluntary tunnels
reduci ng overhead, using the foll ow ng stack.

HTTP/ TCP/ | P/ ESP/ | P/ PPP/ AHDLC

In this case IPSec is used in tunnel node, with the tunne

term nating either on an | PSec edge device at the enterprise site, or
on the provider edge router connected to the enterprise site. There
are two possibilities for the | P addressing of the host. Two IP
addresses could be used, in a simlar manner to the L2TP case.
Alternatively the host can use a single public IP address as the
source | P address in both inner and outer |IP headers, with the
gateway perform ng Network Address Transl ati on (NAT) before
forwarding the traffic to the enterprise network. To other hosts in
the enterprise network the host appears to have an 'internal’ IP
address. Using NAT has sone limtations and restrictions, also

poi nted out in [58].

Anot her area of potential problenms with PPP is due to the fact that
the characteristics of a link layer inplenented via an L2TP tunne
over an | P backbone are quite different to a link layer run over a
serial line, as discussed in the L2TP specification itself. For
exanpl e, poorly chosen PPP paraneters may |lead to frequent resets and
timeouts, particularly if conpression is in use. This is because an
L2TP tunnel may ni sorder packets, and may silently drop packets,
nei t her of which normally occurs on serial lines. The general packet
|l oss rate could al so be significantly higher due to network
congestion. Using the sequence nunber field in an L2TP header
addresses the m sordering issue, and for cases where the LAC and LNS
are coincident with the PPP endpoints, as in voluntary tunneling, the
sequence nunber field can also be used to detect a dropped packet,
and to pass a suitable indication to any conpression entity in use,
whi ch typically requires such know edge in order to keep the
conmpression histories in synchronization at both ends. (In fact this
is nore of an issue with conpul sory tunneling since the LAC may have
to deliberately issue a corrupted frane to the PPP host, to give an

i ndi cation of packet |oss, and sone hardware nmay not allow this).
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6.3.2 Issues with Use of I PSec for Voluntary Tunnel s

If 1PSec is used for voluntary tunneling, the functions of user

aut henti cation and host configuration, achieved by nmeans of PPP when
using L2TP, still need to be carried out. A distinction needs to be
drawn here between machi ne authentication and user authentication
Two factor’ authentication is carried out on the basis of both

somet hing the user has, such as a machine or smartcard with a digita
certificate, and sonething the user knows, such as a password.

(Anot her exanple is getting noney froman bank ATM machi ne - you need
a card and a PIN nunber). Many of the existing | egacy schenes
currently in use to performuser authentication are asymetric in
nature, and are not supported by IKE. For renote access the nost
comon exi sting user authentication mechanismis to use PPP between
the user and access server, and Radi us between the access server and
aut hentication server. The authentication exchanges that occur in
this case, e.g. a PAP or CHAP exchange, are asymmetric. Also CHAP
supports the ability for the network to reauthenticate the user at
any tine after the initial session has been established, to ensure
that the current user is the same person that initiated the session

Wil e | KE provides strong support for nmachine authentication, it has
only limted support for any form of user authentication and has no
support for asymretric user authentication. Wile a user password
can be used to derive a key used as a preshared key, this cannot be
used with IKE Main Mbde in a renpte access environment, as the user
will not have a fixed I P address, and while Aggressive Mdde can be
used instead, this affords no identity protection. To this end there
have been a nunber of proposals to allow for support of |egacy
asymmetric user |level authentication schemes with I PSec. [59]
defines a new | KE nessage exchange - the transacti on exchange - which
all ows for both Request/Reply and Set/Acknow edge nmessage sequences,
and it also defines attributes that can be used for client IP stack
configuration. [60] and [61] describe nechani sns that use the
transacti on nessage exchange, or a series of such exchanges, carried
out between the |KE Phase 1 and Phase 2 exchanges, to performuser
aut hentication. A different approach, that does not extend the |KE
protocol itself, is described in [62]. Wth this approach a user
establishes a Phase 1 SA with a security gateway and then sets up a
Phase 2 SA to the gateway, over which an existing authentication
protocol is run. The gateway acts as a proxy and relays the protoco
messages to an authentication server

In addition there have al so been proposals to allow the renote host
to be configured with an | P address and ot her configuration
informati on over | PSec. For exanple [63] describes a nethod whereby
a renote host first establishes a Phase 1 SAwith a security gateway
and then sets up a Phase 2 SA to the gateway, over which the DHCP
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protocol is run. The gateway acts as a proxy and relays the protoco
messages to the DHCP server. Again, like [62], this proposal does
not involve extensions to the IKE protocol itself.

Anot her aspect of PPP functionality that may need to supported is

mul ti protocol operation, as there may be a need to carry network

| ayer protocols other than I P, and even to carry link |ayer protocols
(e.g. ethernet) as would be needed to support bridgi ng over |PSec.
This is discussed in section 3.1.4.

The net hods of supporting | egacy user authentication and host
configuration capabilities in a renpte access environment are
currently being discussed in the | PSec working group

6.4 Networked Host Support

The current PPP based dial nbpdel assunes a host directly connected to
a connection oriented dial access network. Recent work on new access
technol ogi es such as DSL have attenpted to replicate this nodel [57],
so as to allow for the re-use of existing AAA systens. The
proliferation of personal conputers, printers and other network
appl i ances in honmes and snmall businesses, and the ever |owering costs
of networks, however, are increasingly challenging the directly
connected host nodel. Increasingly, nost hosts will access the
Internet through snall, typically Ethernet, |ocal area networks.

There is hence interest in neans of acconmmpdati ng the existing AAA
infrastructure within service providers, whilst also supporting

mul tiple networked hosts at each custoner site. The principa
conplication with this scenario is the need to support the |login

di al ogue, through which the appropriate AAA information is exchanged.
A nunber of proposal s have been nmade to address this scenario:

6.4.1 Extension of PPP to Hosts Through L2TP

A nunber of proposals (e.g. [56]) have been made to extend L2TP over
Et hernet so that PPP sessions can run from networked hosts out to the
network, in nmuch the sanme manner as a directly attached host.

6.4.2 Extension of PPP Directly to Hosts:

There is also a specification for mapping PPP directly onto Ethernet
(PPPOE) [64] which uses a broadcast nechanismto allow hosts to find
appropri ate access servers with which to connect. Such servers could
then further tunnel, if needed, the PPP sessions using L2TP or a
simlar mechani sm

d eeson, et al. I nf or mat i onal [ Page 49]



RFC 2764 | P Based Virtual Private Networks February 2000

6.4.3 Use of |PSec

The |1 PSec based voluntary tunneling mechani sns di scussed above can be
used either with networked or directly connected hosts.

Note that all of these nethods require additional host software to be
used, which inplenents either LAC, PPPCE client or IPSec client
functionality.

6.5 Recommendati ons

The L2TP specification has been finalized and will be wi dely used for
compul sory tunneling. As discussed in section 3.2, defining specific
modes of operation for |PSec when used to secure L2TP woul d be
benefi ci al

Al so, for voluntary tunneling using |PSec, conpleting the work needed
to provide support for the foll owing areas woul d be usefu

- asymmetric / |egacy user authentication (6.3)
- host address assignnent and configuration (6.3)

along with any other issues specifically related to the support of
renote hosts. Currently as there are many di fferent non-interoperable
proprietary solutions in this area.

7.0 VPN Types: Virtual Private LAN Segnent

A Virtual Private LAN Segnent (VPLS) is the enulation of a LAN
segnment using Internet facilities. A VPLS can be used to provide
what is sometinmes known al so as a Transparent LAN Service (TLS)

whi ch can be used to interconnect nultiple stub CPE nodes, either
bridges or routers, in a protocol transparent manner. A VPLS

emul ates a LAN segnent over |IP, in the same way as protocols such as
LANE enmul ate a LAN segnent over ATM The primary benefits of a VPLS
are conpl ete protocol transparency, which may be inportant both for
mul ti protocol transport and for regulatory reasons in particul ar
service provider contexts.
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Figure 7.1: VPLS Exanpl e
7.1 VPLS Requirenents

Topol ogi cally and operationally a VPLS can be nbst easily nodel ed as
being essentially equivalent to a VPRN, except that each VPLS edge
node i npl enents link |ayer bridging rather than network |ayer
forwarding. As such, nmpost of the VPRN tunneling and configuration
mechani sms di scussed previously can al so be used for a VPLS, with the
appropriate changes to accommodate |ink layer, rather than network

| ayer, packets and addressing information. The follow ng sections

di scuss the primary changes needed in VPRN operation to support

VPLSs.

7.1.1 Tunneling Protocols
The tunneling protocols enployed within a VPLS can be exactly the

sane as those used within a VPRN, if the tunneling protocol pernits
the transport of multiprotocol traffic, and this is assumed bel ow.
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7.1.2 Milticast and Broadcast Support

A VPLS needs to have a broadcast capability. This is needed both for
broadcast frames, and for |ink | ayer packet flooding, where a unicast
frane is flooded because the path to the destination |ink |ayer
address is unknown. The address resolution protocols that run over a
bri dged network typically use broadcast franes (e.g. ARP). The sane
set of possible multicast tunneling mechani sms di scussed earlier for
VPRNs apply also to a VPLS, though the generally nore frequent use of
broadcast in VPLSs may increase the pressure for native nulticast
support that reduces, for instance, the burden of replication on VPLS
edge nodes.

7.1.3 VPLS Menbership Configurati on and Topol ogy

The configuration of VPLS nenbership is anal ogous to that of VPRNs
since this generally requires only know edge of the I ocal VPN Iink
assi gnnents at any given VPLS edge node, and the identity of, or
route to, the other edge nodes in the VPLS; in particular, such
configuration is independent of the nature of the forwarding at each
VPN edge node. As such, any of the mechani sms for VPN nenber
configuration and di ssem nation di scussed for VPRN configuration can
al so be applied to VPLS configuration. Also as with VPRNs, the

topol ogy of the VPLS could be easily nanipul ated by controlling the
configuration of peer nodes at each VPLS edge node, assuning that the
menber shi p di ssem nati on nechani smwas such as to permit this. It is
likely that typical VPLSs will be fully meshed, however, in order to
preclude the need for traffic between two VPLS nodes to transit

t hrough anot her VPLS node, which would then require the use of the
Spanni ng Tree protocol [65] for |oop prevention

7.1.4 CPE Stub Node Types
A VPLS can support either bridges or routers as a CPE devi ce.

CPE routers woul d peer transparently across a VPLS with each ot her
wi thout requiring any router peering with any nodes within the VPLS
The sane scalability issues that apply to a full mesh topol ogy for
VPRNs, apply also in this case, only that now the nunmber of peering
routers is potentially greater, since the | SP edge device is no

| onger acting as an aggregati on point.

Wth CPE bridge devices the broadcast donai n enconpasses all the CPE

sites as well as the VPLS itself. There are significant scalability
constraints in this case, due to the need for packet flooding, and
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the fact that any topol ogy change in the bridged domain is not
| ocal i zed, but is visible throughout the domain. As such this
scenario is generally only suited for support of non-routable
pr ot ocol s.

The nature of the CPE inpacts the nature of the encapsul ation,
addressing, forwardi ng and reachability protocols within the VPLS,
and are discussed separately bel ow

7.1.5 Stub Link Packet Encapsul ation
7.1.5.1 Bridge CPE

In this case, packets sent to and fromthe VPLS across stub |links are
link ayer frames, with a suitable access |ink encapsul ation. The
nmost common case is likely to be ethernet franes, using an
encapsul ati on appropriate to the particular access technol ogy, such
as ATM connecting the CPE bridges to the VPLS edge nodes. Such
franes are then forwarded at |ayer 2 onto a tunnel used in the VPLS
As noted previously, this does mandate the use of an IP tunneling
protocol which can transport such link |ayer frames. Note that this
does not necessarily mandate, however, the use of a protoco
identification field in each tunnel packet, since the nature of the
encapsul ated traffic (e.g. ethernet frames) could be indicated at
tunnel setup.

7.1.5.2 Router CPE

In this case, typically, CPE routers send link | ayer packets to and
fromthe VPLS across stub links, destined to the link |ayer addresses
of their peer CPE routers. Oher types of encapsul ations may al so
prove feasible in such a case, however, since the relatively
constrai ned addressi ng space needed for a VPLS to which only router
CPE are connected, could allow for alternative encapsul ati ons, as

di scussed further bel ow

7.1.6 CPE Addressing and Address Resol ution
7.1.6.1 Bridge CPE

Since a VPLS operates at the link layer, all hosts within all stub
sites, in the case of bridge CPE, will typically be in the sane
network | ayer subnet. (Miltinetting, whereby nultiple subnets
operate over the sane LAN segnment, is possible, but rmuch |ess
common). Frames are forwarded across and within the VPLS based upon
the link | ayer addresses - e.g. | EEE MAC addresses - associated with
the individual hosts. The VPLS needs to support broadcast traffic,
such as that typically used for the address resol uti on mechani sm used
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to map the host network addresses to their respective |link addresses.
The VPLS forwardi ng and reachability algorithms also need to be able
to accommodate fl ooded traffic.

7.1.6.2 Router CPE

A single network | ayer subnet is generally used to interconnect
router CPE devices, across a VPLS. Behind each CPE router are hosts
in different network |ayer subnets. CPE routers transfer packets
across the VPLS by mappi ng next hop network | ayer addresses to the
link | ayer addresses of a router peer. A link |ayer encapsulation is
used, nost commonly ethernet, as for the bridge case.

As noted above, however, in cases where all of the CPE nodes
connected to the VPLS are routers, then it nmay be possible, due to
the constrai ned addressi ng space of the VPLS, to use encapsul ations
that use a different address space than normal MAC addressing. See,
for instance, [11], for a proposed nmechani smfor VPLSs over MPLS

net wor ks, | everaging earlier work on VPRN support over MPLS [38],

whi ch proposes MPLS as the tunneling nechanism and |ocally assigned
MPLS | abels as the link | ayer addressing scheme to identify the CPE
LSR routers connected to the VPLS

7.1.7 VPLS Edge Node Forwardi ng and Reachability Mechani snms
7.1.7.1 Bridge CPE

The only practical VPLS edge node forwardi ng nechanismin this case
is likely to be standard |ink |ayer packet flooding and MAC address
| earning, as per [65]. As such, no explicit intra-VPLS reachability
protocol will be needed, though there will be a need for broadcast
mechani sms to flood traffic, as discussed above. |n general, it may
not prove necessary to also inplenent the Spanning Tree protoco

bet ween VPLS edge nodes, if the VPLS topology is such that no VPLS
edge node is used for transit traffic between any other VPLS edge

nodes - in other words, where there is both full mesh connectivity
and transit is explicitly precluded. On the other hand, the CPE
bridges may well inplenment the spanning tree protocol in order to

saf eqguard agai nst ' backdoor’ paths that bypass connectivity through
t he VPLS.

7.1.7.2 Router CPE

St andard bridgi ng techniques can al so be used in this case. In
addition, the smaller link | ayer address space of such a VPLS may

al so permt other techniques, with explicit link |ayer routes between
CPE routers. [11], for instance, proposes that MPLS LSPs be set up,
at the insertion of any new CPE router into the VPLS, between all CPE
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LSRs. This then precludes the need for packet flooding. 1In the nore
general case, if stub link reachability nechani sns were used to
configure VPLS edge nodes with the |link | ayer addresses of the CPE
routers connected to them then nodifications of any of the intra-VPN
reachability mechani snms di scussed for VPRNs could be used to
propagate this information to each other VPLS edge node. This would
then allow for packet forwarding across the VPLS w thout fl ooding.

Mechani sns coul d al so be devel oped to further propagate the Iink

| ayer addresses of peer CPE routers and their correspondi ng network
| ayer addresses across the stub links to the CPE routers, where such
information could be inserted into the CPE router’s address
resolution tables. This would then also preclude the need for
broadcast address resol ution protocols across the VPLS

Clearly there would be no need for the support of spanning tree
protocols if explicit link layer routes were determ ned across the
VPLS. |If normal floodi ng nechanisns were used then spanning tree
woul d only be required if full mesh connectivity was not avail abl e
and hence VPLS nodes had to carry transit traffic.

7.2 Recomendati ons

There is significant commonality between VPRNs and VPLSs, and, where
possible, this simlarity should be exploited in order to reduce
devel opment and configuration conplexity. In particular, VPLSs
shoul d utilize the same tunneling and nenbership configuration
mechani sns, with changes only to reflect the specific characteristics
of VPLSs.

8.0 Summary of Reconmendati ons
In this docunment different types of VPNs have been di scussed
i ndividually, but there are nany comon requirenments and nechani sns
that apply to all types of VPNs, and nany networks will contain a mx
of different types of VPNs. It is useful to have as much commonality
as possible across these different VPN types. |n particular, by
standardi zing a relatively small nunber of nechanisns, it is possible
to allow a wide variety of VPNs to be inpl enmented.

The benefits of adding support for the follow ng nechani sns shoul d be
careful |y examn ned

For 1 KE/ | PSec:
- the transport of a VPN-ID when establishing an SA (3.1.2)

- anull encryption and null authentication option (3.1.3)
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- multiprotocol operation (3.1.4)
- frane sequencing (3.1.5)

- asymetric / l|legacy user authentication (6.3)

host address assignnent and configuration (6.3)
For L2TP:

- defining nodes of operation of |PSec when used to support L2TP
(3.2)

For VPNs generally:

- defining a VPN nenbership information configuration and
di ssem nati on nechani sm that uses sone formof directory or MB
(5.3.2)

- ensure that solutions devel oped, as far as possible, are
applicable to different types of VPNs, rather than being specific
to a single type of VPN

9.0 Security Considerations

10.

11.

Security considerations are an integral part of any VPN nechani sns,
and these are discussed in the sections describing those nmechani sns.
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