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Abst r act

In large multicast groups, the size of the group nmenbership table
mai nt ai ned by RTP (Real Time Transport Protocol) participants nmay
becone unwi el dy, particularly for enbedded devices with limted
menory and processing power. This docunent discusses nechani sns for
sanpling of this group nenbership table in order to reduce the nenory
requi renents. Several nmechanisns are proposed, and the performance of
each is considered

=

ntroducti on

RTP, the Real Time Transport Protocol [1], mandates that RTCP packets
be transmitted fromeach participant with a period roughly
proportional to the group size. The group size is obtained by storing
a table, containing an entry for each uni que SSRC seen in RTP and
RTCP packets. As nenbers |leave or tine out, entries are deleted, and
as new nmenbers join, entries are added. The table is thus highly
dynani c

For large nulticast sessions, such as an nbone broadcast or |P-based
TV distribution, group sizes can be extremely | arge, on the order of
hundreds of thousands to millions of participants. In these
environnments, RTCP may not al ways be used, and thus the group
menbership table isn't needed. However, it is highly desirable for
RTP to scale well for groups with one nenber to groups with one
mllion menbers, without human intervention to "turn off" RTCP when
it’s no |longer appropriate. This neans that the same tools and
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systens can be used for both snmall conferences and TV broadcasts in a
snoot h, scal abl e fashi on

Previous work [2] has identified three najor scalability problens
with RTP. These are:

1. Congestion due to floods of RTCP packets in highly dynam c groups;
2. Large del ays between receipt of RTCP packets froma single user
3. Large size of the group nenbership table.

The reconsideration algorithm[2] helps to alleviate the first of
these. This docunent addresses the third, that of |arge group size
tabl es.

Storage of an SSRC table with one mllion nenbers, for exanple,
requires at |east four negabytes. As a result, enbedded devices with
smal | nenory capacity may have difficulty under these conditions. To
solve this probl em SSRC sanpling has been proposed. SSRC sanpling
uses statistical sanpling to obtain a stochastic estimte of the
group nenbership. There are many issues that arise when this is done.
Thi s docunment reviews these issues and di scusses the mechani snms which
can be applied by inmplementors. In particular, it focuses on three
met hods for adapting the sanpling probability as the group nenbership
varies. It is inportant to note that the | ETF has been notified of
intellectual property rights clained in regard to some or all of the
specification contained in this docunent, and in particular to one of
the three mechani snms: the binning algorithmdescribed bel ow. For nore
informati on consult the online Iist of clained rights. The two ot her
approaches presented are inferior to the binning algorithm but are

i ncluded as they are believed to be unencunbered by I PR

2 Basic Qperation

The basi c idea behind SSRC sanpling is sinple. Each participant

mai ntains a key K of 32 bits, and a mask M of 32 bits. Assune that m
of the bits in the mask are 1, and the remainder are zero. \Wen an
RTCP packet arrives with some SSRC S, rather than placing it in the
table, it is first sanpled. The sanpling is perforned by ANDi ng the
key and the nmask, and also ANDi ng the SSRC and the mask. The
resulting values are conpared. If equal, the SSRCis stored in the
table. If not equal, the SSRC is rejected, and the packet is treated
as if it has never been received.

The key can be anything, but is usually derived fromthe SSRC of the
user who is performng the sanpling.
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This sampling process can be described mathematically as:
D= (KM= S*M

Where the * operator denotes AND and the == operator denotes a test
for equality. D represents the sanpling decision

According to the RTP specification, the SSRC s used by session
participants are chosen randomy. If the distribution is also
uniform it is easy to see that the above filtering will cause 1 out
of 2**m SSRC' s to be placed in the table, where mis the nunber of
bits in the mask, M which are one. Thus, the sanpling probability p
is 2¥*-m

Then, to obtain an actual group size estimate, L, the nunber of
entries inthe table Nis multiplied by 2**m

L=N?* 2**m

Care must be taken when choosing which bits to set to 1 in the mask
Al t hough the RTP specification mandates randomly chosen SSRC, there
are nmany known inplenmentations which do not conformto this. In
particular, the 1 TU H 323 [3] series of reconmendati ons allows the
central control elenent, the gatekeeper, to assign the |east
significant 8 bits of the SSRC, while the nost significant are
random y chosen by RTP partici pants.

The safest way to handle this problemis to first hash the SSRC using
a cryptographically secure hash, such as MD5 [4], and then choose 32
of the bits in the result as the SSRC used in the above conputation
Thi s provides nuch better randommess, and doesn’'t require detail ed
know edge about how various inplenentations actually set the SSRC

2.1 Performance
The estimate is nore accurate as the val ue of m decreases, |ess
accurate as it increases. This can be denonstrated analytically. If
the actual group size is G the ratio of the standard deviation to
mean of the estimate L (coefficient of variation) is:
sgrt((2**m- 1)/ Qg
Thi s equation can be used as a guide for selecting the thresholds for

when to change the sanpling factor, as discussed bel ow. For exanpl e,
if the target is a 1% standard deviation to nean, the sanpling
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w

probability p=2**-m should be no smaller than .5 when there are ten

t housand group nmenbers. Myre generally, to achieve a desired standard
deviation to nmean ratio of T, the sampling probability should be no

| ess than:

p>1/ (1 + G(T**2))
ncreasing the Sanpling Probability

The above sinple sanpling procedure would work fine if the group size
was static. However, it is not. A participant joining an RTP session
will initially see just one participant (thenselves). As packets are
received, the group size as seen by that participant will increase.
To handle this, the sanpling probability nmust be made dynamic, and
will need to increase and decrease as group sizes vary.

The procedure for increasing the sanpling probability is easy. A
participant starts with a mask with m=0. Under these conditions,
every received SSRC will be stored in the table, so there is
effectively no sanpling. At sone point, the value of mis increased
by one. This inplies that approximately half of the SSRC already in
the table will no longer match the key under the masking operation

In order to maintain a correct estimate, these SSRC nust be di scarded
fromthe table. New SSRC are only added if they match the key under

t he new nask.

The deci si on about when to increase the nunber of bits in the mask is
al so sinple. Let’s say an RTP participant has a nenory w th enough
capacity to store Centries in the table. The best estimte of the
group is obtained by the |argest sanpling probability. This also
means that the best estimate is obtained the fuller the table is. A
reasonabl e approach is therefore to increase the nunber of bits in
the mask just as the table fills to C. This will generally cause its
contents to be reduced by half on average. Once the table fills
again, the nunber of bits in the mask is further increased.

4 Reducing the Sanpling Probability

If the group size begins to decrease, it may be necessary to reduce
the nunber of one bits in the mask. Not doing so will result in
extrenely poor estimates of the group size. Unfortunately, reducing
the number of bits in the mask is nore difficult than increasing

t hem

When the nunber of bits in the mask increases, the user conpensates
by renmovi ng those SSRC which no | onger match. Wen the nunber of bits
decreases, the user should theoretically add back those users whose
SSRC now mat ch. However, these SSRC are not known, since the whole
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poi nt of sanpling was to not have to remenber them Therefore, if the
nunber of bits in the mask is just reduced wi thout any changes in the
menbership table, the group estimate will instantly drop by exactly
hal f.

To conpensate for this, sone kind of algorithmis needed. Two
approaches are presented here: a corrective-factor solution, and a
bi nni ng solution. The binning solution is sinpler to understand and
perfornms better. However, we include a discussion of the corrective-
factor solution for conpl eteness and conpari son, and al so because it
is believed to be unencunbered by I PR

4.1 Corrective Factors

The idea with the corrective factors is to take one of two
approaches. In the first, a corrective factor is added to the group
size estinmate, and in the second, the group size estinmate is
multiplied by a corrective factor. In both cases, the purpose is to
conmpensate for the change in sanple mask. The corrective factors
shoul d decay as the "fudged" nmenbers are eventually | earned about and
actually placed in the menbership list.

The additive factor starts at the difference between the group size
estimate before and after the nunber of bits in the mask is reduced,
and decays to O (this is not always half the group size estimte, as
the corrective factors can be conpounded, see bel ow). The

mul tiplicative corrective factor starts at 2, and gradually decays to
one. Both factors decay over a tinme of cL(ts-), where c is the

aver age RTCP packet size divided by the RTCP bandw dth for receivers,
and L(ts-) is the group size estimate just before the change in the
number of bits in the mask at time ts. The reason for this constant
is as follows. In the case where the actual group nmenbership has not
changed, those menbers which were forgotten will still be sending
RTCP packets. The ampunt of tinme it will take to hear an RTCP packet
fromeach of themis the average RTCP interval, which is cL(ts-).
Therefore, by cL(ts-) seconds after the change in the mask, those
users who were fudged by the corrective factor should have sent a
packet and thus appear in the table. W chose to decay both functions
linearly. This is because the rate of arrival of RTCP packets is

| i near.

What happens if the nunber of bits in the nmask is reduced once again
before the previous corrective factor has expired? In that case, we
compound the factors by using yet another one. Let fi() represent the
ith additive correction function, and gi() the ith nultiplicative
correction function. If ts is the tinme when the nunber of bits in the
mask is reduced, we can describe the additive correction factor as:
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/0 , t <ts
| ts + cL(ts-) -t
fi(t) = |( L(ts-) - L(ts+)) ---------------- , ts <t < ts+clL(ts-)
| cL(ts-)
| O , t >ts + clL(ts-)
\

and the multiplicative factor as:

/1 , t <ts
I
| ts + 2clL(ts-) -t
gi(t) I , ts <t <ts + clL(ts-)
| cL(ts-)
I
\ 1 , t >ts + clL(ts-)

Note that in these equations, L(t) denotes the group size estimate
obtai ned including the corrective factors except for the new factor
ts- is the tine right before the reduction in the nunber of bits, and
ts+ the tinme after. As a result, L(ts-) represents the group size
estimate before the reduction, and L(ts+) the estimate right after,
but not including the new factor.

Finally, the actual group size estimate L(t) is given by:

fi(t) + N (2%*m)

for the additive factor, and:

||
L(t)=" | | N(2**m*gi(t)
for the multiplicative factor
Si mul ati ons showed that both algorithnms perforned equally well, but
both tended to seriously underestinmate the group size when the group

menbership was rapidly declining [5]. This is denonstrated in the
performance data bel ow.

Rosenberg & Schul zri nne Experi ment al [ Page 6]



RFC 2762 RTP Sanpling February 2000

As an exanpl e, consider conputation of the additive factor. The group
size is 1000, c is 1 second, and mis tw. Wth a mask of this size,
a participant will, on average, observe 250 (N = 250) users. At t=0,
the user decides to reduce the nunber of bits in the mask to 1. As a
result, L(0-) is 1000, and L(0+) is 500. The additive factor
therefore starts at 500, and decays to zero at time ts + cL(ts-) =
1000. At time 500, lets assune N has increased to 375 (this will, on
average, be the case if the actual group size has not changed). At
time 500, the additive factor is 250. This is added to 2**mtinmes N
which is 750, resulting in a group size estimate of 1000. Now, the
user decides to reduce the nunber of bits in the nask again, so that
m=0. Another additive factor is conmputed. This factor starts at
L(ts-) (which is 1000), mnus L(ts+). L(ts+) is conmputed without the
new factor; it is the first additive factor at this tine (250) plus
2**m (1) times N (375). This is 625. As a result, the new additive
factor starts at 1000 - 625 (375), and decays to 0 in 1000 seconds.

4.2 Binning Al gorithm

In order to nore correctly estimate the group size even when it is
rapi dly decreasing, a binning algorithmcan be used. The al gorithm
wor ks as follows. There are 32 bins, sanme as the nunber of bits in
the sanpl e nask. When an RTCP packet from a new user arrives whose
SSRC mat ches the key under the masking operation, it is placed in the
nmh bin (where mis the number of ones in the mask) otherwise it is
di scar ded

Wien the nunber of bits in the mask is to be increased, those nenbers
in the bin who still match after the new nmask are noved into the next
hi gher bin. Those who don’t match are di scarded. Wen the nunber of
bits in the nmask is to be decreased, nothing is done. Users in the
various bins stay where they are. However, when an RTCP packet for a
user shows up, and the user is in a bin with a higher value than the
current nunber of bits in the nask, it is nobved into the bin
corresponding to the current nunber of bits in the mask. Finally, the
group size estimate L(t) is obtained by:

31

\
L(t) =/ B(i) * 2**i

i =0

Where B(i) are the nunber of users in the ith bin.
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The al gorithm works by basically keeping the old estinmte when the
nunber of bits in the mask drops. As users arrive, they are gradually
moved into the | ower bin, reducing the anmount that the higher bin
contributes to the total estinmate. However, the old estimate is stil
updated in the sense that users which tinmeout are renoved fromthe

hi gher bin, and users who send BYE packets are al so renoved fromthe
hi gher bin. This allows the older estimate to still adapt, while
gradual ly phasing it out. It is this adaptation which makes it
perform much better than the corrective algorithms. The algorithmis
al so extrenely sinple.

4.3 Conparison

The algorithnms are all conpared via sinulation in Table 1. In the
simul ati on, 10,001 users join a group at t=0. At t=10,000, 5000 of
them | eave. At t=20,000, another 5000 | eave. Al inplenent an SSRC
sanpling al gorithm unconditional forward reconsiderati on and BYE
reconsi deration. The table depicts the group size estinate fromtine
20,000 to tine 25,000 as seen by the single user present throughout
the entire session. In the sinulation, a menmory size of 1000 SSRC was
assuned. The perfornmance w thout sanpling, and with sampling with the
additive, nultiplicative, and bi n-based correction are depicted.

As the table shows, the bin based algorithmperforms particularly

wel | at capturing the group size estimate towards the tail end of the
si mul ati on.
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Ti me No Sanpling Binned Additive Miltiplicative
20000 5001 5024 5024 5024
20250 4379 4352 4352 4352
20500 3881 3888 3900 3853
20750 3420 3456 3508 3272
21000 3018 2992 3100 2701
21250 2677 2592 2724 2225
21500 2322 2272 2389 1783
21750 2034 2096 2125 1414
22000 1756 1760 1795 1007
22250 1476 1472 1459 582
22500 1243 1232 1135 230
22750 1047 1040 807 80
23000 856 864 468 59
23250 683 704 106 44
23500 535 512 32 32
23750 401 369 24 24
24000 290 257 17 17
24250 198 177 13 13
24500 119 129 11 11
24750 59 65 8 8
25000 18 1 2 2

4.4 Sender Sanpling

Care nmust be taken in handling senders when using SSRC sanpli ng.

Si nce the nunber of senders is generally snmall, and they contribute
significantly to the conputation of the RTCP interval, sanpling
shoul d not be applied to them However, they nust be kept in a
separate table, and not be "counted" as part of the general group
menbership. If they are counted as part of the general group
menber shi p, and are not sanpled, the group size estimate will be
inflated to overenphasi ze the senders.

This is easily denpnstrated analytically. Let Ns be the nunmber of
senders, and Nr be the nunber of receivers. The nmenbership table wll
contain all Ns senders and (1/2)**m of the receivers. The total group
Ssize estimate in the current meno is obtained by 2**mtines the
nunber of entries in the table. Therefore, the group size estimate
becones:

L(t) = (2**m Ns + Nr

whi ch exponentially weights the senders.
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This is easily conpensated for in the binning algorithm A sender is
al ways placed in the Oth bin. Wen a sender becones a receiver, it is
moved into the bin corresponding to the current value of m if its
SSRC mat ches the key under the nmasked conparison operation

5 Security Considerations

The use of SSRC sanpling does not appear to introduce any additiona
security considerations beyond those described in [1]. In fact, SSRC
sanpling, as described above, can hel p sonmewhat in reducing the
effect of certain attacks.

RTP, when used without authentication of RTCP packets, is susceptible
to a spoofing attack. Attackers can inject many RTCP packets into the
group, each with a different SSRC. This will cause RTP participants
to believe the group nenbership is nmuch higher than it actually is.
The result is that each participant will end up transmtting RTCP
packets very infrequently, if ever. Wen SSRC sanpling is used, the
probl em can be amplified if a participant is not applying a hash to
the SSRC before matching them agai nst their key. This is because an
attacker can send many packets, each with different SSRC, that match
the key. This woul d cause the group size to inflate exponentially.
However, with a random hash applied, an attacker cannot guess those
SSRC which will match against the key. In fact, an attacker will have
to send 2**mdifferent SSRC before finding one that matches, on
average. O course, the effect of a match causes an increase of group
menbership by 2**m But, the use of sanpling nmeans that an attacker
will have to send many packets before an effect can be observed
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9 Full Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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