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meno is unlimted.
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Abst r act

Thi s docunent outlines possible TCP enhancenents that may all ow TCP
to better utilize the avail abl e bandwi dth provi ded by networks
containing satellite links. The algorithnms and nmechani sns outlined
have not been judged to be mature enough to be recommended by the

| ETF. The goal of this docunent is to educate researchers as to the
current work and progress being done in TCP research related to
satellite networks.
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1 I ntroduction

Thi s docunent outlines mechani sms that may hel p the Transm ssion
Control Protocol (TCP) [Pos81] better utilize the bandw dth provided
by long-delay satellite environments. These nmechani sms may al so hel p
in other environnments or for other protocols. The proposals outlined
in this docunent are currently being studied throughout the research
community. Therefore, these mechani sms are not nmature enough to be
recomrended for w de-spread use by the IETF. However, some of these
mechani sms may be safely used today. It is hoped that this docunent
will stimulate further study into the described nechanisns. |If, at
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some point, the mechani sms discussed in this neno prove to be safe
and appropriate to be recommended for general use, the appropriate
| ETF docunents will be witten.

It should be noted that non-TCP nmechani sns that hel p performance over
satellite links do exist (e.g., application-level changes, queueing
disciplines, etc.). However, outlining these non-TCP nitigations is
beyond the scope of this document and therefore is left as future
work. Additionally, there are a nunber of mtigations to TCP s
performance problens that involve very active intervention by
gateways al ong the end-to-end path fromthe sender to the receiver
Docunenting the pros and cons of such solutions is also left as
future work.

2 Satellite Architectures

Specific characteristics of satellite links and the inpact these
characteristics have on TCP are presented in RFC 2488 [AGS99]. This
section discusses several possible topologies where satellite |inks
may be integrated into the global Internet. The nitigation outlined
in section 3 will include a discussion of which environment the
mechani smis expected to benefit.

2.1 Asymmetric Satellite Networks

Sone satellite networks exhibit a bandwi dth asymretry, a larger data
rate in one direction than the reverse direction, because of limts
on the transm ssion power and the antenna size at one end of the
link. Meanwhile, sone other satellite systens are unidirectional and
use a non-satellite return path (such as a dialup nodemlink). The
nature of nmost TCP traffic is asymretric with data flowing in one
direction and acknow edgnents in opposite direction. However, the
termasymretric in this docunment refers to different physica
capacities in the forward and return links. Asymetry has been shown
to be a problemfor TCP [ BPK97, BPK98] .

2.2 Satellite Link as Last Hop

Satellite links that provide service directly to end users, as
opposed to satellite links located in the mddle of a network, may
all ow for specialized design of protocols used over the |ast hop
Some satellite providers use the satellite link as a shared high
speed downlink to users with a | ower speed, non-shared terrestria
link that is used as a return link for requests and acknow edgnents.
Many times this creates an asymmetric network, as di scussed above.
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2.3 Hybrid Satellite Networks

In the nore general case, satellite links may be | ocated at any point

in the network topology. 1In this case, the satellite link acts as
just another |ink between two gateways. |In this environnent, a given
connection may be sent over terrestrial links (including terrestrial

wireless), as well as satellite links. On the other hand, a
connection could also travel over only the terrestrial network or
only over the satellite portion of the network.

2.4 Point-to-Point Satellite Networks

In point-to-point satellite networks, the only hop in the network is
over the satellite link. This pure satellite environnent exhibits
only the problenms associated with the satellite links, as outlined in
[AGS99]. Since this is a private network, some nmitigations that are
not appropriate for shared networks can be consi dered.

2.5 Miltiple Satellite Hops

In sone situations, network traffic may traverse nultiple satellite
hops between the source and the destination. Such an environnent
aggravates the satellite characteristics described in [ AGS99].

3 M tigations

The following sections will discuss various techniques for mtigating
the problenms TCP faces in the satellite environnent. Each of the
followi ng sections will be organized as follows: First, each
mtigation will be briefly outlined. Next, research work involving
the mechanismin question will be briefly discussed. Next the

i npl ementation i ssues of the mechanismw || be presented (including
whet her or not the particul ar mechani sm presents any dangers to
shared networks). Then a discussion of the nmechanisnis potentia

with regard to the topol ogi es outlined above is given. Finally, the
rel ati onshi ps and possible interactions with other TCP nechani sns are
outlined. The reader is expected to be famliar with the TCP
term nol ogy used in [ AGS99].

3.1 TCP For Transactions

3.1.1 Mtigation Description
TCP uses a three-way handshake to setup a connection between two
hosts [Pos81]. This connection setup requires 1-1.5 round-trip tines
(RTTs), dependi ng upon whether the data sender started the connection

actively or passively. This startup tinme can be elimnated by using
TCP extensions for transactions (T/TCP) [Bra94]. After the first
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connection between a pair of hosts is established, T/TCP is able to
bypass the three-way handshake, allowi ng the data sender to begin
transmtting data in the first segnent sent (along with the SYN)
This is especially helpful for short request/response traffic, as it
saves a potentially | ong setup phase when no useful data is being
transm tted.

3.1.2 Research
T/TCP is outlined and analyzed in [Bra92, Bra94].
3.1.3 Inplenmentation |Issues

T/ TCP requires changes in the TCP stacks of both the data sender and
the data receiver. Wile T/TCP is safe to inplement in shared
networ ks from a congestion control perspective, several security

i mplications of sending data in the first data segnent have been
identified [ddKI99].

3. 1.4 Topol ogy Consi derations

It is expected that T/TCP will be equally beneficial in all
environnents outlined in section 2

3.1.5 Possible Interaction and Rel ati onships with O her Research

T/TCP allows data transfer to start nmore rapidly, nmuch like using a
larger initial congestion w ndow (see section 3.2.1), delayed ACKs
after slow start (section 3.2.3) or byte counting (section 3.2.2).

3.2 Slow Start

The slow start algorithmis used to gradually increase the size of
TCP' s congestion wi ndow (cwnd) [Jac88, Ste97, APS99]. The algorithmis
an inportant safe-guard against transmitting an inappropriate anount
of data into the network when the connection starts up. However,

sl ow start can al so waste avail able network capacity, especially in

| ong-del ay networks [All 97a, Hay97]. Slow start is particularly
inefficient for transfers that are short conpared to the

del ay*bandw dt h product of the network (e.g., WWVtransfers).

Del ayed ACKs are anot her source of wasted capacity during the slow
start phase. RFC 1122 [Bra89] suggests data receivers refrain from
ACKi ng every incom ng data segment. However, every second full-sized
segrment should be ACKed. |If a second full-sized segment does not
arrive within a given tineout, an ACK nust be generated (this tineout
cannot exceed 500 ns). Since the data sender increases the size of
cwnd based on the nunber of arriving ACKs, reducing the nunber of
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ACKs slows the cwnd growh rate. In addition, when TCP starts
sending, it sends 1 segment. \When using del ayed ACKs a second
segnment nust arrive before an ACK is sent. Therefore, the receiver
is always forced to wait for the delayed ACK tinmer to expire before
ACKing the first segnent, which also increases the transfer tine.

Several proposal s have suggested ways to nake slow start less tine
consum ng. These proposals are briefly outlined bel ow and references
to the research work given

3.2.1 Larger Initial Wndow
3.2.1.1 Mtigation Description

One nethod that will reduce the anount of tinme required by slow start
(and therefore, the ambunt of wasted capacity) is to increase the
initial value of cwnd. An experinental TCP extension outlined in
[AFPO8] allows the initial size of cwnd to be increased from1l
segnment to that given in equation (1).

mn (4*MSS, max (2*MSS, 4380 bytes)) (1)

By increasing the initial value of cwnd, nore packets are sent during
the first RTT of data transm ssion, which will trigger nore ACKs,

all owi ng the congestion wi ndow to open nore rapidly. |In addition, by
sending at least 2 segnents initially, the first segment does not
need to wait for the delayed ACK tinmer to expire as is the case when
the initial size of cwnd is 1 segnent (as discussed above).

Therefore, the value of cwnd given in equation 1 saves up to 3 RTTs
and a del ayed ACK timeout when conpared to an initial cwnd of 1
segnent .

Al so, we note that RFC 2581 [ APS99], a standards-track docunent,
allows a TCP to use an initial cwnd of up to 2 segnents. This change
is highly recoomended for satellite networks.

3.2.1.2 Research

Several researchers have studied the use of a larger initial w ndow
in various environments. [N c97] and [ KAGT98] show a reduction in
WAV page transfer tinme over hybrid fiber coax (HFC) and satellite
links respectively. Furthermore, it has been shown that using an
initial cwnd of 4 segnments does not negatively inpact overal
performance over dialup nodemlinks with a small nunber of buffers
[SP98]. [AH®8] shows an inprovenent in transfer tine for 16 KB
files across the Internet and dialup nodem|inks when using a |arger
initial value for cwnd. However, a slight increase in dropped
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segnments was al so shown. Finally, [PN98] shows inproved transfer
time for WWVtraffic in sinulations with conmpeting traffic, in
addition to a small increase in the drop rate.

3.2.1.3 Inplenentation |ssues

The use of a larger initial cwnd value requires changes to the
sender’s TCP stack. Using an initial congestion wi ndow of 2 segnents
is allowed by RFC 2581 [APS99]. Using an initial congestion w ndow
of 3 or 4 segnents is not expected to present any danger of
congestion col | apse [ AFP98], however may degrade perfornmance in sone
net wor ks.

3.2.1.4 Topol ogy Considerations

It is expected that the use of a large initial w ndow would be

equal ly beneficial to all network architectures outlined in section
2

3.2.1.5 Possible Interaction and Rel ati onships with O her Research

Using a fixed larger initial congestion w ndow decreases the inpact
of along RTT on transfer time (especially for short transfers) at
the cost of bursting data into a network with unknown conditions. A
mechanismthat nitigates bursts may nake the use of a larger initia
congesti on wi ndow nore appropriate (e.g., limting the size of |ine-
rate bursts [FF96] or pacing the segnents in a burst [VHI7a]).

Al so, using delayed ACKs only after slow start (as outlined in
section 3.2.3) offers an alternative way to i mmedi ately ACK the first
segrment of a transfer and open the congestion wi ndow nore rapidly.
Finally, using some formof TCP state sharing anong a number of
connections (as discussed in 3.8) may provide an alternative to using
a fixed larger initial w ndow.

3.2.2 Byte Counting
3.2.2.1 Mtigation Description

As di scussed above, the wi de-spread use of del ayed ACKs increases the
time needed by a TCP sender to increase the size of the congestion

wi ndow during slow start. This is especially harnful to flows
traversing long-delay GEO satellite links. One nechanismthat has
been suggested to mtigate the probl ens caused by del ayed ACKs is the
use of "byte counting”, rather than standard ACK counting
[All97a, Al1 98]. Using standard ACK counting, the congestion w ndow
is increased by 1 segnent for each ACK received during slow start.
However, using byte counting the congestion wi ndow increase is based
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on the nunber of previously unacknow edged bytes covered by each

i ncom ng ACK, rather than on the number of ACKs received. This makes
the increase relative to the amount of data transmitted, rather than
bei ng dependent on the ACK interval used by the receiver

Two fornms of byte counting are studied in [AI198]. The first is
unlinmted byte counting (UBC). This mechanism sinply uses the nunber
of previously unacknow edged bytes to increase the congesti on w ndow
each time an ACK arrives. The second formis linmted byte counting
(LBC). LBClimts the amount of cwnd increase to 2 segnents. This
limt throttles the size of the burst of data sent in response to a
"stretch ACK' [Pax97]. Stretch ACKs are acknow edgnents that cover
more than 2 segnents of previously unacknow edged data. Stretch ACKs
can occur by design [Joh95] (although this is not standard), due to

i mpl ement ati on bugs [ Al | 97b, PADHV99] or due to ACK |l oss. [All98]
shows that LBC prevents large line-rate bursts when conpared to UBC
and therefore offers fewer dropped segnents and better perfornance.
In addition, UBC causes |arge bursts during slow start based | oss
recovery due to the large cunul ative ACKs that can arrive during |oss
recovery. The behavior of UBC during |oss recovery can cause | arge
decreases in performance and [All198] strongly recommends UBC not be
depl oyed without further study into mtigating the |arge bursts.

Not e: The standards track RFC 2581 [APS99] allows a TCP to use byte
counting to increase cwnd during congestion avoi dance, however not
during slow start.

3.2.2.2 Research

Usi ng byte counting, as opposed to standard ACK counting, has been
shown to reduce the amount of tinme needed to increase the value of
cwnd to an appropriate size in satellite networks [AIl97a]l. In
addition, [AI198] presents a simnulation conparison of byte counting
and the standard cwnd increase algorithmin uncongested networks and
networks with conpeting traffic. This study found that the linited
form of byte counting outlined above can inprove perfornmance, while
al so increasing the drop rate slightly.

[ BPK97, BPKO8] al so investigated unlimted byte counting in

conjunction with various ACK filtering algorithnms (discussed in
section 3.10) in asymretric networKks.
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3.2.2.3 Inplenentation |ssues

Changi ng from ACK counting to byte counting requires changes to the
data sender’s TCP stack. Byte counting violates the algorithmfor

i ncreasing the congestion wi ndow outlined in RFC 2581 [ APS99] (by
maki ng congestion wi ndow growth nore aggressive during slow start)
and t herefore should not be used in shared networks.

3.2.2.4 Topol ogy Considerations

It has been suggested by sonme (and roundly criticized by others) that
byte counting will allow TCP to provide uni formcwnd increase,

regardl ess of the ACKi ng behavior of the receiver. |In addition, byte
counting also mtigates the retarded wi ndow growt h provi ded by
receivers that generate stretch ACKs because of the capacity of the
return |ink, as discussed in [BPK97,BPK98]. Therefore, this change
is expected to be especially beneficial to asymretric networks.

3.2.2.5 Possible Interaction and Rel ati onships with O her Research

Unlimted byte counting should not be used without a method to
mtigate the potentially large line-rate bursts the algorithm can
cause. Also, LBC may send bursts that are too large for the given
network conditions. 1In this case, LBC may al so benefit from sone

al gorithmthat would | essen the inpact of line-rate bursts of
segments. Al so note that using delayed ACKs only after slow start
(as outlined in section 3.2.3) negates the limted byte counting

al gorithm because each ACK covers only one segnment during slow start.
Therefore, both ACK counting and byte counting yield the sane
increase in the congestion window at this point (in the first RTT).

3.2.3 Del ayed ACKs After Slow Start
3.2.3.1 Mtigation Description

As di scussed above, TCP senders use the nunber of incomng ACKs to

i ncrease the congestion wi ndow during slow start. And, since del ayed
ACKs reduce the number of ACKs returned by the receiver by roughly
hal f, the rate of growth of the congestion wi ndow is reduced. One
proposed solution to this problemis to use delayed ACKs only after
the slow start (DAASS) phase. This provides nore ACKs while TCP is
aggressi vely increasing the congestion wi ndow and | ess ACKs while TCP
is in steady state, which conserves network resources.
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3.2.3.2 Research

[AI198] shows that in simulation, using delayed ACKs after slow start
(DAASS) inproves transfer tine when conpared to a receiver that

al ways generates del ayed ACKs. However, DAASS also slightly
increases the loss rate due to the increased rate of cwnd grow h.

3.2.3.3 Inplenmentation |Issues

The major problemwith DAASS is in the inplenentation. The receiver

has to sonehow know when the sender is using the slow start

algorithm The receiver could inplenment a heuristic that attenpts to
wat ch the change in the amount of data being received and change the

ACKi ng behavi or accordingly. O, the sender could send a nessage (a

flipped bit in the TCP header, perhaps) indicating that it was using

slow start. The inplenentation of DAASS is, therefore, an open

i ssue.

Usi ng DAASS does not violate the TCP congestion control specification
[ APS99]. However, the standards (RFC 2581 [APS99]) currently
recomrend usi ng del ayed acknow edgments and DAASS goes (partially)
agai nst this recommendati on.

3.2.3.4 Topol ogy Considerations

DAASS should work equally well in all scenarios presented in section
2. However, in asymmetric networks it may aggravate ACK congestion
inthe return link, due to the increased nunber of ACKs (see sections
3.9 and 3.10 for a nore detail ed discussion of ACK congestion).

3.2.3.5 Possible Interaction and Rel ati onships with O her Research

DAASS has several possible interactions with other proposals made in
the research comunity. DAASS can aggravate congestion on the path
bet ween the data receiver and the data sender due to the increased
number of returni ng acknow edgnents. This can have an especially
adverse effect on asymetric networks that are prone to experiencing
ACK congestion. As outlined in sections 3.9 and 3.10, severa
mtigations have been proposed to reduce the nunmber of ACKs that are
passed over a |l owbandwi dth return link. Using DAASS wi |l increase
the nunber of ACKs sent by the receiver. The interaction between
DAASS and the nethods for reducing the nunber of ACKs is an open
research question. Also, as noted in section 3.2.1.5 above, DAASS
provi des sonme of the sanme benefits as using a larger initia
congesti on wi ndow and therefore it may not be desirable to use both
mechani sns toget her. However, this remains an open question
Finally, DAASS and linited byte counting are both used to increase
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the rate at which the congestion wi ndow is opened. The DAASS
al gorithm substantially reduces the inpact limted byte counting has
on the rate of congestion w ndow i ncrease.

3.2.4 Terminating Slow Start
3.2.4.1 Mtigation Description

The initial slow start phase is used by TCP to determ ne an
appropri ate congestion w ndow size for the given network conditions
[Jac88]. Slow start is term nated when TCP detects congestion, or
when the size of cwnd reaches the size of the receiver’s advertised
wi ndow. Slow start is also termnated if cwnd grows beyond a certain
size. The threshold at which TCP ends slow start and begi ns using
the congestion avoi dance algorithmis called "ssthresh” [Jac88]. In
nost i npl enentations, the initial value for ssthresh is the
receiver’'s advertised window During slow start, TCP roughly doubles
the size of cwnd every RTT and therefore can overwhel mthe network
with at nost twice as many segnments as the network can handle. By
setting ssthresh to a value less than the receiver’s advertised

wi ndow initially, the sender may avoid overwhel mi ng the network wth
twi ce the appropriate nunber of segments. Hoe [ Hoe96] proposes using
the packet-pair algorithm|[Kes91l] and the neasured RTT to determ ne a
nmore appropriate value for ssthresh. The al gorithm observes the
spaci ng between the first few returning ACKs to determ ne the
bandwi dt h of the bottleneck link. Together with the nmeasured RTT,
the del ay*bandwi dth product is determned and ssthresh is set to this
val ue. Wien TCP's cwnd reaches this reduced ssthresh, slow start is
term nated and transmi ssion continues using congestion avoi dance,
which is a nore conservative algorithmfor increasing the size of the
congesti on wi ndow.

3.2.4.2 Research

It has been shown that estinmating ssthresh can inprove performance
and decrease packet loss in sinulations [Hoe96]. However, obtaining
an accurate estinmate of the avail abl e bandwi dth in a dynani c network
is very challenging, especially attenpting to do so on the sending
side of the TCP connection [AP99]. Therefore, before this mechani sm
is widely depl oyed, bandw dth estimati on nust be studied in a nore
detail .

3.2.4.3 Inplenentation |ssues
As outlined in [Hoe96], estimating ssthresh requires changes to the
data sender’s TCP stack. As suggested in [AP99], bandw dth estinates

may be nore accurate when taken by the TCP receiver, and therefore
bot h sender and recei ver changes would be required. Estinmating
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ssthresh is safe to inplenment in production networks froma
congestion control perspective, as it can only make TCP nore
conservative than outlined in RFC 2581 [ APS99] (assum ng the TCP
inmplementation is using an initial ssthresh of infinity as allowed by
[ APS99]) .

3.2.4.4 Topol ogy Considerations

It is expected that this mechanismw |l work equally well in al
symmetric topologies outlined in section 2. However, asymmetric
|inks pose a special problem as the rate of the returning ACKs nmay
not be the bottleneck bandwidth in the forward direction. This can
lead to the sender setting ssthresh too low. Premature term nation
of slow start can hurt performance, as congestion avoi dance opens
cwnd nore conservatively. Receiver-based bandwi dth estimtors do not
suffer fromthis problem

3.2.4.5 Possible Interaction and Rel ati onships with O her Research

Terminating slow start at the right tine is useful to avoid multiple
dropped segnents. However, using a selective acknow edgnent - based

| oss recovery scheme (as outlined in section 3.3.2) can drastically
improve TCP's ability to quickly recover fromnultiple | ost segnents
Therefore, it may not be as inportant to termnate slow start before
a large loss event occurs. [AP99] shows that using del ayed

acknow edgments [Bra89] reduces the effectiveness of sender-side
bandwi dth estimation. Therefore, using del ayed ACKs only during sl ow
start (as outlined in section 3.2.3) may nmake bandwi dth estination
nore feasible.

3.3 Loss Recovery
3.3.1 Non- SACK Based Mechani sns
3.3.1.1 Mtigation Description

Several similar algorithnms have been devel oped and studi ed that
improve TCP's ability to recover fromnultiple | ost segnents in a

wi ndow of data wi thout relying on the (often long) retransm ssion
timeout. These sender-side algorithms, known as NewReno TCP, do not
depend on the availability of selective acknow edgnents (SACKs)

[ MVFRI6] .

These al gorithns generally work by updating the fast recovery
algorithmto use information provided by "partial ACKs" to trigger
retransm ssions. A partial ACK covers sone new data, but not al
data outstanding when a particular |oss event starts. For instance,
consi der the case when segnent Nis retransmtted using the fast
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retransmt algorithmand segnent Mis the | ast segnment sent when
segment Nis resent. |If segment Nis the only segment |ost, the ACK
elicited by the retransm ssion of segment N would be for segnment M
If, however, segnment N+1 was also lost, the ACK elicited by the
retransm ssion of segment N will be N+1. This can be taken as an

i ndi cation that segnment N+1 was |ost and used to trigger a

retransm ssion.

3.3.1.2 Research

Hoe [ Hoe95, Hoe96] introduced the idea of using partial ACKs to
trigger retransni ssions and showed that doing so could inprove
performance. [FF96] shows that in some cases using partial ACKs to
trigger retransm ssions reduces the time required to recover from
multiple | ost segnents. However, [FF96] al so shows that in sone
cases (many | ost segnments) relying on the RTO tiner can inprove
performance over sinply using partial ACKs to trigger al

retransm ssions. [HK99] shows that using partial ACKs to trigger
retransm ssions, in conjunction with SACK, inproves performance when
compared to TCP using fast retransmit/fast recovery in a satellite
environment. Finally, [FHI99] describes several slightly different
variants of NewReno.

3.3.1.3 Inplenentation |ssues
I mpl enenting these fast recovery enhancements requires changes to the
sender-side TCP stack. These changes can safely be inplemented in
production networks and are allowed by RFC 2581 [ APS99].

3.3. 1.4 Topol ogy Consi derations

It is expected that these changes will work well in all environnents
outlined in section 2

3.3.1.5 Possible Interaction and Rel ati onships with O her Research
See section 3.3.2.2.5.

3. 3.2 SACK Based Mechani snms

3.3.2.1 Fast Recovery with SACK

3.3.2.1.1 Mtigation Description
Fall and Fl oyd [ FF96] descri be a conservative extension to the fast
recovery algorithmthat takes into account information provided by

sel ective acknow edgnents (SACKs) [ MWRIO6] sent by the receiver. The
algorithmstarts after fast retransnmit triggers the resending of a
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segment. As with fast retransmt, the algorithmcuts cwnd in half
when a loss is detected. The algorithmkeeps a variable called

"pi pe", which is an estimte of the nunber of outstandi ng segnents in
the network. The pipe variable is decrenented by 1 segnent for each
duplicate ACK that arrives with new SACK i nformati on. The pi pe
variable is incremented by 1 for each new or retransmtted segnent
sent. A segnment may be sent when the value of pipe is less than cwnd
(this segnent is either a retransm ssion per the SACK information or
a new segnent if the SACK information indicates that no nore
retransmts are needed).

This algorithmgenerally allows TCP to recover fromnultiple segnent

| osses in a window of data within one RTT of |oss detection. Like
the forward acknow edgment (FACK) al gorithm described bel ow, the SACK
information allows the pipe algorithmto decouple the choice of when
to send a segnent fromthe choice of what segnent to send

[ APS99] allows the use of this algorithm as it is consistent with
the spirit of the fast recovery algorithm

3.3.2.1. 2 Research

[ FF96] shows that the above described SACK al gorithm perforns better
than several non-SACK based recovery al gorithns when 1--4 segnents
are lost froma w ndow of data. [AHK®7] shows that the algorithm

i nproves performance over satellite Iinks. Hayes [Hay97] shows the
in certain circunstances, the SACK al gorithm can hurt performance by
generating a large line-rate burst of data at the end of |oss
recovery, which causes further |oss.

3.3.2.1.3 Inplenmentation |ssues
This algorithmis inplemented in the sender’s TCP stack. However, it
relies on SACK i nformation generated by the receiver. This algorithm
is safe for shared networks and is allowed by RFC 2581 [ APS99].
3.3.2.1.4 Topol ogy Consi derations

It is expected that the pipe algorithmw Il work equally well in al
scenarios presented in section 2

3.3.2.1.5 Possible Interaction and Rel ationships with O her Research

See section 3.3.2.2.5.
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3.3.2.2 Forward Acknow edgnents
3.3.2.2.1 Mtigation Description

The Forward Acknow edgnent (FACK) al gorithm [ MW6a, MVMB6b] was

devel oped to inprove TCP congestion control during | oss recovery.
FACK uses TCP SACK options to gl ean additional information about the
congestion state, adding nore precise control to the injection of
data into the network during recovery. FACK decouples the congestion
control algorithnms fromthe data recovery algorithns to provide a
sinple and direct way to use SACK to inprove congestion control. Due
to the separation of these two algorithns, new data may be sent
during recovery to sustain TCP' s sel f-clock when there is no further
data to retransmt.

The nost recent version of FACK is Rate-Halving [ MMB6b], in which one
packet is sent for every two ACKs received during recovery.
Transmitting a segnent for every-other ACK has the result of reducing
the congestion window in one round trip to half of the nunber of
packets that were successfully handl ed by the network (so when cwnd
is too large by nore than a factor of two it still gets reduced to
hal f of what the network can sustain). Another inportant aspect of
FACK with Rate-Halving is that it sustains the ACK sel f-clock during
recovery because transmitting a packet for every-other ACK does not
require half a cwnd of data to drain fromthe network before
transmtting, as required by the fast recovery al gorithm

[ St e97, APS99] .

In addition, the FACK with Rate-Halving inplenentation provides
Threshol ded Retransm ssion to each | ost segnent. "Tcprexntthresh" is
the nunber of duplicate ACKs required by TCP to trigger a fast
retransmt and enter recovery. FACK applies threshol ded
retransmssion to all segnents by waiting until tcprexntthresh SACK
bl ocks indicate that a given segnment is mssing before resending the
segnent. This allows reasonabl e behavior on |inks that reorder
segnents. As described above, FACK sends a segnment for every second
ACK received during recovery. New segnments are transnitted except
when tcprexntthresh SACK bl ocks have been observed for a dropped
segnment, at which point the dropped segnent is retransmtted.

[ APS99] allows the use of this algorithm as it is consistent with
the spirit of the fast recovery algorithm

3.3.2.2.2 Research
The original FACK algorithmis outlined in [ MM6a]. The algorithm

was | ater enhanced to include Rate-Halving [ MM6b]. The real-world
performance of FACK with Rate-Halving was shown to be nuch closer to
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the theoretical maximumfor TCP than either TCP Reno or the SACK-
based extensions to fast recovery outlined in section 3.3.2.1
[ MSMO97] .

3.3.2.2.3 Inplenmentation |ssues

In order to use FACK, the sender’s TCP stack must be nodified. In
addition, the receiver nmust be able to generate SACK options to
obtain the full benefit of using FACK. The FACK algorithmis safe
for shared networks and is allowed by RFC 2581 [ APS99].

3.3.2.2.4 Topol ogy Consi derations

FACK is expected to inprove performance in all environments outlined
in section 2. Since it is better able to sustain its self-clock than
TCP Reno, it may be considerably nore attractive over |ong del ay

pat hs.

3.3.2.2.5 Possible Interaction and Rel ati onships with O her Research

Bot h SACK based | oss recovery al gorithnms descri bed above (the fast
recovery enhancenent and the FACK algorithm) are simlar in that they
attenpt to effectively repair nultiple |l ost segnments froma w ndow of
data. Wich of the SACK-based | oss recovery algorithnms to use is
still an open research question. |In addition, these algorithns are
simlar to the non- SACK NewReno al gorithm described in section 3.3.1,
in that they attenpt to recover fromnmultiple | ost segnents w thout
reverting to using the retransmssion tinmer. As has been shown, the
above SACK based al gorithns are nore robust than the NewReno
algorithm However, the SACK al gorithmrequires a cooperating TCP
recei ver, which the NewReno al gorithm does not. A reasonable TCP

i npl ementation might include both a SACK-based and a NewReno- based

| oss recovery algorithmsuch that the sender can use the npst
appropriate | oss recovery al gorithm based on whet her or not the

recei ver supports SACKs. Finally, both SACK-based and non- SACK- based
versi ons of fast recovery have been shown to transmt a |arge burst
of data upon | eaving | oss recovery, in some cases [Hay97].

Therefore, the algorithms may benefit from sonme burst suppression

al gorithm

3.3.3 Explicit Congestion Notification

3.3.3.1 Mtigation Description
Explicit congestion notification (ECN) allows routers to inform TCP
senders about inmm nent congestion w thout dropping segnents. Two

maj or forns of ECN have been studied. A router enploying backward
ECN (BECN), transmits nessages directly to the data origi nator
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informing it of congestion. |P routers can acconplish this with an

| CMP Source Quench message. The arrival of a BECN signal may or nay
not nean that a TCP data segnent has been dropped, but it is a clear
indication that the TCP sender should reduce its sending rate (i.e.,
the value of cwnd). The second nmajor form of congestion notification
is forwmard ECN (FECN). FECN routers mark data segnents with a
speci al tag when congestion is inmmnent, but forward the data
segment. The data receiver then echos the congestion information
back to the sender in the ACK packet. A description of a FECN
mechanismfor TCP/IP is given in [ RF99].

As described in [RF99], senders transnit segnents with an "ECN
Capabl e Transport" bit set in the | P header of each packet. |If a
router enploying an active queuei ng strategy, such as Random Early
Detection (RED) [FJ93, BCC+98], woul d otherwi se drop this segnent, an
"Congestion Experienced" bit in the I P header is set instead. Upon
reception, the information is echoed back to TCP senders using a bit
in the TCP header. The TCP sender adjusts the congestion w ndow j ust
as it would if a segnment was dropped.

The inpl enentati on of ECN as specified in [RF99] requires the

depl oynent of active queue managenent nechanisns in the affected
routers. This allows the routers to signal congestion by sending TCP
a smal|l nunber of "congestion signals" (segnent drops or ECN
messages), rather than discarding a | arge nunber of segments, as can
happen when TCP overwhel ms a drop-tail router queue.

Since satellite networks generally have higher bit-error rates than

terrestrial networks, determ ning whether a segnent was | ost due to

congestion or corruption nay allow TCP to achi eve better performance
in high BER environments than currently possible (due to TCP' s

assunption that all loss is due to congestion). Wile not a solution
to this problem adding an ECN nmechanismto TCP may be a part of a
mechanismthat will help achieve this goal. See section 3.3.4 for a

nmore detailed discussion of differentiating between corruption and
congesti on based | osses.

3.3.3.2 Research

[ Fl 094] shows that ECN is effective in reducing the segnent |loss rate
whi ch yields better performance especially for short and interactive
TCP connections. Furthernore, [Flo094] al so shows that ECN avoi ds
some unnecessary, and costly TCP retransm ssion timeouts. Finally,

[ Fl 094] al so considers sonme of the advantages and di sadvant ages of
various forns of explicit congestion notification

Al lman, et al. I nf or mat i onal [ Page 17]



RFC 2760 Ongoi ng TCP Research Related to Satellites February 2000

3.3.3.3 Inplenentation |ssues

Depl oyment of ECN requires changes to the TCP inpl enmentati on on both
sender and receiver. Additionally, deploynment of ECN requires

depl oynent of sone active queue nmanagenent infrastructure in routers.
RED is assunmed in npbst ECN di scussions, because RED is already
identifying segnents to drop, even before its buffer space is
exhausted. ECN sinply allows the delivery of "marked" segnents while
still notifying the end nodes that congestion is occurring along the
path. ECN is safe (froma congestion control perspective) for shared
networks, as it nmmintains the same TCP congestion control principles
as are used when congestion is detected via segnent drops.

3.3.3.4 Topol ogy Considerations

It is expected that none of the environnents outlined in section 2
will present a bias towards or against ECN traffic

3.3.3.5 Possible Interaction and Rel ati onshi ps with O her Research

Note that some form of active queueing is necessary to use ECN (e.qg.
RED queuei ng) .

3.3.4 Detecting Corruption Loss

Differentiating between congestion (loss of segnents due to router
buffer overflow or inmnent buffer overflow) and corruption (loss of
segnents due to danmmged bits) is a difficult problemfor TCP. This
differentiation is particularly inportant because the action that TCP
should take in the two cases is entirely different. In the case of
corruption, TCP should nmerely retransmt the damaged segnent as soon
as its loss is detected; there is no need for TCP to adjust its
congesti on wi ndow. On the other hand, as has been wi dely discussed
above, when the TCP sender detects congestion, it should i mediately
reduce its congestion wi ndow to avoi d naking the congesti on worse.

TCP' s defined behavior, as notivated by [Jac88, Jac90] and defined in
[ Bra89, St e97, APS99], is to assune that all loss is due to congestion
and to trigger the congestion control algorithnms, as defined in

[ Ste97, APS99]. The loss may be detected using the fast retransmt
algorithm or in the worst case is detected by the expiration of
TCP' s retransm ssion timer.

TCP' s assunption that loss is due to congestion rather than
corruption is a conservative nmechani smthat prevents congestion
col |l apse [Jac88,FF98]. Over satellite networks, however, as in many
wirel ess environnents, |loss due to corruption is nore conmon than on
terrestrial networks. One common partial solution to this problemis
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to add Forward Error Correction (FEC) to the data that’s sent over
the satellite/wireless link. A nore conplete discussion of the
benefits of FEC can be found in [AGS99]. However, given that FEC
does not always work or cannot be universally applied, other
mechani snms have been studied to attenpt to make TCP able to
differentiate between congestion-based and corruption-based | o0ss.

TCP segnments that have been corrupted are nost often dropped by

i ntervening routers when |ink-level checksum nmechani snms detect that
an incomng frame has errors. Occasionally, a TCP segnent contai ning
an error nmay survive without detection until it arrives at the TCP
receiving host, at which point it will alnobst always either fail the
| P header checksum or the TCP checksum and be di scarded as in the
link-1evel error case. Unfortunately, in either of these cases, it’'s
not generally safe for the node detecting the corruption to return

i nformati on about the corrupt packet to the TCP sender because the
sendi ng address itself mght have been corrupted.

3.3.4.1 Mtigation Description

Because the probability of link errors on a satellite link is
relatively greater than on a hardwired link, it is particularly
important that the TCP sender retransnit these | ost segnents without
reducing its congestion wi ndow. Because corrupt segnents do not

i ndi cate congestion, there is no need for the TCP sender to enter a
congesti on avoi dance phase, which may waste avail abl e bandwi dt h.

Si mul ations performed in [ SF98] show a performance i nprovenent when
TCP can properly differentiate between between corrupti on and
congestion of wireless |inks.

Per haps the greatest research challenge in detecting corruption is
getting TCP (a transport-layer protocol) to receive appropriate
information fromeither the network layer (IP) or the link |ayer

Much of the work done to date has involved |link-1ayer mechani sns that
retransmt damaged segnents. The challenge seens to be to get these
mechani snms to make repairs in such a way that TCP understands what
happened and can respond appropriately.

3.3.4.2 Research

Research into corruption detection to date has focused primarily on
making the link | evel detect errors and then performlink-1eve
retransm ssions. This work is summarized in [BKVP97, BPSK96]. One of
the problems with this prom sing technique is that it causes an
effective reordering of the segnments fromthe TCP receiver’s point of
view. As a sinple exanple, if segnents A B C D are sent across a

noi sy link and segnment B is corrupted, segnents C and D may have

al ready crossed the Iink before B can be retransmtted at the Iink
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| evel, causing themto arrive at the TCP receiver in the order ACD
B. This segment reordering would cause the TCP receiver to generate
duplicate ACKs upon the arrival of segnents C and D. If the
reordering was bad enough, the sender would trigger the fast
retransmit algorithmin the TCP sender, in response to the duplicate
ACKs. Research presented in [ M98] proposes the idea of suppressing
or delaying the duplicate ACKs in the reverse direction to counteract
this behavior. Alternatively, proposals that make TCP nore robust in
the face of re-ordered segnent arrivals [Fl099] may reduce the side
effects of the re-ordering caused by link-layer retransm ssions.

A nore high-1evel approach, outlined in the [DMI96], uses a new
"corruption experienced" |ICWP error nmessage generated by routers that
detect corruption. These nmessages are sent in the forward direction,
toward the packet’s destination, rather than in the reverse direction
as is done with | CMP Source Quench nessages. Sending the error
nmessages in the forward direction allows this feedback to work over
asymetric paths. As noted above, generating an error nessage in
response to a damaged packet is problenmatic because the source and
destination addresses nmay not be valid. The mechanismoutlined in

[ DMI96] gets around this problem by having the routers maintain a
smal | cache of recent packet destinations; when the router
experiences an error rate above sone threshold, it sends an | CWP
corruption-experienced nessage to all of the destinations inits
cache. Each TCP receiver then nmust return this information to its
respective TCP sender (through a TCP option). Upon receiving an ACK
with this "corruption-experienced" option, the TCP sender assunes
that packet loss is due to corruption rather than congestion for two
round trip times (RTT) or until it receives additional link state
informati on (such as "link down", source quench, or additiona
"corruption experienced" nessages). Note that in shared networks,

i gnoring segnent loss for 2 RTTs nay aggravate congestion by maki ng
TCP unr esponsi ve.

3.3.4.3 Inplenentation |ssues

Al of the techniques discussed above require changes to at |east the
TCP sendi ng and receiving stacks, as well as internmedi ate routers.
Due to the concerns over possibly ignoring congestion signals (i.e.,
segnent drops), the above algorithmis not recommended for use in
shar ed networks.

3.3.4.4 Topol ogy Considerations
It is expected that corruption detection, in general would be
beneficial in all environments outlined in section 2. It would be

particularly beneficial in the satellite/w reless environnent over
whi ch these errors nay be nore preval ent.
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3.3.4.5 Possible Interaction and Rel ati onships with O her Research

SACK- based | oss recovery algorithns (as described in 3.3.2) may
reduce the inpact of corrupted segnents on nostly clean |inks because
recovery will be able to happen nore rapidly (and w thout relying on
the retransmission tiner). Note that while SACK-based | oss recovery
hel ps, throughput will still suffer in the face of non-congestion

rel ated packet | oss.

3.4 Congestion Avoi dance
3.4.1 Mtigation Description

Duri ng congestion avoi dance, in the absence of |oss, the TCP sender
adds approxi mately one segnent to its congesti on wi ndow during each
RTT [Jac88, Ste97, APS99]. Several researchers have observed that this
policy leads to unfair sharing of bandw dth when nultiple connections
with different RTTs traverse the sane bottleneck link, with the |ong
RTT connections obtaining only a small fraction of their fair share
of the bandwi dt h.

One effective solution to this problemis to deploy fair queueing and
TCP-friendly buffer managenent in network routers [Sut98]. However,
in the absence of help fromthe network, other researchers have

i nvestigated changes to the congestion avoi dance policy at the TCP
sender, as described in [Fl 091, HK98].

3.4.2 Research

The "Constant-Rate" increase policy has been studied in [Fl 091, HK98] .
It attenpts to equalize the rate at which TCP senders increase their
sendi ng rate during congestion avoi dance. Both [Fl 091] and [ HK98]
illustrate cases in which the "Constant-Rate" policy largely corrects
the bias against | ong RTT connections, although [HK98] presents sone
evi dence that such a policy may be difficult to increnentally depl oy
in an operational network. The proper selection of a constant (for
the constant rate of increase) is an open issue.

The "Il ncrease-by-K' policy can be selectively used by long RTT
connections in a heterogeneous environnent. This policy sinply
changes the slope of the Iinear increase, with connections over a
given RTT threshold adding "K' segnents to the congestion w ndow
every RTT, instead of one. [HK98] presents evidence that this
policy, when used with small values of "K', may be successful in
reduci ng the unfairness while keeping the link utilization high, when
a smal | nunber of connections share a bottleneck link. The selection
of the constant "K," the RTT threshold to invoke this policy, and
performance under a | arge nunber of flows are all open issues.
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3.4.3 Inplementation |Issues

I mpl enent ati on of either the "Constant-Rate" or "Increase-by-K"
policies requires a change to the congestion avoi dance nechani sm at
the TCP sender. 1In the case of "Constant-Rate," such a change nust
be inmplemented globally. Additionally, the TCP sender nust have a
reasonably accurate estimate of the RTT of the connection. The

al gorithms outlined above violate the congesti on avoi dance al gorithm
as outlined in RFC 2581 [ APS99] and therefore should not be

i mpl emented in shared networks at this tine.

3. 4.4 Topol ogy Consi derations

These solutions are applicable to all satellite networks that are
integrated with a terrestrial network, in which satellite connections
may be conpeting with terrestrial connections for the sane bottl eneck
I'ink.

3.4.5 Possible Interaction and Rel ati onships with O her Research

As shown in [PADHV99], increasing the congestion w ndow by multiple
segnents per RTT can cause TCP to drop multiple segnents and force a
retransm ssion timeout in some versions of TCP. Therefore, the above
changes to the congestion avoi dance al gorithm nay need to be
acconpani ed by a SACK-based | oss recovery algorithmthat can quickly
repair nultiple dropped segnents.

3.5 Multiple Data Connections
3.5.1 Mtigation Description

One nmethod that has been used to overcone TCP's inefficiencies in the
satellite environnent is to use nultiple TCP flows to transfer a
given file. The use of N TCP connections nmakes the sender N tines
nor e aggressive and therefore can inprove throughput in sone
situations. Using N multiple TCP connections can inpact the transfer
and the network in a nunmber of ways, which are listed bel ow

1. The transfer is able to start transm ssion using an effective
congestion wi ndow of N segnents, rather than a single segnent as
one TCP flow uses. This allows the transfer to nore quickly
increase the effective cwnd size to an appropriate size for the
gi ven network. However, in sone circunstances an initial w ndow
of N segnments is inappropriate for the network conditions. In
this case, a transfer utilizing nore than one connection may
aggravat e congestion
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2. During the congestion avoi dance phase, the transfer increases the
effective cwnd by N segments per RTT, rather than the one segnent
per RTT increase that a single TCP connection provides. Again,
this can aid the transfer by nore rapidly increasing the effective
cwnd to an appropriate point. However, this rate of increase can
al so be too aggressive for the network conditions. |In this case,
the use of nultiple data connections can aggravate congestion in
t he networ k.

3. Using nultiple connections can provide a very |arge overal
congestion wi ndow. This can be an advantage for TCP
i mpl ementations that do not support the TCP wi ndow scaling
extension [JBB92]. However, the aggregate cwnd size across all N
connections is equivalent to using a TCP inplementation that
supports | arge w ndows.

4. The overall cwnd decrease in the face of dropped segnents is
reduced when using N parallel connections. A single TCP
connection reduces the effective size of cwnd to half when a
single segment loss is detected. When utilizing N connections
each using a w ndow of Wbytes, a single drop reduces the w ndow
to:

(N> W - (W/ 2

Clearly this is a less dramatic reduction in the effective cwnd size
than when using a single TCP connection. And, the ampbunt by which
the cwnd is decreased is further reduced by increasing N

The use of multiple data connections can increase the ability of

non- SACK TCP i npl enmentations to quickly recover frommultiple dropped
segnments without resorting to a timeout, assum ng the dropped
segnments cross connecti ons.

The use of nmultiple parallel connections nmakes TCP overly aggressive
for many environnents and can contribute to congestive collapse in
shared networks [FF99]. The advantages provi ded by using multiple
TCP connections are now | argely provided by TCP extensions (|arger

wi ndows, SACKs, etc.). Therefore, the use of a single TCP connection
is nore "network friendly" than using multiple parallel connections.
However, using nultiple parallel TCP connections nay provide
performance i nprovenent in private networks
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3. 5.2 Research

Research on the use of nultiple parallel TCP connections shows

i mproved perfornance [IL92, Hah94, AOK95, AKD®6]. In addition, research
has shown that nultiple TCP connections can outperforma single
nmodern TCP connection (with |arge wi ndows and SACK) [ AHKO97].

However, these studies did not consider the inpact of using nultiple
TCP connections on conpeting traffic. [FF99] argues that using
mul ti pl e sinmultaneous connections to transfer a given file may | ead
to congestive collapse in shared networKks.

3.5.3 Inplenmentation |ssues

To utilize multiple parallel TCP connections a client application and
the correspondi ng server nmust be custom zed. As outlined in [FF99]
using multiple parallel TCP connections is not safe (froma
congestion control perspective) in shared networks and should not be
used.

3. 5.4 Topol ogi cal Consi derations

As stated above, [FF99] outlines that the use of nmultiple parallel
connections in a shared network, such as the Internet, may lead to
congestive col |l apse. However, the use of nultiple connections may be
safe and beneficial in private networks. The specific topol ogy being
used will dictate the nunber of parallel connections required. Somne
wor k has been done to determ ne the appropriate nunber of connections
on the fly [ AKO®6], but such a nechanismis far from conplete.

3.5.5 Possible Interaction and Rel ati onships with O her Research

Using multiple concurrent TCP connections enables use of a |large
congesti on wi ndow, nuch |ike the TCP wi ndow scaling option [JBB92].
In addition, a larger initial congestion window is achieved, simlar
to using [AFP98] or TCB sharing (see section 3.8).

3.6 Pacing TCP Segments
3.6.1 Mtigation Description

Sl owstart takes several round trips to fully open the TCP congestion
wi ndow over routes with hi gh bandw dth-delay products. For short TCP
connections (such as WWtraffic with HTTP/1.0), the slowstart
overhead can preclude effective use of the high-bandwi dth satellite
links. Wen senders inplement slowstart restart after a TCP
connection goes idle (suggested by Jacobson and Karels [JK92]),
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performance is reduced in long-lived (but bursty) connections (such
as HTTP/ 1.1, which uses persistent TCP connections to transfer
mul ti pl e WAV page el ements) [ Hei 97a].

Rat e- based pacing (RBP) is a technique, used in the absence of
incom ng ACKs, where the data sender tenporarily paces TCP segnents
at a given rate to restart the ACK clock. Upon receipt of the first
ACK, pacing is discontinued and normal TCP ACK cl ocki ng resumes. The
pacing rate may either be known fromrecent traffic estimtes (when
restarting an idle connection or fromrecent prior connections), or
may be known through external neans (perhaps in a point-to-point or
poi nt-to-nultipoint satellite network where avail abl e bandwi dth can
be assuned to be | arge).

In addition, pacing data during the first RTT of a transfer may all ow
TCP to make effective use of high bandw dth-delay |inks even for

short transfers. However, in order to pace segnents during the first
RTT a TCP will have to be using a non-standard initial congestion

wi ndow and a new mechani smto pace outgoi ng segnents rather than send
t hem back-to-back. Determining an appropriate size for the initial
cwnd is an open research question. Pacing can also be used to reduce
bursts in general (due to buggy TCPs or byte counting, see section
3.2.2 for a discussion on byte counting).

3.6.2 Research

Si mul ati on studies of rate-paced pacing for WAWWIike traffic have
shown reductions in router congestion and drop rates [VHO7a]. In
this environnent, RBP substantially inproves performance conpared to
slowstart-after-idle for intermttent senders, and it slightly

i nproves performance over burst-full-cwnd-after-idle (because of
drops) [VHI98]. Mbre recently, pacing has been suggested to elimnate
burstiness in networks with ACK filtering [ BPK97].

3.6.3 Inplenentation |ssues

RBP requires only sender-side changes to TCP. Prototype

i mpl ement ati ons of RBP are available [VHI7b]. RBP requires an

addi tional sender timer for pacing. The overhead of tinmer-driven
data transfer is often considered too high for practical use.
Prelimnary experinents suggest that in RBP this overhead is m ninal
because RBP only requires this tiner for one RTT of transnission
[VHO8]. RBP is expected to nake TCP nore conservative in sending
bursts of data after an idle period in hosts that do not revert to
slow start after an idle period. On the other hand, RBP makes TCP
nore aggressive if the sender uses the slow start algorithmto start
the ACK clock after a long idle period.
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3.6.4 Topol ogy Consi derations

RBP coul d be used to restart idle TCP connections for all topol ogies
in Section 2. Use at the begi nning of new connections would be
restricted to topol ogi es where avail abl e bandwi dth can be esti nated
out - of - band

3.6.5 Possible Interaction and Rel ati onships with O her Research

Paci ng segnents may benefit from sharing state anpngst various flows
bet ween two hosts, due to the tinme required to determ ne the needed
information. Additionally, pacing segnents, rather than sending
back-to-back segnments, may make estimating the avail abl e bandwi dth
(as outlined in section 3.2.4) nmore difficult.

3.7 TCP Header Conpression

The TCP and | P header information needed to reliably deliver packets
to a renote site across the Internet can add significant overhead,
especially for interactive applications. Telnet packets, for
exanple, typically carry only a few bytes of data per packet, and
standard | Pv4/ TCP headers add at |east 40 bytes to this; |Pv6/TCP
headers add at |east 60 bytes. Mich of this information remains
relatively constant over the course of a session and so can be
replaced by a short session identifier

3.7.1 Mtigation Description

Many fields in the TCP and | P headers either renmain constant during
the course of a session, change very infrequently, or can be inferred
fromother sources. For exanple, the source and destination
addresses, as well as the I P version, protocol, and port fields
general ly do not change during a session. Packet |ength can be
deduced fromthe length field of the underlying |link |ayer protoco
provided that the Iink | ayer packet is not padded. Packet sequence
nunbers in a forward data stream generally change with every packet,
but increase in a predictable manner.

The TCP/ I P header conpression nethods described in

[ DNP99, DENP97, Jac90] reduce the overhead of TCP sessions by repl acing
the data in the TCP and | P headers that renmai ns constant, changes
slowy, or changes in a predictable manner with a short "connection
nunber". Using this method, the sender first sends a full TCP/IP

header, including in it a connection nunber that the sender will use
to reference the connection. The receiver stores the full header and
uses it as a tenplate, filling in sone fields fromthe linmted
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informati on contained in |ater, conpressed headers. This conpression
can reduce the size of an | Pv4/ TCP headers from40 to as fewas 3 to
5 bytes (3 bytes for sone conmon cases, 5 bytes in general).

Conpressi on and deconpressi on generally happen below the IP | ayer, at

the end-points of a given physical link (such as at two routers
connected by a serial line). The hosts on either side of the
physical link rmust maintain sone state about the TCP connections that

are using the |ink.

The deconpresser nust pass conpl ete, unconpressed packets to the IP

| ayer. Thus header conpression is transparent to routing, for
exanpl e, since an incom ng packet with conpressed headers is expanded
bef ore being passed to the IP |ayer.

A variety of nethods can be used by the conpressor/deconpressor to
negoti ate the use of header conpression. For exanple, the PPP seria
line protocol allows for an option exchange, during which tinme the
conpr essor/ deconpressor agree on whether or not to use header
compression. For older SLIP inplenmentations, [Jac90] describes a
mechani smthat uses the first bit in the |IP packet as a flag.

The reduction in overhead is especially useful when the link is
bandwi dth-limited such as terrestrial wireless and nobile satellite
Iinks, where the overhead associated with transmtting the header
bits is nontrivial. Header conpression has the added advantage that
for the case of uniformy distributed bit errors, conpressing TCP/IP
headers can provide a better quality of service by decreasing the
packet error probability. The shorter, conpressed packets are |ess
likely to be corrupted, and the reduction in errors increases the
connection’s throughput.

Extra space is saved by encoding changes in fields that change
relatively slowy by sending only their difference fromtheir val ues

in the previous packet instead of their absolute values. |In order to
decode headers conpressed this way, the receiver keeps a copy of each
full, reconstructed TCP header after it is decoded, and applies the

del ta val ues fromthe next decoded conpressed header to the
reconstructed full header tenplate.

A di sadvantage to using this delta encodi ng schenme where val ues are
encoded as deltas fromtheir values in the previous packet is that if
a single conpressed packet is |ost, subsequent packets with
compressed headers can becone garbled if they contain fields which
depend on the | ost packet. Consider a forward data stream of packets
wi th conpressed headers and increasing sequence nunbers. |f packet N
is lost, the full header of packet N+1 will be reconstructed at the
recei ver using packet NN1's full header as a tenplate. Thus the
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sequence nunber, which shoul d have been cal cul ated from packet N's
header, will be wong, the checksumw |l fail, and the packet will be
di scarded. When the sending TCP tines out and retransmts a packet
with a full header is forwarded to re-synchroni ze the deconpresser.

It is inportant to note that the conpressor does not mmintain any
timers, nor does the deconpresser know when an error occurred (only
the receiving TCP knows this, when the TCP checksumfails). A single
bit error will cause the deconpresser to | ose sync, and subsequent
packets with conpressed headers will be dropped by the receiving TCP
since they will all fail the TCP checksum When this happens, no
dupl i cate acknow edgnments will be generated, and the deconpresser can
only re-synchroni ze when it receives a packet with an unconpressed
header. This means that when header conpression is being used, both
fast retransmt and sel ective acknow edgnents will not be able
correct packets lost on a conpressed link. The "twi ce" algorithm
descri bed below, nay be a partial solution to this problem

[ DNP99] and [ DENP97] describe TCP/ I Pv4 and TCP/ I Pv6 conpression

al gorithms including conpressing the various | Pv6 extension headers
as well as nethods for conpressing non-TCP streans. [DENP97] al so
augnents TCP header conpression by introducing the "tw ce" algorithm
If a particular packet fails to deconpress properly, the tw ce
algorithmnodifies its assunptions about the inferred fields in the
conmpressed header, assum ng that a packet identical to the current
one was dropped between the | ast correctly decoded packet and the
current one. Twice then tries to deconpress the received packet
under the new assunptions and, if the checksum passes, the packet is
passed to I P and the deconpresser state has been re-synchroni zed.
Thi s procedure can be extended to three or nore decodi ng attenpts.
Addi ti onal robustness can be achieved by caching full copies of
packets which don’t deconpress properly in the hopes that |ater
arrivals will fix the problem Finally, the performance inprovenent
if the deconpresser can explicitly request a full header is

di scussed. Sinulation results show that twice, in conjunction with
the full header request nechani sm can inprove throughput over
unconpr essed streans.

3.7.2 Research
[Jac90] outlines a sinple header conpression schene for TCP/ I P

In [ DENP97] the authors present the results of sinulations show ng
that header conpression is advantageous for both | ow and nedi um
bandwi dth Iinks. Sinulations show that the tw ce algorithm comnbined
with an explicit header request nechani sm inproved throughput by

10- 15% over unconpressed sessions across a wi de range of bit error
rates.
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Much of this inprovenent may have been due to the twice algorithm
qui ckly re-synchroni zing the deconpresser when a packet is |ost.
This is because the twice algorithm applied one or two tinmes when
the deconpresser becones unsynchroni zed, will re-sync the
deconpresser in between 83% and 99% of the cases exanmined. This
means that packets received correctly after twi ce has resynchronized
the deconpresser will cause duplicate acknow edgnments. This re-
enabl es the use of both fast retransmit and SACK in conjunction wth
header conpression.

3.7.3 Inpl enentation |ssues

I mpl enenting TCP/ I P header conpression requires changes at both the
sendi ng (conpressor) and receiving (deconpresser) ends of each |ink
that uses conpression. The twice algorithmrequires very little
extra machi nery over and above header conpression, while the explicit
header request nechani sm of [ DENP97] requires nore extensive

nmodi fications to the sending and receiving ends of each |ink that
enpl oys header conpression. Header conpression does not violate
TCP' s congestion control nechani sns and therefore can be safely

i npl emented in shared networks

3. 7.4 Topol ogy Consi derations

TCP/ 1 P header conpression is applicable to all of the environnents
di scussed in section 2, but will provide relatively nore inprovenent
in situations where packet sizes are small (i.e., overhead is |arge)
and there is mediumto | ow bandw dth and/or hi gher BER Wen TCP s
congestion wi ndow size is large, inplenenting the explicit header
request mechanism the twice algorithm and caching packets which
fail to deconpress properly becones nore critical

3.7.5 Possible Interaction and Rel ati onships with O her Research

As di scussed above, |osing synchroni zati on between a sender and
receiver can cause nmany packet drops. The frequency of |osing
synchroni zati on and the effectiveness of the twi ce al gorithm may
point to using a SACK-based | oss recovery algorithmto reduce the
i mpact of nmultiple |ost segnments. However, even very robust SACK-
based al gorithms may not work well if too many segnents are | ost.

3.8 Sharing TCP State Anong Sinilar Connections
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3.8.1 Mtigation Description

Persistent TCP state information can be used to overcone limtations
in the configuration of the initial state, and to automatically tune
TCP to environnents using satellite links and to coordinate nultiple
TCP connections sharing a satellite link

TCP includes a variety of paraneters, many of which are set to
initial values which can severely affect the performance of TCP
connections traversing satellite Iinks, even though nost TCP
paraneters are adjusted later after the connection is established.
These paraneters include initial size of cwnd and initial MSS size.
Vari ous suggestions have been made to change these initial
conditions, to nmore effectively support satellite links. However, it
is difficult to select any single set of paranmeters which is
effective for all environnments.

An alternative to attenpting to sel ect these paraneters a-priori is
sharing state across TCP connections and using this state when
initializing a new connection. For exanple, if all connections to a
subnet result in extended congestion wi ndows of 1 nmegabyte, it is
probably nore efficient to start new connections with this val ue,
than to rediscover it by requiring the cwnd to increase using slow
start over a period of dozens of round-trip tines.

3.8.2 Research

Sharing state anbng connections brings up a nunber of questions such
as what information to share, with whomto share, howto share it,
and how to age shared information. First, what information is to be
shared must be determined. Sone information may be appropriate to
share anmong TCP connections, while sonme information sharing may be

i nappropriate or not useful. Next, we need to determ ne with whomto
share information. Sharing nmay be appropriate for TCP connections
sharing a common path to a given host. Information may be shared

among connections within a host, or even anong connections between

di fferent hosts, such as hosts on the same LAN. However, sharing

i nformati on between connections not traversing the same network nmay
not be appropriate. Gven the state to share and the parties that
share it, a mechanismfor the sharing is required. Sinple state,
like MSS and RTT, is easy to share, but congestion wi ndow i nformation
can be shared a variety of ways. The sharing mechani sm det erni nes
priorities among the sharing connections, and a variety of fairness
criteria need to be considered. Al so, the nechani sns by which
information is aged require further study. See RFC 2140 for a

di scussion of the security issues in both sharing state within a
singl e host and sharing state anong hosts on a subnet. Finally, the
security concerns associated with sharing a piece of information need
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to be carefully considered before introducing such a nmechanism Mny
of these open research questions must be answered before state
sharing can be w dely depl oyed.

The opportunity for such sharing, both anbng a sequence of
connections, as well as anbng concurrent connections, is described in
more detail in [Tou97]. The state managenent itself is largely an

i npl ement ati on i ssue, however what information should be shared and
the specific ways in which the information should be shared is an
open questi on.

Sharing parts of the TCB state was originally documented in T/ TCP
[Bra92], and is used there to aggregate RTT val ues across connecti on
i nstances, to provide meani ngful average RTTs, even though nost
connections are expected to persist for only one RTT. T/ TCP al so
shares a connection identifier, a sequence nunber separate fromthe
wi ndow nunber and address/port pairs by which TCP connections are
typically distinguished. As a result of this shared state, T/ TCP

all ows a receiver to pass data in the SYN segnent to the receiving
application, prior to the completion of the three-way handshake,

wi t hout conpromising the integrity of the connection. In effect, this
shared state caches a partial handshake fromthe previous connection,
which is a variant of the nore general issue of TCB sharing.

Sharing state anobng connections (including transfers using non-TCP
protocols) is further investigated in [ BRS99].

3.8.3 Inplenentation |ssues

Sharing TCP state across connections requires changes to the sender’s
TCP stack, and possibly the receiver’s TCP stack (as in the case of
T/ TCP, for exanple). Sharing TCP state nmay make a particul ar TCP
connecti on nore aggressive. However, the aggregate traffic should be
nore conservative than a group of independent TCP connecti ons.
Therefore, sharing TCP state should be safe for use in shared
networks. Note that state sharing does not present any new security

problems within multiuser hosts. |In such a situation, users can
steal network resources fromone another with or without state
shari ng.

3. 8.4 Topol ogy Consi derations

It is expected that sharing state across TCP connections may be
useful in all network environments presented in section 2
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3.8.5 Possible Interaction and Rel ati onships with O her Research

The state sharing outlined above is very simlar to the Congestion
Manager proposal [BRS99] that attenpts to share congestion contro
i nformati on anong both TCP and UDP fl ows between a pair of hosts.

3.9 ACK Congestion Contro

In highly asynmetric networks, a |l owspeed return Iink can restrict
the performance of the data flow on a high-speed forward |ink by
limting the flow of acknow edgnents returned to the data sender

For exanple, if the data sender uses 1500 byte segnents, and the
recei ver generates 40 byte acknow edgnents (1 Pv4, TCP wi thout
options), the reverse link will congest with ACKs for asymetries of
more than 75:1 if del ayed ACKs are used, and 37:1 if every segnent is
acknow edged. For a 1.5 Md/ second data |ink, ACK congestion will
occur for reverse link speeds bel ow 20 kil obits/sec. These |evels of
asymetry will readily occur if the reverse link is shared anong
multiple satellite receivers, as is comon in many VSAT satellite
networks. |If a terrestrial nodemlink is used as a reverse |link, ACK
congestion is also likely, especially as the speed of the forward
link is increased. Current congestion control nechani sns are ai ned
at controlling the flow of data segnents, but do not affect the flow
of ACKs.

In [ KVRO8] the authors point out that the flow of acknow edgnents can
be restricted on the | owspeed Iink not only by the bandw dth of the
link, but also by the queue length of the router. The router nmay
limt its queue length by counting packets, not bytes, and therefore
begin discarding ACKs even if there is enough bandwi dth to forward

t hem

3.9.1 Mtigation Description

ACK Congestion Control extends the concept of flow control for data
segnents to acknow edgnent segnents. In the nethod described in

[ BPKO7], any internediate router can mark an acknow edgment with an
Explicit Congestion Notification (ECN) bit once the queue occupancy
in the router exceeds a given threshold. The data sender (which
recei ves the acknow edgnent) nust "echo" the ECN bit back to the data
receiver (see section 3.3.3 for a nore detailed discussion of ECN).
The proposed al gorithm for marki ng ACK segnents with an ECN bit is
Random Early Detection (RED) [FJ93]. |In response to the receipt of
ECN mar ked data segments, the receiver will dynamically reduce the
rate of acknow edgments using a nmultiplicative backoff. Once
segnents wi thout ECN are received, the data receiver speeds up

acknow edgnents using a linear increase, up to a rate of either 1 (no
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del ayed ACKs) or 2 (normal del ayed ACKs) data segnments per ACK. The
aut hors suggest that an ACK be generated at |east once per w ndow,
and ideally a few times per w ndow.

As in the RED congestion control nechanismfor data flow, the

bottl eneck gateway can randomy discard acknow edgnents, rather than
mar king themwi th an ECN bit, once the queue fills beyond a given

t hreshol d.

3.9.2 Research

[ BPKO7] anal yze the effect of ACK Congestion Control (ACC) on the
performance of an asymmetric network. They note that the use of ACC,
and i ndeed the use of any schene which reduces the frequency of
acknow edgments, has potential unwanted side effects. Since each ACK
wi || acknow edge nore than the usual one or two data segnents, the

|'i kelihood of segnent bursts fromthe data sender is increased. In
addi tion, congestion wi ndow growmh nay be inpeded if the receiver
grows the w ndow by counting received ACKs, as mandated by

[ Ste97, APS99]. The authors therefore combine ACC with a series of
nmodi fications to the data sender, referred to as TCP Sender
Adaptation (SA). SA conbines a limt on the nunber of segnents sent
in a burst, regardless of window size. |In addition, byte counting
(as opposed to ACK counting) is enployed for wi ndow growh. Note
that byte counting has been studi ed el sewhere and can introduce
side-effects, as well [AI198].

The results presented in [BPK97] indicate that using ACC and SA wil |
reduce the bursts produced by ACK | osses in unnodified (Reno) TCP
In cases where these bursts would lead to data | oss at an
intermedi ate router, the ACC and SA nodification significantly

i mprove the throughput for a single data transfer. The results
further suggest that the use of ACC and SA significantly inprove

fai rness between two sinultaneous transfers.

ACC is further reported to prevent the increase in round trip tine
(RTT) that occurs when an unnodified TCP fills the reverse router
queue wi th acknow edgnents.

In networks where the forward direction is expected to suffer |osses
in one of the gateways, due to queue limtations, the authors report
at best a very slight inprovenent in perfornance for ACC and SA,
compared to unnodified Reno TCP.
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3.9.3 Inplementation |Issues

Both ACC and SA require nodification of the sending and receiving
hosts, as well as the bottleneck gateway. The current research
suggests that inplenenting ACC without the SA nodifications results
in a data sender which generates potentially disruptive segnent
bursts. It should be noted that ACC does require host nodifications
if it is inplemented in the way proposed in [BPK97]. The authors
note that ACC can be inplemented by discarding ACKs (which requires
only a gateway nodification, but no changes in the hosts), as opposed
to marking themwi th ECN. Such an inpl enentati on may, however,
produce bursty data senders if it is not conbined with a burst
mtigation technique. ACC requires changes to the standard ACKi ng
behavi or of a receiving TCP and therefore is not recommended for use
i n shared networks.

3.9.4 Topol ogy Consi derations

Nei t her ACC nor SA require the storage of state in the gateway.
These schemes should therefore be applicable for all topol ogies,
provided that the hosts using the satellite or hybrid network can be
nodi fi ed. However, these changes are expected to be especially
beneficial to networks containing asymmetric satellite |inks.

3.9.5 Possible Interaction and Rel ati onships with O her Research

Note that ECN is a pre-condition for using ACK congestion control
Additionally, the ACK Filtering algorithmdi scussed in the next
section attenpts to solve the sane problemas ACC. Choosing between
the two algorithns (or another nechanisn) is currently an open
research question.

3.10 ACK Filtering

ACK Filtering (AF) is designed to address the same ACK congestion
effects described in 3.9. Contrary to ACC, however, AF is designed
to operate without host nodifications.

3.10.1 Mtigation Description

AF takes advantage of the cumnul ati ve acknow edgnent structure of TCP
The bottleneck router in the reverse direction (the | ow speed |ink)
must be nmodified to inplement AF. Upon receipt of a segnent which
represents a TCP acknow edgment, the router scans the queue for
redundant ACKs for the sane connection, i.e. ACKs whi ch acknow edge
portions of the w ndow which are included in the nost recent ACK

Al'l of these "earlier" ACKs are renpved fromthe queue and di scarded.
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The router does not store state information, but does need to
i mpl ement the additional processing required to find and renove
segnents fromthe queue upon receipt of an ACK

3.10.2 Research

[ BPKO7] anal yzes the effects of AF. As is the case in ACC, the use
of ACK filtering alone would produce significant sender bursts, since
the ACKs will be acknow edgi ng nore previously-unacknow edged dat a.
The SA nodifications described in 3.9.2 could be used to prevent
those bursts, at the cost of requiring host nodifications. To
prevent the need for nodifications in the TCP stack, AF is nore
likely to be paired with the ACK Reconstruction (AR) techni que, which
can be inmplenmented at the router where segnents exit the slow reverse
I'ink.

AR inspects ACKs exiting the link, and if it detects large "gaps" in
the ACK sequence, it generates additional ACKs to reconstruct an
acknow edgnent fl ow which nore closely resenbl es what the data sender
woul d have seen had ACK Filtering not been introduced. AR requires
two paraneters; one paraneter is the desired ACK frequency, while the
second controls the spacing, in tinme, between the rel ease of
consecutive reconstructed ACKs.

In [BPK97], the authors show the conbination of AF and AR to increase
t hroughput, in the networks studied, over both unnodified TCP and the
ACC/ SA nodi fications. Their results also strongly suggest that the
use of AF alone, in networks where congestion | osses are expected,
decreases performance (even below the | evel of unnodified TCP Reno)
due to sender bursting.

AF del ays acknow edgnments fromarriving at the receiver by dropping
earlier ACKs in favor of later ACKs. This process can cause a slight
hi ccup in the transm ssion of new data by the TCP sender

3.10.3 Inplenentation |Issues

Both ACK Filtering and ACK Reconstruction require only router
modi fi cation. However, the inplenentation of AR requires some
storage of state information in the exit router. While AF does not
require storage of state information, its use without AR (or SA)
coul d produce undesired side effects. Furthernore, nore research is
required regardi ng appropriate ranges for the paranmeters needed in
AR
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3.10. 4 Topol ogy Consi derations

AF and AR appear applicable to all topol ogies, assumng that the
storage of state information in AR does not prove to be prohibitive
for routers which handle | arge nunbers of flows. The fact that TCP
stack nodifications are not required for AF/ AR makes this approach
attractive for hybrid networks and networks with diverse types of
hosts. These nodifications, however, are expected to be nost
beneficial in asymretric network paths.

On the other hand, the inplenentation of AF/ AR requires the routers
to exani ne the TCP header, which prohibits their use in secure

net wor ks where | PSEC i s deployed. In such networks, AF/ AR can be
effective only inside the security perinmeter of a private, or virtua
private network, or in private networks where the satellite link is
protected only by link-layer encryption (as opposed to I PSEC). ACK
Filtering is safe to use in shared networks (froma congestion
control point-of-view), as the nunmber of ACKs can only be reduced,
whi ch nmakes TCP | ess aggressive. However, note that while TCP is

| ess aggressive, the delays that AF induces (outlined above) can | ead
to larger bursts than woul d ot herw se occur

3.10.5 Possible Interaction and Rel ationships with G her Research

ACK Filtering attenpts to solve the same probl em as ACK Congesti on
Control (as outlined in section 3.9). Wich of the two algorithnms is
nmore appropriate is currently an open research question

4 Concl usi ons

Thi s docunent outlines TCP itens that may be able to mtigate the
performance probl ens associated with using TCP in networks containing
satellite links. These mitigations are not |ETF standards track
mechani sns and require nore study before being recommended by the

| ETF. The research community is encouraged to exani ne the above
mtigations in an effort to determ ne which are safe for use in
shared networks such as the Internet.

5 Security Considerations

Several of the above sections noted specific security concerns which
a given mtigation aggravates.

Additionally, any formof w reless communication link is nore
suscepti bl e to eavesdroppi ng security attacks than standard wre-
based links due to the relative ease with which an attacker can watch
the network and the difficultly in finding attackers nonitoring the
net wor k.

Al lman, et al. I nf or mat i onal [ Page 36]



RFC 2760

6

Al | man,

Ongoi ng TCP Research Related to Satellites February 2000

Acknowl edgrent s

Qur thanks to Aaron Falk and Sally Floyd, who provided very hel pful
comrents on drafts of this document.

Ref er ences

[ AFP98]

[ AGS99]

[ AHKO97]

[ AHOO8]

[ AKCO6]

[All97a]

[All 97b]

[ All 98]

[ AOK95]

[ AP99]

Allman, M, Floyd, S. and C. Partridge, "lncreasing TCP s
Initial Wndow', RFC 2414, Septenber 1998.

Allman, M, Gover, D. and L. Sanchez, "Enhancing TCP Over
Satellite Channels using Standard Mechani sns", BCP 28, RFC
2488, January 1999.

Mark All man, Chris Hayes, Hans Kruse, Shawn Gsternmann. TCP
Performance Over Satellite Links. |n Proceedings of the
5th International Conference on Tel econmuni cati on Systens,
March 1997.

Mark All man, Chris Hayes, Shawn Ostermann. An Eval uation
of TCP with Larger Initial Wndows. Conputer Conmunication
Revi ew, 28(3), July 1998.

Mark Al l man, Hans Kruse, Shawn Gsternmann. An Application-
Level Solution to TCP's Satellite Inefficiencies. In
Proceedi ngs of the First International Wrkshop on
Satellite-based Information Services (WSBIS), Novenber
1996.

Mark Allman. |nproving TCP Performance Over Satellite
Channels. Master’s thesis, Chio University, June 1997.

Mark Allman. Fixing Two BSD TCP Bugs. Technical Report
CR- 204151, NASA Lewi s Research Center, COctober 1997.

Mark Al l man. On the CGeneration and Use of TCP
Acknowl edgrments. ACM Conput er Communi cation Review, 28(5),
Cct ober 1998.

Mark All man, Shawn Osternmann, Hans Kruse. Data Transfer
Efficiency Over Satellite Circuits Using a Milti-Socket
Extension to the File Transfer Protocol (FTP). 1In
Proceedi ngs of the ACTS Results Conference, NASA Lew s
Research Center, Septenber 1995.

Mark All man, Vern Paxson. On Estinmating End-to-End Network
Path Properties. ACM S| GCOW Sept enber 1999.

et al. I nf or mat i onal [ Page 37]



RFC 2760 Ongoi ng TCP Research Related to Satellites February 2000

[ APS99] Al man, M, Paxson, V. and W Richard Stevens, "TCP
Congestion Control", RFC 2581, April 1999.

[ BCC+98] Braden, B., Cark, D., Crowroft, J., Davie, B., Deering,
S., Estrin, D., Floyd, S., Jacobson, V., Mnshall, G,
Partridge, C., Peterson, L., Ranakrishnan, K., Shenker, S.,
Wocl awski, J. and L. Zhang, "Reconmmendations on Queue
Management and Congestion Avoi dance in the Internet", RFC
2309, April 1998.

[ BKVP97] B. Bakshi and P. Krishna and N. Vaidya and D. Pradham
"I mprovi ng Perfornmance of TCP over Wrel ess Networks", 17th
I nternational Conference on Distributed Conputing Systens
(1 CDCS), May 1997.

[ BPK97] Hari Bal akri shnan, Venkata N. Padmanabhan, and Randy H.
Katz. The Effects of Asymmetry on TCP Performance. In
Proceedi ngs of the ACM | EEE Mobi com Budapest, Hungary,
ACM  Septenber, 1997.

[ BPK98] Hari Bal akri shnan, Venkata Padmanabhan, Randy H. Katz. The
Ef fects of Asymmetry on TCP Performance. ACM Mbile
Net wor ks and Applications (MONET), 1998 (to appear).

[ BPSK96] H. Bal akri shnan and V. Padmanabhan and S. Sechan and R
Katz, "A Conparison of Mechanisns for |nproving TCP
Per f ormance over Wrel ess Links", ACM SI GCOW August 1996.

[ Bra89] Braden, R, "Requirenents for Internet Hosts --
Conmruni cati on Layers", STD 3, RFC 1122, Cctober 1989.

[ Bra9g2] Braden, R, "Transaction TCP -- Concepts", RFC 1379,
Sept enber 1992.

[ Brag4] Braden, R, "T/TCP -- TCP Extensions for Transactions:
Functi onal Specification", RFC 1644, July 1994.

[ BRS99] Hari Bal akri shnan, Hariharan Rahul, and Srinivasan Seshan.
An Integrated Congestion Managenent Architecture for
I nternet Hosts. ACM SI GCOVWM Sept enber 1999.

[ddKI99] M deVivo, G O deVivo, R Koeneke, G Isern. Internet

Vul nerabilities Related to TCP/IP and T/ TCP. Conputer
Conmuni cati on Review, 29(1), January 1999.

Al lman, et al. I nf or mat i onal [ Page 38]



RFC 2760 Ongoi ng TCP Research Related to Satellites February 2000

[ DENPO97] M kael Degermark, Mathias Engan, Bjorn Nordgren, Stephen
Pink. Low Loss TCP/IP Header Conmpression for Wreless
Net wor ks. ACM Bal t zer Journal on Wreless Networks, vol.3,
no. 5, p. 375-87.

[ DMI96] R C Durst and G J. MIller and E. J. Travis, "TCP
Ext ensi ons for Space Commruni cations", Mbicom 96, ACM USA,
1996.

[ DNP99] Degermark, M, Nordgren, B. and S. Pink, "IP Header
Conpressi on", RFC 2507, February 1999.

[ FF96] Kevin Fall, Sally Floyd. Sinulation-based Conparisons of
Tahoe, Reno, and SACK TCP. Conputer Communication Review,
V. 26 N. 3, July 1996, pp. 5-21.

[ FF99] Sally Floyd, Kevin Fall. Pronpting the Use of End-to-End
Congestion Control in the Internet, |EEE/ ACM Transactions
on Networki ng, August 1999.

[ FHI9] Floyd, S. and T. Henderson, "The NewReno Mdification to
TCP's Fast Recovery Algorithni, RFC 2582, April 1999.

[ FI93] Sally Floyd and Van Jacobson. Random Early Detection
Gat eways for Congestion Avoi dance, | EEE/ ACM Transacti ons on
Networking, V. 1 N 4, August 1993.

[ Fl 091] Sally Floyd. Connections with Miultiple Congested Gateways
in Packet-Swi tched Networks, Part 1: One-way Traffic. ACM
Conput er Communi cations Review, V. 21, N 5, Cctober 1991.

[ Fl 094] Sally Floyd. TCP and Explicit Congestion Notification, ACM
Conput er Communi cation Review, V. 24 N. 5, Cctober 1994.

[ Fl 099] Sally Floyd. "Re: TCP and out-of-order delivery", email to
end2end-interest mailing list, February, 1999.

[ Hah94] Jonat han Hahn. MFTP: Recent Enhancenents and Perfornmance
Measurenments. Techni cal Report RND 94- 006, NASA Anes
Research Center, June 1994.

[ Hay97] Chris Hayes. Analyzing the Performance of New TCP
Ext ensi ons Over Satellite Links. WMaster’'s Thesis, Chio
Uni versity, August 1997.

[ HK98] Tom Henderson, Randy Katz. On Inproving the Fairness of

TCP Congestion Avoi dance. Proceedings of | EEE G obecom ‘ 98
Conf erence, 1998.

Al lman, et al. I nf or mat i onal [ Page 39]



RFC 2760

[ HK99]

[ Hoe95]

[ Hoe96]

[1L92]

[ Jac88]

[ Jac90]

[ JBB92]

[ JK92]

[ Joh95]

[ KAGT98]

[ Kes91]

[ KVD7]

Ongoi ng TCP Research Related to Satellites February 2000

Ti m Henderson, Randy Katz. Transport Protocols for
I nternet-Conpatible Satellite Networks, |EEE Journal on
Sel ected Areas of Conmunications, February, 1999.

J. Hoe, Startup Dynami cs of TCP's Congestion Control and
Avoi dance Schenes. Master’'s Thesis, MT, 1995.

Janey Hoe. Inproving the Startup Behavior of a Congestion
Control Schene for TCP. In ACM SI GCOW August 1996.

David | annucci and John Lakashman. M-TP: Virtual TCP
W ndow Scal ing Using Miltiple Connections. Technical
Report RND-92-002, NASA Ames Research Center, January 1992.

Van Jacobson. Congestion Avoi dance and Control. In
Proceedi ngs of the SIGCOVMM ' 88, ACM  August, 1988.

Jacobson, V., "Conpressing TCP/|IP Headers", RFC 1144,
February 1990.

Jacobson, V., Braden, R and D. Borman, "TCP Extensions for
H gh Performance", RFC 1323, May 1992.

Van Jacobson and M ke Karels. Congestion Avoi dance and
Control. Oiginally appearing in the proceedi ngs of

SI GCOWM ’ 88 by Jacobson only, this revised version includes
an additional appendix. The revised version is available
at ftp://ftp.ee.|lbl.gov/papers/congavoid.ps.Z  1992.

Stacy Johnson. |Increasing TCP Throughput by Using an
Ext ended Acknow edgment Interval. Master’s Thesis, Chio
Uni versity, June 1995.

Hans Kruse, Mark Allman, Jim Giner, D epchi Tran. HITP
Page Transfer Rates Over Ceo-Stationary Satellite Links.
March 1998. Proceedi ngs of the Sixth International

Conf erence on Tel econmuni cati on Systens.

Srinivasan Keshav. A Control Theoretic Approach to Fl ow
Control. In ACM SI GCOW Sept enber 1991.

S. Keshav, S. Mdrgan. SMART Retransm ssion: Perfornance
with Overload and Random Losses. Proceeding of |nfocom
1997.

Al lman, et al. I nf or mat i onal [ Page 40]



RFC 2760 Ongoi ng TCP Research Related to Satellites February 2000

[ KVRI8] Lanpros Kal anpoukas, Anujan Varnma, and K. K Ramakri shnan.
I mprovi ng TCP Thr oughput Over Two-Way Asymetric Li nks:
Anal ysi s and Sol utions. Measurenent and Mbddel i ng of
Conput er Systens, 1998, Pages 78-89.

[ MVB6a] M Mathis, J. Mahdavi, "Forward Acknow edgnment: Refining
TCP Congestion Control," Proceedi ngs of SI GCOW 96, August,
1996, Stanford, CA. Available from
http: // www. psc. edu/ net wor ki ng/ paper s/ papers. ht m

[ MVB6Db] M Mathis, J. Mahdavi, "TCP Rate-Hal ving with Boundi ng
Par armet ers" Avail abl e from
http://ww. psc. edu/ net wor ki ng/ paper s/ FACKnot es/ current.

[ MVFRO6] WMathis, M, Mhdavi, J., Floyd, S. and A. Romanow, "TCP
Sel ective Acknow edgnent Options", RFC 2018, Cctober 1996.

[MSM®7] M Mathis, J. Senke, J. Mahdavi, T. Ot, "The Macroscopic
Behavi or of the TCP Congestion Avoi dance
Al gorithni, Conput er Communi cati on Revi ew, vol unme 27,
nunber 3, July 1997. Available from
http: //ww. psc. edu/ net wor ki ng/ paper s/ papers. htm

[ MvV98] Mten N. Mehta and Nitin H Vaidya. Delayed Duplicate-
Acknow edgrments: A Proposal to Inprove Performance of TCP
on Wreless Links. Technical Report 98-006, Departnent of
Conput er Sci ence, Texas A&M University, February 1998.

[ Ni c97] Kat hl een Nichols. |Inproving Network Sinulation with
Feedback. ConR1, Inc. Technical Report. Available from
http://ww. conRl. conf pages/ paper s/ 068. pdf.

[ PADHV99] Paxson, V., Allman, M, Dawson, S., Heavens, |. and B.
Vol z, "Known TCP | npl enmentation Problens", RFC 2525, March
1999.

[ Pax97] Vern Paxson. Automated Packet Trace Analysis of TCP
I mpl enentations. In Proceedi ngs of ACM SI GCOMM Sept enmber
1997.

[ PNO8] Poduri, K and K. Nichols, "Simulation Studies of Increased
Initial TCP Wndow Size", RFC 2415, Septenber 1998.

[ Pos81] Postel, J., "Transm ssion Control Protocol", STD 7, RFC
793, Septenber 1981.

Al lman, et al. I nf or mat i onal [ Page 41]



RFC 2760 Ongoi ng TCP Research Related to Satellites February 2000

[ RF99] Ramakri shnan, K. and S. Floyd, "A Proposal to add Explicit
Congestion Notification (ECN) to IP", RFC 2481, January
1999.

[ SF98] Ni hal K. G Sanaraweera and Godred Fairhurst,
"Rei nforcenment of TCP error Recovery for Wrel ess
Conmruni cati on", Conputer Comuni cation Review, volune 28,
nunber 2, April 1998.

[ SP98] Shepard, T. and C. Partridge, "Wen TCP Starts Up Wth Four
Packets Into Only Three Buffers", RFC 2416, Septenber 1998.

[ St e97] Stevens, W, "TCP Slow Start, Congestion Avoi dance, Fast
Retransmit, and Fast Recovery Al gorithnms", RFC 2001,
January 1997.

[ Sut 98] B. Suter, T. Lakshman, D. Stiliadis, and A Choudhury.
Desi gn Consi derations for Supporting TCP with Per-fl ow
Queuei ng. Proceedi ngs of | EEE |Infocom ‘98 Conference,

1998.

[ Tou97] Touch, J., "TCP Control Bl ock Interdependence", RFC 2140,
April 1997.

[ VH97a] Vi kram Vi sweswar ai ah and John Hei demann. | nproving Restart

of Idle TCP Connections. Technical Report 97-661,
Uni versity of Southern California, 1997.

[ VHO7b] Vi kram Vi sweswar ai ah and John Hei demann. Rate-based paci ng
Source Code Distribution, Wb page:
http://wwv i si.edu/l sam publications/rate_based_paci ng/ READVE. ht m
Novenber, 1997.

[ VHO8] Vi kr am Vi sweswar ai ah and John Hei demann. | nproving Restart

of Idle TCP Connections (revised). Subnmitted for
publi cati on.

Al lman, et al. I nf or mat i onal [ Page 42]



RFC 2760 Ongoi ng TCP Research Related to Satellites
8 Aut hors’ Addresses
Mark Al l man
NASA d enn Research Center/BBN Technol ogi es
Lewis Field
21000 Brookpark Rd. Ms 54-2
Cl evel and, OH 44135
EMai | : mal | man@r c. nasa. gov
http://rol and. grc. nasa. gov/ ~mal | man
Spencer Dawki ns
Nort e
P. O. Box 833805
Ri chardson, TX 75083-3805
EMai | : Spencer. Dawki ns. sdawki ns@t . com
Dan d over
NASA d enn Research Center
Lewis Field
21000 Brookpark Rd. Ms 3-6
Cl evel and, OH 44135
EMai | : Daniel.R d over @rc. nasa. gov
http://rol and. grc. nasa. gov/ ~dgl over
Jim Giner
NASA d enn Research Center
Lewis Field
21000 Brookpark Rd. Ms 54-2
Cl evel and, OH 44135
EMai | : jgriner@rc. nasa. gov
http://rol and. grc. nasa. gov/ ~j gri ner
Di epchi Tran
NASA d enn Research Center
Lewis Field
21000 Brookpark Rd. Ms 54-2
Cl evel and, OH 44135
EMai | : dtran@rc. nasa. gov
Al'l man, et al. I nf ormati ona

February 2000

[ Page 43]



RFC 2760 Ongoi ng TCP Research Related to Satellites February 2000

Tom Hender son
University of California at Berkel ey
Phone: +1 (510) 642-8919

EMai | : tomh@s. berkel ey. edu
URL: http://ww.cs. berkel ey. edu/ ~t onh/

John Hei demann

Uni versity of Southern Californial/lnformation Sciences Institute
4676 Admralty \Vay

Marina del Rey, CA 90292-6695

EMai | : johnh@si . edu

Joe Touch

University of Southern California/lnformation Sciences Institute
4676 Admiralty \Vay

Mari na del Rey, CA 90292-6601

USA

Phone: +1 310-448-9151

Fax: +1 310-823-6714

URL: http://ww.isi.edu/touch
EMail : touch@si . edu

Hans Kruse

J. Warren McC ure School of Communication Systens Managenent
Chio University

9 S. College Street

At hens, OH 45701

Phone: 740-593-4891

Fax: 740-593-4889

EMai | : hkrusel@bhi ou. edu
http://ww. csm ohi ou. edu/ kruse

Shawn Gst er mann

School of Electrical Engineering and Conputer Science
Chio University

416 Morton Hall

At hens, OH 45701

Phone: (740) 593-1234
EMui | : ostermann@s. ohi ou. edu

Al lman, et al. I nf or mat i onal [ Page 44]



RFC 2760 Ongoi ng TCP Research Related to Satellites February 2000

Keith Scott

The M TRE Cor poration

M S W50

1820 Dol | ey Madi son Bl vd.
McLean VA 22102- 3481

EMai |l : kscott@ritre.org

Jeffrey Senke

Pi tt sburgh Superconputing Center
4400 Fifth Ave.

Pi ttsburgh, PA 15213

EMai | : senke@sc. edu
http://ww. psc. edu/ ~senke

Al lman, et al. I nf or mat i onal [ Page 45]



RFC 2760 Ongoi ng TCP Research Related to Satellites February 2000

9 Full Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Al lman, et al. I nf or mat i onal [ Page 46]






