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Status of this Meno

This meno provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2000). All Ri ghts Reserved.
Abst r act

The Poi nt-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nulti-protocol datagrans over point-to-point |inks. PPP
defines an extensible Link Control Protocol and a fanmily of Network
Control Protocols (NCPs) for establishing and configuring different
net wor k-1 ayer protocols.

Thi s docunment describes version two of Mcrosoft’s PPP CHAP di al ect
(MB-CHAP-V2). MS-CHAP-V2 is simlar to, but inconpatible with, M-
CHAP versi on one (Ms-CHAP-V1, described in [9]). |In particular,
certain protocol fields have been deleted or reused but with
different semantics. In addition, M5 CHAP-V2 features mutua

aut henti cati on.

The al gorithns used in the generation of various MsS-CHAP-V2 protoco
fields are described in section 8 Negotiation and hash generation
exanpl es are provided in section 9

Speci fication of Requirenents
In this docurment, the key words "MAY", "MJST, "MJST NOI*, "optional",

"recomended", "SHOULD', and "SHOULD NOT" are to be interpreted as
described in [3].
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1. Introduction

VWher e possible, Ms-CHAP-V2 is consistent with both Ms-CHAP-V1 and
standard CHAP. Briefly, the differences between MS-CHAP-V2 and Ms-
CHAP- V1 are:

*  MS-CHAP-V2 is enabl ed by negotiating CHAP Al gorithm 0x81 in LCP
option 3, Authentication Protocol

* MB- CHAP-V2 provides nutual authentication between peers by
pi ggybacki ng a peer challenge on the Response packet and an
aut henti cator response on the Success packet.

* The calculation of the "Wndows NT conpatible challenge response"
sub-field in the Response packet has been changed to include the
peer chall enge and the user nane.

* |n M5-CHAP-V1, the "LAN Manager conpatible chall enge response"
sub-field was al ways sent in the Response packet. This field has
been replaced in M5-CHAP-V2 by the Peer-Challenge field.

* The format of the Message field in the Failure packet has been
changed.

* The Change Password (version 1) and Change Password (version 2)
packets are no | onger supported. They have been replaced with a
si ngl e Change- Password packet.

2. LCP Configuration

The LCP configuration for M5-CHAP-V2 is identical to that for
standard CHAP, except that the Algorithmfield has val ue 0x81, rather
than the MD5 val ue 0x05. PPP inpl enentations which do not support
MS- CHAP- V2, but correctly inplenent LCP Config-Rej, should have no
probl em dealing with this non-standard option

3. Chal l enge Packet

The Ms- CHAP-V2 Chal | enge packet is identical in format to the
standard CHAP Chal | enge packet.

MsS- CHAP- V2 aut henticators send an 16-octet chall enge Val ue field.
Peers need not duplicate Mcrosoft’s algorithmfor selecting the 16-
octet value, but the standard guidelines on randomess [1,2,7] SHOULD
be observed.

M crosoft authenticators do not currently provide information in the
Name field. This may change in the future
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4.

Response Packet

The Ms- CHAP-V2 Response packet is identical in format to the standard
CHAP Response packet. However, the Value field is sub-formatted
differently as follows:

16 octets: Peer-Challenge

8 octets: Reserved, nust be zero
24 octets: NT-Response

1 octet : Flags

The Peer-Challenge field is a 16-octet random nunber. As the nane
inplies, it is generated by the peer and is used in the cal cul ation
of the NT-Response field, below Peers need not duplicate
Mcrosoft’s algorithmfor selecting the 16-octet value, but the
standard gui del i nes on randomess [ 1, 2,7] SHOULD be observed.

The NT-Response field is an encoded function of the password, the
user nane, the contents of the Peer-Challenge field and the received
chal  enge as output by the routine GenerateNTResponse() (see section
8.1, below). The Wndows NT password is a string of O to
(theoretically) 256 case-sensitive Unicode [8] characters. Current
versions of Wndows NT linit passwords to 14 characters, mainly for
conpatibility reasons; this may change in the future. Wen conputing
the NT-Response field contents, only the user nane is used, without
any associ ated Wndows NT domain nane. This is true regardl ess of
whet her a Wndows NT domain name is present in the Nane field (see
bel ow) .

The Flag field is reserved for future use and MUST be zero.

The Nane field is a string of O to (theoretically) 256 case-sensitive
ASCI | characters which identifies the peer’s user account name. The
W ndows NT domain nane may prefix the user’s account nane (e.qg.

"Bl GCO\ j ohndoe" where "BIGCO' is a Wndows NT donmain containing the
user account "johndoe"). |If a domain is not provided, the backsl ash
shoul d also be onitted, (e.g. "johndoe").

Success Packet
The Success packet is identical in format to the standard CHAP
Success packet. However, the Message field contains a 42-octet
aut henti cator response string and a printable nmessage. The format of
the message field is illustrated bel ow

"S=<aut h_string> M=<nessage>"
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The <auth_string> quantity is a 20 octet nunmber encoded in ASCI| as
40 hexadeci mal digits. The hexadecimal digits A-F (if present) MJST
be uppercase. This nunber is derived fromthe challenge fromthe
Chal | enge packet, the Peer-Chall enge and NT-RResponse fields fromthe
Response packet, and the peer password as output by the routine
Gener at eAut hent i cat or Response() (see section 8.7, below). The

aut henti cating peer MJST verify the authenticator response when a
Success packet is received. The nethod for verifying the

aut henticator is described in section 8.8, below If the

aut henticator response is either mssing or incorrect, the peer MJST
end the session.

The <message> quantity is human-readable text in the appropriate
charset and | anguage [12].

6. Failure Packet

The Failure packet is identical in format to the standard CHAP
Failure packet. There is, however, formatted text stored in the
Message field which, contrary to the standard CHAP rul es, does affect
the operation of the protocol. The Message field format is:

" E=eeeeeeeeee R=r C=ccccccececeecceceecececcececececcecececcecceccce VEVVVVVVVVVY
Me<nsg>"

wher e

The "eeeeeeeeee" is the ASCI| representation of a decinmal error
code (need not be 10 digits) corresponding to one of those |isted
bel ow, though inplenentations should deal with codes not on this
list gracefully.

646 ERROR_RESTRI CTED LOGON_HOURS
647 ERROR_ACCT_DI SABLED

648 ERROR_PASSWD_EXPI RED

649 ERROR_NO DI ALI N_PERM SSI ON
691 ERROR_AUTHENTI CATI ON_FAI LURE
709 ERROR_CHANG NG_PASSWORD

The "r" is an ASCI| flag set to 'l if aretry is allowed, and 'O’
if not. When the authenticator sets this flag to "1 it disables
short timeouts, expecting the peer to pronpt the user for new
credentials and resubmit the response.

The "cccccecceccccecccecccccccccccccccccccec” is the ASCII representation

of a hexadecimal challenge value. This field MIST be exactly 32
octets |l ong and MJUST be present.
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The "vvvvvvvvvv" is the ASCI| representation of a decimal version
code (need not be 10 digits) indicating the password changi ng
prot ocol version supported on the server. For M5-CHAP-V2, this
val ue SHOULD al ways be 3.

<msg> i s human-readabl e text in the appropriate charset and
| anguage [12].

7. Change- Password Packet

The Change- Password packet does not appear in either standard CHAP or
Ms- CHAP-V1. It allows the peer to change the password on the account
specified in the precedi ng Response packet. The Change- Password
packet should be sent only if the authenticator reports
ERROR_PASSWD EXPI RED (E=648) in the Message field of the Failure
packet .

Thi s packet type is supported by recent versions of Wndows NT 4.0,
W ndows 95 and Wndows 98. It is not supported by Wndows NT 3.5,
W ndows NT 3.51, or early versions of Wndows NT 4.0, Wndows 95 and
W ndows 98

The format of this packet is as foll ows:

1 octet : Code
1 octet : Identifier
2 octets : Length
516 octets : Encrypted-Password
16 octets : Encrypted-Hash
16 octets : Peer-Challenge
8 octets : Reserved
24 octets : NT- Response

2-octet : Flags
Code
7
Identifier

The ldentifier field is one octet and aids in matching requests
and replies. The value is the ldentifier of the received Failure
packet to which this packet responds plus 1.

Lengt h
586
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Encr ypt ed- Passwor d
This field contains the PABLOCK form of the new W ndows NT
password encrypted with the old Wndows NT password hash, as
out put by the NewPasswor dEncrypt edWthd dNt Passwor dHash() routine
(see section 8.9, below).

Encrypt ed- Hash
This field contains the old Wndows NT password hash encrypted
with the new Wndows NT password hash, as output by the
A dNt Passwor dHashEncr ypt edW t hNewNt Passwor dHash() routine (see
section 8.12, bel ow).

Peer - Chal | enge

A 16-octet random quantity, as described in the Response packet
descri ption.

Reser ved
8 octets, nust be zero

NT- Response
The NT- Response field (as described in the Response packet

description), but calculated on the new password and the chal |l enge
received in the Failure packet.

Fl ags
This field is two octets in length. It is a bit field of option
flags where 0 is the least significant bit of the 16-bit quantity.
The format of this field is illustrated in the foll ow ng di agram

1

5432109876543210
S i S i S S S S S S
| |

i S S S S S

Bits 0-15
Reserved, always clear (0).

8. Pseudocode

The routines nentioned in the text above are described in pseudocode
in the follow ng sections.

8.1. Cenerat eNTResponse()
Gener at eNTResponse(

IN 16-octet Aut hent i cat or Chal | enge,
IN 16-octet Peer Chal | enge,
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IN O0-to-256-char User Nane,
IN O-to-256-uni code-char Password,
QUT 24-octet Response )
{

8-octet Challenge
16- oct et Passwor dHash

Chal | engeHash( Peer Chal | enge, Aut henti cator Chal | enge, User Name,
gi ving Chal |l enge)

Nt Passwor dHash( Password, givi ng Passwor dHash )
Chal | engeResponse( Chal | enge, Passwor dHash, giving Response )

—

8.2. Chal |l engeHash()

Chal | engeHash(

16- oct et Peer Chal | enge,

16- oct et Aut hent i cat or Chal | enge,
0-t o- 256- char User Narme,

QUT 8-octet Chal | enge

I'N
I'N
I'N

-~

SHAI nit (), SHAUpdate() and SHAFi nal () functions are an

i mpl ement ati on of Secure Hash Al gorithm (SHA-1) [11]. These are
available in public domain or can be licensed from

RSA Data Security, Inc.

L I R

*/

SHAI ni t ( Cont ext)
SHAUpdat e( Cont ext, Peer Chal | enge, 16)
SHAUpdat e( Cont ext, Aut henti cator Chal | enge, 16)

/
Only the user nanme (as presented by the peer and
excl udi ng any prepended domai n nane)

is used as input to SHAUpdate().

L A

~

SHAUpdat e( Cont ext, User Nane, strlen(Usernane))
SHAFi nal (Cont ext, Digest)
mencpy(Chal | enge, Digest, 8)
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8.3. Nt PasswordHash()

Nt Passwor dHash(
IN 0-to-256-uni code-char Password,
QUT 16-octet Passwor dHash )
{
/*
Use the MM algorithm[5] to irreversibly hash Password
* into PasswordHash. Only the password i s hashed without
* including any termnating O.
*
/
}

8.4. HashNt Passwor dHash()

HashNt Passwor dHash(
IN 16-octet PasswordHash,
QUT 16-octet PasswordHashHash )
{
/*
Use the MM algorithm[5] to irreversibly hash
Passwor dHash i nt o Passwor dHashHash.
*/

8.5. Chal |l engeResponse()

Chal | engeResponse(

IN 8-octet Challenge,

IN 16-octet PasswordHash,
QUT 24-octet Response )

{
Set ZPasswor dHash to PasswordHash zero-padded to 21 octets

DesEncrypt ( Chal |l enge,
1st 7-octets of ZPasswordHash,
giving 1lst 8-octets of Response )

DesEncrypt ( Chal | enge,
2nd 7-octets of ZPasswordHash,
giving 2nd 8-octets of Response )

DesEncrypt ( Chal | enge,

3rd 7-octets of ZPasswordHash,
giving 3rd 8-octets of Response )
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8.6. DesEncrypt()

DesEncr ypt (

IN 8-octet O ear,
IN 7-octet Key,

OQUT 8-octet Cypher )
{

/
Use the DES encryption algorithm[4] in ECB node [ 10]
to encrypt Clear into Cypher such that Cypher can
only be decrypted back to O ear by providing Key.

Note that the DES algorithmtakes as input a 64-bit
stream where the 8th, 16th, 24th, etc. bits are

parity bits ignored by the encrypting al gorithm

Unl ess you wite your own DES to accept 56-bit input

wi thout parity, you will need to insert the parity bhits
yoursel f.

L T N T I I

8.7. CenerateAut henti cat or Response()

Gener at eAut hent i cat or Response(
IN 0-to-256-uni code-char Password,

IN 24-octet NT- Response,
IN 16-octet Peer Chal | enge,
IN 16-octet Aut hent i cat or Chal | enge,
IN O-to-256-char User Nane,
QUT 42-octet Aut hent i cat or Response )
{

16- oct et Passwor dHash

16- oct et Passwor dHashHash

8-oct et Chal | enge

/*
* "Magi c" constants used in response generation
*/

Magi c1[ 39] =
{0x4D, 0x61, 0x67, 0x69, 0x63, 0x20, 0x73, 0x65, 0x72, 0x76,
0x65, 0x72, 0x20, 0x74, Ox6F, 0x20, 0x63, 0x6C, 0x69, 0x65,
Ox6E, 0x74, 0x20, 0x73, 0x69, 0x67, Ox6E, 0x69, Ox6E, 0x67,
0x20, 0x63, Ox6F, Ox6E, 0x73, 0x74, 0x61, Ox6E, 0x74};
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Magi c2[ 41] =
{0x50, 0x61, O0x64, 0x20, 0x74, Ox6F, 0x20, 0x6D, 0x61, O0x6B,
0x65, 0x20, 0x69, 0x74, 0x20, 0x64, O0x6F, 0x20, 0x6D, Ox6F,
0x72, 0x65, 0x20, 0x74, 0x68, 0x61, Ox6E, 0x20, O0x6F, OXx6E,
0x65, 0x20, 0x69, 0x74, O0x65, 0x72, 0x61, 0x74, 0x69, Ox6F,

Ox6E};
/*
* Hash the password with M4
*/

Nt Passwor dHash( Password, givi ng Passwor dHash )

/*
* Now hash the hash
*/

HashNt Passwor dHash( Passwor dHash, givi ng Passwor dHashHash)

SHAI ni t ( Cont ext)

SHAUpdat e( Cont ext, Passwor dHashHash, 16)
SHAUpdat e( Cont ext, NTResponse, 24)
SHAUpdat e( Cont ext, Magi cl, 39)

SHAFi nal (Cont ext, Digest)

Chal | engeHash( Peer Chal | enge, Aut henti cator Chal | enge, User Name,
gi ving Chal | enge)

SHAI ni t ( Cont ext)

SHAUpdat e( Cont ext, Digest, 20)
SHAUpdat e( Cont ext, Chal | enge, 8)
SHAUpdat e( Cont ext, Magi c2, 41)
SHAFi nal (Cont ext, Digest)

/
Encode the value of 'Digest’ as "S=" foll owed by
40 ASCI | hexadecinmal digits and return it in
Aut hent i cat or Response.
For exanpl e,

" S=0123456789ABCDEF0123456789ABCDEF01234567"

* % X X X X %

~
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8.8. CheckAut henti cat or Response()

CheckAut hent i cat or Response(

IN O0-to-256-uni code-char Password,
IN 24-octet Nt Response,
IN 16-octet Peer Chal | enge,
IN 16-octet Aut hent i cat or Chal | enge,
IN O0-to-256-char User Narme,
IN 42-octet Recei vedResponse,
QUT Bool ean ResponseX )
{
20-octet MyResponse
set ResponseOK = FALSE
Gener at eAut hent i cat or Response( Password, Nt Response, Peer Chall enge,
Aut hent i cat or Chal | enge, User Nane,
gi vi ng MyResponse)
if (MyResponse = Recei vedResponse) then set ResponseOK = TRUE
return ResponseXX
}

8.9. NewPasswor dEncrypt edWt hd dNt Passwor dHash()
dat at ype- PMBLOCK

256- uni code- char Password
4-octets Passwor dLengt h

}

NewPasswor dEncr ypt edW t hO dNt Passwor dHash(
IN 0-to-256-uni code-char NewPassword,

I N 0-to-256-uni code-char O dPassword,

QUT dat at ype- PWBLOCK Encrypt edPwBl ock )

Nt Passwor dHash( O dPassword, giving Passwor dHash )
Encrypt PwBl ockW t hPasswor dHash( NewPasswor d,

Passwor dHash,
gi ving Encrypt edPwBl ock )
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8.10. Encrypt PwBl ockW t hPasswor dHash()

Encrypt PwBl ockW t hPasswor dHash(
IN O-to-256-uni code-char Password,

IN 16-octet Passwor dHash,
QUT dat at ype- PWBLOCK PwBI ock )
{
Fill dearPwBlock with random octet val ues
PwSi ze = IstrlenW Password ) * sizeof( unicode-char )

PwOf f set = sizeof ( C ear PwBl ock. Password ) - PwSize
Move PwSi ze octets to (C ear PwBl ock. Password + PwOffset ) from
Passwor d
Cl ear PwBl ock. Passwor dLengt h = PwSi ze
Rc4Encrypt ( d ear PwBl ock,
si zeof ( C ear PwBl ock ),
Passwor dHash,
si zeof ( Passwor dHash ),
gi ving PwBl ock )

8.11. Rc4Encrypt()

Rc4Encr ypt (

IN x-octet O ear,

IN integer O earlLength,
IN y-octet Key,

IN integer KeyLength,
QUT x-octet Cypher )

{
/*
Use the RC4 encryption algorithm[6] to encrypt C ear of
* length C earlLength octets into a Cypher of the sane length
* such that the Cypher can only be decrypted back to C ear
* by providing a Key of |ength KeyLength octets.
*/
}
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8.12. A dNt Passwor dHashEncr ypt edW t hNewNt Passwor dHash()

A dNt Passwor dHashEncr ypt edW t hNewNt Passwor dHash(
IN 0-to-256-uni code-char NewPassword,
IN 0-to-256-uni code-char O dPassword,
QUT 16-octet Encr ypt edPasswor dHash )

Nt Passwor dHash( O dPassword, giving O dPasswor dHash )
Nt Passwor dHash( NewPassword, giving NewPasswor dHash )
Nt Passwor dHashEncr ypt edW t hBl ock( O dPasswor dHash,
NewPasswor dHash,
gi vi ng Encrypt edPasswor dHash )

}
8.13. Nt Passwor dHashEncrypt edW t hBl ock()

Nt Passwor dHashEncr ypt edW t hBl ock(
IN 16-octet PasswordHash,

IN 16-octet Bl ock,

QUT 16-octet Cypher )

DesEncrypt( 1st 8-octets PasswordHash,
1st 7-octets Bl ock,
giving 1lst 8-octets Cypher )
DesEncrypt ( 2nd 8-octets PasswordHash,
2nd 7-octets Bl ock,
giving 2nd 8-octets Cypher )
9. Exanples

The foll owi ng sections include protocol negotiation and hash
generati on exanpl es.

9.1. Negotiation Exanples

Here are some exanpl es of typical negotiations. The peer is on the
left and the authenticator is on the right.

The packet sequence IDis incremented on each authentication retry
response and on the change password response. All cases where the
packet sequence ID is updated are noted bel ow

Response retry is never allowed after Change Password. Change
Password nmay occur after response retry.
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9.1.1. Successful authentication

<- Aut henticator Challenge
Peer Response/ Chal | enge ->
<- Success/ Aut henti cat or Response

(Aut henti cat or Response verification succeeds, call continues)
9.1.2. Authenticator authentication failure

<- Aut henticator Challenge
Peer Response/ Chal | enge ->
<- Success/ Aut henti cat or Response

(Aut henti cat or Response verification fails, peer disconnects)
9.1.3. Failed authentication with no retry all owed

<- Aut henticator Challenge
Peer Response/ Chal | enge ->
<- Failure (E=691 R=0)

(Aut henti cator di sconnects)
9.1.4. Successful authentication after retry

<- Aut henticator Challenge
Peer Response/ Chal | enge ->

<- Failure (E=691 R=1), disable short tineout
Response (++I D) to challenge in failure nessage ->

<- Success/ Aut henti cat or Response

(Aut henti cat or Response verification succeeds, call continues)
9.1.5. Failed hack attack with 3 attenpts all owed

<- Aut henticator Challenge
Peer Response/ Chal | enge ->

<- Failure (E=691 R=1), disable short tineout
Response (++ID) to challenge in Failure nessage ->

<- Failure (E=691 R=1), disable short tineout
Response (++ID) to challenge in Failure nessage ->

<- Failure (E=691 R=0)
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9.1.6. Successful authentication with password change

<- Aut henticator Challenge
Peer Response/ Chal | enge ->
<- Failure (E=648 R=0 V=3), disable short
ti meout
ChangePassword (++ID) to challenge in Failure nessage ->
<- Success/ Aut henti cat or Response

(Aut henti cat or Response verification succeeds, call continues)
9.1.7. Successful authentication with retry and password change

<- Aut henticator Chall enge
Peer Response/ Chal | enge ->
<- Failure (E=691 R=1), disable short tineout
Response (++ID) to first chall enge+23 ->
<- Failure (E=648 R=0 Vv=2), disable short
ti meout
ChangePassword (++ID) to first chall enge+23 ->
<- Success/ Aut henti cat or Response

(Aut henti cat or Response verification succeeds, call continues)
9.2. Hash Exanpl e

I nternedi ate val ues for user nane "User" and password "client Pass”
Al'l numeric val ues are hexadeci mal .

0-t 0- 256-char User Nane:
55 73 65 72

0-t 0-256- uni code- char Password:
63 00 6C 00 69 00 65 00 6E 00 74 00 50 00 61 00 73 00 73 00

16- oct et Aut henti cat or Chal | enge:
5B 5D 7C 7D 7B 3F 2F 3E 3C 2C 60 21 32 26 26 28

16- oct et Peer Chal | enge:
21 40 23 24 25 5E 26 2A 28 29 5F 2B 3A 33 7C 7E

8-octet Chall enge:
DO 2E 43 86 BC E9 12 26

16- oct et Passwor dHash:
44 EB BA 8D 53 12 B8 D6 11 47 44 11 F5 69 89 AE
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24 octet NT-Response:
82 30 9E CD 8D 70 8B 5E A0 8F AA 39 81 CD 83 54 42 33 11 4A 3D 85 D6 DF

16- oct et Passwor dHashHash
41 CO 0C 58 4B D2 D9 1C 40 17 A2 Al 2F A5 9F 3F

42-oct et Aut henti cat or Response:
" S=407A5589115FD0D6209F510FE9C04566932CDA56"

9.3. Exanple of DES Key Generation

DES uses 56-bit keys, expanded to 64 bits by the insertion of parity
bits. After the parity of the key has been fixed, every eighth bit
is a parity bit and the nunmber of bits that are set (1) in each octet
is odd; i.e., odd parity. Note that many DES engi nes do not check
parity, however, sinply stripping the parity bits. The follow ng
exanple illustrates the values resulting fromthe use of the password
"MyPW' to generate a pair of DES keys (e.g., for use in the

Nt Passwor dHashEncr ypt edW t hBl ock() described in section 8.13).

0-t 0-256- uni code- char Password:
4D 79 50 77

16- oct et Passwor dHash:
FC 15 6A F7 ED CD 6C OE DD E3 33 7D 42 7F 4E AC

First "raw' DES key (initial 7 octets of password hash)
FC 15 6A F7 ED CD 6C

First parity-corrected DES key (eight octets):
FD OB 5B 5E 7F 6E 34 D9

Second "raw' DES key (second 7 octets of password hash)
OE DD E3 33 7D 42 7F

Second parity-corrected DES key (eight octets):
OE 6E 79 67 37 EA 08 FE

10. Security Considerations
As an inplenentation detail, the authenticator SHOULD linit the

number of password retries allowed to make brute-force password
guessing attacks nore difficult.
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