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nt roducti on

Optimzed wirel ess networking is one of the major hurdles that Mbile
Conputing nmust solve if it is to enabl e ubiquitous access to
net wor ki ng resources. However, current data networking protocols have
been optimzed primarily for wired networks. Wrel ess environnents

have very different characteristics in terns of latency, jitter, and
error rate as conpared to wired networks. Accordingly, traditiona
protocols are ill-suited to this nedium

Mobil e Wrel ess networks can be grouped in WLANs (for exanple,

802. 11 conpliant networks) and WWANs (for exanple, CDPD [ CDPD|,

Ri cochet, CDVA [ CDMA], PHS, DoCoMb, GSM[GSM to nane a few). WWANs
present the nost serious challenge, given that the length of the
wireless link (expressed as the del ay*bandwi dth product) is typically
4 to 5tines as long as that of its WLAN counterparts. For exanple,
for an 802.11 network, assum ng the delay (round-trip time) is about
3 nms. and the bandwidth is 1.5 Mps, the del ay*bandw dth product is
4500 bits. For a WWAN such as Ricochet, a typical round-trip tine
may be around 500 nms. (the best is about 230 ns.), and the sustained
bandwi dth is about 24 Kbps. This yields a del ay*bandw dth product
roughly equal to 1.5 KB. In the near future, 3rd Generation wreless
services will offer 384Kbps and nore. Assuming a 200 ns round-trip,
the del ay*bandwi dth product in this case is 76.8 Kbits (9.6 KB). This
value is larger than the default 8KB buffer space used by nany TCP

i npl ementations. This means that, whereas for WLANs the default
buffer space is enough, future WWANs will operate inefficiently
(that is, they will not be able to fill the pipe) unless they
override the default value. A 3rd Generation wireless service
offering 2 Mops with 200-nillisecond latency requires a 50 KB buffer

Most inportantly, latency across a |link adversely affects

t hroughput. For exanple, [MSMX7] derives an upper bound on TCP
throughput. I ndeed, the resultant expression is inversely related to
the round-trip tinme.

The long | atencies also push the limts (and commonly transgress
then) for what is acceptable to users of interactive applications.

As a quick glance to our list of references will reveal, there is a
weal th of proposals that attenpt to solve the wrel ess networking
problem In this docunent, we survey the different solutions
avai | abl e or under investigation, and issue the correspondi ng
recommendat i ons.
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There is a large body of work on the subject of inproving TCP
performance over satellite links. The documents under devel oprment by
the tcpsat working group of the | ETF [ AGS98, ADGGHOSSTT98] are very
relevant. In both cases, it is essential to start by inproving the
characteristics of the nmedium by using forward error correction (FEC
at the link layer to reduce the BER (bit error rate) fromval ues as
high as 10-3 to 10-6 or better. This makes the BER manageabl e. Once
inthis realm retransm ssion schemes |ike ARQ (automatic repeat
request) may be used to bring it down even further. Notice that
sonetines it may be desirable to forego ARQ because of the additiona
delay it inplies. |In particular, tinme sensitive traffic (video,
audi 0) must be delivered within a certain tinme limt beyond which the
data is obsol ete. Exhaustive retransmissions in this case nerely
succeed in wasting time in order to deliver data that will be

di scarded once it arrives at its destination. This indicates the
desirability of augnenting the protocol stack inplenentation on

devi ces such that the upper protocol layers can informthe |ink and
MAC | ayer when to avoid such costly retransm ssion schenes.

Net wor ks that include satellite Iinks are exanples of "long fat

net wor ks” (LFNs or "el ephants”). They are "long" networks because
their round-trip tine is quite high (for exanple, 0.5 sec and higher
for geosynchronous satellites). Not all satellite links fall within
the LFN reginme. In particular, round-trip tines in a lowearth
orbiting (LEO satellite network may be as little as a few

m | 1iseconds (and never extend beyond 160 to 200 ns). WWANs share
the "L" with LFNs. However, satellite networks are also "fat" in the
sense that they may have hi gh bandwi dth. Satellite networks may often
have a del ay*bandwi dt h product above 64 KBytes, in which case they
pose additional problenms to TCP [TCPHP]. WWANs do not generally

exhi bit this behavior. Accordingly, this docunent only deals with
links that are "long thin pipes", and the networks that contain them
"long thin networks". W call these "LTNs".

Thi s docunent does not give an overview of the APl used to access the
underlying transport. W believe this is an orthogonal issue, even

t hough some of the proposal s bel ow have been put forth assuming a
given interface. It is possible, for exanple, to support the
traditional socket semantics without fully relying on TCP/IP
transport [ MONGLI].

Qur focus is on the on-the-wire protocols. W try to include the nost

rel evant ones and briefly (given that we provide the references
needed for further study) mention their nost salient points.
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1.1 Network Architecture

One significant difference between LFNs and LTNs is that we assune
the WWAN link is the last hop to the end user. This allows us to
assune that a single internedi ate node sees all packets transferred
bet ween the wirel ess nobile device and the rest of the Internet.
This is only one of the topol ogi es considered by the TCP Satellite
comruni ty.

G ven our focus on nobile wireless applications, we only consider a
very specific architecture that includes

- a wreless nobile device, connected via

- awreless link (which may, in fact conprise several hops at
the link layer), to

- an internediate node (sonetines referred to as a base station)
connected via

- awreline link, which in turn interfaces with

- the landline Internet and mllions of |egacy servers and web
sites.

Specifically, we are not as concerned with paths that include two

Wi rel ess segnments separated by a wired one. This may occur, for
exanple, if one nobile device connects across its inmmedi ate wirel ess
segnent via an internmediate node to the Internet, and then via a
second wirel ess segnent to another nobile device. Qite often,
mobi | e devi ces connect to a | egacy server on the wired Internet.

Typically, the endpoints of the wireless segnment are the intermnedi ate
node and the nobile device. However, the latter may be a wirel ess
router to a nobile network. This is also inportant and has
applications in, for exanple, disaster recovery.

Qur target architecture has inplications which concern the

depl oyability of candidate solutions. In particular, an inportant
requirenent is that we cannot alter the networking stack on the

| egacy servers. It would be preferable to only change the networking
stack at the internedi ate node, although changing it at the nobile
devices is certainly an option and perhaps a necessity.

We envi sion nobil e devices that can use the wirel ess nedi umvery
efficiently, but overcone sone of its traditional constraints. That
is, full nobility inplies that the devices have the flexibility and
agility to use whichever happens to be the best network connection
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avai |l abl e at any given point in tine or space. Accordingly, devices
could switch froma wired office LAN and hand over their ongoing
connections to continue on, say, a wireless WAN. This type of agility
al so requires Mbile I P [ RFC2002].

1.2 Assunptions about the Radio Link

The system architecture descri bed above assunmes at nbst one wirel ess
link (perhaps conprising nore than one wireless hop). However, this
is not enough to characterize a wireless link. Additiona

consi derati ons are:

- What are the error characteristics of the wireless nediun? The
link may present a higher BER than a wireline network due to
burst errors and di sconnections. The techni ques bel ow usual |y
do not address all the types of errors. Accordingly, a conplete
sol ution should conbine the best of all the proposals.
Nevertheless, in this docunment we are nore concerned with (and
give preference to solving) the nost typical case: (1) higher
BER due to randomerrors (which inplies |onger and nore
vari abl e del ays due to link-layer error corrections and
retransm ssions) rather than (2) an interruption in service due
to a handoff or a disconnection. The latter are also inportant
and we do include relevant proposals in this survey.

- Is the wireless service datagramoriented, or is it a virtua
circuit? Currently, switched virtual circuits are nore conmon
but packet networks are starting to appear, for exanple,
Metricom s Starnode [CB96], CDPD [ CDPD] and General Packet
Radi o Service (GPRS) [GPRS], [BW7] in GSM

- What kind of reliability does the |link provide? Wrel ess
services typically retransmt a packet (frame) until it has
been acknow edged by the target. They may all ow the user to
turn off this behavior. For exanple, GSMallows RLP [ RLP]
(Radio Link Protocol) to be turned off. Metricomhas a
simlar "lightweight" node. In GSM RLP, a franme is
retransmtted until the maxi num nunber of retransm ssions
(protocol paraneter) is reached. What happens when this limt
is reached is determned by the tel ecomoperator: the physica
I'ink connection is either disconnected or a link reset is
enforced where the sequence nunbers are resynchronized and the
transmt and receive buffers are flushed resulting in |ost
data. Some wirel ess services, |ike CDVA | S95- RLP [ CDVA
Karn93], limt the latency on the wireless |ink by
retransmtting a frane only a couple of tinmes. This decreases
the residual frane error rate significantly, but does not
provide fully reliable Iink service
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- Does the nobile device transnit and receive at the same tine?
Doi ng so increases the cost of the electronics on the nobile
device. Typically, this is not the case. W assune in this
docunent that nobile devices do not transmt and receive
si mul t aneousl y.

- Does the nobile device directly address nore than one peer on
the wireless |link? Packets to each different peer nmay traverse
spatially distinct wireless paths. Accordingly, the path to
each peer may exhibit very different characteristics. Quite
commonl y, the nobile device addresses only one peer (the
i ntermedi ate node) at any given point in tine. Wen this is
not the case, techni ques such as Channel - St at e Dependent Packet
Scheduling come into play (see the section "Packet Scheduling”
bel ow) .

2 Should it be IP or Not?

The first decision is whether to use |P as the underlying network
protocol or not. In particular, some data protocols evolved from

wi rel ess tel ephony are not always -- though at tinmes they may be --

| ayered on top of IP [MOAMGI, WAP]. These proposals are based on the
concept of proxies that provide adaptation services between the
wirel ess and wireline segnments.

This is a reasonabl e nodel for nobile devices that always comunicate
through the proxy. However, we expect many w rel ess nobile devices to
utilize wireline networks whenever they are avail able. This nodel
closely follows current |aptop usage patterns: devices typically
utilize LANs, and only resort to dial-up access when "out of the

of fice."

For these devices, an architecture that assunes IP is the best
approach, because it will be required for comunications that do not
traverse the internedi ate node (for exanple, upon reconnection to a
W LAN or a 10BaseT network at the office).

2.1 Underlying Network Error Characteristics

Using I P as the underlying network protocol requires a certain (low)
| evel of link robustness that is expected of wireless |inks.

IP, and the protocols that are carried in |IP packets, are protected
end-to-end by checksuns that are relatively weak [ Stevens94,
Paxson97] (and, in sone cases, optional). For rmuch of the Internet,
these checksuns are sufficient; in wireless environments, the error
characteristics of the raw wireless link are much | ess robust than
the rest of the end-to-end path. Hence for paths that include
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wirel ess links, exclusively relying on end-to-end nechanisns to
detect and correct transnission errors is undesirable. These should
be compl enented by |ocal |ink-level nechanisnms. O herw se, damaged | P
packets are propagated through the network only to be discarded at
the destination host. For exanple, internediate routers are required
to check the I P header checksum but not the UDP or TCP checksuns.
Accordi ngly, when the payload of an | P packet is corrupted, this is
not detected until the packet arrives at its ultinmate destination

A better approach is to use link-layer nechanisns such as FEC
retransm ssions, and so on in order to inprove the characteristics of
the wireless link and present a nuch nore reliable service to IP
Thi s approach has been taken by CDPD, Ri cochet and CDMA.

Thi s approach is roughly anal ogous to the successful depl oynent of
Poi nt-to-Poi nt Protocol (PPP), with robust fram ng and 16-bit
checksumming, on wireline networks as a replacenent for the Seria
Line Interface Protocol (SLIP), with only a single fram ng byte and
no checksumm ng.

[ AGS98] recommends the use of FEC in satellite environnments.

Notice that the link-layer could adapt its frane size to the
prevalent BER It would performits own fragnmentation and reassenbly
so that IP could still enjoy a | arge enough MIU size [LS98].

A common concern for using IP as a transport is the header overhead
it inplies. Typically, the underlying |link-layer appears as PPP

[ RFC1661] to the I P layer above. This allows for header conpression
schenes [I PHC, | PHC- RTP, | PHC-PPP] which greatly alleviate the
probl em

2.2 Non-IP Alternatives

A nunber of non-IP alternatives ained at wireless environments have
been proposed. One representative proposal is discussed here.

2.2.1 WAP

The Wreless Application Protocol (WAP) specifies an application
framewor k and network protocols for wireless devices such as nobile

t el ephones, pagers, and PDAs [WAP]. The architecture requires a proxy
bet ween the nobil e device and the server. The WAP protocol stack is

| ayered over a datagramtransport service. Such a service is

provi ded by nost wirel ess networks; for exanple, 1S 136, GSM

SMS/ USSD, and UDP in | P networks |ike CDPD and GSM GPRS. The core of
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the WAP protocols is a binary HITP/1.1 protocol wth additiona
features such as header caching between requests and a shared state
between client and server.

2.2.2 Deploying Non-1P Alternatives

IPis such a fundanental elenent of the Internet that non-IP
alternatives face substantial obstacles to depl oynent, because they
do not exploit the IP infrastructure. Any non-1P alternative that is
used to provide gatewayed access to the Internet nust nap between IP
addresses and non-1P addresses, nust termnate |P-level security at a
gateway, and cannot use |P-oriented discovery protocols (Dynam ¢ Host
Configuration Protocol, Domain Nane Services, Lightweight Directory
Access Protocol, Service Location Protocol, etc.) without translation
at a gat eway.

A further conplexity occurs when a device supports both wireless and
wireline operation. If the device uses IP for wirel ess operation,

uni nterrupted operation when the device is connected to a wireline
network is possible (using Mbile IP). If a non-IP alternative is
used, this switchover is nore difficult to acconplish

Non-1 P alternatives face the burden of proof that IPis so ill-suited
to a wireless environnent that it is not a viable technol ogy.

2.3 | P-based Consi derations

Gven its worl dw de deploynment, IP is an obvious choice for the
under | ying network technol ogy. Optim zations inplenented at this

| evel benefit traditional Internet application protocols as well as
new ones | ayered on top of IP or UDP

2.3.1 Choosing the MIU [ Stevens94, RFC1144]

In slow networks, the tinme required to transmt the | argest possible
packet nay be considerable. Interactive response tinme should not
exceed the well-known hurman factors limt of 100 to 200 ns. This
shoul d be considered the maxi mumtine budget to (1) send a packet and
(2) obtain a response. In nost networking stack inplenentations, (1)
is highly dependent on the maxi numtransm ssion unit (MIU). In the
worst case, a small packet froman interactive application nmay have
to wait for a large packet froma bulk transfer application before
bei ng sent. Hence, a good rule of thunb is to choose an MIU such that
its transmission time is less than (or not nuch |arger than) 200 ns.
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O course, conpression and type-of-service queui ng (whereby
interactive data packets are given a higher priority) may alleviate
this problem In particular, the latter may reduce the average wait
time to about half the MIU s transm ssion tine.

2.3.2 Path MIU Di scovery [RFC1191]

Pat h MIU di scovery benefits any protocol built on top of IP. It
all ows a sender to determ ne what the maxi mum end-to-end transm ssion
unit is to a given destination. Wthout Path MIU di scovery, the
default IPv4 MIU size is 576. The benefits of using a | arger MIU are:

- Smaller ratio of header overhead to data

- Alows TCP to grow its congestion wi ndow faster, since it
increases in units of segnents.

O course, for a given BER a larger MU has a correspondingly |arger
probability of error within any given segnent. The BER may be reduced
usi ng | ower |evel techniques |like FEC and |ink-Iayer retransm ssions.
The issue is that now del ays may becone a problem due to the

addi tional retransm ssions, and the fact that packet transm ssion
time increases with a larger MIU

Recomendati on: Path MIU di scovery is recomended. [AGS98] al ready
recommends its use in satellite environnents.

2.3.3 Non-TCP Proposal s

O her proposal s assune an underlying | P datagram service, and

i npl ement an optim zed transport either directly on top of IP

[ NETBLT] or on top of UDP [ MNCP]. Not relying on TCP is a bold nove,
given the weal th of experience and research related to it. It could
be argued that the Internet has not coll apsed because its main
protocol, TCP, is very careful in howit uses the network, and
generally treats it as a black box assuming all packet |osses are due
to congestion and prudently backing off. This avoids further
congesti on.

However, in the wireless nmedium packet | osses nmay al so be due to
corruption due to high BER, fading, and so on. Here, the right
approach is to try harder, instead of backing off. Alternative
transport protocols are:

- NETBLT [ NETBLT, RFC1986, RFC1030]

- MNCP [ MNCP]
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- ESRO [ RFC2188]
- RDP [ RFC908, RFCl1151]
- VMIP [ VMTP]

3 The Case for TCP

This is one of the nost hotly debated issues in the wireless arena.
Here are some argunents against it:

- It is generally recognized that TCP does not performwell in
the presence of significant |evels of non-congestion |oss. TCP
detractors argue that the wireless nediumis one such case, and
that it is hard enough to fix TCP. They argue that it is easier
to start from scratch.

-  TCP has too nuch header overhead.

- By the tinme the nechanisns are in place to fix it, TCP is very
heavy, and ill-suited for use by |ightweight, portable devices.

and here are sone in support of TCP

- It is preferable to continue using the same protocol that the
rest of the Internet uses for conpatibility reasons. Any
extensions specific to the wireless |ink may be negoti at ed.

- Legacy nechani sns may be reused (for exanpl e three-way
handshake) .

- Link-layer FEC and ARQ can reduce the BER such that any | osses
TCP does see are, in fact, caused by congestion (or a sustained
interruption of link connectivity). Mddern WWAN technol ogi es
do this (CDPD, US-TDVA, CDMA, GSM, thus inproving TCP
t hr oughput .

- Handoffs anong different technol ogi es are nade possi bl e by
Mobile I P [ RFC2002], but only if the sane protocols, nanely
TCP/ 1P, are used throughout.

- Gven TCP's wealth of research and experience, alternative
protocols are relatively immture, and the full inplications of
their w despread depl oyment not clearly understood.

Overall, we feel that the performance of TCP over |ong-thin networks

can be inproved significantly. Mechanisnms to do so are discussed in
t he next sections.
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4 Candi date Optim zations

There is a large volunme of work on the subject of optimzing TCP for
operation over wireless nedia. Even though satellite networks
generally fall in the LFN regine, our current LTN focus has nuch to
benefit fromit. For exanple, the work of the TCP-over-Satellite
wor ki ng group of the | ETF has been extrenely hel pful in preparing
this section [ AGS98, ADGGHOSSTT98] .

4.1 TCP: Current Mechani sns

A TCP sender adapts its use of bandw dth based on feedback fromthe
receiver. The high latency characteristic of LTNs inplies that TCP' s
adaptation is correspondingly slower than on networks with shorter
delays. Simlarly, delayed ACKs exacerbate the perceived | atency on
the link. Gven that TCP grows its congestion window in units of
segnents, small MIUs may sl ow adaptation even further

4.1.1 Slow Start and Congesti on Avoi dance

Slow Start and Congestion Avoi dance [ RFC2581] are essential the
Internet’s stability. However there are two reasons why the wireless
medi um adversely affects them

- \Whenever TCP's retransnission tiner expires, the sender assunes
that the network is congested and invokes slow start. This is
why it is inportant to mninze the | osses caused by
corruption, leaving only those caused by congestion (as
expected by TCP).

- The sender increases its wi ndow based on the nunber of ACKs
received. Their rate of arrival, of course, is dependent on the
RTT (round-trip-tine) between sender and receiver, which
inplies long ranp-up tines in high latency links Iike LTNs. The
dependency lasts until the pipe is filled.

- During slow start, the sender increases its windowin units of
segnments. This is why it is inportant to use an appropriately
| arge MIU which, in turn, requires requires link layers with
| ow | oss.

4.1.2 Fast Retransnmit and Fast Recovery
When a TCP sender receives several duplicate ACKs, fast retransmt
[ RFC2581] allows it to infer that a segnent was |ost. The sender

retransmts what it considers to be this |ost segnent without waiting
for the full tinmeout, thus saving tine.
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After a fast retransnmit, a sender invokes the fast recovery [ RFC2581]
al gorithm Fast recovery allows the sender to transmt at half its
previous rate (regulating the growth of its w ndow based on

congesti on avoi dance), rather than having to begin a slow start. This
al so saves tine.

In general, TCP can increase its w ndow beyond the del ay-bandw dth
product. However, in LTN |links the congestion wi ndow rmay renain
rather small, less than four segnments, for |ong periods of tine due
to any of the foll owi ng reasons:

1. Typical "file size" to be transferred over a connection is
relatively small (Web requests, Wb docunment objects, enmil
messages, files, etc.) In particular, users of LTNs are not
very willing to carry out large transfers as the response tine
is so |long.

2. If the Iink has high BER the congestion w ndow tends to stay
smal |

3. When an LTN is conmbined with a highly congested wireline
Internet path, congestion |osses on the Internet have the sane
effect as 2.

4. Commonly, |SPs/operators configure only a small nunber of
buffers (even as few as for 3 packets) per user in their dial-
up routers

5. Oten small socket buffers are recommended with LTNs in order
to prevent the RTO frominflating and to dimnish the anpbunt of
packets with conpeting traffic.

A small wi ndow effectively prevents the sender fromtaking advant age
of Fast Retransmts. Moreover, efficient recovery fromnmultiple

| osses within a single wi ndow requires adopti on of new proposal s
(NewReno [RFC2582]). In addition, on slow paths with no packet
reordering waiting for three duplicate ACKs to arrive postpones
retransm ssi on unnecessarily.

Recomendati on: | npl enent Fast Retransmit and Fast Recovery at this
time. This is a widely-inplenented optim zation and is currently at
Proposed Standard | evel. [AGS98] recomrends inplenentation of Fast
Retransm t/ Fast Recovery in satellite environments. NewReno

[ RFC2582] apparently does help a sender better handl e partial ACKs
and nultiple losses in a single window, but at this point is not
recomended due to its experinental nature. |Instead, SACK [ RFC2018]
is the preferred nechani sm
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4.2 Connection Setup with T/ TCP [ RFC1397, RFC1644]

TCP engages in a "three-way handshake" whenever a new connection is
set up. Data transfer is only possible after this phase has

conpl eted successfully. T/ TCP allows data to be exchanged in
parallel with the connection set up, saving valuable tinme for short
transactions on |ong-I|atency networks.

Recomendation: T/ TCP is not recomended, for these reasons:
- It is an Experinental RFC

- It is not widely deployed, and it has to be depl oyed at both ends
of a connecti on.

- Security concerns have been raised that T/TCP is nore vul nerabl e
to address-spoofing attacks than TCP itself.

- At least sone of the benefits of T/TCP (elininating three-way
handshake on subsequent query-response transactions, for instance)
are also available with persistent connections on HITP/ 1.1, which
is nore widely depl oyed

[ ADGGHOSSTT98] does not have a recommendation on T/TCP in satellite
envi ronments.

4.3 Slow Start Proposal s

Because sl ow start doninates the network response seen by interactive
users at the begi nning of a TCP connection, a number of proposals
have been nmade to nodify or elimnate slow start in long | atency

envi ronment s.

Stability of the Internet is paranount, so these proposals nust
denonstrate that they will not adversely affect Internet congestion
I evel s in significant ways.

4.3.1 Larger Initial Wndow

Traditional slow start, with an initial w ndow of one segnent, is a
ti me- consum ng bandwi dth adaptati on procedure over LTNs. Studies on
an initial wi ndow |larger than one segnent [RFC2414, AH®8] resulted
in the TCP standard supporting a nmaxi mum val ue of 2 [RFC2581]. Hi gher
val ues are still experinmental in nature.
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In sinmulations with an increased initial w ndow of three packets

[ RFC2415], this proposal does not contribute significantly to packet
drop rates, and it has the added benefit of inproving initial
response tinmes when the peer device del ays acknow edgenents during
sl ow start (see next proposal).

[ RFC2416] addresses situations where the initial w ndow exceeds the
nunber of buffers available to TCP and indicates that this situation
is no different fromthe case where the congesti on w ndow grows
beyond t he nunber of buffers avail abl e.

[ RFC2581] now allows an initial congestion w ndow of two segnents. A
larger initial wi ndow, perhaps as many as four segments, night be
allowed in the future in environnents where this significantly

i mproves performance (LFNs and LTNs).

Recomendati on: | npl enent this on devices now. The research on this
optinmization indicates that 3 segnents is a safe initial setting, and
is centering on choosing between 2, 3, and 4. For now, use 2
(foll owi ng RFC2581), which at least allows clients running query-
response applications to get an initial ACK from unnodified servers
without waiting for a typical delayed ACK tinmeout of 200

m | liseconds, and saves two round-trips. An initial w ndow of 3

[ RFC2415] | ooks promi sing and may be adopted in the future pending
further research and experience.

4.3.2 G owing the Wndow during Slow Start

The sender increases its w ndow based on the fl ow of ACKs com ng back
fromthe receiver. Particularly during slow start, this flowis very

important. A couple of the proposals that have been studied are (1)

ACK counting and (2) ACK-every-segnent.

4.3.2.1 ACK Counting
The main idea behind ACK counting is:

-  Make each ACK count to its fullest by grow ng the w ndow based
on the data being acknow edged (byte counting) instead of the
nunber of ACKs (ACK counting). This has been shown to cause
bursts which | ead to congestion. [A |l nman98] shows that Linited
Byte Counting (LBC), in which the window growth is linmted to 2
segnents, does not |ead to as nmuch burstiness, and offers sone
performance gai ns.

Recomendation: Unlimted byte counting is not recomended. Van

Jacobson cautions against byte counting [ TCPSATM N] because it | eads
to burstiness, and recomends ACK spaci ng [ ACKSPACI NG i nstead.
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ACK spacing requires ACKs to consistently pass through a single ACK-
spacing router. This requirement works well for WWAN environments
if the ACK-spacing router is also the internedi ate node.

Limted byte counting warrants further investigation before we can
recomrend this proposal, but it shows prom se

4.3.2.2 ACK-every-segnent
The main idea behind ACK-every-segnment is:

- Keep a constant stream of ACKs coni ng back by turning off
del ayed ACKs [RFC1122] during slow start. ACK-every-segment
must be limted to slow start, in order to avoid penali zing
asymetric-bandwi dth configurations. For instance, a | ow
bandwi dth Iink carrying acknow edgenents back to the sender,
hi nders the growth of the congestion w ndow, even if the |ink
toward the client has a greater bandw dth [BPK99].

Even though simulations confirmits pronmise (it allows receivers to
recei ve the second segnent from unnodified senders wi thout waiting
for a typical delayed ACK tinmeout of 200 mlliseconds), for this
technique to be practical the receiver nust acknow edge every segnent
only when the sender is in slow start. Continuing to do so when the
sender is in congestion avoi dance may have adverse effects on the
mobi | e device's battery consunption and on traffic in the network.

This violates a SHOULD i n [ RFC2581]: del ayed acknow edgenents SHOULD
be used by a TCP receiver

"Di sabling Del ayed ACKs During Slow Start" is technically

uni npl enent abl e, as the receiver has no way of know ng when the
sender crosses ssthresh (the "slow start threshol d") and begi ns using
the congestion avoi dance algorithm |If receivers follow
recomrendations for increased initial w ndows, disabling delayed ACKs
during an increased initial w ndow would open the TCP wi ndow nore
rapidly without doubling ACK traffic in general. However, this
schene m ght double ACK traffic if nobst connections remain in slow
start.

Recomendati on: ACK only the first segment on a new connection wth
no del ay.
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4.3.3 Ternminating Slow Start

New mechani sms [ ADGGHOSSTT98] are being proposed to i nmprove TCP s
adaptive properties such that the avail able bandwidth is better
utilized while reducing the possibility of congesting the network.
This results in the closing of the congestion windowto 1 segnent
(which precludes fast retransnit), and the subsequent slow start
phase.

Theoretically, an optinumvalue for slowstart threshold (ssthresh)
al | ows connection bandwi dth utilization to ranp up as aggressively as
possi bl e wi thout "overshoot" (using so much bandwi dth that packets
are | ost and congestion avoi dance procedures are invoked).

Recommendati on: Estimating the slow start threshold is not
recommended. Although this would be hel pful if we knew howto do it,
rough consensus on the tcp-inpl and tcp-sat mailing lists is that in
non-trivial operational networks there is no reliable method to probe
during TCP startup and estinmate the bandw dth avail abl e.

4.3.4 Cenerating ACKs during Slow Start

Mtigations that inject additional ACKs (whether "ACK-first-segnment”
or "ACK-every-segnent-during-slowstart") beyond what today’s
conformant TCPs inject are only applicable during the slowstart
phases of a connection. After an initial exchange, the connection
usual Iy conpl etes slowstart, so TCPs only inject additional ACKs
when (1) the connection is closed, and a new connection is opened, or
(2) the TCPs handl e idle connection restart correctly by performng
sl ow start.

Item (1) is typical when using HTTP/ 1.0, in which each request-
response transaction requires a new connection. Persistent
connections in HITP/1.1 help in maintaining a connection in
congesti on avoi dance instead of constantly reverting to slowstart.
Because of this, these optinmizations which are only enabl ed during
sl owstart do not get as much of a chance to act. Item (2), of
course, is independent of HITP version

4.4 ACK Spaci ng

During slow start, the sender responds to the incom ng ACK stream by
transmtting N+1 segnments for each ACK, where N is the nunber of new
segnment s acknow edged by the inconmng ACK. This results in data
being sent at twice the speed at which it can be processed by the
network. Accordingly, queues will form and due to insufficient
buffering at the bottl eneck router, packets nay get dropped before
the link’s capacity is full
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Spaci ng out the ACKs effectively controls the rate at which the
sender will transnmit into the network, and may result in little or no
queuei ng at the bottleneck router [ ACKSPACI NG . Furthernore, ack
spaci ng reduces the size of the bursts.

Recommendati on: No recomendation at this tine. Continue nonitoring
research in this area

4.5 Del ayed Duplicate Acknow egenents

As was nentioned above, |ink-layer retransm ssions nmay decrease the
BER enough that congestion accounts for npost of packet |osses; still,
not hi ng can be done about interruptions due to handoffs, noving
beyond wirel ess coverage, etc. In this scenario, it is inperative to
prevent interaction between |ink-layer retransm ssion and TCP
retransm ssion as these layers duplicate each other’s efforts. In
such an environnment it nmay nake sense to delay TCP's efforts so as to
give the link-layer a chance to recover. Wth this in nind, the

Del ayed Dupacks [ M/97, Vai dya99] schenme selectively delays duplicate
acknow edgenents at the receiver. It is preferable to allow a |oca
mechanismto resolve a local problem instead of invoking TCP s end-
to-end nechani smand incurring the associated costs, both in terns of
wast ed bandwidth and in ternms of its effect on TCP' s wi ndow behavi or.

The Del ayed Dupacks schenme can be used despite | P encryption since
the internmedi ate node does not need to exam ne the TCP headers.

Currently, it is not well understood how | ong the receiver should
del ay the duplicate acknow edgnents. In particular, the inpact of

wi rel ess nmedi um access control (MAC) protocol on the choice of delay
paraneter needs to be studied. The MAC protocol may affect the
ability to choose the appropriate delay (either statically or
dynamically). In general, significant variabilities in link-Ileve
retransm ssion tines can have an adverse inpact on the performance of
the Del ayed Dupacks schene. Furthernore, as discussed later in
section 4.10.3, Delayed Dupacks and sonme ot her schemes (such as Snoop
[ SNOOP]) are only beneficial in certain types of network |inks.

Recommendati on: Del ayi ng duplicate acknow edgenents may be useful in
specific network topol ogi es, but a general recomendation requires
further research and experi ence.

4.6 Sel ective Acknow edgenents [ RFC2018]
SACK may not be useful in many LTNs, according to Section 1.1 of

[TCPHP]. In particular, SACK is nore useful in the LFN regine,
especially if large windows are being used, because there is a
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consi derabl e probability of multiple segnent |osses per wi ndow. In
the LTN regi me, TCP wi ndows are nuch smaller, and burst errors nust
be much longer in duration in order to danmage nultiple segments.

Accordingly, the conplexity of SACK may not be justifiable, unless
there is a high probability of burst errors and congestion on the
wireless link. A desire for conmpatibility with TCP recomendati ons
for non-LTN environnents may dictate LTN support for SACK anyway.

[ AGS98] recommends use of SACK with Large TCP Wndows in satellite
environnments, and notes that this inplies support for PAWS
(Protection Agai nst Wapped Sequence space) and RTTM (Round Trip Tine
Measurenment) as well.

Ber kel ey’ s SNOOP protocol research [SNOOP] indicates that SACK does
i mprove throughput for SNOOP when nultiple segnents are | ost per

wi ndow [ BPSK96]. SACK al |l ows SNOOP to recover from nulti-segnent

| osses in one round-trip. In this case, the nobile device needs to
i mpl emrent some form of selective acknow edgements. |If SACK is not
used, TCP may enter congestion avoi dance as the time needed to
retransmt the | ost segnents may be greater than the retransm ssion
timer.

Recomendati on: | npl enent SACK now for conpatibility with other TCPs
and i nproved perfornmance w th SNOOP

4.7 Detecting Corruption Loss
4.7.1 Wthout Explicit Notification

In the absence of explicit notification fromthe network, sone
researchers have suggested statistical methods for congestion

avoi dance [Jai n89, W91, VEGAS]. A natural extension of these
heuristics woul d enabl e a sender to distinguish between | osses caused
by congestion and other causes. The research results on the
reliability of sender-based heuristics is unfavorable [BV97, BV98].
[BV98a] reports better results in constrained environments using
packet inter-arrival tinmes nmeasured at the receiver, but highly-

vari abl e delay - of the type encountered in wireless environnments
during intercell handoff - confounds these heuristics.

Recomrendati on: No recommendation at this tinme - continue to nonitor
research results.
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4.7.2 Wth Explicit Notifications

Wth explicit notification fromthe network it is possible to
determ ne when a loss is due to congestion. Several proposals al ong
these lines include:

- Explicit Loss Notification (ELN) [BPSK96]
- Explicit Bad State Notification (EBSN) [ BBKVP96]

- Explicit Loss Notification to the Receiver (ELNR), and Explicit
Del ayed Dupack Activation Notification (EDDAN) (notifications
to nobile receiver) [ W97]

- Explicit Congestion Notification (ECN) [ECN|

O these proposals, Explicit Congestion Notification (ECN) seens

cl osest to deploynent on the Internet, and will provide sone benefit
for TCP connections on long thin networks (as well as for all other
TCP connecti ons).

Recomrendati on: No recommendation at this tine. Schenes |ike ELNR and
EDDAN [ M97], in which the only systens that need to be nodified are
the internmedi ate node and the nobile device, are slated for adoption
pendi ng further research. However, this solution has some
limtations. Since the internedi ate node nust have access to the TCP
headers, the |IP payl oad must not be encrypted.

ECN uses the TGS byte in the I P header to carry congestion

i nformati on (ECN- capabl e and Congestion-encountered). This byte is
not encrypted in | PSEC, so ECN can be used on TCP connections that
are encrypted using | PSEC

Recomendation: Inplenent ECN. In spite of this, nechanisns for
explicit corruption notification are still relevant and should be
tracked.

Not e: ECN provides useful information to avoid deteriorating further
a bad situation, but has sone Iimtations for wirel ess applications.
Absence of packets narked with ECN should not be interpreted by ECN
capabl e TCP connections as a green |ight for aggressive

retransm ssions. On the contrary, during periods of extreme network
congestion routers may drop packets marked with explicit notification
because their buffers are exhausted - exactly the wong tinme for a
host to begin retransmitting aggressively.
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4.8 Active Queue Managenent

As has been pointed out above, TCP responds to congestion by closing
down the wi ndow and i nvoking slow start. Long-delay networks take a
particularly long tine to recover fromthis condition. Accordingly,

it is inperative to avoid congestion in LTNs. To renedy this, active
queue nmanagenent techni ques have been proposed as enhancenments to
routers throughout the Internet [RED]. The primary notivation for
depl oynent of these mechanisnms is to prevent "congestion collapse” (a
severe degradation in service) by controlling the average queue size
at the routers. As the average queue | ength grows, Random Early
Detection [RED] increases the possibility of dropping packets.

The benefits are:

- Reduce packet drops in routers. By dropping a few packets
bef ore severe congestion sets in, RED avoids droppi ng bursts of
packets. In other words, the objective is to drop m packets
early to prevent n drops later on, where mis less than n.

- Provide |l ower delays. This follows fromthe snaller queue
sizes, and is particularly inportant for interactive
applications, for which the inherent delays of wireless |inks
al ready push the user experience to the limts of the non-
accept abl e.

- Avoid | ock-outs. Lack of resources in a router (and the
resul tant packet drops) may, in effect, obliterate throughput
on certain connections. Because of active queue nmanagenent, it
is nore probable for an incom ng packet to find avail abl e
buffer space at the router

Active Queue Managenent has two conponents: (1) routers detect
congesti on before exhausting their resources, and (2) they provide
sonme form of congestion indication. Dropping packets via RED is only
one exanple of the latter. Another way to indicate congestion is to
use ECN [ECN] as discussed above under "Detecting Corruption Loss:
Wth Explicit Notifications."

Recomendation: RED is currently being deployed in the Internet, and
LTNs should follow suit. ECN depl oynent shoul d conpl enent RED s.

4.9 Scheduling Al gorithns
Active queue managenent hel ps control the |ength of the queues.

Additionally, a general solution requires replacing FIFO wi th other
schedul ing algorithns that inprove:
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1. Fairness (by policing how different packet streans utilize the
avai | abl e bandwi dth), and

2. Throughput (by inproving the transmitter’s radi o channe
utilization).

For exanple, fairness is necessary for interactive applications (like
tel net or web browsing) to coexist with bulk transfer sessions.
Proposal s here incl ude:

- Fair Queueing (FQ [Deners90]
- Ol ass-based Queueing (CBQ [Floyd9o5]

Even if they are only inplemented over the wireless |ink portion of
the conmuni cation path, these proposals are attractive in wireless
LTN envi ronnments, because new connections for interactive
applications can have difficulty starting when a bulk TCP transfer
has al ready stabilized using all avail abl e bandw dt h.

In our base architecture described above, the nobile device typically
communi cates directly with only one wirel ess peer at a given tine:
the intermedi ate node. In some WWANs, it is possible to directly
address other nobiles within the same cell. Direct communication
with each such wireless peer may traverse a spatially distinct path,
each of which may exhibit statistically independent radio |ink
characteristics. Channel State Dependent Packet Schedul ing (CSDP)

[ BBKT96] tracks the state of the various radio |inks (as defined by
the target devices), and gives preferential treatnment to packets
destined for radio links in a "good" state. This avoids attenpting to
transmt to (and expect acknow edgenents from a peer on a "bad"
radi o |link, thus inproving throughput.

A further refinenent of this idea suggests that both fairness and
t hroughput can be inproved by conbining a wirel ess-enhanced CBQ with
CSDP [ FSS98] .

Recomendati on: No reconmmendation at this tine, pending further
st udy.

4.10 Split TCP and Performance- Enhanci ng Proxi es (PEPs)
G ven the dramatic differences between the wired and the wirel ess

links, a very common approach is to provide sone inpedance natching
where the two different technol ogies neet: at the internedi ate node.
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The idea is to replace an end-to-end TCP connection with two clearly
di stinct connections: one across the wireless Iink, the other across
its wireline counterpart. Each of the two resulting TCP sessions
operates under very different networking characteristics, and may
adopt the policies best suited to its particular medium For
exanple, in a specific LTN topology it nmay be desirable to nodify TCP
Fast Retransmit to resend after the first duplicate ack and Fast
Recovery to not shrink the congestion window if the LTN link has an
extrenely long RTT, is known to not reorder packets, and is not

subj ect to congestion. Mreover, on a long-delay link or on a link
with a relatively high bandw dth-delay product it nay be desirable to
"slowstart” with a relatively large initial w ndow, even |arger than
four segnments. While these kinds of TCP nodifications can be

negoti ated to be enpl oyed over the LTN Iink, they would not be

depl oyed end-to-end over the global Internet. In LTN topol ogi es where
the underlying link characteristics are known, a various simlar
types of performance enhancenents can be enpl oyed wi t hout endangering
operations over the global Internet.

In sone proposals, in addition to a PEP mechanismat the internediate
node, custom protocols are used on the wireless link (for exanple,
[WAP], [YB94] or [MOWGLI]).

Even if the gains fromusing non-TCP protocols are noderate or
better, the wealth of research on optimzing TCP for wireless, and
compatibility with the Internet are conpelling reasons to adopt TCP
on the wireless link (enhanced as suggested in section 5 bel ow).

4.10.1 Split TCP Approaches

Split-TCP proposal s include schermes like |I-TCP [I TCP] and MICP [ YB94]
whi ch achi eve performance i nprovenents by abandoni ng end-to-end
semanti cs.

The Mowgli architecture [ MOMGLI] proposes a split approach with
support for various enhancenents at all the protocol |ayers, not only
at the transport layer. Mowgli provides an option to replace the

TCP/ 1P core protocols on the LTNIink with a custom protocol that is
tuned for LTN Iinks [KRLKA97]. In addition, the protocol provides
various features that are useful with LTNs. For exanple, it provides
priority-based nultiplexing of concurrent connections together with
shared flow control, thus offering link capacity to interactive
applications in a tinmely manner even if there are bandw dt h-intensive
background transfers. Also with this option, Mowgli preserves the
socket semantics on the nobile device so that |egacy applications can
be run unnodifi ed.
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Enpl oyi ng split TCP approaches have several benefits as well as
drawbacks. Benefits related to split TCP approaches include the
fol | owi ng:

Splitting the end-to-end TCP connection into two parts is a
straightforward way to shield the problens of the wireless |ink
fromthe wireline Internet path, and vice versa. Thus, a split TCP
approach enabl es applying |l ocal solutions to the | ocal problens on
the wireless link. For exanple, it automatically solves the
probl em of distingui shing congestion rel ated packet | osses on the
wireline Internet and packet | osses due to transm ssion error on
the wireless link as these occur on separate TCP connecti ons.

Even if both segnents experience congestion, it may be of a
different nature and may be treated as such. Myreover, tenporary
di sconnections of the wireless link can be effectively shiel ded
fromthe wireline Internet.

When one of the TCP connections crosses only a single hop wireless
link or a very linited nunber of hops, sonme or all link
characteristics for the wirel ess TCP path are known. For exanpl e,
with a particular link we may know that the link provides reliable
delivery of packets, packets are not delivered out of order, or
the link is not subject to congestion. Having this information for
the TCP path one could expect that defining the TCP mitigations to
be enpl oyed becones a significantly easier task. In addition,
several mtigations that cannot be enpl oyed safely over the gl oba
Internet, can be successfully enployed over the wireless |ink

Splitting one TCP connection into two separate ones all ows nuch
earlier deploynent of various recent proposals to inprove TCP
performance over wireless links; only the TCP inpl enentations of
the mobil e device and internedi ate node need to be nodified, thus
all owi ng the vast nunmber of Internet hosts to continue running the
| egacy TCP inplenentations unnodified. Any mitigations that woul d
require nodification of TCP in these wireline hosts may take far
too long to becone w dely depl oyed.

Al'l ows exploitation of various application | evel enhancements
whi ch may give significant performance gains (see section 4.10.2).

Drawbacks related to split TCP approaches include the foll ow ng:

One of the main criticisnms against the split TCP approaches is
that it breaks TCP end-to-end semantics. This has various

dr awbacks sonme of which are nmore severe than others. The nost
detrinental drawoback is probably that splitting the TCP connection
di sabl es end-to-end usage of |P |ayer security mechani sms,
precluding the application of |IPSec to achi eve end-to-end
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security. Still, 1PSec could be enpl oyed separately in each of the
two parts, thus requiring the intermedi ate node to becone a party
to the security association between the nobile device and the
renote host. This, however, is an undesirable or unacceptable
alternative in nost cases. Qther security nechanisns above the
transport layer, like TLS [ RFC2246] or SOCKS [ RFC1928], should be
enpl oyed for end-to-end security.

- Anot her drawback of breaking end-to-end semantics is that crashes
of the internedi ate node becone unrecoverable resulting in
term nation of the TCP connections. Wether this should be
consi dered a severe probl em depends on the expected frequency of
such crashes.

- In many occasions clains have been stated that if TCP end-to-end
semantics is broken, applications relying on TCP to provide
reliable data delivery becone nore vul nerable. This, however, is
an overstatenent as a well-designed application should never fully
rely on TCP in achieving end-to-end reliability at the application
level. First, current APIs to TCP, such as the Berkel ey socket
interface, do not allow applications to know when an TCP
acknow edgenent for previously sent user data arrives at TCP
sender. Second, even if the application is infornmed of the TCP
acknow edgenents, the sending application cannot know whether the
recei ving application has received the data: it only knows that
the data reached the TCP receive buffer at the receiving end.
Finally, in order to achieve end-to-end reliability at the
application level an application |evel acknow edgenent is required
to confirmthat the receiver has taken the appropriate actions on
the data it received.

- \When a nobil e device noves, it is subject to handovers by the
serving base station. If the base station acts as the internediate
node for the split TCP connection, the state of both TCP endpoints
on the previous internedi ate node nust be transferred to the new
i ntermedi ate node to ensure continued operation over the split TCP
connection. This requires extra work and causes overhead. However,
in nost of the WWAN wirel ess networks, unlike in WLANs, the W
WAN base station does not provide the nmobile device with the
connection point to the wireline Internet (such base stations may
not even have an I P stack). Instead, the WWAN network takes care
of the mobility and retains the connection point to the wireline
I nternet unchanged while the nobile device noves. Thus, TCP state
handover is not required in nost WWANs.

- The packets traversing through all the protocol layers up to

transport layer and again down to the link layer result in extra
overhead at the internediate node. In case of LTNs with | ow
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bandwi dth, this extra overhead does not cause serious additiona
performance problens unlike with WLANs that typically have nuch
hi gher bandw dt h.

- Split TCP proposals are not applicable to networks with asymetric
routing. Deploying a split TCP approach requires that traffic to
and fromthe nobile device be routed through the internediate
node. Wth some networks, this cannot be acconplished, or it
requires that the internediate node is | ocated several hops away
fromthe wirel ess network edge which in turn is unpractical in
many cases and nay result in non-optinmal routing.

- Split TCP, as the name inplies, does not address problens rel ated
to UDP.

It should noted that using split TCP does not necessarily exclude

si mul t aneous usage of I P for end-to-end connectivity. Correct usage
of split TCP should be nmanaged per application or per connection and
shoul d be under the end-user control so that the user can decide

whet her a particular TCP connection or application makes use of split
TCP or whether it operates end-to-end directly over IP

Recomendation: Split TCP proposals that alter TCP semantics are not
recomrended. Depl oyi ng custom protocols on the wireless link, such as
MOAMGLI proposes is not recommended, because this note gives
preference to (1) inmproving TCP instead of designing a custom
protocol and (2) allow ng end-to-end sessions at all tines.

4.10.2 Application Level Proxies

Nowadays, application level proxies are widely used in the Internet.
Such proxies include Wb proxy caches, relay MrAs (Mil Transfer
Agents), and secure transport proxies (e.g., SOCKS). In effect,

enpl oying an application level proxy results in a "split TCP
connection” with the proxy as the internediary. Hence, sone of the
probl enms present with wireless |inks, such as conbining of a
congested wi de-area Internet path with a wireless LTN Iink, are
automatically alleviated to sone extent.

The application protocols often enploy plenty of (unnecessary) round
trips, lots of headers and inefficient encoding. Even unnecessary
data may get delivered over the wireless link in regular application
protocol operation. In nmany cases a significant anpunt of this
overhead can be reduced by sinply running an application |evel proxy
on the internediate node. Wth LTN Iinks, significant additiona

i mprovenent can be achi eved by introducing application | evel proxies
wi th application-specific enhancenents. Such a proxy nay enpl oy an
enhanced version of the application protocol over the wireless |ink
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In an LTN envi ronment enhancenents at the application |ayer nmay
provi de much nore notabl e performance i nprovenents than any transport
| evel enhancenents.

The Mowgli system provides full support for adding application |eve
agent - proxy pairs between the client and the server, the agent on the
mobi | e device and the proxy on the internmedi ate node. Such a pair may
be either explicit or fully transparent to the applications, but it
is, at all times, under the end-user control. Good exanpl es of
enhancenents achi eved with application-specific proxies include
Mowgl i WAV [ LAKLRO5], [LHKRO6] and WebExpress [HL96], [ CTCSMB7].

Recommendati on: Usage of application | evel proxies is conditionally
recomended: an application nust be proxy enabl ed and the decision of
enpl oying a proxy for an application nmust be under the user contro

at all tinmes.

4.10.3 Snoop and its Derivatives

Ber kel ey’ s SNOOP protocol [SNOOP] is a hybrid scheme mixing |ink-
layer reliability mechanisnms with the split connection approach. It
is an inprovenent over split TCP approaches in that end-to-end
semantics are retai ned. SNOOP does two things:

1. Locally (on the wireless link) retransmt |ost packets, instead
of allowing TCP to do so end-to-end.

2. Suppress the duplicate acks on their way fromthe receiver back
to the sender, thus avoiding fast retransnit and congestion
avoi dance at the latter.

Thus, the Snoop protocol is designed to avoid unnecessary fast
retransmts by the TCP sender, when the wireless |ink | ayer
retransmts a packet locally. Consider a systemthat does not use the
Snoop agent. Consider a TCP sender S that sends packets to receiver R
via an internedi ate node IN. Assune that the sender sends packet A,

B, C D E (in that order) which are forwarded by INto the wireless
receiver R Assume that the internediate node then retransnits B
subsequently, because the first transm ssion of packet B is |ost due
to errors on the wireless link. In this case, receiver R receives
packets A, C, D, E and B (in that order). Receipt of packets C, D and
E triggers duplicate acknow edgenents. \Wen the TCP sender receives
three duplicate acknow edgenents, it triggers fast retransmt (which
results in a retransm ssion, as well as reduction of congestion

wi ndow). The fast retransmt occurs despite the link |evel

retransmt on the wireless link, degrading throughput.
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SNOOP [ SNOOP] deal s with this probl em by dropping TCP dupacks
appropriately (at the internediate node). The Del ayed Dupacks (see
section 4.5) attenpts to approxi mate Snoop wi thout requiring
nodi fi cations at the internmedi ate node. Such schenes are needed only
if the possibility of a fast retransnmt due to wireless errors is
non-negligible. In particular, if the wireless link uses a stop-and-
go protocol (or otherw se delivers packets in-order), then these
schenes are not very beneficial. Also, if the bandw dth-del ay
product of the wireless link is smaller than four segnents, the
probability that the internmedi ate node will have an opportunity to
send three new packets before a | ost packet is retransmtted is
small. Since at |east three dupacks are needed to trigger a fast
retransmt, with a wirel ess bandw dt h-del ay product |ess than four
packets, schemes such as Snoop and Del ayed Dupacks woul d not be
necessary (unless the link layer is not designed properly).
Conversely, when the wrel ess bandw dt h-del ay product is |arge
enough, Snoop can provide significant perfornmance i nprovenent
(conpared with standard TCP). For further discussion on these topics,
pl ease refer to [Vaidya99].

The Del ayed Dupacks schene tends to provide performance benefit in
envi ronments where Snoop perforns well. In general, performance

i mprovenent achi eved by the Del ayed Dupacks schene is a function of
packet |oss rates due to congestion and transmi ssion errors. Wen
congestion-rel ated | osses occur, the Del ayed Dupacks schemne
unnecessarily delays retransm ssion. Thus, in the presence of
congestion | osses, the Del ayed Dupacks schene cannot achi eve the same
performance i nprovenent as Snoop. However, sinulation results

[ Vai dya99] indicate that the Del ayed Dupacks can achieve a
significant inprovenent in perfornmance despite noderate congestion
| osses.

WICP [WICP] is simlar to SNOOP in that it preserves end-to-end
semantics. In WICP, the internediate node uses a conplex schene to
hide the time it spends recovering fromlocal errors across the
wireless link (this typically includes retransnissions due to error
recovery, but may also include tinme spent dealing with congestion).
The idea is for the sender to derive a snooth estimate of round-trip
time. In order to work effectively, it assumes that the TCP
endpoints inplenment the Tinmestanps option in RFC 1323 [ TCPHP] .
Unfortunately, support for RFC 1323 in TCP inplenentations is not yet
wi despread. Beyond this, WCP requires changes only at the

i ntermedi at e node

SNOOP and WICP require the internmedi ate node to exam ne and operate
on the traffic between the portable wrel ess device and the TCP
server on the wired Internet. SNOOP and WICP do not work if the IP
traffic is encrypted, unless, of course, the internedi ate node shares
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the security association between the nobile device and its end-to-end
peer. They also require that both the data and the correspondi ng
ACKs traverse the same internmedi ate node. Furthernore, if the
intermedi ate node retransmts packets at the transport |ayer across
the wireless link, this may duplicate efforts by the |ink-Ilayer

SNOOP has been described by its designers as a TCP-aware |ink-|ayer
This is the right approach: the link and network | ayers can be much
more aware of each other than traditional OSI |ayering suggests.

Encryption of |IP packets via |IPSEC s ESP header (in either transport
or tunnel node) renders the TCP header and payload unintelligible to
the internedi ate node. This precludes SNOOP (and WICP) from wor ki ng,
because it needs to exanine the TCP headers in both directions.
Possi bl e sol utions invol ve:

- making the SNOOP (or WICP) internediate node a party to the
security association between the client and the server

- | PSEC tunneling node, terninated at the SNOOPi ng internmedi ate node

However, these techniques require that users trust internediate
nodes. Users valuing both privacy and performance should use SSL or
SOCKS for end-to-end security. These, however, are inplenented above
the transport layer, and are not as resistant to sone security
attacks (for exanple, those based on guessing TCP sequence nunbers)
as | PSEC.

Recomendati on: | npl enent SNOOP on internedi ate nodes now. Research
results are encouraging, and it is an "invisible" optimzation in
that neither the client nor the server needs to change, only the

i ntermedi ate node (for basic SNOOP without SACK). However, as

di scussed above there is little or no benefit frominpl enenti ng SNOOP
if:

1. The wireless link provides reliable, in-order packet delivery,
or,

2. The bandw dt h-del ay product of the wireless link is snmaller
than four segnents.

4.10.4 PEPs to handl e Periods of Di sconnection

Peri ods of disconnection are very common in wreless networks, either
during handoff, due to |lack of resources (dropped connections) or

nat ural obstacles. During these periods, a TCP sender does not
recei ve the expected acknow edgenents. Upon expiration of the
retransmit timer, this causes TCP to close its congestion w ndow
with all the related drawbacks. Re-transmitting packets is useless
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since the connection is broken. [MTCP] ainms at enabling TCP to
better handl e handoffs and periods of disconnection, while preserving
end-to-end semantics. M TCP adds an el enent: supervisor host (SH
TCP) at the edge of the wirel ess network

This internmedi ate node nonitors the traffic comng fromthe sender to
the nobile device. It does not break end-to-end semantics because the
ACKs sent fromthe internediate node to the sender are effectively
the ones sent by the nobile node. The principle is to generally |eave
the | ast byte unacknow edged. Hence, SH TCP coul d shut down the
sender’s wi ndow by sending the ACK for the |ast byte with a w ndow
set to zero. Thus the sender will go to persist nobde

The second optim zation is done on both the intermnmedi ate node and the
mobil e host. On the latter, TCP is aware of the current state of the
connection. In the event of a disconnection, it is capable of
freezing all tinmers. Upon reconnection, the nobile sends a specially
mar ked ACK with the number of the highest byte received. The

i nternmedi ate node assunes that the nobile is disconnected because it
monitors the flow on the wireless link, so in the absence of

acknow edgments fromthe nmobile, it will informSH TCP, which wll
send the ACK cl osing the sender wi ndow as described in the previous
par agraph. The internediate node |earns that the nobile is again
connected when it receives a duplicate acknow edgnment marked as
reconnected. At this point it sends a duplicate ACK to the sender
and grows the wi ndow. The sender exits persist node and resunes
transmtting at the same rate as before. It begins by retransmtting
any data previously unacknow edged by the nobile node. Non

overl apping or non soft handoffs are |ightwei ght because the previous
i nternmedi ate system can shrink the window, and the new one nodifies
it as soon as it has received an indication fromthe nobile.

Recommendation: M TCP is not slated for adoption at this nonent,
because of the highly experinental nature of the proposal, and the
uncertainty that TCP/IP inplenentations handl e zero wi ndow updat es
correctly. Continue tracking devel opments in this space.

4.11 Header Conpression Alternatives

Because Long Thin Networks are bandw dt h-constrai ned, conpressing
every byte out of over-the-air segnments is worth while.

Mechani sns for TCP and | P header conpression defined in [ RFC1144,
| PHC, | PHC- RTP, |PHC PPP] provide the follow ng benefits:

- Inprove interactive response tine

- Allowusing small packets for bulk data with good |ine efficiency
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- Alowusing small packets for delay sensitive |ow data-rate
traffic

- Decrease header overhead (for a comobn TCP segnent size of 512
the header overhead of |Pv4/TCP within a Mbile IP tunnel can
decrease from11.7 to less than 1 per cent.

- Reduce packet loss rate over |lossy |links (because of the
smal | er cross-section of conpressed packets).

Van Jacobson (VJ) header conpression [ RFC1144] describes a Proposed
Standard for TCP Header conpression that is widely deployed. It uses
TCP tineouts to detect a | oss of synchroni zati on between the
compressor and deconpressor. [IPHC] includes an explicit request for
transm ssi on of unconpressed headers to all ow resynchroni zati on
without waiting for a TCP tineout (and executing congestion avoi dance
procedures).

Recomendation: Inplenent [IPHC], in particular as it relates to I P-
in-1P [RFC2003] and M ni mal Encapsul ati on [ RFC2004] for Mbbile IP, as
wel | as TCP header conpression for lossy links and |inks that
reorder packets. PPP capabl e devices should inplenent [IPHCPPP]. VI
header conpression nmay optionally be inplenented as it is a widely
depl oyed Proposed Standard. However, it should only be enabl ed when
operating over reliable LTNs, because even a single bit error nost
probably would result in a full TCP wi ndow bei ng dropped, followed by
a costly recovery via slowstart.

4.12 Payl oad Conpression

Conpression of |IP payloads is also desirable. "IP Payl oad Conpression
Protocol (IPConmp)" [IPPCP] defines a framework where conmmon
conmpression algorithnms can be applied to arbitrary I P segnent

payl oads. | P payl oad conpression is sonething of a niche
optimization. It is necessary because |P-level security converts IP
payl oads to random bitstreans, defeating commonly-depl oyed |ink-I|ayer
conpr essi on nmechani snms which are faced with payl oads that have no
redundant "information" that can be nore conpactly represented.

However, nmany | P payl oads are already conpressed (inages, audio,

vi deo, "zipped" files being FTPed), or are already encrypted above
the IP layer (SSL/TLS, etc.). These payloads will not "conpress"
further, linmiting the benefit of this optimnzation

HTTP/ 1.1 al ready supports conpression of the message body. For
exanple, to use zlib conpression the relevant directives are:
"Cont ent - Encodi ng: defl ate" and "Accept-Encodi ng: deflate" [HITP-
PERF] .
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HTTP- NG i s consi dering supporting conpression of resources at the
HTTP | evel , whi ch woul d provi de equival ent benefits for common
compressible MMe types like text/htm. This will reduce the need for
| PConmp. If 1 PConp is deployed nore rapidly than HTTP-NG | PConp
conpressi on of HTM. and M ME headers woul d be benefi ci al

In general, application-level conpression can often outperform
| PConp, because of the opportunity to use conpression dictionaries
based on know edge of the specific data bei ng conpressed.

Recomendati on: | PConp nay optionally be inplenented. Track HTTP- NG
standardi zati on and depl oynent for now |nplenmenting HTTP/ 1.1
conmpression using zlib SHOULD i s recomended.

4.13 TCP Control Bl ock Interdependence [Touch97]

TCP mai ntai ns per-connection information such as connection state,
current round-trip time, congestion control or maxi num segnent si ze.
Sharing information between two consecutive connections or when
creating a new connection while the first is still active to the same
host may inprove performance of the latter connection. The principle
could easily be extended to sharing informati on anongst systens in a
LAN not just within a given system [Touch97] describes cache update
for both cases.

Users of WWAN devices frequently request connections to the sane
servers or set of servers. For exanple, in order to read their emi
or to initiate connections to other servers, the devices may be
configured to al ways use the sane enail server or WAV proxy. The
mai n advantage of this proposal is that it relieves the application
of the burden of optimzing the transport layer. In order to inprove
the performance of TCP connections, this mechanismonly requires
changes at the wrel ess device.

In general, this schene should inprove the dynan sm of connection
setup without increasing the cost of the inplenmentation

Recomendati on: This nechani smis recommended, although HTTP/1.1 with
its persistent connections may partially achieve the same effect
without it. Other applications (even HTTP/1.0) may find it useful
Continue nonitoring research on this. In particular, work on a
"Congestion Manager" [CM nmmy generalize this concept of sharing

i nformati on among protocols and applications with a view to making
them nore adaptable to network conditions.
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5 Summary of Recommrended Opti mi zations

The tabl e bel ow summari zes our recomrendations with regards to the
mai n proposal s nentioned above.

The first colum, "Stability of the Proposal," refers to the nmaturity
of the mechanismin question. Some proposals are being pursued
within the | ETF in a somewhat open fashion. An | ETF proposal is
either an Internet Drafts (I-D) or a Request for Conmments (RFC). The
fornmer is a prelimnary version. There are several types of RFCs. A
Draft Standards (DS) is standards track, and carries nore wei ght than
a Proposed Standard (PS), which may still undergo revisions.

I nformational or Experinental RFCs do not specify a standard. O her
proposals are isolated efforts with little or no public review, and
unknown chances of garnering industry backing.

"I nmpl enented at" indicates which participant in a TCP session nust be
nmodi fied to inplenent the proposal. Legacy servers typically cannot
be nodified, so this colum indicates whether inplenentation happens
at either or both of the two nodes under sone control: nobile device
and internedi ate node. The synbols used are: W5 (w rel ess sender,

that is, the nobile device's TCP send operation nust be nodified), W
(wireless receiver, that is, the nobile device's TCP receive
operation nust be nodified), WD (wireless device, that is,
nmodi fi cations at the nmobile device are not specific to either TCP
send or receive), IN (internediate node) and NI (network
infrastructure). These entities are to be understood within the
context of Section 1.1 ("Network Architecture"). NA sinply means "not
applicable.”

The "Reconmendation" col unm captures our suggestions. Some
mechani sms are endorsed for i medi ate adoption, others need nore
evi dence and research, and others are not recomrended.

Nane Stability of | mpl enent ed Recomendat i on
t he Proposal at
Increased Initial RFC 2581 (PS) W5 Yes
W ndow (initial_w ndow=2)
Di sabl e del ayed ACKs NA VR When st abl e
during slow start
Byte counting NA W5 No
i nstead of ACK
counting
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TCP Header
compression for PPP

| P Payl oad
Conpr essi on

(1 PConp)

Header
Conpr essi on

SNOOP pl us SACK
Fast retransmt/fast

recovery

Transacti on/ TCP

Estimati ng Sl ow
Start Threshol d
(ssthresh)

Del ayed Duplicate
Acknowl edgenent s

Cl ass- based Queui ng
on End Systens
Explicit Congestion
Noti fi cation

TCP Control Bl ock

I nt er dependence

o all

Long Thi n Networks

RFC 1144 (PS)

RFC 2393 (PS)

RFC 2507 (PS),
RFC 2509 (PS)

In limted use

RFC 2581 (PS)

RFC 1644
(Experinental)

NA

Not stabl e

NA

RFC 2481 (EXP)

RFC 2140
(I'nformational)

the optim zations in the table above,

January 2000

WD Yes
I'N (see 4.11)
WD Yes

(simul taneously
needed on Server)

WD Yes
I'N (For 1Pv4, TCP and
Mobile I P, PPP)

I'N Yes
WD (for SACK)

VD Yes (shoul d be
t here al ready)

WD No
(sinmul taneously
needed on Server)

WB No

R When stabl e
IN (for

notifications)

WD When st abl e
WD Yes

N

WD Yes

(Track research)

only SNOCOP plus SACK and

Del ayed duplicate acknow edgenments are currently being proposed only

for wirel ess networks.
Wi rel ess applications.

The others are being considered even for non-
Their nore genera

applicability attracts nore

attention and analysis fromthe research conmmunity.

O the above nechani sns,
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6 Concl usi on

In view of the unpredictable and probl ematic nature of long thin
networks, arriving at an optim zed transport is a daunting task. W
have reviewed the existing proposals along with future research
itens. Based on this overview, we al so reconmend mechani sns for

i mpl ementation in long thin networks (LTNs).
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8 Security Considerations

The mechani sns di scussed and recommended in this docunent have been
proposed in previous publications. The security considerations
outlined in the original discussions apply here as well. Severa
security issues are al so discussed throughout this docunent.
Additionally, we present bel ow a non-exhaustive |ist of the nost
salient issues concerning our recommended nechani sns:

- Larger Initial TCP Wndow Size
No known security issues [RFC2414, RFC2581].

- Header Conpression
May be open to some denial of service attacks. But any attacker in
a position to | aunch these attacks woul d have much stronger
attacks at his disposal [IPHC, |PHC RTP].

- Congestion Control, Fast Retransm t/Fast Recovery
An attacker may force TCP connections to grind to a halt, or, nore
danger ously, behave nore aggressively. The latter possibility may
| ead to congestion collapse, at least in some regions of the
net wor k [ RFC2581] .

- Explicit Congestion Notification
It does not appear to increase the vulnerabilities in the network.
On the contrary, it may reduce themby aiding in the

identification of flows unresponsive to or non-conpliant with TCP
congestion control [ECN.
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- Sharing of Network Performance Information (TCP Control Bl ock
Sharing and Congestion Manager nodul e)

Sone i nformation shoul d not be shared. For exanple, TCP sequence
nunbers are used to protect agai nst spoofing attacks. Even
limting the sharing to performance val ues | eaves open the
possibility of denial-of-service attacks [Touch97].

- Performance Enhanci ng Proxies

These systens are nen-in-the-mddle fromthe point of view of
their security vulnerabilities. Accordingly, they nust be used
with extreme care so as to prevent their being hijacked and

m sused.

This last point is not to be underestinated: there is a general
security concern whenever an internedi ate node perforns operations
different fromthose carried out in an end-to-end basis. This is not
specific to performance-enhancing proxies. |In particular, there my
be a tendency to forego | PSEC based privacy in order to allow, for
exanpl e, a SNOOP nodul e, header conpression (TCP, UDP, RTP, etc), or
HTTP proxi es to work.

Addi ng end-to-end security at higher layers (for exanple via RTP
encryption, or via TLS encryption of the TCP payl oad) alleviates the

probl em However, this still |eaves protocol headers in the clear,
and these may be exploited for traffic analysis and deni al -of -service
attacks.
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