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1.

The SNMP Managenent Framewor k

The SNVP Management Framework presently consists of five mgjor
conmponent s:

- An overall architecture, described in RFC 2571 [1].

- Mechanisns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], STD 58, RFC 2579 [6] and STD 58, RFC 2580 [7].

-  Message protocols for transferring management information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
message protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [9] and RFC
1906 [10]. The third version of the nessage protocol is called
SNWPv3 and described in RFC 1906 [10], RFC 2572 [11] and RFC 2574
[12].

- Protocol operations for accessing managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

- A set of fundanmental applications described in RFC 2573 [14] and
t he vi ew based access control nechani sm described in RFC 2575
[ 15].

A nore detailed introduction to the current SNVMP Managenent Franework
can be found in RFC 2570 [16].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. hjects in the MB are
defined using the nmechani snms defined in the SM.

This nmeno specifies a MB nodule that is conpliant to the SMv2. A
M B conform ng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are om tted because no
translation is possible (use of Counter64). Sonme machi ne readabl e
information in SMv2 will be converted into textual descriptions in
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SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

2. Introduction

The SNWMP Agent Extensibility Protocol (AgentX) is a protocol used to
distribute the inplementati on of an SNMP agent anobngst a single
"master agent” and nultiple "subagents". See [17] for details about
t he Agent X pr ot ocol

The goal s of the AgentX MB are:

- List the set of subagent connections that currently have | ogica
sessions open with the master agent.

- ldentify each subagent connection transport address and type.

- ldentify each subagent session vendor, Agent X protocol version,
and ot her characteristics.

- ldentify the set of MB objects each session inplenents, the
context in which the objects are registered, and the priority of
the registration.

- Determne protocol operational paraneters such as the tineout
interval for responses froma session and the priority at which a
session registers a particular MB region

- Alow (but do not require) nanagers to explicitly cl ose subagent
sessions with the naster agent.

3. AgentX MB Overview

This M B is organized into four groups. The agentxGeneral group
provi des information describing the naster agent’s Agent X support,

i ncluding the protocol version supported. The agentxConnection group
provi des information describing the current set of connections
capabl e of carrying Agent X sessions. The agentxSessi on group
provides information describing the current set of AgentX sessions.
The agent xRegi stration group provides infornmation describing the
current set of registrations.

Three tables formthe heart of this mb. These are the connection,
session, and registration tables.
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Entries in the registration table exist in a many-to-one rel ationship
with entries in the session table. This relationship is expressed
through the two comon indi ces, agentxSessionlndex and

agent xConnl ndex. Entries in the registration table also exist in a
many-to-one relationship with entries in the connection table. This
relationship is expressed through the comon index, agentxConnl ndex.

Entries in the session table exist in a many-to-one relationship with
entries in the connection table. This relationship is expressed
t hrough the common i ndex, agent xConnl ndex.

4. Managed Object Definitions for AgentX
AGENTX-M B DEFI NI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Unsi gned32, nib-2
FROM SNWPv2- SM
SnipAdmi nStri ng
FROM SNWVP- FRAMEWORK- M B
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF
TEXTUAL- CONVENTI ON, Ti neStanp, TruthVal ue, TDomain
FROM SNWPv2- TC;
agent xM B MODULE- | DENTI TY

LAST- UPDATED "200001100000Z" -- M dnight 10 January 2000
ORGANI ZATI ON " Agent X Wor ki ng G oup”
CONTACT- I NFO "WG- eni | : agent x@lor ot hy. bnt. com

Subscri be: agentx-request @lor ot hy. bnt. com
WG emai | Archive: ftp://ftp.peer.com pub/agentx/archives
FTP repository: ftp://ftp.peer.coni pub/agentx

http://ww.ietf.org/htm.charters/agentx-charter. htm

Chai r: Bob Nat al e
ACE* COW Cor por ati on
Emai | : bnat al e@ceconm com

WG edi tor: Mark Ellison
Elli son Software Consulting, Inc.
Emai | : ellison@world.std. com

Co-aut hor: Lauren Heintz
Ci sco Systens,
EMai | : | hei nt z@i sco. com

Co- aut hor: Sm tha Gudur

I ndependent Consul t ant
Enai | : sgudur @ot mai | . com
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DESCRI PTI ON "This is the MB nodule for the SNWP Agent Exten
Protocol (AgentX). This MB nodule will be inplenented by
the nmaster agent.

REVI SI ON "200001100000Z" -- M dnight 10 January 2000
DESCRI PTI ON

"Initial version published as RFC 2742."
= { mb-2 74}

-- Textual Conventions

Agent xTAddr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Denotes a transport service address. This is identical to
the TAddress textual convention (SNMPv2-SM) except that
zero-length values are permtted.

SYNTAX OCTET STRING (SIZE (0..255))
-- Administrative assignnents

agent xObj ect s OBJECT | DENTI FI ER

agent xGeneral OBJECT | DENTI FI ER

agent xConnecti on OBJECT | DENTI FI ER
agent xSessi on OBJECT | DENTI FI ER :
agent xRegi strati on OBJECT | DENTI FI ER ::

agentxMB 1 }

agent xObjects 1 }
agent xObj ects 2 }
agent xObj ects 3 }
agent xObj ects 4 }

I T T ]|
B e e L L L)

agent xDef aul t Ti meout OBJECT- TYPE

SYNTAX I NTEGER (0. . 255)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The default length of time, in seconds, that the naster
agent should allow to el apse after dispatching a nmessage
to a session before it regards the subagent as not
responding. This is a systemw de val ue that nmay
override the timeout val ue associated with a particul ar
session (agentxSessionTi meout) or a particular registered
M B regi on (agentxRegTineout). |If the associated val ue of
agent xSessi onTi meout and agent xRegTi meout are zero, or
impractical in accordance with inplenentation-specific
procedure of the naster agent, the value represented by
this object will be the effective tinmeout value for the
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master agent to await a response to a dispatch froma
gi ven subagent .

DEFVAL { 5}
::={ agentxCeneral 1}

agent xMast er Agent XVer OBJECT- TYPE

SYNTAX I NTEGER (1..255)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The Agent X protocol version supported by this master agent.
The current protocol version is 1. Note that the naster agent
must also allow interaction with earlier version subagents.

::={ agentxCGeneral 2}
-- The Agent X Subagent Connection G oup

agent xConnTabl eLast Change OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when the |ast row creation or deletion
occurred in the agentxConnectionTabl e.

::={ agentxConnection 1 }

agent xConnect i onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Agent xConnecti onEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The agent xConnectionTabl e tracks all current AgentX transport
connections. There may be zero, one, or nore Agent X sessions
carried on a given Agent X connecti on.

::={ agentxConnection 2 }

agent xConnecti onEntry OBJECT- TYPE

SYNTAX Agent xConnecti onEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"An agent xConnecti onEntry contains infornmation describing a
singl e Agent X transport connection. A connection may be
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used to support zero or nore Agent X sessions. An entry is
created when a new transport connection is established,
and is destroyed when the transport connection is term nated.
I NDEX { agent xConnl ndex }
.= { agentxConnectionTable 1 }

Agent xConnecti onEntry ::= SEQUENCE ({
agent xConnl ndex Unsi gned32,
agent xConnQpenTi e Ti meSt anp,

agent xConnTr ansport Domai n TDonai n,
agent xConnTr ansport Addr ess Agent xTAddr ess }

agent xConnl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"agent xConnl ndex contains the value that uniquely identifies
an open transport connection used by this master agent

to provide Agent X service. Values of this index should

not be re-used. The value assigned to a given transport
connection is constant for the lifetime of that connection

::= { agentxConnectionEntry 1 }

agent xConnQOpenTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTi me when this connection was established
and, therefore, its value when this entry was added to the table.

::={ agentxConnectionEntry 2 }

agent xConnTr ansport Domai n OBJECT- TYPE

SYNTAX TDomai n

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The transport protocol in use for this connection to the
subagent .

::={ agentxConnectionEntry 3 }

agent xConnTr ansport Addr ess OBJECT- TYPE
SYNTAX Agent xTAddr ess
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The transport address of the renote (subagent) end of this
connection to the nmaster agent. This object may be zero-length
for unix-donmain sockets (and possibly other types of transport
addresses) since the subagent need not bind a filenanme to its
| ocal socket.

::= { agentxConnectionEntry 4 }
-- The Agent X Subagent Session G oup

agent xSessi onTabl eLast Change OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when the |ast row creation or deletion
occurred in the agent xSessi onTabl e.

::={ agentxSession 1 }

agent xSessi onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Agent xSessi onEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e of Agent X subagent sessions currently in effect.

::={ agentxSession 2 }

agent xSessi onEntry OBJECT- TYPE

SYNTAX Agent xSessi onEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"Information about a single open session between the Agent X
mast er agent and a subagent is contained in this entry. An
entry is created when a new session is successfully established
and is destroyed either when the subagent transport connection
has term nated or when the subagent session is closed.

I NDEX { agent xConnl ndex, agent xSessi onl ndex }
::={ agentxSessionTable 1 }

Agent xSessi onEntry ::= SEQUENCE ({
agent xSessi onl ndex Unsi gned32,
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OBJECT | DENTI FI ER,
SnnpAdmi nStri ng,

agent xSessi onAdm nSt at us | NTECER,
agent xSessi onQpenTi e Ti meSt anp,
agent xSessi onAgent XVer | NTEGER,
agent xSessi onTi meout | NTEGER

}

agent xSessi onl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A uni que index for the subagent session. It is the sanme as
h. sessionl D defined in the agentx header. Note that if
a subagent’s session with the master agent is closed for
any reason its index should not be re-used.
A val ue of zero(0) is specifically allowed in order
to be conpatible with the definition of h.sessionld.

::={ agentxSessionEntry 1 }

agent xSessi onCbj ect | D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This is taken fromthe o.id field of the agentx-Qpen- PDU.
This attribute will report a value of '0.0" for subagents
not supporting the notion of an Agent X session object
identifier.

::={ agentxSessionEntry 2 }

agent xSessi onDescr OBJECT- TYPE

SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A textual description of the session. This is analogous to

sysDescr defined in the SNMPv2-M B in RFC 1907 [19] and is
taken fromthe o.descr field of the agentx-Open- PDU.

This attribute will report a zero-length string value for
subagents not supporting the notion of a session description.

::= { agentxSessionEntry 3 }
agent xSessi onAdm nSt at us OBJECT- TYPE
St andards Track
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SYNTAX I NTEGER {
up(1),
down( 2)
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The adm nistrative (desired) status of the session. Setting
the value to 'down(2)’ closes the subagent session (with c.reason
set to 'reasonByManager’).

::={ agentxSessionEntry 4 }

agent xSessi onOpenTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when this session was opened and,
therefore, its value when this entry was added to the table.

::= { agentxSessionEntry 5 }

agent xSessi onAgent XVer OBJECT- TYPE

SYNTAX I NTEGER (1..255)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The version of the Agent X protocol supported by the
session. This must be less than or equal to the val ue of
agent xMast er Agent XVer .

::={ agentxSessionEntry 6 }

agent xSessi onTi nreout OBJECT- TYPE

SYNTAX I NTEGER (0. . 255)

UNI TS "seconds"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON

"The length of tine, in seconds, that a naster agent should

all ow to el apse after dispatching a nmessage to this session
before it regards the subagent as not responding. This value
is taken fromthe o.timeout field of the agentx- Open- PDU.
This is a session-specific value that may be overridden by
val ues associated with the specific registered MB regions
(see agent xRegTi neout). A value of zero(0) indicates that
the master agent’'s default tineout value should be used
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(see agent xDef aul t Ti neout) .
::={ agentxSessionEntry 7 }
-- The Agent X Regi strati on G oup

agent xRegi strati onTabl eLast Change OBJECT- TYPE

SYNTAX Ti meSt anmp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when the |ast row creation or deletion
occurred in the agent xRegi strationTabl e.

::={ agentxRegistration 1 }

agent xRegi strati onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Agent xRegi strationEntry
MAX- ACCESS not-accessi ble

STATUS current

DESCRI PTI ON

"A table of registered regions.

::={ agentxRegistration 2}

agent xRegi strati onEntry OBJECT- TYPE

SYNTAX Agent xRegi strationEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Contains information for a single registered region. An
entry is created when a session successfully registers a
region and is destroyed for any of three reasons: this region
is unregistered by the session, the session is closed,
or the subagent connection is closed.

| NDEX { agent xConnl ndex, agent xSessi onl ndex, agent xRegl ndex }
::={ agentxRegistrationTable 1 }
Agent xRegi strationEntry ::= SEQUENCE ({
agent xRegl ndex Unsi gned32,
agent xRegCont ext CCTET STRI NG
agent xRegSt ar t OBJECT | DENTI FI ER,
agent xRegRangeSubl d Unsi ghed32,
agent xRegUpper Bound Unsi gned32,
agent xRegPriority Unsi gned32,
agent xRegTi neout | NTECER,
agent xRegl nst ance Trut hval ue }
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agent xRegl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"agent xRegl ndex uniquely identifies a registration entry.
This value is constant for the lifetine of an entry.

::={ agentxRegistrationEntry 1 }

agent xRegCont ext OBJECT- TYPE

SYNTAX COCTET STRI NG
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The context in which the session supports the objects in this
region. A zero-length context indicates the default context.

::={ agentxRegistrationEntry 2 }

agent xRegStart OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The starting OBJECT | DENTIFIER of this registration entry. The
session identified by agentxSessi onl ndex inplements objects
starting at this value (inclusive). Note that this value could
identify an object type, an object instance, or a partial object
i nst ance.

::={ agentxRegistrationEntry 3 }

agent xRegRangeSubl d OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"agent xRegRangeSubld is used to specify the range. This is

taken fromr.region_subid in the registration PDU. If the value
of this object is zero, no range is specified. |If it is non-zero,
it identifies the ‘nth’ sub-identifier in r.region for which
this entry’ s agent xRegUpper Bound value is substituted in the
O D for purposes of defining the region s upper bound.

::={ agentxRegistrationEntry 4 }

agent xRegUpper Bound OBJECT- TYPE
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SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"agent xRegUpper Bound represents the upper-bound sub-identifier in
a registration. This is taken fromthe r.upper_bound in the
registration PDU. |f agentxRegRangeSubid (r.region_subid) is
zero, this value is also zero and is not used to define an upper
bound for this registration.

;.= { agentxRegistrationEntry 5 }

agent xRegPriority OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The registration priority. Lower values have higher priority.
This value is taken fromr.priority in the register PDU.

Sessi ons shoul d use the value of 127 for r.priority if a
default value is desired.

;.= { agentxRegistrationEntry 6 }

agent xRegTi meout OBJECT- TYPE

SYNTAX I NTEGER (0. . 255)
UNI TS "seconds"”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The timeout value, in seconds, for responses to
requests associated with this registered MB region.
A value of zero(0) indicates the default value (indicated
by by agent xSessi onTi neout or agentxDefaultTinmeout) is to
be used. This value is taken fromthe r.tineout field of
t he agent x- Regi st er - PDU.

::={ agentxRegistrationEntry 7 }

agent xRegl nst ance OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of agentxReglnstance is ‘true’ for
regi strations for which the | NSTANCE REG STRATI ON
was set, and is ‘false’ for all other registrations.
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::={ agentxRegistrationEntry 8 }
-- Conformance Statenents for AgentX
agent xConf or mance OBJECT | DENTI FI ER : :

agent xM BG oups OBJECT | DENTI FI ER : :
agent xM BConpl i ances OBJECT | DENTI FI ER : :

{ agentxMB 2 }
{ agent xConf ornance 1 }
{ agent xConf or mance 2 }

-- Conpliance Statenents for AgentX

agent xM BConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The compliance statement for SNVP entities that inplement the
Agent X protocol. Note that a conpliant agent can inplenent all

objects in this MB nodul e as read-only.
MODULE -- this nodul e
MANDATORY- GROUPS { agent xM BG oup }

OBJECT agent xSessi onAdm nSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

::={ agentxM BConpliances 1 }

agent xM BG oup OBJECT- GROUP
OBJECTS {

agent xDef aul t Ti meout ,
agent xMast er Agent XVer ,
agent xConnTabl eLast Change,
agent xConnQpenTi e,
agent xConnTr ansport Donai n,
agent xConnTr ansport Addr ess,
agent xSessi onTabl eLast Change,
agent xSessi onTi nmeout ,
agent xSessi onCbj ect | D,
agent xSessi onDescr,
agent xSessi onAdm nSt at us,
agent xSessi onQpenTi ne,
agent xSessi onAgent XVer,
agent xRegi strati onTabl eLast Change,
agent xRegCont ext ,
agent xRegStart,
agent xRegRangeSubl d,
agent xRegUpper Bound,
agent xRegPriority,
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agent xRegTi neout ,
agent xRegl nst ance

}
STATUS current
DESCRI PTI ON
"Al'l accessible objects in the Agent X M B.

1= { agentxM BG oups 1 }
END
5. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The I1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Security Considerations

There is a single managenent object defined in this MB that has a
MAX- ACCESS cl ause of read-wite. This object may be consi dered
sensitive or vulnerable in some network environnents. The support
for SET operations in a non-secure environnent wthout proper
protection can have a negative effect on network operations.
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There is a single managed object in this MB that may contain
sensitive information. This object is agentxSessi onAdm nSt at us.
Setting agent xSessi onAdni nStatus to an i nappropriate val ue can
effectively prevent access to nanagenent information, or provide
access to i nappropriate information.

It is thus inmportant to control even GET access to these objects and
possibly to even encrypt the val ues of these objects when sending
them over the network via SNMP. Not all versions of SNWP provide
features for such a secure environment.

SNWPv1l by itself is not a secure environnment. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/change/create/ delete) the objects in this MB.

It is recomended that the inplementers consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [12] and the View based
Access Control Mddel RFC 2575 [15] is reconmended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to i ndeed GET or SET

(change/ del ete) them
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