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Abst r act

The intention of this neno is to define a classification systemfor
the conmuni cation requirements of any | arge-scale nulticast
application (LSMA). It is very unlikely one protocol can achieve a
conprom se between the diverse requirenents of all the parties
involved in any LSMA. It is therefore necessary to understand the
wor st -case scenarios in order to mninmze the range of protocols
needed. Dynam c protocol adaptation is likely to be necessary which
will require logic to map particul ar conbi nations of requirenments to
particul ar mechani snms. Standardi zi ng the way that applications
define their requirements is a necessary step towards this.
Classification is a first step towards standardi zati on
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1. Introduction

Thi s taxonony consists of a | arge nunber of paraneters that are
consi dered useful for describing the communication requirenments of
LSMAs. To describe a particular application, each paraneter would be
assigned a value. Typical ranges of values are given wherever
possible. Failing this, the type of any possible values is given
The paraneters are collected into ten or so higher |evel categories,
but this is purely for convenience.

The paraneters are pitched at a | evel considered neaningful to
application programmers. However, they descri be comunications not
applications - the terns '3D virtual world , or 'shared TV night

i mply communi cations requirenents, but they don't accurately describe
them Assunptions about the |likely mechanismto achi eve each

requi renent are avoi ded where possi bl e.

Wil e the parameters describe comunications, it will be noticed that
few requirenents concerning routing etc. are apparent. This is
because applications have few direct requirenents on these second
order aspects of communi cations. Requirenents in these areas wll
have to be inferred fromapplication requirenents (e.g. |atency).
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The taxonomny is likely to be useful in a nunber of ways:

1. Most sinply, it can be used as a checklist to create a
requirenents statement for a particular LSMA. Exanpl e applications
will be classified [bagnall 98] using the taxonony in order to
exercise (and inprove) it

2. Because strictest requirenent have been defined for many
paraneters, it will be possible to identify worst case scenari os
for the design of protocols

3. Because the scope of each parameter has been defined (per session,
per receiver etc.), it will be possible to highlight where
het erogeneity is going to be nost marked

4. It is a step towards standardi zati on of the way LSMAs define their
conmuni cations requirenents. This could | ead to standard APIs
bet ween applications and protocol adaptation m ddl eware

5. ldentification of limtations in current Internet technol ogy for
LSMAs to be added to the LSMA limtations nmeno [limtations]

6. ldentification of gaps in Internet Engineering Task Force (IETF)
wor ki ng group coverage

Thi s approach is intended to conpl enent that used where application
scenarios for Distributed Interactive Sinulation (D'S) are proposed
in order to generate network design netrics (val ues of conmunications
paraneters). Instead of creating the communicati ons paraneters from
the applications, we try to inagine applications that mnight be
enabl ed by stretching communi cati ons paranet ers.

2. Definition of Sessions

The following terns have no agreed definition, so they will be
defined for this docunent.

Sessi on
a happeni ng or gathering consisting of flows of informtion
related by a conmon description that persists for a non-trivial
time (nore than a few seconds) such that the participants (be they
humans or applications) are involved and interested at
intermediate tines. A session may be defined recursively as a
super-set of other sessions.

Secure session
a session with restricted access
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A session or secure session may be a sub and/or super set of a
mul ticast group. A session can sinultaneously be both a sub and a

super -

set of a nulticast group by spanning a nunmber of groups while

ti me-sharing each group with other sessions.

3. Taxonony

3.1 Summary of Conmuni cati ons Paraneters

Bef ore the conmuni cations paraneters are defined, typed and given

wor st -

case values, they are sinply listed for convenience. Al so for

conveni ence they are coll ected under classification headi ngs.

Reliability . . . . . . . . . . . . . . . . . .. .. .321
.2.1.1

Packet loss . . . . . . . . . . . . . . . . . . . .3
Tr ansacti ona
Guar ant eed
Tol erated | oss
Semantic | oss
Conponent reliability . . . . . . . . . . . . . . . 3.2.1.2
Setup fail-over time
Mean tinme between failures
Fail over time during a stream

Ordering . . . T A

Ordering typé

Tinmeli ness . . R TV

Hard Real time
Synchronicity

Bur sti ness

Jitter

Expiry

Lat ency

Opt i mum bandwi dt h
Tol er abl e bandwi dt h
Required by tinme and tol erance
Host performance
Fair del ay

Frame size

Content size

Session Control . . . . . . . . . . . . . . . . ... . 3.24

Bagnal | ,

Initiation

Start tine

End tine

Dur ati on

Active tine

Sessi on Burstiness
Atomic join

Late join allowed ?
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Tenmporary | eave all owed ?
Late join with catch-up allowed ?
Potential streans per session
Active streans per sessions
Session Topology . . . . . . . . . . . . . . . . . ... 325
Nunber of senders
Nunber of receivers
Directory . . . . . . . . . . . ..
Fail -over time-out (see Reliability: fail-over tine)
Mobi lity
Security . . . . . . . ...
Aut henti cation strength
Tanper - pr oof i ng
Non-repudi ati on strength
Deni al of service
Action restriction
Privacy
Confidentiality
Retransmit prevention strength
Menbership criteria
Menber shi p principals
Col I usi on prevention
Fai rness
Action on conprom se
Security dynamics . . . . . . . .
Mean tinme between conprom ses
Conprom se detection tine limt
conprom se recovery tine limt
Payment & Charging . . . . . . . . . . . . . . . . . . . 329
Total Cost
Cost per tinme
Cost per M

3.2.6

3.2.7

3.2.8

3.2 Definitions, types and strictest requirenents

The terms used in the above table are now defined for the context of
thi s docunent. Under each definition, the type of their value is

gi ven and where possi bl e worst-case val ues and exanpl e applications
that woul d exhibit this requirenent.

There is no nention of whether a comunication is a streamor a
discrete interaction. An attenpt to use this distinction as a way of
characterizing comunications proved to be renmarkably unhel pful and
was dropped.
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3.2.1 Types

Each requirement has a type. The following is a list of all the types
used in the followi ng definitions.

Appl i cation Benchmark
This is some nmeasure of the processor |oad of an application, in
some architecture neutral unit. This is non-trivial since the
processing an application requires my change radically with
different hardware, for exanple, a video client with and w thout
har dwar e support.

Bandwi dt h Measured in bits per second, or a nultiple of.

Bool ean

Abstract Currency
An abstract currency is one which is adjusted to take inflation
into account. The sinplest way of doing this is to use the val ue
of a real currency on a specific date. It is effectively a way of
assessing the cost of sonething in "real terns". An exanpl e m ght
be 1970 US$. Anot her neasure nmight be "average man hours"

Currency - current |oca

Data Size

Date (time since epoch)

Enumer ati on

Fraction

Identifiers
A label used to distinguish different parts of a comunication

| nt eger
Menbership list/rule

Macr o
A smal | piece of executable code used to describe policies

Ti me
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3.2.2 Reliability
3.2.2.1 Packet Loss
Transacti ona
When multiple operations nmust occur atomcally, transactiona

communi cati ons guarantee that either all occur or none occur and a
failure is flagged.

Type: Bool ean

Meani ng: Transactional or Not transaction

Strictest Requirenent: Transactiona

Scope: per stream

Exanpl e Applicati on: Bank credit transfer, debit and credit nust
be atomic.

NB: Transactions are potentially rmuch nore

conmplex, but it is believed this is
an application | ayer problem

Guar ant eed

Guar ant ees communi cations will succeed under certain conditions.

Type: Enuner at ed

Meani ng: Deferrable - if conmmunication fails it wll
be deferred until a time when it will be
successf ul

Guaranteed - the communication will succeed
so long as all necessary conponents are
wor ki ng.
No guarantee - failure will not be
report ed.

Strictest Requirenent: Deferrable

Exanpl e Application: Stock quote feed - Cuaranteed

Scope: per stream

NB: The application will need to set paraneters
to nore fully define Guarantees, which the
m ddl eware may translate into, for exanple,
queue | engt hs.

Tol erated | oss

This specifies the proportion of data froma comunication that
can be | ost before the application beconmes conpletely unusable.
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Type:
Meani ng:

Strictest Requirenent:

Scope:

Exanpl e Application:
Semantic | oss

The application specifi
conmuni cati on can be di

Type:

Meani ng:

Strictest Requirenent:

Scope:

Exanpl e Application:

Taxonony of Commruni cati on Requirenents Decenber 1999

Fraction

fraction of the streamthat can be | ost
0%

per stream

Video - 20%

es how many and whi ch parts of the
scarded i f necessary.

I dentifiers, name di sposable application
| evel frames

List of the identifiers of application
frames which may be | ost

No | oss al |l owed

per stream

Video feed - P frames may be lost, | franes
not

3.2.2.2. Conponent Reliability

Setup Fail-over tine

The tine before a failure is detected and a repl acenent conmponent
is invoked. Fromthe applications point of viewthis is the tine
it may take in exceptional circunstances for a channel to be set-
It is not the "nornmal" operating delay before a channel is

creat ed.

up.

Type:

Strictest Requirenent:

Scope:

Exanpl e Application:

Mean tinme between failures

Ti ne

Web server - 1 second
per stream

Nane | ookup - 5 seconds

The nean tinme between two consecutive total failures of the
channel

Type:

Strictest Requirenent:

Scope:

Exanmpl e Applicati on:

Bagnal | ,

et al.

Ti me

Indefinite

per stream

Tel ephony - 1000 hours
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Fail over time during a stream

The tine between a stream breaking and a repl acenent being set up

Type: Ti me
Strictest Requirement: Equal to | atency requirenent
Scope: per stream

Exanpl e Applicati on: File Transfer - 10sec
3.2.3. Odering
Ordering type
Speci fies what ordering nust be preserved for the application

Type: { . o
Enunmeration tim ng,
Enuner ati on sequenci ng,
Enuneration causality

}
Meani ng: Tig ng [ the events are tinestanped
oba
Per Sender
none

Sequencing - the events are sequenced in
order of occurrence
d oba
Per Sender
none
Causality - the events forma graph
rel ati ng cause and effect

G oba

Per Sender

none
Strictest Requirenent: dobal, G obal, doba
Scope: per stream

Exanpl e Applicati on: Gane - { none, per sender, global } (to
make sure being hit by bullet occurs
after the shot is fired!)

3.2.4. Tineliness
Hard real - tine
There is a neta-requirenent on tineliness. If hard real-tine is

required then the interpretation of all the other requirenents
changes. Failures to achieve the required tinmeliness nust be

Bagnal |, et al. I nf or mat i onal [ Page 9]



RFC 2729 Taxonony of Commruni cati on Requirenents Decenber 1999

reported before the comuni cation is made. By contrast soft real -
time means that there is no guarantee that an event will occur in
time. However statistical neasures can be used to indicate the
probability of conpletion in the required tine, and policies such
as making sure the probability is 95% or better could be used.

Type: Bool ean

Meani ng: Hard or Soft realtime
Strictest Requirenent: Hard

Scope: per stream

Exanpl e Application: Medi cal nonitor - Hard
Synchronicity

To make sure that separate el enents of a session are correctly
synchroni zed with respect to each other

Type: Ti me

Meani ng: The maxi mumtine drift between streans
Strictest Requirenent: 80ns for human perception

Scope: per stream pair/set

Exanpl e Application: TV li p-sync val ue 80ns

NB: the scope is not necessarily the sane as

the session. Sone streans may no need to be
sync’'d, (say, a score ticker in a footbal
mat ch

Bur sti ness

This is a nmeasure of the variance of bandw dth requirenments over

time.
Type: Fracti on
Meani ng: either:

Variation in b/was fraction of b/w for
vari abl e b/ w comuni cati ons
or
duty cycle (fraction of time at peak b/w)
for intermttent b/w comunications.
Strictest Requirenent: Variation = max b/w Duty cycle ~ 0
Scope: per stream
Exanpl e Application: Sharing video clips, with chat channel -
sudden bursts as clips are swapped.
Conpressed Audio - difference between
silence and tal king
NB: More detail ed anal ysis of comruni cation
flow (e.g. nmax rate of b/w change or
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Fourier Transform of the b/w requirenent) is
possi bl e but as conplexity increases
useful ness and conputability decrease.
Jitter
Jitter is a measure of variance in the tine taken for

comruni cations to traverse fromthe sender (application) to the

receiver,

Type:
Meani ng:

Strictest Requirenent:

Scope:
Exanpl e Applicati on:
NB:

Expiry

Type:
Meani ng:

Strictest Requirenent:

Scope:
Exanpl e Application:

Lat ency

Type:

Strictest Requirenent:

Scope:
Exanpl e Application:
NB:

et al.

as seen fromthe application |ayer.

Ti me

Maxi mum per mi ssi bl e time variance

<lns

per stream

audi o stream ng - <1lns

Ajitter requirenent inplies that the
communication is a real-tine stream It
makes relatively little sense for a file
transfer for exanple.

Thi s specifies how long the infornmation
being transferred renmains valid for.

Dat e
Date at which data expires
For ever

per stream

key distribution -
for at

now+3600 seconds (valid
| east one hour)

Time between initiation and occurrence of
an action from application perspective.

Ti me

Near zero for process contro
per stream

Audi o conference 20ns

Where an action consists of severa

di stinct sequential parts the |atency
budget nust be split over those parts. For
process control the requirenment may take
any val ue.

apps
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Opt i mum Bandwi dt h

Bandwi dth required to conpl ete communication in time

Type: Bandwi dt h

Strictest Requirenent: No upper limt

Scope: per stream

Exanpl e Applicati on: I nternet Phone 8kb/s
Tol er abl e Bandwi dt h

M ni mum bandwi dt h that application can tolerate

Type: Bandwi dt h

Strictest Requirenment: No upper limt

Scope: per stream

Exanpl e Application: I nternet phone 4kb/s

Required by tinme and tol erance

Ti me communi cati on should conmplete by and tinme when failure to
conpl ete renders comruni cati on usel ess (therefore abort).

Type: { _
Date - preferred conplete tine,
Date - essential complete tine
}
Strictest Requirenent: Both now
Scope: per stream
Exanpl e Application: Email - Preferred 5 minutes & Essential in
1 day
NB: Bandwi dth * Duration = Size; only two of

these paraneters may be specified. An API
t hough could allow application authors to
think in terns of any two.

Host performance

Ability of host to create/consunme comunication

Type: Appli cation benchmark

Meani ng: Level of resources required by Application
Strictest Requirenent: Full consunption

Scope: per stream

Exanmpl e Applicati on: Vi deo - consune 15 frames a second

NB: Host performance is conpl ex since |oad,

medi a type, nedia quality, h/w assistance,
and encodi ng schene all affect the
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Frane size

processing |l oad. These are difficult to
predict prior to a communication starting.
To sonme extent these will need to be
measured and nodified as the comunication
proceeds.

Size of |ogical data packets from application perspective

Type:

Strictest Requirenent:
Scope:

Exanpl e Applicati on:

Content size

data size

6 bytes (ganing)

per stream

video = data size of single frame update

The total size of the content (not relevant for continuous nedia)

Type:

Strictest Requirenent:
Scope:

Exanpl e Application:

3.2.5. Session Contro

tiation

I'n

data size

N A

per stream

docunent transfer, 4kbytes

Which initiation nmechanismw |l be used

Type:
Meani ng:

Strictest Requirenent:
Scope:
Exanpl e Application:

Bagnal |, et al

Enumer ati on

Announcenent - session is publicly
announced via a mass distribution
system

Invitation - specific participants are
explicitly invited, e.g. ny enuil

Directive - specific participants are
forced to join the session

Directive

per stream

Corporate s/w update - Directive
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Start Time
Ti me sender starts sendi ng!
Type: Dat e
Strictest Requirenent: Now
Scope: per stream
Exanpl e Applicati on: FTP - at 3am
End Ti e
Type: Dat e
Strictest Requirenent: Now
Scope: per stream
Exanpl e Applicati on: FTP - Now+30m ns
Dur ati on
(end tine) - (start time) = (duration), therefore only two of
three shoul d be specifi ed.
Type: Ti me
Strictest Requirenent: - Ons for discrete, indefinite for streans
Scope: per stream
Exanpl e Application: audi o feed - 60m ns
Active Time
Total tinme session is active, not including breaks
Type: Ti me
Strictest Requirenent: equals duration
Scope: per stream
Exanpl e Application: Spectator sport transm ssion
Sessi on Burstiness
Expected | evel of burstiness of the session
Type: Fraction
Meani ng: Variance as a fraction of naxi num bandw dth
Strictest Requirenent: =bandw dth
Scope: per stream
Exanpl e Applicati on: comrentary & slide show 90% of nax
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Atomic join

Session fails unless a certain proportion of the potential
participants accept an invitation to join. Alternatively, may be
specified as a specific nuneric quorum

Type: Fraction (proportion required) or int
(quorum

Strictest Requirenent: 1.0 (proportion)

Exanpl e Application: price list update, conmittee neeting

Scope: per stream or session

NB: whet her certain participants are essentia

is application dependent.
Late join allowed ?

Does joining a session after it starts nake sense

Type: Bool ean

Strictest Requirenent: allowed

Scope: per stream or session

Exanpl e Application: ganme - not all owed

NB: An application may w sh to define an
alternate session if late join is not
al | owed

Temporary | eave all owed ?

Does | eaving and then com ng back nake sense for session

Type: Bool ean
Strictest Requirenent: allowed
Scope: per stream or session

Exanpl e Application: FTP - not all owed
Late join with catch-up allowed ?

Is there a mechanismfor a late joiner to see what they’ ve m ssed

Type: Bool ean
Strictest Requirenent: allowed
Scope: per stream or session
Exanpl e Applicati on: sports event broadcast, allowed
B: An application may w sh to define an

alternate session if late join is not
al | owed
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Potential streanms per session

Total nunber of streans that are part of session, whether being
consuned or not

Type: | nt eger

Strictest Requirenent: No upper limt

Scope: per session

Exanpl e Applicati on: football match ntast - multiple canera’s,

commentary, 15 streans
Active streans per sessions (i.e. nmax app can handl e)

Maxi mum nunber of streans that an application can consune
si mul t aneousl y

Type: | nt eger

Strictest Requirenent: No upper limt

Scope: per session

Exanpl e Applicati on: football match ntast - 6, one main video,

four user selected, one audio conmentary
3.2.6. Session Topol ogy
Not e: topol ogy may be dynanic. One of the challenges in designing
adaptive protocol frameworks is to predict the topol ogy before the
first join.
Nunmber of senders

The nunber of senders is a result the niddl eware may pass up to
the application

Type: | nt eger
Strictest Requirenent: No upper limt
Scope: per stream

Exanpl e Applicati on: network MJD - 100
Nunber of receivers

The nunber of receivers is a results the m ddl eware nmay pass up to
the application

Type: | nt eger
Strictest Requirenent: No upper limt
Scope: per stream

Exanpl e Application: vi deo ntast - 100, 000
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3.2.7. Directory
Fail -over timeout (see Reliability: fail-over tine)
Mobility

Defines restrictions on when directory entries nmay be changed

Type: Enumer ati on
Meani ng: while entry is in use
while entry in unused
never
Strictest Requirenent: while entry is in use
Scope: per stream
Exanpl e Applicati on: voi ce over nobile phone, while entry is in

use (as phone gets new address when
changing cell).

3.2.8. Security

The strength of any security arrangement can be stated as the
expected cost of nounting a successful attack. This all ows nmechani sns
such as physical isolation to be considered al ongsi de encryption
mechani snms. The cost is neasured in an abstract currency, such as
1970 UD$ (to inflation proof).

Security is an orthogonal requirenent. Many requirenents can have a
security requirenment on them which nandates that the cost of causing
the systemto fail to nmeet that requirenent is nore than the
specified amount. In terns of inpact on other requirenments though,
security does potentially have a large inpact so when a systemis
trying to determ ne which nechanisns to use and whet her the
requirenents can be net security will clearly be a major influence.

Aut hentication Strength

Aut hentication ains to ensure that a principal is who they claim
to be. For each role in a conmmunication, (e.g. sender, receiver)
there is a strength for the authentication of the principle who
has taken on that role. The principal could be a person,

organi zation or other legal entity. It could not be a process
since a process has no |l egal representation

Type: Abstract Currency

Meani ng: That the cost of hijacking a role is in
excess of the specified anbunt. Each role
is a different requirenent.
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Strictest Requirenent: budget of |argest attacker
Scope: per stream
Exanpl e Applicati on: i nter-governnental conference

Tanper - proof i ng

This allows the application to specify how nuch security will be
applied to ensuring that a comunication is not tanpered wth.
This is specified as the mnimum cost of successfully tanpering
with the communi cation. Each non-security requirenent has a
tanmper - proofing requirenment attached to it.

Requi rement: The cost of tampering with the comunication is in
excess of the specified anount.

Type: {
Abstract Currency,
Abstract Currency,
Abstract Currency
}
Meani ng: cost to alter or destroy data,

cost to replay data (successfully),
cost to interfere with timeliness.
Scope: per stream
Strictest Requirenent: Each budget of |argest attacker
Exanpl e Applicati on: stock price feed

Non-repudi ati on strength

The non-repudi ation strength defines how nuch care is taken to
make sure there is a reliable audit trail on all interactions. It
is measured as the cost of faking an audit trail, and therefore
being able to "prove" an untrue event. There are a number of
possi bl e parameters of the event that need to be proved. The
following list is not exclusive but shows the typical set of
requirenents.

1. Tine 2. Ordering (when relative to other events) 3. \Wom 4.
VWhat (the event itself)

There are a nunber of events that need to be provable. 1. sender
proved sent 2. receiver proves received 3. sender proves received.

Type: Abstract Currency

Meani ng: m ni num cost of faking or denying an event
Strictest Requirenent: Budget of |argest attacker

Scope: per stream

Exanpl e Applicati on: Onl i ne shoppi ng system
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Deni al of service

There may be a requirenent for sonme systens (999,911,112 energency
services access for exanple) that denial of service attacks cannot
be launched. Wiile this is difficult (nmaybe inpossible) in nmany
systens at the nmonent it is still a requirenent, just one that
can't be net.

Type: Abstract Currency

Meani ng: Cost of launching a denial of service
attack is greater than specified anount.

Strictest Requirenent: budget of |argest attacker

Scope: per stream

Exanpl e Applicati on: web hosting, to prevent individual hackers
stalling system

Action restriction

Pri

Bagnal

For any given communi cation there are a two actions, send and
receive. Operations like adding to nenbers to a group are done as
a send to the nenbership list. Examining the list is a request to
and receive fromthe list. Qther actions can be generalized to
send and receive on sone communi cation, or are application |eve
not coms | evel issues.

Type: Menbership list/rule for each action

Meani ng: predi cate for determ ning permssion for
role

Strictest Requirenent: Send and receive have different policies.

Scope: per stream

Exanpl e Applicati on: TV broadcast, sender policy defines
transmtter, receiver policy is null.

NB: Several actions may share the sane
menber shi p policy.

vacy

Privacy defines how well obscured a principals identity is. This
could be for any interaction. Alist of participants may be
obscured, a sender may obscure their identity when they send.
There are also different types of privacy. For exanple know ng two
messages were sent by the sane person breaks the strongest type of
privacy even if the identity of that sender is still unknown. For
each "level" of privacy there is a cost associated with violating
it. The requirenent is that this cost is excessive for the

att acker.
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Type: {
Abstract Currency,
Abstract Currency,
Abstract Currency,
Abstract Currency
}
Meani ng: Level of privacy, expected cost to violate

privacy |level for:-
openly identified - this is the unprotected
case
anonynously identified - (nessages from
the sane sender can be |inked)
unadvertised (but traceable) - neaning that
traffic can be detected and traced to
it’s source or destination, this is a
breach if the very fact that two
specific principals are comunicating
is sensitive
undet ect abl e
Strictest Requirenent: All |evels budget of attacker
Scope: per stream
Exanpl e Application: Secret ballot voting system
openly identified - budget of any
interested party
anonymously identified - zero
unadvertised - zero
undetectable - zero

Confidentiality

Confidentiality defines how well protected the content of a
communi cation is from snooping.

Type: Abstract Currency

Meani ng: Level of Confidentiality, the cost of
gaining illicit access to the content of a
stream

Strictest Requirenent: budget of attacker

Scope: per stream

Exanpl e Application: Secure emmil - value of transmtted

i nformation
Retransmit prevention strength

This is extrenely hard at the nonent. This is not to say it’s not
a requirenent
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Type: Abstract Currency

Meani ng: The cost of retransmitting a secure piece
of information should exceed the specified
anmount .

Strictest Requirenent: Cost of retransmitting value of
i nformation
Scope: per stream

Menbership Criteria

If a principal attenpts to participate in a comunication then a
check will be nade to see if it is allowed to do so. The
requirenent is that certain principals will be allowed, and others
excluded. G ven the application is being protected from network
details there are only two types of specification avail able, per
user, and per organi zation (where an organi zation nmay contain

ot her organi zations, and each user nay be a nenber of nultiple
organi zations). Rules could however be built on properties of a
user, for exanple does the user own a key? Host properties could
al so be used, so users on slow hosts or hosts running the wong CS
coul d be excl uded.

Type: Macr os
Meani ng: I ncl ude or exclude
users (list)
organi zations (list)
hosts (list)
user properties (rule)
org properties (rule)
hosts properties (rule)
Strictest Requirenment: List of individual users

Scope: per stream
Exanmpl e Applicati on: Cor por at e vi deo-conference - organi zati on
menber shi p

Col | usi on prevention

VWi ch aspects of collusion it is required to prevent. Collusion is
defined as malicious co-operation between nenbers of a secure
session. Superficially, it would appear that collusion is not a
rel evant threat in a nulticast, because everyone has the sane

i nformation, however, wherever there is differentiation, it can be
expl oi t ed.

Type: {
Abstract Currency,
Abstract Currency,
Abstract Currency
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Fai

Bagnal

}

Meani ng: time race collusion - cost of colluding
key encryption key (KEK) sharing - cost of
col | udi ng

sharing of differential QS (not strictly
col lusion as across sessions not within
one) - cost of colluding

Strictest Requirenent: For all threats cost attackers
combi ned resources

Scope: per stream

Exanpl e Application: A race where delay of the start signal nmay
be all owed for, but one participant may
fake packet delay while receiving the start
signal from another participant.

NB: Time race collusion is the nost difficult
one to prevent. Also note that while these
may be requirenments for sonme systens this
does not nean there are necessarily
solutions. Setting tough requirenents may
result in the mddl eware being unable to
create a valid channel

rness

Fairness is a nmeta-requirenent of nany other requirenents. O
particular interest are Reliability and Timeliness requirements.
VWhen a communication is first created the creator may wish to
specify a set of requirenents for these paraneters. Principals
which join later may wish to set tighter limts. Fairness enforces
a policy that any inprovenent is requirenent by one principal nust
be matched by all others, in effect requirements can only be set
for the whole group. This increases the Iikelihood that
requirenents of this kind will fail to be nmet. If fairness if not
an issue then sone parts of the network can use nore friendly

met hods to achi eve those sinpler requirenents.

Type: Level of variance of the requirenent that
needs to be fair. For exanple, if the
| atency requirenent states within 2
seconds, the level of fairness required may
be that variations in |latency are not nore
than 0.1s. This has in fact beconme an issue
in online ganming (e.g. Quake)

Meani ng: The vari ance of performance with respect to
any other requirenent is less than the
speci fied anount.

Scope: per stream per requirenent
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3.

2

Exanpl e Applicati on: Net wor ked gane, |atency to receive
positions of players must be within 5nms for
all players.

Action on conprom se

8.

The action to take on detection of conpromise (until security
reassured).

Type: Enuner ati on
Meani ng: warn but continue
pause
abort
Scope: Per stream
Strictest Requirenent: pause
Exanpl e Application: Secure video conference - if intruder

alert, everyone is warned, but they can
continue while knowi ng not to discuss
sensitive matters (cf. catering staff
during a neeting).

1. Security Dynanics

Security dynamics are the tenporal properties of the security
mechani sms that are depl oyed. They may affect other requirenents
such as latency or sinply be a reflection of the security
limtations of the system The requirenents are often concerned
wi th abnormal circunstances (e.g. systemviolation).

Mean tinme between conproni ses

This is not the same as the strength of a system A fairly weak
system may have a very long tine between conprom ses because it is
not worth breaking into, or it is only worth it for very few
peopl e. Mean tine between conpromnises is a conbination of
strength, incentive and scal e.

Type: Ti me

Scope: Per stream

Strictest Requirenent: indefinite

Exanpl e Application: Secure Shell - 1500hrs

Conpromi se detection tine limt

The average tine it nmust take to detect a conprom se (one
predicted in the design of the detection system that is).
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Type: Ti me

Scope: Per stream

Strictest Requirenent: Round trip tine
Exanmpl e Application: Secure Shell - 2secs

Conpromi se recovery time limt

The maximumtine it must take to re-seal the security after a
breach. This conbined with the conmprom se detection time limt
defines how |l ong the systemnust renmain inactive to avoid nore
security breaches. For exanple if a conpromise is detected in one
m nute, and recovery takes five, then one minute of traffic is now
i nsecure and the nmenbers of the comunication nmust remain silent
for four mnutes after detection while security is re-established.

Type: Ti me

Scope: Per stream

Strictest Requirenent: 1 second

Exanpl e Applicati on: Audi o conference - 10 seconds

3.2.9. Payment & Chargi ng
Tot al Cost
The total cost of conmmunication nust be limted to this anount.

This woul d be useful for transfer as opposed to streamtype
appl i cations.

Type: Currency

Meani ng: Maxi mum char ge al | owed

Scope: Per user per stream

Strictest Requirenent: Free

Exanmpl e Applicati on: File Transfer: comrs cost nust be < 1p/M

Cost per Tine

This is the cost per unit time. Some
applications may not be able to predict the
duration of a comunication. It may be nore
meani ngful for those to be able to specify
price per tine instead.

Type: Currency per tineS

Scope: Per user per stream

Strictest Requirenent: Free
Exanpl e Application: Vi deo Conference - 15p / minute

Bagnal |, et al. I nf or mat i onal [ Page 24]



RFC 2729 Taxonony of Commruni cati on Requirenents Decenber 1999

Cost per M

This is the cost per unit of data. Some comunications rmay be
charged by the ampbunt of data transferred. Sone applications may
prefer to specify requirenents in this way.

Type: Currency per data size
Scope: Per user per stream
Strictest Requirenent: Free

Exanpl e Application: Enmai | advertising - 15p / M

4. Security Considerations
See conprehensive security section of taxonomny.
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Thi s docunent and translations of it may be copied and furnished to
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and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
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Engl i sh.
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