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Abst r act

The RTFM Traffic Measurenent Architecture provides a general
framework for describing and neasuring network traffic flows. Flows
are defined in ternms of their Address Attribute val ues and measured
by a "Traffic Meter’

Thi s docunent defines a Managenent |Infornation Base (MB) for use in
controlling an RTFM Traffic Meter, in particular for specifying the
flows to be nmeasured. It also provides an efficient nmechani smfor
retrieving flow data fromthe nmeter using SNVMP. Security issues
concerning the operation of traffic nmeters are summari sed.
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1 Introduction

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes objects for managi ng and col |l ecting data
fromnetwork Realtine Traffic Flow Meters, as described in [ RTFM
ARC] .

The MB is "basic’ in the sense that it provides nore than enough
information for everyday traffic neasurment. Furthernore, it can be
easily extended by adding new attributes as required. The RTFM
Working group is actively pursuing the devel opnent of the neter in
this way.

2 The SNWP Management Framewor k

The SNVP Management Framework presently consists of five mgjor
conmponent s:

- An overall architecture, described in RFC 2571 [ RFC2571] .

- Mechani sms for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC 1215
[ RFC1215]. The second version, called SMv2, is described in STD
58, RFC 2578 [RFC2578], RFC 2579 [RFC2579] and RFC 2580 [ RFC2580].

- Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [ RFC1157]. A second version of the
SNVP nmessage protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [ RFC1901] and
RFC 1906 [ RFC1906]. The third version of the message protocol is
call ed SNMPv3 and described in RFC 1906 [ RFC1906], RFC 2572
[ RFC2572] and RFC 2574 [ RFC2574].

- Protocol operations for accessing managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [RFC1157]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[ RFC1905] .
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- A set of fundanental applications described in RFC 2573 [ RFC2573]
and the view based access control nmechani sm described in RFC 2575
[ RFC2575] .

A nore detailed introduction to the current SNVP Managenent Franework
can be found in [RFC2570].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. Objects in the MB are
defined using the nechani sns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conform ng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically

equi val ent, except where objects or events are omtted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

3 Overview

Traffic Fl ow Measurenent seeks to provide a well-defined nmethod for
gathering traffic flow informati on from networks and internetworks.
The background for this is given in "Internet Accounting Background"
[ACT-BKG . The Realtine Traffic Flow Measurenent (rtfm Working G oup
has produced a neasurenent architecture to achieve this goal; this is
docunented in "Traffic Fl ow Measurenent: Architecture" [RTFM ARC].
The architecture defines three entities:

- METERS, which observe network traffic flows and build up a table of
flow data records for them

- METER READERS, which collect traffic flow data fromneters, and

- MANAGERS, which oversee the operation of neters and meter readers.
This meno defines the SNVWP managenent information for a Traffic Fl ow
Meter (TFM. Work in this field was begun by the Internet Accounting

Working Group. It has been further devel oped and expanded by the
Realtime Traffic Fl ow Measurenent Working G oup.
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3.1 Scope of Definitions, Textual Conventions

Al'l objects defined in this menmp are registered in a single subtree
within the m b-2 nanespace [MB-11, RFC2578], and are for use in
net wor k devi ces which may performa PDU forwarding or nonitoring
function. For these devices, this MB defines a group of objects
with an SM Network Management MGMI Code [ ASG-NBR] of 40, i.e

flowM B OBJECT IDENTIFIER ::= mnib-2 40
as defined bel ow.

The RTFM Meter M B was first produced and tested using SNWPv1. |t
was converted into SNMPv2 foll owi ng the guidelines in [ RFC1908].

3.2 Usage of the MB variabl es

The MB is organised in four parts - control, data, rules and
conformance statenents.

The rul es inplement the set of packet-matching actions, as described
inthe "Traffic Flow Measurnment: Architecture” docunment [RTFM ARC].
In addition they provide for BASIC style subroutines, allowing a
networ k manager to dramatically reduce the nunber of rules required
to nonitor a | arge network

Traffic flows are identified by a set of attributes for each of their
end-points. Attributes include network addresses for each | ayer of
the network protocol stack, and ’subscriber ids’, which may be used
to identify an accountable entity for the flow

The conformance statenments are set out as defined in [ RFC2580]. They
expl ain what nust be inplenmented in a neter which clains to conform
to this MB.

To retrieve flow data one could sinply do a linear scan of the flow
table. This would certainly work, but would require a |ot of

prot ocol exchanges. To reduce the overhead in retrieving fl ow data
the flow table uses a TineFilter variable, defined as a Textua
Convention in the RMON2 M B [ RMON2- M B] .

As an alternative nethod of reading flow data, the MB provides a
view of the flow table called the fl owbDataPackageTable. This is
(logically) a four-dimensional array, subscripted by package

sel ector, RuleSet, activity tinme and starting flow nunber. The
package selector is a sequence of bytes which specifies a list of
flow attributes
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A data package (as returned by the nmeter) is a sequence of values for
the attributes specified in its selector, encoded using the Basic
Encoding Rules [ASN-BER]. It allows a neter reader to retrieve all
the attribute values it requires in a single MB object. This, when
used together with SNMPv2's GetBul k request, allows a neter reader to
scan the flow table and upload a specified set of attribute val ues
for flows which have changed since the |ast reading, and which were
created by a specified rule set.

One aspect of data collection which needs enphasis is that all the
M B variables are set up to allow nultiple independent neter readers
to work properly, i.e. the flow table indexes are stateless. An

al ternative approach woul d have been to 'snapshot’ the flow table,
whi ch woul d mean that the nmeter readers would have to be
synchroni zed. The statel ess approach does nean that two neter
readers will never return exactly the sanme set of traffic counts, but
over long periods (e.g. 15-mnute collections over a day) the

di screpanci es are acceptable. |If one really needs a snapshot, this
can be achieved by switching to an identical rule set with a
different Rul eSet number, hence asynchronous coll ections may be
regarded as a useful generalisation of synchroni sed ones.

The control variables are the m ninmum set required for a neter
reader. Their nunber has been whittled down as experience has been
gained with the MB inplenentation. A few of themare ’'general’

i.e. they control the overall behaviour of the meter. These are set
by a single 'master’ manager, and no other nmanager should attenpt to
change their values. The decision as to which nmanager is the ’
master’ nust be nade by the network operations personnel responsible;
this MB does not attenpt to define any interacti on between nanagers.

There are three other groups of control variables, arranged into
tables in the sane way as in the RMON2 M B [ RMON2-M B]. They are used
as foll ows:

- RULE SET INFOG Before attenpting to downl oad a Rul eSet, a manager
must create a row in the fl owRul eSetlnfoTable and set its
fl owRul el nfoSi ze to a value |large enough to hold the RuleSet. Wen
the rule set is ready the manager nust set fl owRul el nf oRul esReady
to "true’, indicating that the rule set is ready for use (but not
yet 'running’).

- METER READER I NFO Any neter reader wishing to collect data
reliably for all flows froma RuleSet should first create a rowin
the fl owReader|nfoTable with fl owReader Rul eSet set to that
Rul eSet’s index in the flowRul eSetlnfoTable. It should wite that
row s fl owReaderLastTi me object each tinme it starts a collection
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pass through the flow table. The nmeter will not recover a flow s
menory until every meter reader holding a row for that flow s
Rul eSet has collected the flow s data.

- MANAGER | NFO Any manager wishing to run a RuleSet in the neter
must create a row in the fl owvanagerinfo table, specifying the
desired RuleSet to run and its correspondi ng 'standby’ Rul eSet (if
one is desired). A current RuleSet is 'running if its
f I owanager Runni ngSt andby value is false(2), simlarly a standby
Rul eSet is 'running if flowvanager Runni ngStandby is true(l).

Times within the neter are in ternms of its Uptine, i.e. centiseconds
since the nmeter started. For neters inplenmented as sel f-contained
SNVP agents this will be the same as sysUptime, but this may not be
true for meters inplenented as subagents. Managers can read the
meter’s Uptinme when neccessary (e.g. to set a TineFilter value) by
setting fl owReaderLastTine, then reading its new val ue.

Definitions

FLOW METER-M B DEFI NI TIONS ::= BEG N

I MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,

Count er 32, Counter64, Integer32, nib-2
FROM SNWPv2- SM

TEXTUAL- CONVENTI ON, RowSt at us, Ti meStanp, TruthVal ue
FROM SNMPv2- TC

OBJECT- GROUP, MODULE- COVPLI ANCE
FROM SNWVPv2- CONF

i flndex
FROM | F-M B

TimeFilter
FROM RMON2- M B;

fl owM B MODULE- | DENTI TY

LAST- UPDATED "9910250000Z" -- Cctober 25, 1999
ORGANI ZATION "I ETF Realtine Traffic Fl ow Measurenment Working G oup”
CONTACT- | NFO

"Nevil Brownlee, The University of Auckland

Postal : Information Technol ogy Sytens & Services
The University of Auckl and
Private Bag 92-019
Auckl and, New Zeal and

Phone: +64 9 373 7599 x8941
E-mai |l : n. brownl ee@uckl and. ac. nz"
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DESCRI PTI ON
"MB for the RTFM Traffic Fl ow Meter."

REVI SI ON "9910250000Z"
DESCRI PTI ON
"Initial Version, published as RFC 2720."

REVI SI ON "9908301250Z"

DESCRI PTI ON
"UTF8Owner String Textual Convention added, and used to
replace OmerString. Conceptually the sane as Oaner Stri ng,
but facilitating internationalisation by using UTF-8
encoding for its characters rather than US-ASCI|."

REVI SI ON "9908191010Z"
DESCRI PTI ON
"Changes to Sl ZE specification for two vari abl es:
- fl owRul el nf oNanme S| ZE specified as (0..127)
- flowRul el ndex SIZE increased to (1..2147483647)"

REVI SI ON "9712230937Z"
DESCRI PTI ON
"Two further variabl es deprecated:
- fl owRul el nf oRul esReady (use fl owRul el nfoStatus intead)
- fl owDat aStatus (contai ns no useful information)”

REVI SI ON "9707071715Z2"
DESCRI PTI ON
"Si gni fi cant changes since RFC 2064 i ncl ude:
- fl owDat aPackageTabl e added
- fl owCol utmActi vi tyTabl e deprecated
- fl owmvanager Count er Wap deprecat ed"

REVI SI ON "9603080208Z"

DESCRI PTI ON
"Initial version of this MB (RFC 2064)"
:={ nmb-2 40}
f1 owContr ol OBJECT IDENTIFIER ::= { flowmMB 1 }
f1 owDat a OBJECT IDENTIFIER ::= { flowMB 2 }
fl owRul es OBJECT IDENTIFIER ::={ flowMB 3 }
f1 owM BConf ormance OBJECT IDENTIFIER ::= { flowMB 4 }

-- Textual Conventions
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UTF8Omer String :: = TEXTUAL- CONVENTI ON
Dl SPLAY- HI NT "127t"
STATUS current
DESCRI PTI ON
"An adm nistratively assigned nane for the owner of a
resource, conceptually the same as OwerString in the RVON
M B [ RMON-M B] .

To facilitate internationalisation, this nane information
is represented using the ISOIEC IS 10646-1 character set,
encoded as an octet string using the UTF-8 transfornation
format described in the UTF-8 standard [ UTF-8]."

SYNTAX OCTET STRING (SIZE (0..127))

Peer Type ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Indi cates the type of a Peer Address (see below). The val ues
used are fromthe ' Address Family Nunbers’ section of the
Assi gned Nunbers RFC [ ASG-NBR]. Peer types from ot her address
famlies may al so be used, provided only that they are
identified by their assigned Address Fam |y nunbers."

SYNTAX | NTEGER ({
i pv4(1l),
i pv6(2),
nsap(3),
i px(11),
appl etal k(12),
decnet (13) }

Peer Addr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Specifies the value of a peer address for various network
protocols. Address fornat depends on the actual protocol,
as indicated bel ow

| Pv4: i pv4(1)
4-octet |IpAddress (defined in the SNMPv2 SM [RFC2578])

| Pv6: i pv6(2)
16-octet | pAddress (defined in the
| Pv6 Addressing RFC [ V6- ADDR])

CLNS: nsap(3)
NsapAddress (defined in the SNWPv2 SM [ RFC2578])

Novel | : i px(11)
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4-octet Network nunber,
6-octet Host nunber (MAC address)

Appl eTal k: appl et al k(12)
2-octet Network nunber (sixteen bits),
1-octet Host nunber (eight bits)

DECnet : decnet (13)
1-octet Area nunmber (in low order six bits),
2-octet Host nunber (in loworder ten bits)

SYNTAX OCTET STRING (Sl ZE (3. . 20))

Adj acent Type ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Cct ober 1999

"Indi cates the type of an adjacent address. My be a nedi um
type or (if metering is taking place inside a tunnel) a

Peer Type (see above).

The val ues used for | EEE 802 nediumtypes are fromthe *Network
Managenent Paraneters (ifType definitions)’ section of the

Assi gned Nunbers RFC [ ASG-NBR]. Oher nediumtypes may al so

be used, provided only that they are identified by their

assigned i fType nunbers.”
SYNTAX | NTEGER {
ip(1),
nsap(3),
ethernet(7), -- ethernet-like [ENET-0BJ],
-- i ncl udes et hernet-csnacd(6)
t okenring(9),
i px(11),
appl et al k(12),
decnet (13),
fddi (15) }

Adj acent Addr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Specifies the value of an adjacent address. May be a Medi um
Access Control (MAC) address or (if nmetering is taking place

inside a tunnel) a Peer Address (see above).

MAC Address format depends on the actual nedium as foll ows:

Et her net : ethernet (7)

6-octet 802.3 MAC address in 'canonical’ order
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Token Ri ng: t okenring(9)
6-octet 802.5 MAC address in 'canonical’ order

FDDI : fddi (15)
Fddi MACLongAddress, i.e. a 6-octet MAC address
in 'canonical’ order (defined in [FDDI-MB])

SYNTAX OCTET STRING (S| ZE (3..20))

Transport Type ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Indicates the type of a TransportAddress (see bel ow). Val ues
wi |l depend on the actual protocol; for IP they will be those

given in the 'Protocol Nunbers’ section of the Assigned Nunbers
RFC [ ASG - NBR], including icnp(1), tcp(6) and udp(17)."
SYNTAX | nteger32 (1..255)

Transport Address ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Specifies the value of a transport address for various
network protocols. Fornmat as foll ows:

| P
2-octet UDP or TCP port number

O her protocol s:
2-octet port nunber

SYNTAX OCTET STRING (Sl ZE (2))

Rul eAddr ess ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Specifies the value of an address. |Is a superset of
Medi umAddr ess, Peer Address and Transport Address. "
SYNTAX OCTET STRING (SIZE (2..20))

FI owAt t ri but eNunmber :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Uniquely identifies an attribute within a flow data record."
SYNTAX | NTEGER {
fl ow ndex(1),
flowsStatus(2),
f 1 owTi neMar k( 3),
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sourcel nterface(4),
sour ceAdj acent Type(5),

sour ceAdj acent Addr ess( 6) ,

sour ceAdj acent Mask(7),
sour cePeer Type(8),

sour cePeer Addr ess(9),
sour cePeer Mask( 10),
sourceTransType(11),
sour ceTr ansAddr ess(12),
sour ceTr ansMask(13),

destinterface(14),
dest Adj acent Type(15),

dest Adj acent Addr ess(16),

dest Adj acent Mask(17),
dest Peer Type(18),
dest Peer Addr ess(19),
dest Peer Mask( 20),
dest TransType(21),
dest TransAddr ess(22),
dest TransMask(23),

pduScal e(24),
oct et Scal e(25),

rul eSet (26),

toCct et s(27),

t oPDUs( 28) ,
frontctets(29),
fronPDUs( 30),
firstTime(31),

| ast Acti veTi ne(32),

sour ceSubscri ber | D(33),
dest Subscri ber | D( 34),
sessi onl D( 35),

sour ceC ass(36),
dest C ass(37),
fl owCl ass(38),
sour ceKi nd(39),
dest Ki nd(40),
flowKi nd(41) }

Rul eAt tri but eNumber
STATUS current
DESCRI PTI ON

Traffic Fl ow Measurenent: Meter M B Cct ober 1999

Sour ce-t o- Dest
Dest -t 0- Sour ce

Activity tines

Subscri ber I D

Conputed attributes

11 = TEXTUAL- CONVENTI ON

"Uniquely identifies an attribute which nay be tested in
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a rule. These include attributes whose values cone directly
from (or are conputed from) the flow s packets, and the five
"meter’ variables used to hold an Attribute Nunber.™

SYNTAX | NTEGER {

Act i onNu

nul 1 (0),

sourcel nterface(4), -- Source Address
sour ceAdj acent Type(5),

sour ceAdj acent Addr ess( 6) ,

sour cePeer Type(8),

sour cePeer Addr ess(9),

sourceTransType(1l),

sour ceTr ansAddress(12),

destlnterface(14), -- Dest Address
dest Adj acent Type( 15),

dest Adj acent Addr ess(16),

dest Peer Type(18),

dest Peer Addr ess(19),

dest TransType(21),

dest TransAddr ess(22),

sour ceSubscri ber | D(33), -- Subscriber ID
dest Subscri ber | D(34),
sessi onl D( 35),

sour ceC ass(36), -- Conputed attributes
dest C ass(37),

fl owCl ass(38),

sour ceKi nd(39),

dest Ki nd(40),

fl owKi nd(41),

mat chi ngSt oD( 50) , -- Packet matching

v1(51), -- Meter variables
v2(52),

v3(53),

v4(54),

v5(55) }

mber ::= TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON

"Uniquely identifies the action of a rule, i.e. the Pattern
Mat chi ng Engi ne’ s opcode nunber. Details of the opcodes
are given in the 'Traffic Fl ow Measurenent: Architecture’
docunent [ RTFM ARC] . "

SYNTAX | NTEGER {
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i gnore(1l),

noiat ch(2),
count ( 3),
count Pkt (4),
return(5),
gosub(6),
gosubAct (7),
assign(8),

assi gnAct (9),

got o(10),

got oAct (11),
pushRul eTo(12),
pushRul eToAct (13),
pushPkt To( 14),
pushPkt ToAct ( 15),
popTo(16),
popToAct (17) }

-- Control Goup: RuleSet Info Table

fl owRul eSet | nf oTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Fl owRul eSet | nf oEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An array of information about the RuleSets held in the
met er.

Any manager may configure a new Rul eSet for the nmeter by
creating arowin this table with status active(1l), and setting
values for all the objects inits rules. At this stage the new
Rul eSet is available but not '"running, i.e. it is not being
used by the neter to produce entries in the flow table.

To actually 'run’ a Rul eSet a nanager nust create a row in
the fl owmvhnager| nfoTable, set it’'s flowvanagerStatus to
active(l), and set either its CurrentRul eSet or StandbyRul eSet
to point to the RuleSet to be run

Once a RuleSet is running a nanager nmay not change any of the
objects within the RuleSet itself. Any attenpt to do so should
result in a notWitable(17) SNWP error-status for such objects.

A manager may stop a Rul eSet running by renoving al

references to it in the fl owvanager|nfoTable (i.e. by setting
Current Rul eSet and StandbyRul eSet values to 0). This provides
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a way to stop RuleSets left running if a manager fails.

For exanple, when a manager is started, it could search the
meter’s fl owvanager table and stop all Rul eSets having a
speci fied val ue of fl owRul el nf oOaner.

To prevent a manager frominterfering with variabl es bel ongi ng
to anot her nmanager, the neter should use MB views [RFC2575] so
as to limt each nmanager’s access to the nmeter’s variabl es,
effectively dividing the single neter into several virtual
nmeters, one for each i ndependent nanager."

:={ flowControl 1}

fl owRul eSet | nf oEntry OBJECT- TYPE
SYNTAX Fl owRul eSet | nf oEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a particular RuleSet."
I NDEX { fl owRul el nfol ndex }
:={ flowRul eSetl nfoTable 1 }

Fl owRul eSet I nfoEntry ::= SEQUENCE ({
f I owRul el nf ol ndex I nt eger 32,
fl owRul el nf 0Si ze | nt eger 32,
f I owRul el nf oOaner UTF8Owner Stri ng,
f I owRul el nf oTi neSt anp Ti meSt anp,
fl owRul el nf oSt at us RowSt at us,
f I owRul el nf oName OCTET STRI NG,

f | owRul el nf oRul esReady Trut hval ue,
f I owRul el nf oFl owRecor ds I nt eger 32

}

f 1 owRul el nf ol ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An index which selects an entry in the fl owRul eSet | nfoTabl e.
Each such entry contains control information for a particul ar
Rul eSet which the neter may run."

:={ flowRul eSetInfoEntry 1 }

fl owRul el nf 0Si ze OBJECT- TYPE
SYNTAX | nteger 32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Nurmber of rules in this RuleSet. Setting this variable wll
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cause the nmeter to allocate space for these rules.”
:={ flowRul eSetl nfoEntry 2 }

fl owRul el nf oOmner OBJECT- TYPE

SYNTAX UTF8Oaner Stri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"ldentifies the manager which "owns’ this RuleSet. A manager
must set this variable when creating a rowin this table."

:={ flowRul eSetlnfoEntry 3 }

fl owRul el nf oTi meSt anp OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Time this row s associ ated Rul eSet was | ast changed."
ci={ flowRul eSetInfoEntry 4 }

fl owRul el nf oSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this flowRul eSetlnfoEntry. If this value is
not active(l) the nmeter nmust not attenpt to use the row s
associated RuleSet. Once its value has been set to active(l)
a manager nmay hot change any of the other variables in the
row, nor the contents of the associated RuleSet. Any attenpt
to do so should result in a notWitable(17) SNWP error-status
for such variables or objects.

To downl oad a Rul eSet, a nanger coul d:
- Locate an open slot in the Rul eSetlnfoTabl e.
- Create a RuleSetInfoEntry by setting the status for this
open slot to createAndWit (5).
- Set flowRul el nfoSize and fl owRul el nf oName as requi r ed.
- Download the rules into the row s rule table.
- Set flowRulelnfoStatus to active(l).

The Rul eSet woul d then be ready to run. The manager is not

all oned to change the val ue of flowRul el nfoStatus from
active(l) if the associated RuleSet is being referenced by any
of the entries in the fl owManager| nfoTabl e.

Setting RulelnfoStatus to destroy(6) destroys the associated
Rul eSet together with any flow data collected by it."
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:={ flowRul eSetl nfoEntry 5 }

f I owRul el nf oName OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..127))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An al phanuneric identifier used by managers and readers to
identify a RuleSet. For exanple, a manager wishing to run a
Rul eSet named WNWM FLOAS coul d search the fl owRul eSet | nfoTabl e
to see whether the WW¥ FLOAS Rul eSet is already avail able on
the nmeter.

Note that references to RuleSets in the fl owvanager!| nfoTabl e

use indexes for their flowRul eSetlnfoTable entries. These may

be different each time the RuleSet is |oaded into a neter."
:={ flowRul eSetlnfoEntry 6 }

f 1 owRul el nf oRul esReady OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"I'ndi cates whether the rules for this row s associ ated Rul eSet
are ready for use. The neter will refuse to 'run’ the Rul eSet
unl ess this variable has been set to true(1).
Wil e Rul esReady is false(2), the manager may nodify the
Rul eSet, for exanple by downloading rules into it."

:={ flowRul eSetInfoEntry 7 }

f I owRul el nf oFl owRecor ds OBJECT- TYPE

SYNTAX | nteger32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of entries in the flowtable for this Rul eSet.
These may be current (waiting for collection by one or nore
meter readers) or idle (waiting for the meter to recover
their nmenory)."

:={ flowRul eSetInfoEntry 8 }

-- Control Goup: Interface Info Table

fl owl nterfaceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Fl owl nterfaceEntry
MAX- ACCESS not-accessi bl e
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STATUS current
DESCRI PTI ON

"An array of information specific to each nmeter interface.”
::={ flowControl 2}

flow nterfaceEntry OBJECT-TYPE
SYNTAX Fl ow nterfaceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a particular interface."
INDEX { iflndex }
:={ flowmnterfaceTable 1}

Fl ow nterfaceEntry ::= SEQUENCE {
fl owl nt erfaceSanpl eRat e I nt eger 32,
fl ow nterfacelLost Packets Counter32

}

fl ow nt erfaceSanpl eRat e OBJECT- TYPE
SYNTAX | nteger 32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The paranmeter N for statistical counting on this interface.

Set to Nto count 1/Nth of the packets appearing at this
interface. A sanpling rate of 1 counts all packets.

A sanpling rate of O results in the interface being ignored
by the neter.

1999

A nmeter should choose its own algorithmto introduce variance
into the sanpling so that exactly every Nth packet is counted.

The |1 PPM Worki ng Group’s RFC * Framework for | P Perfornmance

Metrics’ [IPPMFRM explains why this should be done, and sets

out an algorithmfor doing it."
DEFVAL { 1}
:={ flowmnterfaceEntry 1}

fl ow nt erfacelLost Packets OBIJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of packets the neter has lost for this interface.

Such | osses may occur because the meter has been unable to
keep up with the traffic volune."
:={ flowmnterfaceEntry 2 }
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-- Control Goup: Mter Reader Info Table

-- Any nmeter reader wishing to collect data reliably for flows

-- should first create arowin this table. It should wite that
-- row s fl owReaderLast Time object each tine it starts a collection
-- pass through the flow table.

-- If a meter reader (MR) does not create a rowin this table, e.qg.
-- because its MB view [ RFC2575] did not allow MR create access to
-- flowReader Status, collection can still proceed but the neter wll
-- not be aware of meter reader MR This could lead the neter to
-- recover flows before they have been collected by MR

f | owmReader | nf oTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Fl owReader | nfoEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An array of information about meter readers which have
registered their intent to collect flow data fromthis neter."

:={ flowControl 3}

f | owReader | nf oEntry OBJECT- TYPE
SYNTAX Fl owReader | nf oEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a particular neter reader."
I NDEX { fl owReader| ndex }
::={ flowReaderlInfoTable 1 }

Fl owReader I nfoEntry ::= SEQUENCE {

f | owReader | ndex I nt eger 32,

f | owReader Ti meout I nt eger 32,

f | owReader Owner UTF8Owner Stri ng,
f | owReader Last Ti ne Ti meSt anp,

f | owReader Pr evi ousTi me Ti meSt anp,

f | owReader St at us RowsSt at us,

f | owReader Rul eSet I nt eger 32

}

f | owReader | ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"An index which selects an entry in the fl owReader| nfoTable."
:={ flowReaderInfoEntry 1 }

f | owReader Ti neout OBJECT- TYPE
SYNTAX | nteger 32
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"Specifies the maximumtine (in seconds) between flow data
collections for this nmeter reader. |If this tinme el apses

wi thout a collection, the neter should assune that this neter
reader has stopped collecting, and delete this row fromthe
table. A value of zero indicates that this row should not be
timed out."”

:={ flowReaderInfoEntry 2 }

f | owReader Omer OBJECT- TYPE
SYNTAX UTF80mner Stri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"ldentifies the neter reader which created this row "
::={ flowReaderlnfoEntry 3 }

f | owReader Last Ti e OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Time this neter reader began its nost recent data coll ection.

This variable should be witten by a neter reader as its first
step in reading flow data. The neter will set this LastTinme
value to its current Uptine, and set its PreviousTine val ue
(below) to the old LastTinme. This allows the neter to
recover flows which have been inactive since PreviousTing,

for these have been collected at |east once.

If the neter reader fails to wite flowlLast ReadTi me, coll ection
may still proceed but the meter may not be able to recover
inactive flows until the fl owReaderTi neout has been reached
for this entry."

c:={ flowReaderInfoEntry 4 }

f |1 owReader Pr evi ousTi me OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"Time this neter reader began the collection before last."
:={ flowReaderInfoEntry 5 }

f | owReader St at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this FlowReaderlnfoEntry. A value of active(l)
inmplies that the associ ated reader should be collecting data
fromthe neter. Once this variable has been set to active(l)
a manager may only change this row s fl owReaderLast Ti ne and
f1 owReader Ti neout vari abl es. "

::={ flowReaderInfoEntry 6 }

f | owReader Rul eSet OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An index to the array of RuleSets. Specifies a set of rules
of interest to this nmeter reader. The reader will attenpt to
coll ect any data generated by the nmeter for this Rul eSet, and
the meter will not recover the nenory of any of the RuleSet’s
flows until this collection has taken place. Note that a
reader may have entries in this table for several RuleSets.”

::={ flowReaderlInfoEntry 7 }

-- Control Goup: Mnager Info Table

-- Any manager wishing to run a RuleSet nust create a rowin this
-- table. Once it has a table row, the nanager nay set the control
-- variables inits row so as to cause the neter to run any valid
-- RuleSet held by the neter.

-- A single manager may run several RuleSets; it must create a row
-- inthis table for each of them |In short, each row of this table
-- describes (and controls) a 'task’ which the neter is executing.

f | omvanager | nf oTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF FI owivanager | nf oEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An array of information about managers which have

Br ownl ee St andards Track [ Page 20]



RFC 2720 Traffic Fl ow Measurenent: Meter M B Cct ober 1999

registered their intent to run RuleSets on this neter."
:={ flowControl 4}

f | owManager | nf oEntry OBJECT- TYPE

SYNTAX Fl owvanager | nf oEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Informati on about a particular neter 'task.’” By creating
an entry in this table and activating it, a nmanager requests
that the neter 'run’ the indicated Rul eSet.

The entry al so specifies a Hi ghWaterMark and a StandbyRul eSet.
If the meter’s flow tabl e usage exceeds this task’s

H ghWaterMark the neter will stop running the task’s
CurrentRul eSet and switch to its StandbyRul eSet.

If the value of the task’'s StandbyRuleSet is 0 when its

H ghWaterMark is exceeded, the neter sinply stops running the
task’s CurrentRul eSet. By careful selection of H ghWaterMarks
for the various tasks a manager can ensure that the nost
critical RuleSets are the last to stop running as the nunber
of flows increases.

When a manager has determined that the denmand for flow table
space has abated, it may cause the task to switch back to its
CurrentRul eSet by setting its fl owManager Runni ngSt andby
variable to false(2)."

I NDEX { fl owivanager | ndex }

c:={ flowvanagerlnfoTable 1 }

Fl omvanager | nfoEntry ::= SEQUENCE ({
f | owanager | ndex I nt eger 32,
f | owManager Curr ent Rul eSet | nt eger 32,
f | owManager St andbyRul eSet | nt eger 32,
f | owManager H ghWat er Mar k I nt eger 32,

f I owanager Count er W ap | NTECER,

f I owanager Omner UTF8Owner Stri ng,
f | owanager Ti neSt anp Ti meSt anp,

f | owManager St at us RowsSt at us,

f | owManager Runni ngSt andby  Tr ut hVal ue

}

f | owanager | ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"An index which selects an entry in the fl owManagerl|nfoTable."
::={ flowvhnagerlnfoEntry 1 }

f | owManager Curr ent Rul eSet OBJECT- TYPE

SYNTAX | nteger 32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Index to the array of RuleSets. Specifies which set of
rules is the "current’ one for this task. The neter wll
be 'running’ the current RuleSet if this rows
f I omvanager Runni ngSt andby val ue is fal se(2).

When t he manager sets this variable the neter will stop using
the task’s old current Rul eSet and start using the new one.
Speci fying Rul eSet 0 (the enpty set) stops fl ow neasurenent
for this task."

c:={ flowvanagerlnfoEntry 2 }

f | owanager St andbyRul eSet OBJECT- TYPE
SYNTAX | nteger 32
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"Index to the array of RuleSets. After reaching H ghWater Mark
(see below) the manager will switch to using the task’'s

St andbyRul eSet in place of its CurrentRuleSet. For this to be
effective the designated StandbyRul eSet shoul d have a coarser
reporting granularity then the CurrentRul eSet. The nmanager may
al so need to decrease the neter reading interval so that the
met er can recover flows nmeasured by this task’s Current Rul eSet."
DEFVAL { 0} -- No standby
::={ flowvhnagerlnfoEntry 3 }

f I owManager H ghWat er Mar k OBJECT- TYPE

SYNTAX | nteger32 (0..100)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"A val ue expressed as a percentage, interpreted by the neter
as an indication of how full the flow table should be before
it should switch to the standby Rul eSet (if one has been
specified) for this task. Values of 0% or 100% di sabl e the
checking represented by this variable."

2= { flowvhnagerlnfoEntry 4 }

f | owManager Count er Wap OBJECT- TYPE
SYNTAX | NTEGER { wap(l), scale(2) }
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MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"Speci fies whether PDU and octet counters should wap when
they reach the top of their range (normal behaviour for
Count er 64 objects), or whether their scale factors shoul d
be used instead. The conbi nation of counter and scal e
factor allows counts to be returned as non-negative binary
floating point nunmbers, with 64-bit mantissas and 8-bit
exponents. "

DEFVAL { wap }

c:={ flowvanagerlnfoEntry 5 }

f | owanager Omer OBJECT- TYPE
SYNTAX UTF8Oaner Stri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"lIdentifies the manager which created this row "
::={ flowvhnager!|nfoEntry 6 }

f | owManager Ti meSt anp OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Time this row was | ast changed by its manager."
::={ flowvhnagerlnfoEntry 7 }

f | owManager St at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this rowin the fl owvanager| nfoTable. A val ue
of active(l) inplies that this task may be activated, by
setting its CurrentRul eSet and StandbyRul eSet vari abl es.
Its H ghWater Mark and Runni ngSt andby vari abl es nay al so be
changed. "

::={ flowvhnagerlnfoEntry 8 }

f | owManager Runni ngSt andby OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Set to true(l) by the neter to indicate that it has sw tched
to runnning this task’s StandbyRul eSet in place of its
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CurrentRul eSet. To switch back to the CurrentRul eSet, the
manager may sinply set this variable to false(2)."

DEFVAL { false }

::={ flowvhnagerlnfoEntry 9 }

-- Control Goup: GCeneral Meter Control Variables

f | owrl oodvar k OBJECT- TYPE

SYNTAX | nteger32 (0..100)

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"A val ue expressed as a percentage, interpreted by the neter
as an indication of how full the flow table should be before
it should take sone action to avoid running out of resources
to handl e new fl ows, as discussed in section 4.6 (Handling
Increasing Traffic Levels) of the RTFM Architecture RFC
[ RTFM ARC] .

Val ues of 0% or 100% di sabl e the checking represented by
this variable."

DEFVAL { 95 } -- Enabled by default.

:={ flowControl 5}

flow nactivityTi meout OBJECT- TYPE
SYNTAX | nteger32
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON
"The time in seconds since the | ast packet seen, after which
a flow becones 'idle.” Note that although a flow may be

idle, it will not be discarded (and its nmenory recovered)
until after its data has been collected by all the neter
readers registered for its RuleSet."

DEFVAL { 600 } -- 10 minutes

= { flowControl 6 }

fl owAct i veFl ows OBJECT- TYPE
SYNTAX | nteger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of flows which are currently in use.”
;= { flowControl 7 }

f 1 owivaxFl ows OBJECT- TYPE
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SYNTAX | nteger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The maxi mum nunber of flows allowed in the neter’s
flow table. At present this is determ ned when the neter
is first started up."

:={ flowControl 8 }

f | owrl oodvbde OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Indicates that the meter has passed its Floodvark and is
not running in its normal node.

When the nanager notices this it should take action to renedy
t he probl em whi ch caused the flooding. It should then nonitor
fl owActiveFl ows so as to determ ne when the flood has receded.
At that point the manager may set fl owrl oodMvbde to false(2) to
resune nornal operation."”

::={ flowControl 9 }

-- The Fl ow Tabl e

-- This is a table kept by a neter, with one flow data entry for every
-- flow being neasured. Each flow data entry stores the attribute

-- values for a traffic flow Details of flows and their attributes
-- are given in the "Traffic Fl ow Measurement: Architecture’

-- document [ RTFM ARC] .

-- Fromtinme to tinme a neter reader nmay sweep the flow table so as
-- to read counts. This is nost effectively achi eved by using the
-- TimeMark variable together with successive GetBul k requests to
-- retrieve the values of the desired flow attribute vari abl es.

-- This scheme allows nultiple neter readers to independently use the
-- sanme neter; the neter readers do not have to be synchroni sed and
-- they may use different collection intervals.

-- If identical sets of counts are required froma neter, a manager

-- could achieve this using two identical copies of a RuleSet in that
-- nmeter and switching back and forth between them This is discussed
-- further in the RTFM Architecture docunent [ RTFM ARC].
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f 1 owDat aTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Fl owDat aEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The list of all flows being nmeasured."
:={ flowbata 1 }

fl owDat aEntry OBJECT- TYPE
SYNTAX Fl owDat aEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The flow data record for a particular flow"
I NDEX { fl owDat aRul eSet, fl owDataTi meMark, fl owDatal ndex }
;= { flowbataTable 1 }

Fl owbat aEntry ::= SEQUENCE {
f | owDat al ndex I nt eger 32,
f1 owbDat aTi neMar k TimeFilter,
f | owDat aSt at us | NTECER,
f | owDat aSour cel nterface I nt eger 32,
f | owDat aSour ceAdj acent Type Adj acent Type,
f | owDat aSour ceAdj acent Addr ess Adj acent Addr ess,
f | owDat aSour ceAdj acent Mask Adj acent Addr ess,
f | owDat aSour cePeer Type Peer Type,
f | owbDat aSour cePeer Addr ess Peer Addr ess,
f | owbDat aSour cePeer Mask Peer Addr ess,
f | owDat aSour ceTr ansType Transport Type,
f | owDat aSour ceTr ansAddr ess Transport Addr ess,
f | owDat aSour ceTr ansMask Transport Addr ess,
f | owDat aDest | nt erface I nt eger 32,
f | owDat aDest Adj acent Type Adj acent Type,
f | owDat aDest Adj acent Addr ess Adj acent Addr ess,
f | owDat aDest Adj acent Mask Adj acent Addr ess,
f | owDat aDest Peer Type Peer Type,
f | owDat aDest Peer Addr ess Peer Addr ess,
f | owDat aDest Peer Mask Peer Addr ess,
f | owDat aDest TransType Transport Type,
f | owDat aDest Tr ansAddr ess Transport Addr ess,
f | owDat aDest Tr ansMask Transport Addr ess,
f | owbDat aPDUScal e I nt eger 32,
f | owDat aCct et Scal e I nt eger 32,
f | owDat aRul eSet I nt eger 32,
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f1 owDat aToCct et s Count er 64, -- Sour ce- >Dest
f | owDat aToPDUs Count er 64,
f1 owDat aFronfxtets Count er 64, -- Dest->Source
f | owDat aFr onPDUs Count er 64,
fl owDat aFi rstTi nme Ti meSt anp, -- Activity tines
f | owDat aLast Acti veTi nme Ti meSt anp,
f | owDat aSour ceSubscri ber|I D OCTET STRI NG,
f1 owDat aDest Subscri ber1 D OCTET STRI NG
f | owDat aSessi onl D OCTET STRI NG
f | owbDat aSour ceCl ass I nt eger 32,
f1 owDat aDest Cl ass I nt eger 32,
f | owDat ad ass I nt eger 32,
f I owDat aSour ceKi nd I nt eger 32,
f | owDat aDest Ki nd I nt eger 32,
f | owDat aKi nd I nt eger 32
}

f |1 owDat al ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Value of this flow data record’s index within the neter’s
flow table."

:={ flowbDataEntry 1 }

f | owbDat aTi meMar k OBJECT- TYPE

SYNTAX TineFilter

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"ATineFilter for this entry. Allows GetNext and GetBul k
to find flow table rows which have changed since a specified
val ue of the neter’s Uptine."

o= { flowbataEntry 2 }

f | owDat aSt at us OBJECT- TYPE
SYNTAX | NTEGER { inactive(l), current(2) }
MAX- ACCESS read-only
STATUS deprecat ed
DESCRI PTI ON
"Status of this flow data record.”
:={ flowDataEntry 3 }

f | owDat aSour cel nterface OBIJECT- TYPE
SYNTAX | nteger 32
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I ndex of the interface associated with the source address
for this flow It’s value is one of those contained in the
iflndex field of the neter’s interfaces table."

:={ flowbataEntry 4 }

f | owDat aSour ceAdj acent Type OBJECT- TYPE

SYNTAX Adj acent Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Adj acent address type of the source for this flow

If metering is being perforned at the network |evel,

Adj acent Type will indicate the nediumfor the interface on
whi ch the fl ow was observed and Adjacent Address will be the
MAC address for that interface. This is the usual case.

1999

If traffic is being netered inside a tunnel, AdjacentType wll

be the peer type of the host at the end of the tunnel and
Adj acent Address will be the peer address for that host."
::={ flowbataEntry 5 }

f | owDat aSour ceAdj acent Addr ess OBJECT- TYPE

SYNTAX Adj acent Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Address of the adjacent device on the path for the source
for this flow "

::={ flowDataEntry 6 }

f | owDat aSour ceAdj acent Mask OBJECT- TYPE

SYNTAX Adj acent Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"1-bits in this mask indicate which bits nust match when
conparing the adjacent source address for this flow"
o= { flowbataEntry 7 }

f | owDat aSour cePeer Type OBJECT- TYPE

SYNTAX Peer Type

MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
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"Peer address type of the source for this flow "
::={ flowDataEntry 8 }

f | owbDat aSour cePeer Addr ess OBJECT- TYPE
SYNTAX Peer Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Address of the peer device for the source of this flow "
::={ flowbataEntry 9 }

f | owDat aSour cePeer Mask OBJECT- TYPE

SYNTAX Peer Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"1-bits in this nmask indicate which bits nust match when
conparing the source peer address for this flow"

:={ flowbataEntry 10 }

f | owDat aSour ceTr ansType OBJECT- TYPE

SYNTAX Transport Type

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Transport address type of the source for this flow The
value of this attribute will depend on the peer address type."

;= { flowbataEntry 11 }

f | owDat aSour ceTr ansAddr ess OBJECT- TYPE
SYNTAX Transport Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Transport address for the source of this flow "
o= { flowbataEntry 12 }

f | owDat aSour ceTr ansMask OBJECT- TYPE

SYNTAX Transport Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"1-bits in this mask indicate which bits nust match when
comparing the transport source address for this flow "

:={ flowDataEntry 13 }

f | owDat aDest | nt erface OBJECT- TYPE
SYNTAX | nteger 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndex of the interface associated with the dest address for
this flow This value is one of the values contained in the

iflndex field of the interfaces table."
:={ flowbataEntry 14 }

f | owDat aDest Adj acent Type OBJECT- TYPE
SYNTAX Adj acent Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Adj acent address type of the destination for this flow "
:={ flowDataEntry 15 }

f | owDat aDest Adj acent Address OBJECT- TYPE

SYNTAX Adj acent Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Address of the adjacent device on the path for the
destination for this flow "

o= { flowbataEntry 16 }

f | owDat aDest Adj acent Mask OBJECT- TYPE
SYNTAX Adj acent Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"1-bits in this mask indicate which bits nust match when

comparing the adjacent destination address for this flow "

:={ flowDataEntry 17 }

f | owDat aDest Peer Type OBJECT- TYPE
SYNTAX Peer Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Peer address type of the destination for this flow"
;= { flowbataEntry 18 }

f | owDat aDest Peer Address OBJECT- TYPE
SYNTAX Peer Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

1999

"Address of the peer device for the destination of this flow"

Br ownl ee St andards Track [ Page 30]



RFC 2720 Traffic Fl ow Measurenent: Meter M B Cct ober 1999

:={ flowDataEntry 19 }

f | owbDat aDest Peer Mask OBJECT- TYPE

SYNTAX Peer Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"1-bits in this mask i ndicate which bits nust match when
comparing the destination peer type for this flow"

;= { flowbataEntry 20 }

f | owDat aDest TransType OBJECT- TYPE

SYNTAX Transport Type

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Transport address type of the destination for this flow The
value of this attribute will depend on the peer address type."

:={ flowbataEntry 21 }

f | owDat aDest Tr ansAddr ess OBJECT- TYPE
SYNTAX Transport Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Transport address for the destination of this flow"
:={ flowDataEntry 22 }

f | owDat aDest Tr ansMask OBJECT- TYPE

SYNTAX Transport Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"1-bits in this mask indicate which bits nust match when
conparing the transport destination address for this flow "

o= { flowbataEntry 23 }

f | owDat aPDUScal e OBJECT- TYPE

SYNTAX | nteger32 (0..255)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The scale factor applied to this particular flow |ndicates
the nunber of bits the PDU counter val ues should be noved | eft
to obtain the actual val ues."

;= { flowbDataEntry 24 }

f 1 owbDat aCct et Scal e OBIJECT- TYPE
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SYNTAX | nteger32 (0..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The scale factor applied to this particular flow |Indicates

the nunber of bits the octet counter val ues should be noved
left to obtain the actual values."
:={ flowDataEntry 25 }

f | owDat aRul eSet OBJECT- TYPE

SYNTAX | nteger32 (1..255)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The Rul eSet number of the Rul eSet which created this flow
Al ows a manager to use Get Next or GetBul k requests to find
fl ows belonging to a particular RuleSet."

:={ flowbataEntry 26 }

fl owDat aToCct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The count of octets flowing fromsource to destination
for this flow "

:={ flowDataEntry 27 }

f | owDat aToPDUs OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The count of packets flowing fromsource to destination
for this flow"

o= { flowbataEntry 28 }

f1 owDat aFromOct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The count of octets flowi ng fromdestination to source
for this flow "

:={ flowDataEntry 29 }

f | owDat aFr onPDUs OBJECT- TYPE
SYNTAX Count er 64
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The count of packets flowing fromdestination to source
for this flow"

:={ flowbataEntry 30 }

fl owbDat aFi r st Ti me OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tinme at which this flow was first entered in the table"
:={ flowDataEntry 31 }

fl owDat aLast ActiveTi me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The last time this flow had activity, i.e. the tinme of
arrival of the nobst recent PDU belonging to this flow "

::={ flowbataEntry 32 }

f | owDat aSour ceSubscri ber| D OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (4..20))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Subscriber | D associated with the source address for this
flow A Subscriber IDis an unspecified text string, used
to ascribe traffic flows to individual users. At this tine
the means by which a Subscriber ID may be associated with a
flowis unspecified."

::={ flowbataEntry 33 }

f | owDat aDest Subscri ber| D OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (4..20))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Subscriber ID associated with the destination address for
this flow A Subscriber IDis an unspecified text string,
used to ascribe traffic flows to individual users. At this
time the means by which a Subscriber ID may be associ ated
with a flowis unspecified."

::={ flowbataEntry 34 }
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f 1 owDat aSessi onl D OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (4..10))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Session ID for this flow Such an ID night be allocated
by a network access server to distinguish a series of sessions
bet ween the same pair of addresses, which would ot herw se
appear to be parts of the same accounting flow "

::={ flowbataEntry 35 }

f | owbDat aSour ceCl ass OBJECT- TYPE

SYNTAX | nteger32 (1..255)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Source class for this flow Deternined by the rules, set by
a PushRul e action when this flow was entered in the table."

:={ flowDataEntry 36 }

f | owDat aDest Cl ass OBJECT- TYPE

SYNTAX |Integer32 (1..255)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Destination class for this flow. Determ ned by the rules, set
by a PushRul e action when this flow was entered in the table.”

;= { flowbataEntry 37 }

fl owbDat aCl ass OBJECT- TYPE

SYNTAX | nteger32 (1..255)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Class for this flow Determned by the rules, set by a
PushRul e action when this flow was entered in the table."

:={ flowDataEntry 38 }

f I owDat aSour ceKi nd OBJECT- TYPE

SYNTAX |Integer32 (1..255)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Source kind for this flow Determined by the rules, set by
a PushRul e action when this flow was entered in the table.”

;= { flowbataEntry 39 }

f 1 owDat aDest Ki nd OBJECT- TYPE
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SYNTAX | nteger32 (1..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Destination kind for this flow Determined by the rules, set
by a PushRul e action when this flow was entered in the table."
c:={ flowbataEntry 40 }

f | owbDat aKi nd OBJECT- TYPE

SYNTAX | nteger32 (1..255)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Class for this flow Determned by the rules, set by a
PushRul e action when this flow was entered in the table.”

;= { flowbataEntry 41 }

-- The Activity Colunm Tabl e

fl owCol umActi vityTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Fl owCol ummActi vityEntry

MAX- ACCESS not - accessi bl e

STATUS  deprecated

DESCRI PTI ON
"Index into the Flow Table. Allows a neter reader to retrieve
a list containing the flow table indexes of flows which were
| ast active at or after a given tinme, together with the val ues
of a specified attribute for each such flow "

:={ flowbata 2 }

fl owCol umActi vityEntry OBJECT- TYPE
SYNTAX Fl owCol ummActi vityEntry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"The Columm Activity Entry for a particular attribute,
activity tine and flow "
I NDEX { flowCol umActivityAttribute, flowColumActivityTine,
fl owCol umActi vityl ndex }
:={ flowColumActivityTable 1 }

Fl owCol ummActivityEntry ::= SEQUENCE ({
fl owCol umActivityAttribute Fl owAt t ri but eNunber,
fl owCol umActivityTinme TimeFilter,
f 1 owCol umActi vityl ndex I nt eger 32,
fl owCol umActi vityData OCTET STRI NG
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}

fl owCol umActivityAttri bute OBIJECT- TYPE

SYNTAX Fl owAt tri but eNunber

MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON
"Specifies the attribute for which values are required from
active flows."

:={ flowColumActivityEntry 1 }

fl owCol utmActi vityTi me OBJECT- TYPE

SYNTAX TinmeFilter

MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON
"This variable is a copy of flowDatalLastActiveTine in the
flow data record identified by the flowCol utmActi vityl ndex
val ue of this flowColumActivityTable entry."

:={ flowCol umActivityEntry 2 }

f1 owCol umActi vityl ndex OBJECT- TYPE

SYNTAX |Integer32 (1..2147483647)

MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON
"Index of a flow table entry which was active at or after
a specified fl owCol umActivityTine."

:={ flowCol umActivityEntry 3 }

fl owCol utmActi vit yDat a OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (3..1000))

MAX- ACCESS read-only

STATUS deprecat ed

DESCRI PTI ON
"Col lection of attribute data for flows active after
fl owCol umActivityTime. Wthin the OCTET STRINGis a
sequence of { flow index, attribute value } pairs, one for
each active flow. The end of the sequence is marked by a
flow index value of 0, indicating that there are no nore
rows in this colum.

The format of objects inside flowColumFl owbData is as foll ows.
Al'l nunbers are unsigned. Nunbers and strings appear with
their high-order bytes |eading. Nunbers are fixed size, as
specified by their SYNTAX in the flow table (above), i.e. one
octet for flowAddressType and snall constants, and four octets
for Counter and TinmeStanp. Strings are variable-length, with
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the length given in a single |eading octet.

The following is an attenpt at an ASN. 1 definition of
f 1 owCol umActi vi t yDat a:

fl owCol umActivityData ::= SEQUENCE f| owRow t enEntry
fl owRow tenEntry ::= SEQUENCE {
f I owRowNumnber I nteger32 (1..65535),

-- 0 indicates the end of this colum
f | owDat aVal ue fl owDat aType -- Choice depends on attribute

}
fl owbDat aType ::= CHO CE {
f | owByt eVal ue I nteger32 (1..255),
fl owShortVal ue Integer32 (1..65535),
fl owLongVal ue I nt eger 32,
flowStringValue OCTET STRING -- Length (n) in first byte,
-- n+l bytes total length, trailing zeroes truncated

:={ flowCol umActivityEntry 4 }

-- The Data Package Tabl e

f | owbDat aPackageTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FI owbDat aPackageEntry

MAX- ACCESS not - accessi bl e

STATUS  current

DESCRI PTI ON
"I'ndex into the Flow Table. Allows a neter reader to retrieve
a sequence containing the values of a specified set of
attributes for a flow which cane froma specified Rul eSet and
whi ch was | ast active at or after a given tine."

c:={ flowbata 3 }

f | owDat aPackageEntry OBJECT- TYPE

SYNTAX Fl owDat aPackageEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The data package containing sel ected variables from
active rows in the flow table."

I NDEX { fl owPackageSel ector,
fl owPackageRul eSet, fl owPackageTi me, fl owPackagel ndex }

::={ flowDat aPackageTable 1 }

Fl owbDat aPackageEntry ::= SEQUENCE ({
f | owPackageSel ect or OCTET STRI NG
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f | owPackageRul eSet I nt eger 32,

f | owPackageTi me TimeFilter

f | owPackagel ndex I nt eger 32,

f | owPackageDat a OCTET STRI NG
}

f | owPackageSel ect or OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Specifies the attributes for which values are required from
an active flow. These are encoded as a sequence of octets
each containing a FlowAttri bute nunmber, preceded by an octet
giving the length of the sequence (not including the |ength
octet). For a flowPackageSel ector to be valid, it nust
contain at | east one attribute."

.= { flowDataPackageEntry 1 }

f I owPackageRul eSet OBJECT- TYPE

SYNTAX | nteger32 (1..255)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Specifies the index (in the flowRul eSetlnfoTable) of the rule
set which produced the required flow "

::={ flowDataPackageEntry 2 }

f | owPackageTi ne OBJECT- TYPE

SYNTAX TineFilter

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This variable is a copy of flowDatalLastActiveTine in the
flow data record identified by the fl owPackagel ndex
val ue of this flowPackageTable entry."

::={ flowDat aPackageEntry 3 }

f | owPackagel ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Index of a flow table entry which was active at or after
a specified fl owPackageTi ne. "

;.= { flowbDataPackageEntry 4 }

f | owPackageDat a OBJECT- TYPE
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SYNTAX OCTET STRI NG

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A collection of attribute values for a single flow, as
specified by this row s indexes. The attribute values are
contai ned wi thin a BER-encoded sequence [ASN-1, ASN- BER],
in the order they appear in their flowPackageSel ector.

For exanple, to retrieve a fl owPackage containing val ues for
attributes 11, 18 and 29, for a flowin RuleSet 7, with flow
i ndex 3447, one would CET the package whose Object ldentifier
(AD is

fl owPackageData . 3.11.18.29 . 7. 0 . 3447

To get a package for the next such flow which had been
active since time 12345 one woul d GETNEXT t he package whose
Obj ect ldentifier (OD) is
fl owPackageData . 3.11.18.29 . 7. 12345 . 3447"
::={ flowDat aPackageEntry 5 }

-- The Rule Table

-- This is an array of RuleSets; the 'running’ ones are indicated

-- by the entries in the neter’s fl owvanagerl nfoTable. Several

-- RuleSets can be held in a neter so that the manager can change the
-- running RuleSets easily, for exanple with tinme of day. Note that

-- a manager may not change the rules in any RuleSet currently

-- referenced within the fl owMvanager!lnfoTable (either as ’'current’ or
-- ’'standby’)! See the 'Traffic Flow Measurenment: Architecture’

-- document [RTFM ARC] for details of rules and how they are used.

-- Space for a RuleSet is allocated by setting the val ue of

-- flowRulelnfoSize in the rule table's fl owRul eSet | nfoTabl e row.

-- Values for each rowin the RuleSet (Selector, Mask, MatchedVal ue,
-- Action and Paraneter) can then be set by the neter.

-- Al'though an individual rule within a Rul eSet could be nodifi ed,
-- it is nuch safer to sinply downl oad a conpl ete new Rul eSet.

fl owRul eTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Fl owRul eEntry
MAX- ACCESS not - accessi bl e
STATUS  current
DESCRI PTI ON
"Contains all the Rul eSets which nay be used by the nmeter."
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i={ flowRules 1 }

fl owRul eEntry OBJECT- TYPE
SYNTAX Fl owRul eEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The rule record itself."
I NDEX { flowRul eSet, flowRul el ndex }
= { flowRul eTable 1 }

FIl owRul eEntry ::= SEQUENCE {
fl owRul eSet I nt eger 32,
f I owRul el ndex I nt eger 32,
fl owRul eSel ect or Rul eAttri but eNumber,
f | owRul eMask Rul eAddr ess,
f | owRul eMat chedVal ue Rul eAddr ess,
fl owRul eActi on Act i onNunber ,
f I owRul ePar amet er I nt eger 32
}

fl owRul eSet OBJECT- TYPE
SYNTAX |Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Selects a RuleSet fromthe array of RuleSets."
= { flowRuleEntry 1 }

fl owRul el ndex OBJECT- TYPE
SYNTAX |Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index into the Rule table. N B: These values wl |l

normal |y be consecutive, given the fall-through semantics

of processing the table."
:={ flowRul eEntry 2 }

fl owRul eSel ect or OBJECT- TYPE
SYNTAX Rul eAttri but eNunber
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"I ndicates the attribute to be matched.

null (0) is a special case; null rules always succeed.
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mat chi ngSt oD(50) is set by the neter’s Packet Matching Engi ne.
Its value is true(l) if the PME is attenpting to match the
packet with its addresses in Source-to-Destination order (i.e.
as they appear in the packet), and fal se(2) otherw se.
Details of how packets are nmatched are given in the 'Traffic
FIl ow Measurenent: Architecture’ docunent [ RTFM ARC] .
v1(51), v2(52), v3(53), v4(54) and v5(55) select neter
vari abl es, each of which can hold the nane (i.e. selector
val ue) of an address attribute. Wen one of these is used
as a selector, its value specifies the attribute to be
tested. Variable values are set by an Assign action."

o= { flowRul eEntry 3 }

f 1 owRul eMask OBJECT- TYPE
SYNTAX Rul eAddr ess
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON
"The initial mask used to conmpute the desired value. If the
mask is zero the rule’s test will always succeed."

:={ flowRul eEntry 4 }

f I owRul eMvat chedVal ue OBJECT- TYPE

SYNTAX Rul eAddr ess

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The resulting value to be matched for equality.
Specifically, if the attribute chosen by the fl owRul eSel ect or
logically ANDed with the mask specified by the fl owRul eMask
equal s the value specified in the fl owRul eMat chedVal ue, then
continue processing the table entry based on the action
specified by the flowRul eAction entry. O herw se, proceed to
the next entry in the rule table."

::={ flowRuleEntry 5 }

fl owRul eActi on OBJECT- TYPE

SYNTAX Acti onNumber

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The action to be taken if this rule’s test succeeds, or if
the meter’'s "test’ flag is off. Actions are opcodes for the
meter’ s Packet Matching Engine; details are given in the
"Traffic Fl ow Measurement: Architecture’ docunment [RTFM ARC]."

::={ flowRul eEntry 6 }

fl owRul ePar anet er OBJECT- TYPE
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SYNTAX I nteger32 (1..65535)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"A parameter value providing extra information for this rule's
action. Mst of the actions use the paraneter value to specify
which rule to execute after this rule’s test has failed; details
are given in the 'Traffic Fl ow Measurenent: Architecture’
docunent [ RTFM ARC]."

= { flowRul eEntry 7 }

-- Traffic Flow Meter conformance statenment

f1 owM BConpl i ances

OBJECT IDENTIFIER ::= { fl owM BConfornmance 1 }

f1 owM BG oups
OBJECT | DENTI FI ER : :

{ fl owM BConf ormance 2 }

f 1 owCont r ol G oup OBJECT- GROUP
OBJECTS {
fl owRul el nfoSi ze, fl owRul el nf oOaner,
fl owRul el nf oTi neSt anp, fl owRul el nf oSt at us,
f1 owRul el nf oNane,
f I owRul el nf oRul esReady,
f I owRul el nf oFl owRecor ds,
fl owl nt erf aceSanpl eRat e,
fl owl nt erfacelLost Packets,
f | owReader Ti meout, fl owReader Oaner,
f1 owReader Last Ti me, fl owReader Previ ousTi ne,
f | owReader St at us, fl owReader Rul eSet ,
f | owManager Current Rul eSet, fl owvanager St andbyRul eSet ,
f | owManager H gh\Wat er Mar k,
f I owManager Count er W ap,
f | owanager Omner, fl owManager Ti meSt anp,
f | owManager St at us, fl owvanager Runni ngSt andby,
f | owFl oodMar k,
flow nactivityTi neout, flowActiveFl ows,
f I owvaxFl ows, fl owrl oodMode }
STATUS deprecat ed
DESCRI PTI ON
"The control group defines objects which are used to control
an accounting neter."
:= {flowM BG oups 1 }

f | owDat aTabl eG oup OBJECT- GROUP
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OBJECTS {
-- f | owDat al ndex, <- | NDEX, not-accessible
f | owDat aSt at us,
f | owDat aSour cel nt erf ace,
f | owDat aSour ceAdj acent Type,
f | owDat aSour ceAdj acent Addr ess, fl owDat aSour ceAdj acent Mask,
f | owDat aSour cePeer Type,
f | owDat aSour cePeer Addr ess, fl| owDat aSour cePeer Mask,
f | owDat aSour ceTr ansType,
f | owDat aSour ceTr ansAddr ess, fl owDat aSour ceTr ansMask,
f 1 owDat aDest | nterface,
f | owDat aDest Adj acent Type,
f | owDat aDest Adj acent Addr ess, fl owDat aDest Adj acent Mask,
f | owDat aDest Peer Type,
f | owDat aDest Peer Addr ess, fl owDat aDest Peer Mask,
f | owDat aDest Tr ansType,
f | owDat aDest Tr ansAddr ess, fl| owDat aDest Tr ansMask,
- - f | owDat aRul eSet , <- | NDEX, not-accessible
fl owDat aToCctets, fl owDat aToPDUs,
fl owbDat aFronCctets, fl owDat aFr onPDUs,
fl owbDat aFi rst Ti me, fl owDat aLast Acti veTi ne,
f | owDat aSour ceCl ass, fl owDat aDest Cl ass, fl owDataC ass,
f | owDat aSour ceKi nd, fl owDat aDest Ki nd, fl owDat aKi nd

}

STATUS deprecat ed

DESCRI PTI ON
"The flow table group defines objects which provide the
structure for the flow table, including the creation tine
and activity time indexes intoit. |In addition it defines
obj ects which provide a base set of flow attributes for the
adj acent, peer and transport |ayers, together with a flow s
counters and times. Finally it defines a flow s class and
kind attributes, which are set by rule actions."”

.= {fl owM BGroups 2 }

f | owbDat aScal eG oup OBJECT- GROUP
OBJECTS {
f I owvanager Count er W ap,
f | owDat aPDUScal e, fl owDat aCct et Scal e

}

STATUS deprecat ed

DESCRI PTI ON
"The flow scal e group defines objects which specify scale
factors for counters.”

c:= {fl owM BG oups 3 }

f | owDat aSubscri ber G oup OBJECT- GROUP
OBJECTS {
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f | owDat aSour ceSubscri ber | D, fl owDat aDest Subscri berl D,
f | owbDat aSessi onl D

}

STATUS current

DESCRI PTI ON
"The flow subscriber group defines objects which may be used
to identify the end point(s) of a flow "

c:= {fl owM BG oups 4 }

f | owDat aCol utmTabl eG oup OBJECT- GROUP
OBJECTS {
fl owCol umActivityAttribute,
fl owCol umActi vi tyl ndex,
fl owCol umActi vityTi e,
f 1 owCol umActi vi t yDat a

}

STATUS deprecat ed

DESCRI PTI ON
"The flow colum tabl e group defines objects which can be used
to collect part of a colum of attribute values fromthe flow
table.™

.= {fl owM BGoups 5 }

f | owbDat aPackageG oup OBJECT- GROUP
OBJECTS {
f | owPackageDat a

}

STATUS current

DESCRI PTI ON
"The data package group defines objects which can be used
to collect a specified set of attribute values froma row of
the flow table.”

1= {fl owM BG oups 6 }

fl owRul eTabl eG oup OBJECT- GROUP
OBJECTS {
fl owRul eSel ect or,
fl owRul eMask, fl owRul eMat chedVal ue,
fl owRul eActi on, fl owRul ePar aneter

}

STATUS current

DESCRI PTI ON
"The rule table group defines objects which hold the set(s)
of rules specifying which traffic flows are to be accounted
for."

.= {fl owM BGroups 7 }

f | owbDat aScal eG oup2 OBJECT- GROUP
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OBJECTS {
-- f I owanager Count er W ap, <- Deprecated
f I owDat aPDUScal e, fl owDat aCct et Scal e

}
STATUS current
DESCRI PTI ON
"The flow scal e group defines objects which specify scale
factors for counters. This group replaces the earlier
versi on of fl owDataScal eG oup above (now deprecated)."
;.= {fl owM BG oups 8}

fl owCont r ol Group2 OBJECT- GROUP
OBJECTS {
f1 owRul el nf oSi ze, fl owRul el nf oOwner,
fl owRul el nf oTi meSt anp, fl owRul el nf oSt at us,
f I owRul el nf oNane,
-- f I owRul el nf oRul esReady, <- Deprecated
f | owRul el nf oFl owRecor ds,
fl ow nt er f aceSanpl eRat e,
fl ow nt erfacelLost Packet s,
f | owReader Ti meout, fl owReader Oaner,
f | onReader Last Ti ne, fl owReader Previ ousTi ne,
f | owReader St at us, fl owReader Rul eSet,
f | owManager Curr ent Rul eSet, fl owvanager St andbyRul eSet ,
f | owanager H gh\Wat er Mar k,
-- f I owvanager Count er W ap, <- Moved to Dat aScal eG oup
f | owanager Omer, fl owManager Ti meSt anp,
f | owManager St at us, fl owvanager Runni ngSt andby,
f | owFl oodMar k,
flow nactivityTi neout, flowActiveFl ows,
f I owvaxFl ows, fl owFl oodMbde }
STATUS current

DESCRI PTI ON
"The control group defines objects which are used to control
an accounting neter. It replaces the earlier version of

fl owControl Group above (now deprecated)."
:={fl owM BG oups 9 }

f1 owM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for a Traffic Fl ow Meter."
MODULE
MANDATORY- GROUPS  {
f I owCont r ol G oup2,
f | owDat aTabl eG oup,
f | owDat aPackageG oup,
fl owRul eTabl eG oup
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}
:={ flowM BConpliances 1 }

END
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5 Security Considerations
5.1 SNWP Concerns

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
net wor k operati ons.

There are a nunber of nanaged objects in this MB that nmay contain
sensitive information. These include all the objects in the Contro
G oup (since they control access to neter resources by Managers and
Met er Readers) and those in the Flow Table (since they hold the
collected traffic flow data).

It is thus inmportant to control even GET access to these objects and
possibly to even encrypt the val ues of these object when sending them
over the network via SNMP. Not all versions of SNMP provide features
for such a secure environnent.

SNWPv1l by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/ delete) the objects in this MB.

It is recomended that the inplenmenters consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel [RFC2574] and the Vi ew based Access
Control Model [RFC2575] is recomrended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them

5.2 Traffic Meter Concerns

This M B describes how an RTFMtraffic meter is controlled, and
provides a way for traffic flow data to be retrieved fromit by a
meter reader. This is essentially an application using SNW as a
met hod of communi cati on between co-operating hosts; it does not - in
itself - have any inherent security risks.
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Since, however, the traffic flow data can be extrenely val uable for
net wor k management purposes it is vital that sensible precautions be
taken to keep the neter and its data secure. |In particular, an
attacker nust not be permitted to wite any of the neter’s vari abl es!
This requires that access to the neter for control purposes (e.qg.

| oadi ng Rul eSets and reading flow data) be restricted. Such
restriction could be achieved in many ways, for exanple:

- Physical Separation. Meter(s) and neter reader(s) could be
depl oyed so that control capabilities are kept within a separate
network, access to which is carefully controll ed.

- Application-layer Security. A nminiml |evel of security for SNW
can be provided by using 'community’ strings (which are essentially
cl ear-text passwords) with SNWPv2C [ RFC1157]. \Where stronger
security is needed, users should consider using the User-based
Security Mddel [RFC2574] and the Vi ew based Access Control Mde
[ RFC2575] .

- Lower-layer Security. Access to the meter can be protected using
encryption at the network layer. For example, one could run SNW
to the neter through an encrypted TCP tunnel

When inplenmenting a neter it nmay be sensible to use separate network
interfaces for control and for metering. |If this is done the contro
network can be set up so that it doesn’t carry any 'user’ traffic,
and the netering interfaces can ignore any user attenpts to take
control of the neter.

Users shoul d al so consider how they will address attenpts to
circumvent a nmeter, i.e. to prevent it fromnmeasuring flows. Such
attenpts are essentially denial-of-service attacks on the nmetering
interfaces. For exanple

- Port Scan attacks. The attacker sends packets to each of a very

| arge nunber of I P (Address : Port) pairs. Each of these packets
creates a new flowin the neter; if there are enough of themthe
meter will recognise a 'flood condition, and will probably stop

creating new flows. As a mininum users (and inplenentors) should
ensure that nmeters can recover fromflood conditions as soon as
possi bl e after they occur

- Counter Wap attacks: The attacker sends enough packets to cause
the counters in a flowto wap several times between neter
readi ngs, thus causing the counts to be artificially low. The
change to using 64-bit counters in this MB reduces this problem
significantly.
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Users can reduce the severity of both the above attacks by ensuring
that their neters are read often enough to prevent them being
flooded. The resulting flow data will contain a record of the
attacki ng packets, which may well be useful in determ ning where any
attack came from

6 | ANA Consi derations

The RTFM Architecture docunment [RTFM ARC], has two sets of assigned
nunbers: Opcodes for the PME (Pattern Matching Engi ne) and RTFM
Attribute nunbers. Al the assigned nunbers used in the Meter MB
appear in Textual Conventions. The nunbers they use are derived as
fol | ows:

The M B s ' Type' textual conventions use nanes and nunbers fromthe
Assi gned Nunbers RFC [ ASG NBR] :

Medi unTType Uses ifType Definitions
Peer Type Uses Address Family Numbers
Transport Type Uses Protocol Nunbers

The M B s ’"AttributeNunber’ textual conventions use RTFM Attri bute
nanes and nunbers fromthe RTFM Architecture docunment [ RTFM ARC], or
ot her nunbers allocated according to that docunent’s | ANA

Consi derati ons section:

Fl owAt t ri but eNumber Have val ues stored in a flow table row
Rul eAttri but eNurrber May be tested in a rule

The M B s ActionNunber textual convention uses RTFM PME Opcode nanes
and nunbers fromthe RTFM Architecture docunent [RTFM ARC], or other
nunbers all ocated according to that document’s | ANA Consi derations
section.
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7 Appendi x A: Changes Introduced Since RFC 2064

The first version of the Meter M B was published as RFC 2064 in
January 1997. The nost significant changes since then are summari sed
bel ow.

- TEXTUAL CONVENTIONS: G eater use is nmade of textual conventions to
describe the various types of addresses used by the neter.

- PACKET MATCHI NG ATTRI BUTES: Conputed attributes (e.g. Flowd ass and
Fl owKi nd) may now be tested. This allows one to use these
variables to store information during packet natching.

A new attribute, MatchingStoD, has been added. Its value is 1
whil e a packet is being matched with its adresses in "wre’
(source-to-destination) order.

- FLOOD MODE: This is now a read-wite variable. Setting it to
fal se(2) switches the meter out of flood node and back to nornal
operati on.

- CONTROL TABLES: Several variables have been added to the Rul eSet,
Reader and Manager tables to provide nore effective control of the
meter’'s activities.

- FLOWTABLE: 64-bit counters are used for octet and PDU counts.
Thi s reduces the problenms caused by the wap-around of 32-bit
counters in earlier versions.
fl owDat aRul eSet is now used as an index to the flowtable. This
allows a neter reader to collect only those flow table rows created
by a specified Rul eSet.

- DATA PACKAGES: This is a newtable, allowing a nmeter reader to
retrieve values for a list of attributes froma flow as a single
obj ect (a BER-encoded sequence [ASN-1, ASN-BER]). It provides an
efficient way to recover flow data, particularly when used with
SNWVP Get Bul k requests.

Earlier versions had a 'Colum Activity Table' ; using this it was

difficult to collect all data for a flow efficiently in a single
SNVP request.
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