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Abstract

A Uni form Resource Locator (URL) is a conpact string representation
of the location for a resource that is available via the Internet.
Thi s docunment provides guidelines for the definition of new URL
schenes.

1. Introduction

A Uni form Resource Locator (URL) is a conpact string representation
of the location for a resource that is available via the Internet.
RFC 2396 [1] defines the general syntax and semantics of URIs, and,
by inclusion, URLs. URLs are designated by including a "<schene>:"
and then a "<schene-specific-part>". Many URL schenes are already
def i ned.

Thi s docunment provides guidelines for the definition of new URL
schenes, for consideration by those who are defining and registering
or eval uating those definitions.

The process by which new URL schemes are registered is defined in RFC

2717 [2] .
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2. Guidelines for new URL schenes

Because new URL schenes potentially conplicate client software, new
schenes nmust have denonstrable utility and operability, as well as
conpatibility with existing URL schenmes. This section el aborates
these criteria.

2.1 Syntactic conpatibility

New URL schenes should foll ow the sane syntactic conventions of

exi sting schenmes when appropriate. |If a URl schene that has enbedded
links in content accessed by that schene does not share syntax with a
different schene, the sane content cannot be served up under
different schenes without rewiting the content. This can already be
a problem and with future digital signature schenmes, rewiting may
not even be possible. Deploynent of other schenmes in the future
could therefore become extrenely difficult.

2.1.1 Mtivations for syntactic conpatibility

Why shoul d new URL schenmes share as nmuch of the generic UR syntax
(that makes sense to share) as possible? Consider the foll ow ng:

o |If fragnent syntax isn’t shared between two schemes, (e.g. "<a
href ="#f 00">"), you can’t nove individual conpletely self
referential documents between schemes without rewiting the
enbedded references within the docunent. |In the Wb, the fragnent
syntax is a property of the nmedia type, and eval uated by the
client.

o |If fragnent syntax is not shared between different nedia types of
the sane capability (e.g. HTM, XM, Wrd, or image types such as
G F, JPEG PNG then you can’t have a URl reference that can
evol ve to superior nedia types as they becone avail able, or even
likely work properly today with content negotiation

o If relative syntax (to the extent of understanding the URl is
relative, and what part of the URI string is relative) isn't
shared between two schemes, (e.g. "<a href="fo00">"), you can’'t
nmove sets of docunents that are internally self referentia
bet ween schenes without rewiting the enbedded URIs.

o If the ".." syntax as a path conponent in relative URI's isn't
shared between schenes, you can't easily have sets of docunent
sets and refer to them between schenes without rewiting the
enbedded ref erences.
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o If the "/" syntax (to the extent of understanding that the UR
refers to a path relative to the current nam ng authority, see
section 2.1.1) isn't shared, you can’'t have multiple sets of
docunents easily be noved up or down in a relative hierarchy of
names and share a common set of docunents between them w thout
rewiting the content, shared either in that scheme or between
schenes. The best exanple is a site that has a comon set of
G F s, JPEG and PNG i mages, and you want to reorganize the site
changing the depth of a subtree fromone depth to another, or from
one directory to another where the depth isn’'t the sane.

o |f naming authority syntax (e.g. what cones after "//" in nbost URL
schenes, see section 2.1.1) and relative path syntax is shared, to
the extent of understanding that the URI has a naming authority,
and what part of the URI string is the nam ng authority vs. path),
isn't shared between two schenes, you can’t share identical nane
spaces and serve themup via different schenes. (The nam ng
authority syntax is a property of the schene). The fact that
HTTP, and FTP have the sanme syntax, for exanple, has often been
exploited by sites transitioning fromftp archive service to HITP
archive service so that the URL’s can be identical between schenes
except for the schene; the same content can be served via two
schenes si nul taneously.

2.1.2 Inproper use of "//" follow ng "<schene>:"

Contrary to sonme exanples set in past years, the use of double

sl ashes as the first conponent of the <schene-specific-part> of a URL
is not sinply an artistic indicator that what follows is a URL:
Doubl e sl ashes are used ONLY when the syntax of the URL's <schemne-
specific-part> contains a hierarchical structure as described in RFC
2396. In URLs from such schenes, the use of doubl e slashes indicates
that what follows is the top hierarchical elenment for a nam ng
authority. (See section 3 of RFC 2396 for nore details.) URL
schenmes which do not contain a conformant hierarchical structure in
their <schene-specific-part> should not use doubl e slashes follow ng
the "<scheme>:" string.

2.1.3 Conpatibility with relative URLs

URL schenes should use the generic URL syntax if they are intended to
be used with relative URLs. A description of the allowed relative
forms should be included in the schene’s definition. Many
applications use relative URLs extensively. Specifically,

0 Can the schene be parsed according to RFC 2396 - for example, if

the tokens "//"™, "/", ";", or "?" are used, do they have the
meani ng given in RFC 23967
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(0]

Does the schenme nmake sense to use it in relative URLs |like those
RFC 2396 specifies?

If the scheme syntax is designed to be broken into pieces, does
the docunentation for the schenme’s syntax specify what those
pi eces are, why it should be broken in this way, and why the
breaks aren’t where RFC 2396 says that they usually should be?

If the scheme has a hierarchy, does it go left-to-right and with
sl ash separators |i ke RFC 23967

2.2 Is the schene well defined?

2

2

2

2

1

2

It is inportant that the semantics of the "resource" that a URL
"l ocates” be well defined. This mght nmean different things
dependi ng on the nature of the URL schene.

Cl ear mappi ng from ot her nanme spaces

In many cases, new URL schemes are defined as ways to translate

ot her protocols and nane spaces into the general framework of
URLs. The "ftp" URL schene translates fromthe FTP protocol,
while the "m d" URL schene translates fromthe Message-ID field of
nessages.

In either case, the description of the mappi ng nust be conplete,
must descri be how characters get encoded or not in URLs, nust
descri be exactly how all |egal values of the base standard can be
represented using the URL schene, and exactly which nodifiers,
alternate forms and other artifacts fromthe base standards are

i ncluded or not included. These requirenments are el aborated

bel ow.

URL schenes associated with network protocols

Most new URL schemes are associated with network resources that
have one or several network protocols that can access them The
"ftp', 'news’, and 'http' schenes are of this nature. For such
schenes, the specification should completely describe how URLs are
translated into protocol actions in sufficient detail to make the
access of the network resource unanbi guous. |f an inplenentation
of the URL scheme requires some configuration, the configuration
el ements nust be clearly identified. (For exanple, the ’'news’
schene, if inplemented using NTTP, requires configuration of the
NTTP server.)
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2.2.3 Definition of non-protocol URL schenes
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In sone cases, URL schenes do not have particul ar network
protocol s associated with them because their use is linmted to
contexts where the access nethod is understood. This is the case,
for exanple, with the "cid" and "mid" URL schenes. For these URL
schenes, the specification should describe the notation of the
schene and a conpl ete mapping of the locator fromits source.

Definition of URL schenmes not associated with data resources

Most URL schenes |locate Internet resources that correspond to data
objects that can be retrieved or nodified. This is the case with
"ftp" and "http", for exanple. However, sone URL schenmes do not;
for exanple, the "mailto" URL schene corresponds to an Internet
mai | address.

If a new URL schene does not |ocate resources that are data
obj ects, the properties of names in the new space nmust be clearly
def i ned.

Character encoding

When describing URL schenes in which (sone of) the elenents of the
URL are actually representati ons of sequences of characters, care
shoul d be taken not to introduce unnecessary variety in the ways
in which characters are encoded into octets and then into URL
characters. Unless there is sone conpelling reason for a
particul ar schene to do otherw se, translating character sequences
into UTF-8 (RFC 2279) [3] and then subsequently using the %iH
encodi ng for unsafe octets is recomended.

Definition of operations

In sone contexts (for exanple, HITM. forns) it is possible to
specify any one of a list of operations to be perfornmed on a
specific URL. (CQutside forns, it is generally assuned to be
somet hi ng you GET.)

The URL schene definition should describe all well-defined
operations on the URL identifier, and what they are supposed to
do.

Sone URL schemes (for exanple, "telnet") provide |ocation

i nformati on for hooking onto bi-directional data streans, and
don’t fit the "infoaccess" paradigmof nost URLs very well; this
shoul d be docunent ed
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NOTE: It is perfectly valid to say that "no operation apart from
GET is defined for this URL". It is also valid to say that
"there’s only one operation defined for this URL, and it’s not
very GET-like". The inportant point is that what is defined on
this type is described.

2.3 Denonstrated utility

URL schenes shoul d have denonstrated utility. New URL schenes are
expensive things to support. Oten they require special code in
browsers, proxies, and/or servers. Having a |lot of ways to say
the sane thing needl ess conplicates these prograns w t hout addi ng
value to the Internet.

The kinds of things that are useful include:
Thi ngs that cannot be referred to in any other way.

Things where it is nuch easier to get at themusing this schene
than (for instance) a proxy gateway.

2.3.1 Proxy into HTTP/ HTML

One way to provide a denonstration of utility is via a gateway which
provi des objects in the new scheme for clients using an existing
protocol. It is nuch easier to deploy gateways to a new service than

it

is to depl oy browsers that understand the new URL object.

Things to | ook for when thinking about a proxy are:

(]

(0]

I's there a single global resolution nechani smwhereby any proxy
can find the referenced object?

If not, is there a way in which the user can find any object of
this type, and "run his own proxy"?

Are the operations nappabl e one-to-one (or possibly using

nmodi fiers) to HTTP operations?

Is the type of returned objects well defined?

- as M Me content-types?

- as something that can be translated to HTM.?

Is there running code for a proxy?
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2.4 Are there security considerations?

Above and beyond the security considerations of the base mechanism a
schene buil ds upon, one nust think of things that can happen in the
nornmal course of URL usage.

In particul ar:

0 Does the user need to be warned that such a thing is happening
wi thout an explicit request (GET for the source of an IMstag, for
instance)? This has inplications for the design of a proxy
gat eway, of course

0o Is it possible to fake URLs of this type that point to different
things in a dangerous way?

0 Are there nmechanisnms for identifying the requester that can be
used or need to be used with this nechanism (the From field in a
mai lto: URL, or the Kerberos login required for AFS access in the
AFS: URL, for instance)?

0 Does the mechani smcontain passwords or other security information
that are passed inside the referring docunent in the clear (as in
the "ftp" URL, for instance)?

2.5 Does it start with UR?
Any schene starting with the letters "U'" and "R', in particular if it
attaches any of the nmeanings "unifornmd, "universal" or "unifying" to
the first letter, is going to cause intense debate, and generate nuch
heat (but rmaybe little light).
Any such proposal should either nake sure that there is a | arge
consensus behind it that it will be the only schenme of its type, or
pi ck anot her nane.

2.6 Non-consi derations

Sonme issues that are often raised but are not relevant to new URL
schenes include the foll ow ng.
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2.6.1 Are all objects accessible?

Can all objects in the world that are validly identified by a schene
be accessed by any UA inplenmenting it?

Sonetinmes the answer will be yes and sonetines no; often it wll
depend on factors (like firewalls or client configuration) not
directly related to the scheme itself.

3. Security Considerations

New URL schenes are required to address all security considerations
in their definitions.
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6. Full Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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