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Abst ract

This meno describes a new | Pv6 Hop-by-Hop Option type that alerts
transit routers to nore closely exanm ne the contents of an IP
datagram This option is useful for situations where a datagram
addressed to a particular destination contains information that may
require special processing by routers al ong the path.

1.0 Introduction

New protocols, such as RSVP, use control datagrans which, while
addressed to a particular destination, contain information that needs
to be exam ned, and in sonme case updated, by routers along the path
bet ween the source and destination. It is desirable to forward
regul ar datagrans as rapidly as possible, while ensuring that the
router processes these special control datagrans appropriately.
Currently, however, the only way for a router to determne if it
needs to examne a datagramis to at least partially parse upper

| ayer data in all datagrans. This parsing is expensive and sl ow.
This situation is undesirable.

Thi s docunent defines a new option within the |IPv6 Hop-by-Hop Header
The presence of this option in an | Pv6 datagraminforns the router
that the contents of this datagramis of interest to the router and
to handl e any control data accordingly. The absence of this option
in an | Pv6 datagraminforns the router that the datagram does not
contain information needed by the router and hence can be safely
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routed wi thout further datagram parsing. Hosts originating |IPv6
datagrams are required to include this option in certain
ci rcunst ances

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC 2119].

2.0 Approach

The goal is to provide an efficient mechani sm whereby routers can
know when to intercept datagrans not addressed to them w t hout having
to extensively exam ne every datagram The described solutionis to
define a new | Pv6 Hop-by-Hop Header option having the senmantic
"routers should exam ne this datagram nore closely” and require
protocols such as RSVP to use this option. This approach incurs
little or no performance penalty on the forwardi ng of nornal
datagranms. Not including this option tells the router that there is
no need to closely exam ne the contents of the datagram

2.1 Syntax
The router alert option has the follow ng fornmat:

R et e s i o e s i i

|0 0000101000000 1D0 Val ue (2 octets)

B i s T T i i o S o T Ji I

length = 2

The first three bits of the first byte are zero and the value 5 in
the remaining five bits is the Hop-by-Hop Option Type numnber.
[ RFC-2460] specifies the meaning of the first three bits. By
zeroing all three, this specification requires that nodes not
recogni zing this option type should skip over this option and
continue processing the header and that the option nust not change
en route.

There MUST only be one option of this type, regardl ess of val ue,
per Hop-by-Hop header
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Value: A 2 octet code in network byte order with the follow ng
val ues:

0 Dat agram contai ns a Miulticast Listener Discovery
message [ RFC-2710].

1 Dat agr am cont ai ns RSVP nessage.

2 Dat agr am cont ai ns an Active Networks message.

3-65535 Reserved to | ANA for future use.

Alignment requirenment: 2n+0

Val ues are registered and nmaintained by the | ANA. See section 5.0
for nmore details.

2.2 Semantics

The option indicates that the contents of the datagram nmay be
interesting to the router. The router’s interest and the actions
taken by enploying Router Alert MJST be specified in the RFC of the
protocol that mandates or allows the use of Router Alert.

The final destination of the | Pv6 datagram MUST ignore this option
upon receipt to prevent multiple evaluations of the datagram

Unr ecogni zed val ue fields MJUST be silently ignored and the processing
of the header conti nued.

Routers that recognize the option will exam ne datagrans carrying it
nmore closely to determ ne whether or not further processing is
necessary. The router only needs to parse the packet in sufficient
detail to decide whether the packet contains something of interest.
The value field can be used by an inplementation to speed processing
of the datagramwithin the transit router.

observe that further processing can involve protocol |ayers above
IPv6. E.g., for RSVP nessages, the datagramw ||l have to undergo UDP
and RSVP protocol processing. Once the datagram | eaves the | Pv6

| ayer, there is considerabl e anbiguity about whether the router is
acting as an | Pv6 host or an IPv6 router. Precisely how the router
handl es the contents is value-field specific. However, if the
processing required for the datagraminvol ves exan ni ng the payl oad
of the IPv6 datagram then the interimrouter is perfornmng a host
function and SHOULD interpret the data as a host.
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3.0 Inpact on Other Protocols

For this option to be effective, its use MIST be nandated in
protocol s that expect routers to performsignificant processing on
datagranms not directly addressed to them Routers are not required
to exani ne the datagranms not addressed to them unl ess the datagrans
include the router alert option

Al'l 1 Pv6 datagrans containing an RSVP nmessage MJST contain this
option within the | Pv6 Hop-by-Hop Options Header of such datagrans.

4.0 Security Considerations

Gratuitous use of this option can cause perfornmance problens in
routers. A nore severe attack is possible in which the router is
fl ooded by bogus datagrans containing router alert options.

The use of the option, if supported in a router, MAY therefore be
limted by rate or other nmeans by the transit router

5.0 | ANA Consi derati ons

The value field described in Section 2.1 is registered and nai ntai ned
by I ANA. New val ues are to be assigned via | ETF Consensus as defined
in RFC 2434 [ RFC-2434].

6.0 Notice on Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenmentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or perm ssion for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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7.0 Full Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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