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Status of this Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (1999). All R ghts Reserved.
| ESG Not e

Thi s docunent is the output of a vendor consortium and is not the
out put of an | ETF Working Group. Inplenmentors of this specification
are warned that this data nodel is heavily biased toward conventions
used in the United States, and the English | anguage. As such it is
unlikely to be suitable for international or multilingual use in the
gl obal Internet.

Abstract

Custonmers are frequently required to enter substantial anounts of
informati on at an Internet nmerchant site in order to conplete a
purchase or other transaction, especially the first tine they go
there. A standard set of information fields is defined as the first
versi on of an El ectronic Conmerce Mdeling Language (ECM.) so that
this task can be nore easily automated, for exanple by wall et
software that could fill in fields. Even for the manual data entry
case, custoners will be |less confused by varying nerchant sites if a
substanti al nunber adopt these standard fi el ds.
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I ntroduction

1.1 Background

Today, nunerous nerchants are successfully conducting business on the
I nternet using HTM.-based forns. The data formats used in these forns
varies considerably fromone nerchant to another. End-users find the
di versity confusing and the process of manually filling in these
forns to be tedious. The result is that many merchant forns,
reportedly around two thirds, are abandoned during the fill in
process.

Software tools called electronic wallets can help this situation. A
digital wallet is an application or service that assists consunmers in
conducting online transactions by allowing themto store billing,

shi ppi ng, paynment, and preference information and to use this
information to automatically conplete nerchant interactions. This
greatly sinplifies the check-out process and mnimzes the need for a
consuner to conplete a nerchant’s formevery tine. Digital wallets
that fill forns have been successfully built into browsers, as hel per
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applications to browsers, as stand-al one applications, as browser
pl ug-ins, and as server-based applications. But the proliferation of
electronic wall ets has been hanpered by the |l ack of standards.

ECM. (El ectroni ¢ Conmerce Mdeling Language, <www. ecm .org>) Version
1 provides a set of sinple guidelines for web nmerchants that wll
enabl e electronic wallets frommultiple vendors to fill in their web
forns. The end-result is that nmore consuners will find shopping on
the web to be easy and compel | i ng.

The set of fields docunented herein was devel oped by the
Wal | et/ Merchant Standards Al liance (ww. ecm .org) which now includes,
i n al phabetic order, the foll ow ng:

Ameri can Express (www. ameri canexpress. com
AOL (www. aol . com)

Brodi a (www. br odi a. com

Conpaq (www. conpag. com

Cyber Cash (ww. cyber cash. com

D scover (wwv. di scovercard. com
FSTC (www. f stc. org)

I BM (www. i bm com

Mast ercard (www. mast er car d. con
M crosoft (www. m crosoft.com
Novel I (www. novel | . com

SETCo (www. set co. or g)

Sun M crosystens (ww. sun. comn
Trintech (ww. trintech.com

Vi sa (www. vi sa. com

The fields are derived fromand consistent with the WBC P3P base data
schemn at

<http://ww. w3. or g/ TR WD- P3P/ basedat a. ht ni >.
1.2 Relationship to O her Standards
ECML Version 1 is not a replacenent or alternative to SSL/TLS [ RFC
2246], SET [SET], XML [XM.], or IOTP [IOIP]. These are inportant
standards that provide functionality such as non-repudi at abl e
transacti ons, automatabl e paynent schene sel ection, and smart card
support.

ECM. may be used with any paynent nechanism It sinply allows a
mer chant to publish consistent sinple web forns.

Multiple wallets and nultiple nerchants plan to interoperably support
ECM.. This is an open standard. ECM. is designed to be sinple.
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Version 1 of the project adds no new technology to the web. A

mer chant can adopt ECML and gain the support of these nultiple
Wal | ets by nmaking very sinple changes to the HTM. pages that they
currently use to support their custonmers. Use of ECM. requires no
I'icense.

1.3 Areas Deferred to Future Versions

St andardi zation of information fields transmtted fromthe nerchant
to the consuner, considerations for business purchasing cards, non-
card paynment nechani snms, wall et activation, privacy rel ated

mechani sns, additional paynment mechani snms, and any sort of
"negoti ati on" were anong the areas deferred to consideration in
future versions. Hidden or other special fields were mnimzed. The
primary target was North American consumer to nerchant el ectronic
comer ce

2. Using The Fields

To conformto this docunent, the field nanes shall be as listed in
section 3 below. Note: this does not inpose any restriction on the
user visible | abeling of fields, just on their nanes as used in
communi cation with the merchant.

2.1 Presentation of the Fields

There is no necessary inplication as to the order or nmanner of
presentation. Sone nerchants may wish to ask for nore infornmation
sonme less by omtting fields. Sonme nmerchants nay ask for the
informati on they want in one HTM. form on one web page, others may
ask for parts of the information at different tines on different
pages. For exanple, it is common to ask for "ship to" information
earlier, so shipping cost can be conputed, before the paynent method
informati on. Sone nerchants may require that all the information
they request be provided while other nake nuch information optional,
etc.

There is no way with version 1 of ECM. to indicate what fields the
mer chant considers mandatory. Fromthe point of view of custoner
software, all fields are optional to conplete. However, the nerchant
may give an error or re-present a request for information if sone
field it requires is not conpleted, just as it may if a field is
completed in a manner it considers erroneous.

East| ake & Gol dstein I nf or mat i onal [ Page 4]



RFC 2706 ECom Fi el d Nanes Cct ober 1999

2.2 Methods and Flow of Setting the Fields

There are a variety of methods of communi cati on possible between the
custoner and the nerchant by which the nerchant can indicate what
fields they want that the consuner can provide. Probably the easiest
to use for currently deployed software is as fields in an HTM.
[HTML4.0] form Oher possibilities are to use the WBC P3P protoco
or the 1 OTP Authenticate transaction [IQOTP].

User action or the appearance of the Ecom SchemaVersion field are
exanpl es of triggers that could be used to initiate a facility
capable of filling in fields. It is required that the

Ecom SchemaVersion field, which is usually a hidden field, be

i ncluded on every web page that has any "Ecom" fields.

Because web pages can load very slowy, it may not be clear to an
automated field fill-in function when it is finished filling in
fields on a web page. For this reason, it is recomended that the
Ecom SchemaVersion field be the last "Ecom" field on a web page.

Merchant requests for information can extend over several web pages.
Wthout further provision, a facility could either require re-
starting on each page or possibly violate or appear to violate
privacy by continuing to fill in fields for pages beyond with end of
the transaction with a particular nerchant. For this reason the
Ecom Transacti onConpl ete field, which is normally hidden, is

provided. It is recommended that it appear on the | ast web page
involved in a transaction, just before an Ecom SchemaVersion field,
so that multi-web-page automated field fill in logic could know when

to stop if it chooses to check for this field.
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2.3 HTML Exanpl e
An exanple in HTM. might be as foll ows:

<HTM.>
<HEAD>
<title> eCom Fields Exanple </title>
</ HEAD>
<BODY>
<FORM action="http://ecom exanpl e. conf’ met hod="POST" >
Pl ease enter card infornation:
<p>Your nane on the card
<INPUT type="text" name="Ecom Paynent_ Card_Nane" S| ZE=40>
<br >The card nunber
<I NPUT type="text" name="Ecom Paynent Card_Nunber" SIZE=19>
<br >Expiration date (MM YY)
<I NPUT type="text" nanme="Ecom Paynent Card_ ExpDate_ Mnth" SIZE=2>
<I NPUT type="text" name="Ecom Paynent Card ExpDate_ Year" S| ZE=4>
<I NPUT type="hi dden" nane="Ecom Payment Card_Protocol ">
<I NPUT type="hi dden" nane="Ecom SchenmaVer si on"
val ue="http://ww. ecrm . org/version/ 1. 0">
<br >
<INPUT type="subnit" val ue="submt"> <I NPUT type="reset">
</ FORW>
</ BODY>
</ HTML>

After all of the pages are submitted, the nerchant will reply with a
confirmation page informng both the user and the wallet that the
transaction is conplete.

<HTM.>
<HEAD>
<title> eCom Transacti on Conplete Exanple </title>
</ HEAD>
<BCDY>
<FORW>
Thank you for your order. It will be shipped in several days.
<I NPUT type="hi dden" nane="Ecom Transacti onConpl ete">
<I NPUT type="hi dden" nane="Ecom SchenaVersi on"
val ue="http://ww. ecrm . org/version/ 1. 0">
</ FORW>
</ BODY>
</ HTM_>
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Field Definitions

The fields are listed below along with the mninmumdata entry size to
allow. Note that these fields are hierarchically organi zed as

i ndi cated by the enbedded underscore (" _") characters. Appropriate
consuner to merchant transm ssion nmechani sms nmay use this to request
and send aggregates, such as Ecom Paynent Card_ExpDate to encomnpass
all the date components or Ecom ShipTo to enconpass all the ship to
components that the consunmer is willing to provide. The marshalling
and unmarshal ling of the conponents of such aggregates depends on the
data transfer protocol used.

| MPORTANT NOTE: "M N' in the table belowis the M N MJUM DATA SI ZE TO
ALLOW FOR ON DATA ENTRY. It is NOT the mninmumsize for valid
contents of the field and nmerchant software should, in nost cases, be
prepared to receive a longer or shorter value. Merchant dealing with
areas where, for exanple, the state/province nane or phone nunber is
| onger than the "M n" given bel ow nmust obviously pernit |onger data

entry. |In sonme cases, however, there is a maxi mum size that makes
sense and where this is the case, it is documented in a Note for the
field.

FI ELD NAVE Mn Notes
ship to title Ecom Shi pTo_Post al _Name_Prefi x 4 (1)
ship to first name Ecom Shi pTo_Post al _Nane_Fi r st 15
ship to mddl e nane Ecom Shi pTo_Post al _Nane_M ddl e 15 ( 2)
ship to last nane Ecom Shi pTo_Postal _Nane_Last 15
ship to nanme suffix Ecom Shi pTo_Postal _Name_Suffi x 4 ( 3)
ship to street linel Ecom Shi pTo_Postal _Street Linel 20 ( 4)
ship to street line2 Ecom Shi pTo_Postal _Street Li ne2 20 ( 4)
ship to street line3 Ecom Shi pTo_Postal _Street Li ne3 20 ( 4)
ship to city Ecom Shi pTo_Postal _City 22
ship to state/province Ecom Shi pTo_Post al _St at ePr ov 2 (5
ship to zip/postal code Ecom ShipTo_ Postal Postal Code 14 ( 6)
ship to country Ecom Shi pTo_Post al _Count ryCode 2 (7
ship to phone Ecom Shi pTo_Tel ecom Phone_Numrber 10 ( 8)
ship to email Ecom Shi pTo_Onl i ne_Emai | 40 (9
bill totitle Ecom Bi | | To_Postal Nane Prefix 4 (1)
bill to first nanme Ecom Bi | | To_Postal Nane First 15
bill to mddle nane Ecom Bi | | To_Postal _Nanme_M ddl e 15 ( 2)
bill to last nane Ecom Bi | | To_Postal _Nane_Last 15
bill to name suffix Ecom Bi | | To_Postal Nane_Suffix 4 ( 3)
bill to street linel Ecom Bi || To_Postal Street Linel 20 ( 4)
bill to street line2 Ecom Bi | | To_Postal Street Line2 20 ( 4)
bill to street line3 Ecom Bi | | To_Postal _Street Line3 20 ( 4)
bill tocity Ecom Bi |l | To_Postal _City 22
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bill to state/province Ecom Bi | | To_Post al _St at ePr ov 2 (5
bill to zip/postal code EcomBill To_Postal Postal Code 14 ( 6)
bill to country Ecom Bi | | To_Post al _Count ryCode 2 (7
bill to phone Ecom Bi | | To_Tel ecom Phone_Numrber 10 ( 8)
bill to emil EcomBi |l | To_Online_Emai | 40 (9
receiptTo title Ecom Recei pt To_Post al _Nane_Prefi x 4 (1)
recei pt To first name Ecom Recei pt To_Post al _Name_Fi r st 15
recei pt To m ddl e nane Ecom Recei pt To_Postal _Name_Mddle 15 ( 2)
recei pt To | ast nane Ecom Recei pt To_Post al _Nanme_Last 15
recei pt To nane suffix Ecom Recei pt To_Postal _Name_Suffi x 4 ( 3)
recei ptTo street |inel Ecom Recei pt To_Postal Street Linel 20 ( 4)
recei ptTo street |ine2 Ecom Recei pt To_Postal _Street_Line2 20 ( 4)
recei pt To street |ine3 Ecom Recei pt To_Postal _Street_Line3 20 ( 4)
receiptTo city Ecom Recei pt To_Postal _City 22
recei pt To state/province Ecom Recei pt To_Post al _St at ePr ov 2 (5
recei pt To postal code Ecom Recei pt To_Post al _Post al Code 14 ( 6)
recei pt To country Ecom Recei pt To_Post al _Count r yCode 2 (7
recei pt To phone Ecom Recei pt To_Tel ecom Phone_Nunber 10 ( 8)
recei pt To emai | Ecom Recei pt To_Onl i ne_Emai | 40 (9
nane on card Ecom Paynent Card_Nane 30 (10)
card type Ecom Paynent Card_Type 4 (11)
card nunber Ecom Paynent _Car d_Nunber 19 (12)
card verification value Ecom Payment_Card_Verification 4 (13)
card expire date day Ecom Paynent Card_ExpDat e_Day 2 (14)
card expire date nonth Ecom Paynent Card_ ExpDat e _Mont h 2 (15)
card expire date year Ecom Paynent Card_ExpDat e_Year 4 (16)
card protocol s Ecom Paynent _Card_Pr ot ocol 20 (17)
consuner order ID Ecom Consuner Order| D 20 (18)
schema version Ecom SchemaVer si on 30 (19)
end transaction flag Ecom Transacti onConpl et e - (20)
FI ELD NAVE Mn Notes

| MPORTANT NOTE: "M N' in the table above is the M N MUM DATA SI ZE TO
ALLOWV FOR ON DATA ENTRY. It is NOT the mninmumsize for valid
contents of the field and nerchant software should, in npobst cases, be
prepared to receive a longer or shorter value. Merchant dealing with
areas where, for exanple, the state/province nanme or phone nunber is
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| onger than the "M n" given bel ow nmust obviously pernit |onger data
entry. |In some cases, however, there is a maxi mum size that nakes
sense and this is docunented in a Note for the field.

4. End Notes

( 1) For example: M., Ms., Ms., Dr. This field is comonly not
used.

( 2) May also be used for mddle initial

( 3) For exanple: Ph.D., Jr. (Junior), 3rd, Esq. (Esquire). This
field is conmonly not used.

( 4) Address lines nmust be filled in the order linel, then |ine2,
| ast |ine3.

(5 2 characters are the mininumfor the US and Canada, other
countries may require longer fields. For the US use 2 character
US Postal state abbreviation

( 6) Mnimumfield lengths for Postal Code will vary based on
i nternational market served. Use 5 character or 5+4 ZIP for the
US and 6 character postal code for Canada. The size given, 14,
is believed to be the maxi mumrequired anywhere in the world.

(7) Use [1SO 3166] standard two |etter codes
<http://ww. di n. de/ grem en/ nas/ nabd/ i s03166nma/ codl st pl. ht m > for
country nanes.

( 8 10 digits are the minimumfor nunbers local to the North
Ameri can Nunbering Plan (<http://ww. nanpa.conk: US, Canada and
a nunber of smaller Caribbean and Pacific nations (but not
Cuba)), other countries may require |longer fields. Tel ephone
nunbers are conplicated by differing international access codes,
variant punctuation of area/city codes within countries,
confusion caused by the fact that the international access code
in the NANP region is usually the sane as the "country code" for
that area (1), etc. It will probably be necessary to use
heuristics or human exam nation based on the tel ephone nunber
and addresses given to figure out howto actually call a
custoner. It is recommend that an "x" be placed before extension
numbers.

( 9) For exanple: jsmth@xanple.com

(10) The nane of the cardhol der
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(11) Use the first 4 letters of the association name: Anerican
Express=AMER; Di ners Cl ub=DlI NE; Di scover=DI SC, JCB=JCB;
Mast er car d=MAST; Vi sa=VI SA.

(12) Includes the check digit at end but no spaces or hyphens [| SO
7812]. The Mn given, 19, is the |ongest nunber permitted under
the I SO st andar d.

(13) An additional cardhol der verification nunber printed on the card
(but not enbossed or recorded on the nmagnetic stripe) such as
Ameri can Express’ ClV, MasterCard' s CVC2, and Visa's CW2
val ues.

(14) The day of the nonth. Values: 1-31

(15) The nonth of the year. Jan - 1, Feb - 2, March - 3, etc.;
Val ues: 1-12

(16) The value in the wallet cell is always four digits, e.g., 1999,
2000, 2001,

(17) A space separated |ist of protocols available in connection with
the specified card. Initial list of case insensitive tokens:
none, set, & setcert. "Set" indicates usable with SET protoco
(i.e., isin a SET wallet) but does not have a SET certificate.
"Setcert" indicates sane but does have a set certificate.

"None" indicates that automatic field fill is operating but
there is no SET wallet or the card is not entered in any SET
wal | et.

(18) A unique order |ID generated by the consumer software.

(19) URI indicating version of this set of fields. Usually a hidden
field. Equal to "http://ww.ecm.org/version/1.0" for this
ver si on.

(20) Aflag to indicate that this web-page/aggregate is the final one
for this transaction. Usually a hidden field.

5. Security Considerations

The information called for by many of these fields is sensitive and
shoul d be protected if being sent over the public Internet or through
ot her channels where it can be observed. Mechanisns for such
protection are not specified herein but channel encryption such as
SSL/ TLS [ RFC 2246] or |PSec [ RFC 2411] would be appropriate in many
cases.
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User control over release of such information is needed to protect
the user’s privacy.

Any mnul ti-web-page or other nmulti-aggregate field fill in or data
provi si on nechani sm shoul d check for the Ecom Transacti onConpl ete
field and cease automated fill when it is encountered until fill is

further authorized.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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