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1. Abstract

Thi s docunent describes an LDAPv3 control extension for sinple paging
of search results. This control extension allows a client to contro
the rate at which an LDAP server returns the results of an LDAP
search operation. This control may be useful when the LDAP client has
limted resources and may not be able to process the entire result
set froma given LDAP query, or when the LDAP client is connected
over a | ow bandw dth connection. Ot her operations on the result set
are not defined in this extension. This extension is not designed to
provi de nore sophisticated result set nmanagenent.

The key words "MJST", "SHOULD', and "MAY" used in this docunment are
to be interpreted as described in [bradner97].

2. The Control
This control is included in the searchRequest and searchResul t Done
messages as part of the controls field of the LDAPMessage, as defined

in Section 4.1.12 of [LDAPv3]. The structure of this control is as
fol | ows:
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pagedResul t sControl ::= SEQUENCE {
control Type 1.2.840.113556. 1. 4. 319,
criticality BOOLEAN DEFAULT FALSE
control Val ue sear chControl Val ue

}

The searchControl Val ue is an OCTET STRI NG w appi hg t he BER- encoded
versi on of the foll ow ng SEQUENCE

r eal Sear chControl Val ue ::= SEQUENCE ({

}

si ze | NTEGER (0. . maxlInt),

-- requested page size fromclient

-- result set size estimate from server
cooki e OCTET STRI NG

3. dient-Server Interaction

An LDAP client application that needs to control the rate at which
results are returned MAY specify on the searchRequest a

pagedResul tsControl with size set to the desired page size and cookie
set to the zero-length string. The page size specified MAY be greater
than zero and less than the sizeLimt value specified in the

sear chRequest .

If the page size is greater than or equal to the sizelLint value, the
server should ignore the control as the request can be satisfied in a
single page. If the server does not support this control, the server
MUST return an error of unsupportedCritical Extension if the client
requested it as critical, otherwi se the server SHOULD i gnore the
control. The remai nder of this section assunes the server does not
ignore the client’s pagedResul tsContr ol

Each time the server returns a set of results to the client when
processing a search request containing the pagedResul tsControl, the
server includes the pagedResultsControl control in the
searchResul t Done nessage. I n the control returned to the client, the
size MAY be set to the server’s estimate of the total nunber of
entries in the entire result set. Servers that cannot provide such an
estimate MAY set this size to zero (0). The cookie MJST be set to an
enpty value if there are no nore entries to return (i.e., the page of
search results returned was the last), or, if there are nore entries
to return, to an octet string of the server’s choosing,used to resumne
t he search.

The client MJST consider the cookie to be an opaque structure and
make no assunptions about its internal organization or val ue. Wen
the client wants to retrieve nore entries for the result set, it MJST
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send to the server a searchRequest with all values identical to the
initial request with the exception of the messagel D, the cookie, and
optionally a nodi fied pageSi ze. The cookie MJST be the octet string
on the | ast searchResul t Done response returned by the server

Ret urni ng cooki es from previ ous searchResul t Done responses besi des
the last one is undefined, as the server inplenentation may restrict
cooki es from bei ng reused.

The server will then return the next set of results fromthe whol e
result set. This interaction will continue until the client has
retrieved all the results, in which case the cookie in the
searchResultDone field will be enpty, or until the client abandons
the search sequence as described bel ow. Once the paged search
sequence has been compl eted, the cookie is no | onger valid and MJUST
NOT be used.

A sequence of paged search requests is abandoned by the client
sendi ng a search request containing a pagedResultsControl with the
size set to zero (0) and the cookie set to the |last cookie returned
by the server. A client MAY use the LDAP Abandon operation to
abandon one paged search request in progress, but this is discouraged
as it MAY invalidate the client’s cookie.

If, for any reason, the server cannot resune a paged search operation
for a client, then it SHOULD return the appropriate error in a
searchResul t Done entry. If this occurs, both client and server shoul d
assune the paged result set is closed and no | onger resunmabl e.

A client may have any nunber of outstanding search requests pending,
any of which may have used the pagedResultsControl. A server

i mpl ementation which requires a limt on the nunmber of outstanding
paged search requests froma given client MAY either return

unwi | I i ngToPerform when the client attenpts to create a new paged
search request, or age out an older result set. |If the server

i npl ement ati on ages out an ol der paged search request, it SHOULD
return "unwilling to perform' if the client attenpts to resune the
paged search that was aged out.

A client may safely assune that all entries that satisfy a given
search query are returned once and only once during the set of paged
search requests/responses necessary to enunerate the entire result
set, unless the result set for that query has changed since the
searchRequest starting the request/response sequence was processed.
In that case, the client may receive a given entry multiple tines
and/ or may not receive all entries matching the given search
criteria.
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4. Exanpl e

The following exanple illustrates the client-server interaction
between a client doing a search requesting a page size limt of 3.
The entire result set returned by the server contains 5 entries.

Li nes beginning with "C " indicate requests sent fromclient to

server. Lines beginning with "S:" indicate responses sent from server
to client. Lines beginning with "--" are comrents to hel p explain the
exanpl e.

-- Cient sends a search request asking for paged results

- with a page size of 3.

Sear chRequest + pagedResul tsControl (3,"")

Server responds with three entries plus an indication

of 5 total entries in the search result and an opaque
cooking to be used by the client when retrieving subsequent
pages.

S: SearchResul tEntry
S: SearchResul tEntry
S: SearchResul tEntry
S: SearchResul t Done + pagedResul tsControl (5, "opaque")
-- Cient sends an identical search request (except for
-- nmessage id), returning the opaque cooking, asking for
-- the next page.

Sear chRequest + PagedResul tsControl (3, "opaque")
-- Server responds with two entries plus an indication
-- that there are no nore entries (null cookie).
S: SearchResul tEntry
S: SearchResul tEntry
S: SearchResul t Done + pagedResul tsControl (5,"")

5. Relationship to X 500

For LDAP servers providing a front end to X 500 (93) directories, the
paged results control defined in this docunent nay be napped directly
onto the X 500 (93) PagedResul t sRequest defined in X 511 [x500]. The
size paraneter may be nmapped onto pageSize. The cooki e paraneter nmay
be mapped onto queryReference. The sortKeys and reverse fields in
the X. 500 PagedResul t sRequest are excl uded.
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6. Security Considerations

Server inplenentors should consider the resources used when clients
send searches with the sinple paged control, to ensure that a
client’s msuse of this control does not |ock out other legitimate
operati ons.

Servers inplementations may enforce an overriding sizelimt, to
prevent the retrieval of |large portions of a publically-accessible
directory.

Clients can, using this control, determ ne how many entries match a
particular filter, before the entries are returned to the client.
This may require special processing in servers which perform access
control checks on entries to determ ne whether the existence of the
entry can be disclosed to the client.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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