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Abst r act

A conpani on document describes an architecture for providing

i ntegrated services over lowbitrate |inks, such as modem lines, |SDN
B- channel s, and sub-T1 links [1]. The nmain conponents of the
architecture are: a real-tine encapsulation format for asynchronous
and synchronous lowbitrate |inks, a header conpression architecture
optinmized for real-tinme flows, elenments of negotiation protocols used
bet ween routers (or between hosts and routers), and announcenent
protocol s used by applications to allow this negotiation to take

pl ace.

Thi s docunent proposes the fragnent-oriented solution for the real -
time encapsul ation format part of the architecture. The genera
approach is to start fromthe PPP Miltilink fragmentation protoco

[2] and provide a small nunber of extensions to add functionality and
reduce the overhead.

1. Introduction

As an extension to the "best-effort" services the Internet is well-
known for, additional types of services ("integrated services") that
support the transport of real-tine nultinedia information are being
devel oped for, and deployed in the Internet.

The present docunent defines the fragment-oriented solution for the
real -tine encapsulation format part of the architecture, i.e. for the
queues-of -fragnents type sender [1]. As described in nore detail in
the architecture docunent, a real-time encapsulation format is

Bor mann St andards Track [ Page 1]



RFC 2686 The Multi-Cl ass Extension to Miulti-Link PPP Septenber 1999

required as, e.g., a 1500 byte packet on a 28.8 kbit/s nmodem |ink
makes this |link unavailable for the transnission of real-tine
informati on for about 400 nms. This adds a worst-case del ay that
causes real-tine applications to operate with round-trip delays on
the order of at |east a second -- unacceptable for real-tine
conversation. The PPP extensions defined in this docunent allow a
sender to fragnent the packets of various priorities into multiple
cl asses of fragments, allow ng high-priority packets to be sent
between fragnents of |lower priorities

A conpani on docunent based on these extensions [5] defines a
suspend/ resune-oriented solution for those cases where the best
possible delay is required and the senders are of type 1 [1].

1.1. Specification Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [8].

2. Requirements

The nmain design goal for the conponents of an architecture that
addresses real-time nultimedia flows over lowbitrate links is that
of minimzing the end-to-end delay. Mre specifically, the worst
case delay (after removing possible outliers, which are equivalent to
packet | osses froman application point of view) is what deterni nes
the playout points selected by the applications and thus the del ay
actual | y perceived by the user.

In addition, every attenpt shoul d obviously be undertaken to maxi m ze
the bandwi dth actually available to media data; overheads nust be
m ni m zed.

The sol ution should not place unnecessary burdens on the non-real -
time flows. In particular, the usual MIU shoul d be available to
these fl ows.

The nost general approach would provide the ability to suspend any
packet (real-tine or not) for a nore urgent real-tine packet, up to
an infinite nunber of levels of nesting. On the other hand, it is
likely that there would rarely be a requirenent for a real-tine
packet to suspend another real-tine packet that is not at |east about
twice as long. Typically, the |largest packet size to be expected on
a PPP link is the default MIU of 1500 bytes. The small est high-
priority packets are likely to have on the order of 22 hytes
(conpressed RTP/ G 723.1 packets). In the 1:72 range of packet sizes
to be expected, this translates to a nmaxi mumrequirenment of about
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eight levels of suspension (including one |evel where long real-tine
packets suspend |l ong non-real -ti me packets). On 28.8kbit/s nodens,
there seenms to be a practical requirenent for at |least two | evels of
suspension (i.e., audio suspends any |onger packet including video,
vi deo suspends other very |ong packets).

On an architectural level, there are several additional requirements
for the fragnmentati on schene:

a) The schene nust be predictabl e enough that adm ssion control can
make deci sions based on its characteristics. As is argued in
[1], this will often only be the case when additional hints
about the characteristics of the flowitself are avail able
(application hints).

b) The schenme nust be robust against errors, at least with the sane
| evel of error detection as PPP

c) The scherme nust in general cooperate nicely with PPP. In
particular, it should be as conpatible to existing PPP standards
as possible. On a link that (based on PPP negotiation) nakes
use of the schene, it should al ways be possible to fall back to
standard LCP (PPP Link Control Protocol [6, 7]) wi thout
ambi gui ty.

d) The scherme nust work well with existing chips and router
systens. (See [1] for a nore extensive discussion of
i npl ementation nodels.) For synchronous |inks this means using
HDLC frami ng; with nmuch existing hardware, it is also hard to
switch off the HDLC per-frame CRC. For asynchronous |inks,
there is much nore freedomin design; on the other hand, a
design that treats them nuch different from synchronous |inks
woul d | ose a nunber of desirable properties of PPP

e) The schenme nust be future proof. |In particular, the energence
of V.80 based nodens may significantly change the way PPP is
used with nodens.

Thi s docunent does not address additional requirements that may be
rel evant in conjunction with Frame Relay; however, there seens to be
little problemin applying the principles of this docunent to "PPP in
Frame Rel ay" [3].
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3.

3.

Using PPP Multilink as-is

Transmitting only part of a packet to allow higher-priority traffic
to intervene and resuming its transmssion later on is a kind of
fragnmentation. The existing PPP Multilink Protocol (MP, [2])

provi des for sequence nunbering and begin/end bits, allow ng packets
to be split into fragnents (Figure 1).

Figure 1: Multilink Short Sequence Number Fragment Format [ 2]

oo oo +
PPP Header: | Address Oxff | Control O0x03 |
oo oo +
| PID(H 0x00 | PID(L) 0x3d |
B I ST T +
MP Header : | B| E| O] Of sequence nunber |
B e S U oo +
| fragnment data |
I I
I I
| : |
S S +
PPP FCS: | FCS |
o o +

(Note that the address, control, and nost significant PID bytes are
often negotiated to be conpressed away.)

MP' s nonotonically increasing sequence nunbering (contiguous nunbers
are needed for all fragnments of a packet) does not allow suspension
of the sending of a sequence of fragments of one packet in order to
send anot her packet. It is, however, possible to send intervening
packets that are not encapsulated in multilink headers; thus, M
supports two levels of priority.

The nultilink-as-is approach can be built using existing standards;
multilink capability is now wi dely deployed and only the sending side
needs to be aware that they are using this for giving priority to
real -tinme packets.

1. Limtations of multilink as-is

Multilink-as-is is not the conplete solution for a nunmber of reasons.
First, because of the single nonotonically increasing serial nunber,
there is only one level of suspension: "Big" packets that are sent
via multilink can be suspended by "smal|l" packets sent outside of
multilink; the latter are not fragnentable (and therefore, the
content of one packet cannot be sent in parallel on nmultiple |inks;
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if the packets are sent in rounds on multiple |links, the order they
are processed at the receiver may differ fromthe order they were
sent).

A problem not solved by this specification is that the nmulti-Ilink
header is relatively large; as delay bounds becone snall (for
queues-of -fragnents type inpl enentati ons) the overhead may becone
significant.

4. Extending PPP Multilink to multiple classes

The obvi ous approach to providing nore than one | evel of suspension
with PPP Multilink is to run Miltilink nultiple times over one link.
Multilink as it is defined provides no way for nore than one instance
to be active. Fortunately, a nunber of bits are unused in the
Multilink header: two bits in the short sequence nunber format (as
can be seen in Figure 1), six in the |long sequence nunber fornat.

Thi s docunent defines (sone of the) previously unused bits as a class
nunber :

Figure 2: Short Sequence Nunber Fragnent Format Wth Cl asses

o o +
PPP Header: | Address Oxff | Control O0x03 |
Fom e e e oo - Fom e e e oo - +
| PID(H 0x00 | PID(L) 0x3d |
B S ik Jpeppp——— R +
MP Header : | Bl E] cl s| sequence numnber |
B T I o +
| fragment data |
I I
I I
I : I
oo oo +
PPP FCS: | FCS |
oo oo +
Each cl ass runs a separate copy of the nechanismdefined in [2], i.e.

uses a separate sequence nunber space and reassenbly buffer
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Simlarly, for the |long sequence nunber fornmat:

Figure 3: Long Sequence Number Fragnent Format Wth C asses

oo oo +
PPP Header: | Address Oxff | Control O0x03 |
oo oo +
| PID(H 0x00 | PID(L) 0x3d |
R i ol i L S S +
MP Header : | B E| class | 0| O] sequence nunber |
i o e R R +
| sequence number (L) |
oo oo +

PPP FCS: | FCS |
Fommm e Fommm e +

Together with the ability to send packets without a multilink header,
this provides four |evels of suspension with 12-bit headers (probably
sufficient for many practical applications) and sixteen levels with
24-bit headers (only four of the six free bits are used in this case
-- based on the rational e given above, sixteen |levels should
generally be nore than sufficient).

5. Prefix elision: Conpressing common header bytes

For some applications, all packets of a certain class will have a
common protocol identifier (or even nore than one comon prefix
byte). In this case, the following optimzation is possible: the

cl ass nunmber can be associated with a prefix of bytes that are
renoved from each packet before transmission and that are inplicitly
prepended to the reassenbl ed packet after reception

Note that if only some of the packets to be transmitted at a certain
| evel of priority have the common prefix, it may still be possible to
utilize this method by allocating two class nunbers and only
associating one of themwith the prefix. (This is the reason why
four of the unused bits in the |ong sequence nunber format have been
all ocated to the class nunmber instead of the three that generally
shoul d suffice.)
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Prefix elision is not a replacenent for header conpression or data
conmpression: it allows inplementations to conpress away prefixes that
often are not reachabl e by header or data conpressi on methods.
6. Negotiable options
The following PPP LCP options are al ready defined by M:
o] Mul tilink Maxi num Recei ved Reconstructed Unit
0 Multilink Short Sequence Nunber Header For mat
o] Endpoi nt Di scrim nat or
Thi s docunent defines two new LCP options:
0 Mul tilink Header Format
o] Prefix Elision

6.1. Miltilink header format option

A summary of the Multilink Header Fornmat Option format is shown
below. The fields are transmitted fromleft to right.

Fi gure 4:

0 1 2 3
01234567890123456789012345678901

I S i o T s S S S e s s T
| Type = 27 | Length =4 | Code | # Susp Cses |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

This LCP option advises the peer that the inplenentation wi shes to
receive fragnents with a fornmat given by the code nunber, with the
maxi mum nunmber of suspendabl e cl asses (see bel ow) given.

When this option is negotiated, the accepting inplementation MJST
either transmt all subsequent multilink packets on all |inks of the
bundle with the nmultilink header format given or Configure-Nak or
Configure-Reject the option. (Note that an inplenentation MAY
continue to send packets outside of nultilink in any case.) |If this
option is offered on a link which is intended to join an existing
bundl e, a system MUST offer the same multilink header format option
val ue previously negotiated for the bundle, or none if none was
negoti ated previously.
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The val ues defined in this docunment for the use of this option are:

- Code 2: long sequence nunber fragnment format with cl asses

- Code = 6: short sequence nunber fragnent format with cl asses

The Multilink Header Format option MJUST NOT occur nore than once in a
Confi gure- Request or Configure-Ack, and, if it is present, the Short
Sequence Nunber Header Format option ([2]) MJST NOT al so be present.
If no instance of this option or the Short Sequence Number Header
Format option is present, but an MRRU option [2] is present, then by
default, long sequence nunmber nultilink headers with class 0 only are
used; this is equivalent to code equals 2 and nunber of suspendabl e
classes equals 1. An instance of the Short Sequence Number Header
Format Option is equivalent to an instance of this option with code
equal s 6 and nunber of suspendabl e cl asses equal to 1.

The nunber of suspendabl e cl asses bounds the all owabl e class nunbers:
only class numbers nunerically lower than this limt can be used for
suspendabl e cl asses. | nplenentations MAY want to negotiate a nunber
smal | er than nmade possible by the packet format to limt their
reassenbly buffer space requirenents. |nplenentations SHOULD at

| east support the value 4 for the short sequence nunber fragnent
format, and the value 8 for the | ong sequence nunber fragnment fornmat,
unl ess configured differently. Bit conbinations that would indicate
cl ass nunmbers outside the negotiated range MAY be used for other
semantics if negotiated by other neans outside the scope of this
docunent (e.g., [6]).

6.2. Prefix elision option

This LCP option advises the peer that, in each of the given cl asses,
the inplementati on expects to receive only packets with a certain
prefix; this prefix is not to be sent as part of the information in
the fragnent(s) of this class. By default, this common prefix is
enpty for all classes. Wen this option is negotiated, the accepting
i mpl ementation MUST either transmit all subsequent nultilink packets
of each of the given classes with the given prefix renoved fromthe
start of the packet or Configure-Nak or Configure-Reject the option
If none of the formats with classes has been negoti ated, class nunber
0 may be used to indicate a conmon prefix for all packets sent within
mul tilink fragments.

Apart fromthe type and |l ength octets conmon to all LCP options, the
option contains a sequence of zero or nore sequences of a single-
octet class nunber, a single-octet |length of the prefix for that
class, and the octets in that prefix:
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Fi gure 5:
0 1 2 3
01234567890123456789012345678901

B T S i T s i i e e SEI S
| Type = 26 | Option Length | Cl ass | Prefix Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Prefix... | Cl ass |
i T s i o S i i S R I S I S S S M
| Prefix Length | Prefix...

I S i it HIE RIE R TR e

The Prefix Elision option MJUST NOT occur nore than once in a

Confi gure- Request or Configure-Nak. |If this option is offered on a
link which is intended to join an existing multilink bundle, a system
MJST offer the sanme prefix elision option value previously negoti ated
for the bundle, or none if none was negotiated previously.

| MPLEMENTATI ON NOTE: as with nost PPP options that indicate
capabilities of the receiver to the sender, the sense of this option
is an indication fromthe receiver to the sender of the packets
concerned. Oten, only the senders will have sufficient control over
their usage of classes to be able to supply useful values for this
option. A receiver willing to accept prefix-elided packets SHOULD
request this option with enpty content; the sender then can use
Configure-Nak to propose the class-to-prefix mapping desired.

7. Security Considerations

Qperation of this protocol is believed to be no nore and no | ess
secure than operation of the PPP nmultilink protocol [2].
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Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Bor mann St andards Track [ Page 11]






