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Abst ract

This menmo replaces RFC 1483. It describes two encapsul ati ons met hods
for carrying network interconnect traffic over AAL type 5 over ATM
The first nmethod allows nultiplexing of nultiple protocols over a
single ATMvirtual connection whereas the second net hod assunes that
each protocol is carried over a separate ATMvirtual connection.

Applicability

This specification is intended to be used in inplenmentations which
use ATM networks to carry multiprotocol traffic anbng hosts, routers
and bridges which are ATM end systens.

1. I nt roduction

Asynchronous Transfer Mdde (ATM w de area, canpus and |ocal area
networks are used to transport |IP datagrans and ot her connectionl ess
traffic between hosts, routers, bridges and ot her networking devices.
This meno describes two nmethods for carrying connectionless routed
and bridged Protocol Data Units (PDUs) over an ATM network. The "LLC
Encapsul ati on" nethod allows nultiplexing of multiple protocols over
a single ATMvirtual connection (VC. The protocol type of each PDU
is identified by a prefixed | EEE 802.2 Logical Link Control (LLC)
header. In the "VC Miultipl exi ng" nmethod, each ATM VC carries PDUs of
exactly one protocol type. Wen multiple protocols need to be
transported, there is a separate VC for each.
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The unit of transport in ATMis a 53 octet fixed length PDU called a
cell. Acell consists of a 5 octet header and a 48 byte payl oad.

Vari abl e I ength PDUs, including those addressed in this nmeno, nust be
segnented by the transmitter to fit into the 48 octet ATM cel

payl oad, and reassenbl ed by the receiver. This nmenpo specifies the
use of the ATM Adaptation Layer type 5 (AALS5), as defined in ITUT
Recomendation 1.363.5 [2] for this purpose. Variable length PDUs are
carried in the Payload field of the AAL5 Conmon Part Convergence

Subl ayer (CPCS) PDU

This meno only descri bes how routed and bridged PDUs are carried
directly over the AALS CPCS, i.e., when the Service Specific

Conver gence Subl ayer (SSCS) of AAL5 is absent. |[|f Frane Rel ay
Servi ce Specific Convergence Sublayer (FR-SSCS), as defined in ITUT
Recomendation 1.365.1 [3], is used over the CPCS, then routed and
bridged PDUs are carried using the NLPID nultipl exing nethod
described in RFC 2427 [4]. The RFC 2427 encapsul ati on MJST be used in
the special case that Frane Relay Network Interworking or transparent
nmode Service Interworking [9] are used, but is NOT RECOMVENDED f or

ot her applications. Appendix A (which is for information only) shows
the format of the FR-SSCS-PDU as well as how I P and CLNP PDUs are
encapsul at ed over FR-SSCS according to RFC 2427

This meno al so i ncludes an optional encapsulation for use with
Virtual Private Networks that operate over an ATM subnet.

If it is desired to use the facilities which are designed for the
Poi nt-to-Point Protocol (PPP), and there exists a point-to-point
rel ati onshi p between peer systens, then RFC 2364, rather than this
meno, appli es.

2. Conventions

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTI ONAL, when
they appear in this docunent, are to be interpreted as described in
RFC 2119 [10].

3. Selection of the Miltiplexing Method

The decision as to whether to use LLC encapsul ation or VC

mul ti pl exi ng depends on inplenentation and systemrequirenments. In
general, LLC encapsulation tends to require fewer VCs in a

mul ti protocol environment. VC nultiplexing tends to reduce
fragmentation overhead (e.g., an |PV4 datagram containing a TCP
control packet with neither I P nor TCP options exactly fits into a
single cell).
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When two ATM end systems wi sh to exchange connectionl ess PDUs across
an ATM Permanent Virtual Connection (PVC), selection of the

mul ti pl exi ng method i s done by configuration. ATM connection control
signalling procedures are used to negotiate the encapsul ati on net hod
when ATM Switched Virtual Connections (SVCs) are to be used. [5] and
[8] specify how this negotiation is done.

4. AAL5 PDU For mat

For both multipl exi ng nethods, routed and bridged PDUs MJST be
encapsul ated within the Payload field of an AAL5 CPCS- PDU.

| TU-T Reconendation |.363.5 [2] provides the conplete definition of
the AAL5 PDU format and procedures at the sender and receiver. The
AAL5 nmessage node service, in the non-assured node of operation MJST
be used. The corrupted delivery option MJST NOT be used. A
reassenbly timer MAY be used. The follow ng description is provided
for information.

The format of the AAL5 CPCS-PDU i s shown bel ow

AALS5 CPCS- PDU For mat

| |
| CPCS- PDU Payl oad |
| up to 2716 - 1 octets) |
I : I
I I

o m e e e e e e aaao o +
| PAD ( O - 47 octets) |

o e e e e e e e meme oo I

| CPCS- W (1 octet ) |

o mm e e e e e e a— oo oo +

| CPl (1 octet ) |

R +CPCS- PDU Trai l er
| Length (2 octets) |

o mm e e e e e e e e e e e memmao-- |

| CRC (4 octets) |

o mm e e e e e e a— oo oo + o---- -

The Payl oad field contains user information up to 2716 - 1 octets.
The PAD field pads the CPCS-PDU to fit exactly into the ATMcells

such that the | ast 48 octet cell payl oad created by the SAR subl ayer
will have the CPCS-PDU Trailer right justified in the cell.
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The CPCS-UU (User-to-User indication) field is used to transparently

transfer CPCS user to user information. The field is not used by the
mul ti protocol ATM encapsul ation described in this meno and MAY be set
to any val ue.

The CPI (Comon Part Indicator) field aligns the CPCS-PDU trailer to
64 bits. This field MJST be coded as 0x00.

The Length field indicates the length, in octets, of the Payl oad
field. The maxi mumvalue for the Length field is 65535 octets. A
Length field coded as 0x00 is used for the abort function

The CRC field is used to detect bit errors in the CPCS-PDU. A CRC- 32
is used.

5. LLC Encapsul ation

LLC Encapsul ati on i s needed when nore than one protocol night be
carried over the same VC. In order to allow the receiver to properly
process the incom ng AAL5 CPCS-PDU, the Payl oad Field contains

i nformati on necessary to identify the protocol of the routed or
bridged PDU. In LLC Encapsulation, this information MJST be encoded
in an LLC header placed in front of the carried PDU

Al t hough this nmeno only deals with protocols that operate over LLC
Type 1 (unacknow edged connectionl ess node) service, the sane
encapsul ation principle also applies to protocols operating over LLC

Type 2 (connection-node) service. In the latter case the fornat and
contents of the LLC header would be as described in | EEE 802.1 and
| EEE 802. 2.

5.1. LLC Encapsul ation for Routed Protocols

In LLC Encapsul ation, the protocol type of routed PDUs MJST be
identified by prefixing an | EEE 802.2 LLC header to each PDU. In
sone cases, the LLC header MJST be followed by an | EEE 802. 1a
SubNet wor k Attachnment Point (SNAP) header. |In LLC Type 1 operation,
the LLC header MJST consist of three one octet fields:

In LLC Encapsul ation for routed protocols, the Control field MJST be
set to 0x03, specifying a Unnunbered Information (U) Conmand PDU
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The LLC header val ue OXFE-FE-03 MUST be used to identify a routed PDU
in the SO NLPID format (see [6] and Appendix B). For NLPID-formatted
routed PDUs, the content of the AAL5 CPCS-PDU Payl oad field MJST be

as foll ows:

Payl oad Format for Routed NLPID-fornmatted PDUs

o m e e e e e e aaa oo +
| LLC OxFE-FE-03 |
o e e e e e e e e e e aa o - +
| NLPID (1 octet) |
o m e e e e e e e aaao o +

I : I
I PDU I
I I
| |

The routed protocol MJST be identified by a one octet NLPID field
that is part of Protocol Data. NLPID values are adninistered by |ISO
and I TU-T. They are defined in SO IEC TR 9577 [6] and sonme of the
currently defined ones are listed in Appendix C

An NLPI D value of 0x00 is defined in ISO1EC TR 9577 as the Null

Net wor k Layer or Inactive Set. Since it has no significance within
the context of this encapsul ation scheme, a NLPID val ue of 0x00 MJST
NOT be used.

Al though there is a NLPID value (0xCC) that indicates IP, the NLPID
format MJUST NOT be used for IP. Instead, |P datagrams MJST be
identified by a SNAP header, as defined bel ow.

The presence of am | EEE 802. 1a SNAP header is indicated by the LLC
header val ue OxAA- AA-03. A SNAP header is of the form

The SNAP header consists of a three octet Organizationally Unique
Identifier (QU) and a two octet Protocol Ildentifier (PID). The QU
is adm nistered by |EEE and identifies an organi zati on which

admi ni sters the values which mght be assigned to the PID. The SNAP
header thus uniquely identifies a routed or bridged protocol. The
QU val ue 0x00-00-00 indicates that the PIDis an EtherType.
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5.

2.

The format of the AALS5 CPCS- PDU Payl oad field for routed non-NLPID
Formatted PDUs MUST be as foll ows:

Payl oad Format for Routed non-NLPID fornmatted PDUs

o m e e e e e e e aaao o +
| LLC OxAA- AA-03 |
o m e e e e e e aaa oo +
| QU 0x00-00- 00 |
o e e e e e e e e e e aa o - +
| Et her Type (2 octets) |
o m e e e e e e e aaao o +

I : I
| Non- NLPI D formatted PDU |
| (up to 2716 - 9 octets) |
| : |

In the particular case of an IPv4 PDU, the Ethertype value is 0x08-
00, and the payl oad format MJUST be:

Payl oad Format for Routed | Pv4 PDUs

oo e e e e e e e e oo oo +
| LLC OxAA- AA-03 |
e +
| QU 0x00- 00-00 |
o mm e e e e e e e e e e e memmao-- +
| Et her Type 0x08-00 |
oo e e e e e e e e oo oo +
| Pv4 PDU

I I
I I
| (up to 2716 - 9 octets) |
I : I

This format is consistent with that defined in RFC 1042 [7].
LLC Encapsul ation for Bridged Protocols

In LLC Encapsul ation, bridged PDUs are encapsul ated by identifying
the type of the bridged nedia in the SNAP header. The presence of
the SNAP header MUST be indicated by the LLC header val ue OxAA- AA-03.
The QUI value in the SNAP header MJST be the 802.1 organization code
0x00-80-C2. The type of the bridged nmedia MJST be specified by the
two octet PID. The PID MIUST al so i ndicate whether the original Frane
Check Sequence (FCS) is preserved within the bridged PDU. Appendi x B
provides a list of nmedia type (PID) values that can be used in ATM
encapsul ati on.
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The AAL5 CPCS- PDU Payl oad field carrying a bridged PDU MJST have one
of the following formats. The necessary nunber of padding octets
MJST be added after the PID field in order to align the

Et hernet/802.3 LLC Data field, 802.4 Data Unit field, 802.5 Info
field, FDDI Info field or 802.6 Info field (respectively) of the
bridged PDU to begin at a four octet boundary. The bit ordering of
the MAC address MJST be the same as it woul d be on the LAN or MAN
(e.g., in canoncial formfor bridged Ethernet/| EEE 802.3 PDUs, but in
802.5/FDDI format for bridged 802.5 PDUs).

Payl oad Format for Bridged Ethernet/802.3 PDUs

e +
| LLC OxAA- AA-03 |
o mm e e e e e e e e e e e memmao-- +
| QU 0x00-80-C2 |
oo e e e e e e e e oo oo +
| Pl D 0x00-01 or 0x00-07 |
e +
| PAD 0x00- 00 |
o mm e e e e e e e e e e e memmao-- +
| MAC desti nation address |
oo e e e e e e e e oo oo +

The Et hernet/802.3 physical |ayer requires padding of frames to a

m ni mum si ze. A bridge that uses uses the Bridged Ethernet/802.3
encapsul ation format with the preserved LAN FCS MJST i ncl ude paddi ng.
A bridge that uses the Bridged Ethernet/802.3 encapsul ati on format

wi t hout the preserved LAN FCS MAY either include padding, or omt it.
When a bridge receives a frame in this format without the LAN FCS, it
MJUST be able to insert the necessary padding (if none is already
present) before forwarding to an Ethernet/802.3 subnetwork.
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Payl oad Format for Bridged 802.4 PDUs

o e e e e e e e meme oo +
| LLC OxAA- AA-03 |
o mm e e e e e e a— oo oo +
| QU 0x00- 80- C2 |
o m e e e e e e aaao o +
| PI D 0x00-02 or 0x00-08 |
o e e e e e e e meme oo +
| PAD 0x00- 00- 00 |
o mm e e e e e e a— oo oo +
| Frame Control (1 octet) |
o m e e e e e e aaao o +
| MAC destination address |
o e e e e e e e meme oo +

Payl oad Format for Bridged 802.5 PDUs

e ee e iaeiiieaiaeciiaaaaas +
| LLC OxAA- AA-03 |
T T TRy +
| QU 0x00-80-C2 |
o e e e e e e e e e e aa o - +
| PI D 0x00-03 or 0x00-09 |
O +
| PAD 0x00- 00- XX |
T T TRy +
| Frame Control (1 octet) |
o e e e e e e e e e e aa o - +
| MAC destination address |
O +

Since the 802.5 Access Control (AC) field has no significance outside
the | ocal 802.5 subnetwork, it is treated by this encapsul ation as
the last octet of the three octet PAD field. It MAY be set to any
val ue by the sending bridge and MJUST be ignored by the receiving

bri dge.

Grossman & Hei nanen St andards Track [ Page 8]



RFC 2684 Mul ti protocol Over AALS Sept enber 1999

Payl oad Format for Bridged FDDI PDUs

o e e e e e e e meme oo +
| LLC OxAA- AA-03 |
o mm e e e e e e a— oo oo +
| QU 0x00- 80- C2 |
o m e e e e e e aaao o +
| PI D 0x00-04 or 0x00-0A |
o e e e e e e e meme oo +
| PAD 0x00- 00- 00 |
o mm e e e e e e a— oo oo +
| Frame Control (1 octet) |
o m e e e e e e aaao o +
| MAC destination address |
o e e e e e e e meme oo +

Payl oad Format for Bridged 802.6 PDUs

o m e e e e e e e aaao o +
| LLC OxAA- AA-03 |
o m e e e e e e aaa oo +
| QUI 0x00-80-C2 |
o e e e e e e e e e e aa o - +
| PI D 0x00-0B |
oo oo + - - -
| Reserved | BEt ag |  Common
oo oo + PDU
| BAsi ze | Header
o e e e e e e e e e e aa o - + oaem -
| MAC destination address |
o m e e e e e e e aaao o +

I
| (remai nder of MAC frane) |
U .

I
| Conmon PDU Trail er |
USRS .

In bridged 802.6 PDUs, the presence of a CRCG-32 is indicated by the
CIB bit in the header of the MAC frame. Therefore, the sane PID

val ue is used regardl ess of the presence or absence of the CRC-32 in
t he PDU.
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The Common Protocol Data Unit (PDU) Header and Trailer are conveyed
to allow pipelining at the egress bridge to an 802.6 subnetwork.
Specifically, the Conmon PDU Header contains the BAsize field, which

contains the length of the PDU. If this field is not available to
the egress 802.6 bridge, then that bridge cannot begin to transmt
the segnented PDU until it has received the entire PDU, cal cul ated

the length, and inserted the length into the BAsize field. |If the
field is available, the egress 802.6 bridge can extract the |length
fromthe BAsize field of the Coormon PDU Header, insert it into the
corresponding field of the first segment, and i medi ately transmt
the segnent onto the 802.6 subnetwork. Thus, the bridge can begin
transmtting the 802.6 PDU before it has received the conpl ete PDU

Note that the Common PDU Header and Trail er of the encapsul ated frame
shoul d not be sinply copied to the outgoing 802. 6 subnetwork because
the encapsul ated BEtag value may conflict with the previ ous BEtag
value transmtted by that bridge.

An ingress 802.6 bridge can abort an AAL5 CPCS-PDU by setting its
Length field to zero. |If the egress bridge has already begun
transmtting segnents of the PDU to an 802.6 subnetwork and then
notices that the AAL5 CPCS-PDU has been aborted, it may i medi ately
generate an EOM cell that causes the 802.6 PDU to be rejected at the
receiving bridge. Such an EOM cell could, for exanple, contain an
invalid value in the Length field of the Conmon PDU Trail er.

Payl oad Format for BPDUs

o +
| LLC OxAA- AA- 03 |
o +
| QU 0x00- 80- C2 |
e e +
| Pl D 0x00- OE |
oo e e eee i eeao - +

I I
| BPDU as defined by |
| 802.1(d) or 802.1(Qg) |
I I

6. VC Multiplexing

VC Mul tiplexing creates a binding between an ATM VC and t he type of
the network protocol carried on that VC. Thus, there is no need for
protocol identification information to be carried in the payl oad of
each AAL5 CPCS-PDU. This reduces payl oad overhead and can reduce
per - packet processing. VC multiplexing can i nprove efficiency by
reduci ng the nunber of cells needed to carry PDUs of certain |engths.
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For ATM PVCs, the type of the protocol to be carried over each PVC
MJUST be determ ned by configuration. For ATM SVCs, the negotiations
specified in RFC 1755 [5] MJST be used.

6.1. VC Multiplexing of Routed Protocols
PDUs of routed protocols MJST be carried as the only content of the
Payl oad of the AAL5 CPCS-PDU. The format of the AAL5 CPCS- PDU
Payl oad field thus becones:

Payl oad Format for Routed PDUs

I : I
| Carri ed PDU |
| (up to 2716 - 1 octets) |
I : I
I I

6.2. VC Miltiplexing of Bridged Protocols

PDUs of bridged protocols MJUST be carried in the Payl oad of the AALS
CPCS- PDU exactly as described in section 5.2, except that only the
fields after the PID field MJUST be included. The AAL5 CPCS- PDU

Payl oad field carrying a bridged PDU MJUST, therefore, have one of the
foll owi ng formats.

Payl oad Format for Bridged Ethernet/802.3 PDUs

e +
| PAD 0x00- 00 |
T T TRy +
| MAC desti nation address |
o e e e e e e e e e e aa o - +
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Payl oad Format for Bridged 802.4/802.5/ FDDI PDUs

o e e e e e e e meme oo +
| PAD 0x00-00-00 or 0x00-00-XX |
o mm e e e e e e a— oo oo +
| Frame Control (1 octet) |
o m e e e e e e aaao o +
| MAC destination address |
o e e e e e e e meme oo +

Note that the 802.5 Access Control (AC) field has no significance
outside the local 802.5 subnetwork. It can thus be regarded as the
| ast octet of the three octet PAD field, which in case of 802.5 can
be set to any val ue (XX).

Payl oad Format for Bridged 802.6 PDUs

S S + o---- -
| Reserved | BEt ag |  Common
o o + PDU

| BAsi ze | Header
o e e e e e e e meme oo I
| MAC desti nation address |

o mm e e e e e e a— oo oo +

| _ |

| (remai nder of MAC frane) |

I I

o e e e e e e e meme oo +

| , |

| Comon PDU Trail er |

I I

o m e e e e e e aaao o +

Payl oad Format for BPDUs

o e e e e e e e e e e aa o - +

| , |

| BPDU as defined by |

| 802.1(d) or 802.1(9) |

I I

o e e e e e e e meme oo +

Grossman & Hei nanen St andards Track [ Page 12]



RFC 2684 Mul ti protocol Over AALS Sept enber 1999

In case of Ethernet, 802.3, 802.4, 802.5, and FDDI PDUs the presense
or absence of the trailing LAN FCS shall be identified inplicitly by
the VC, since the PIDfield is not included. PDUs with the LAN FCS
and PDUs without the LAN FCS are thus considered to belong to
different protocols even if the bridged nedia type woul d be the sane.

7. Bridging in an ATM Networ k

A bridge with an ATMinterface that serves as a link to one or nore
other bridge MJUST be able to flood, forward, and filter bridged PDUs.

Fl ooding is perforned by sending the PDU to all possible appropriate
destinations. |In the ATM environnent this neans sendi ng the PDU
through each relevant VC. This may be acconplished by explicitly
copying it to each VC or by using a point-to-multipoint VC

To forward a PDU, a bridge MJST be able to associate a destination
MAC address with a VC. It is unreasonabl e and perhaps inpossible to
require bridges to statically configure an association of every
possi bl e destination MAC address with a VC. Therefore, ATM bridges
must provi de enough information to allow an ATMinterface to
dynanmically | earn about foreign destinations beyond the set of ATM
stations.

To acconplish dynamic | earning, a bridged PDU MJUST conformto the
encapsul ati on described in section 5. In this way, the receiving ATM
interface will know to look into the bridged PDU and | earn the

associ ati on between foreign destination and an ATM stati on.

8. Virtual Private Network (VPN) identification

The encapsul ation defined in this section applies only to Virtual
Private Networks (VPNs) that operate over an ATM subnet.

A mechanismfor globally unique identification of Virtual Private

mul ti protocol networks is defined in [11]. The 7-octet VPN-1d
consists of a 3-octet VPN-related OU (I|EEE 802-1990 Organizationally
Uni que lIdentifier), followed by a 4-octet VPN index which is

all ocated by the owner of the VPN-related QU . Typically, the VPN
related QU value is assigned to a VPN service provider, which then
al l ocates VPN index values for its customers.
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8.1 VPN Encapsul ati on Header
The format of the VPN encapsul ati on header is as follows:

VPN Encapsul ati on Header

o m e e e e e e aaao o +
| LLC OxAA- AA-03 |
o mm e e e e e e e e e e e memmao-- +
| QU 0x00-00- 5E |
oo e e e e e e e e oo oo +
| PI D 0x00-08 |
o m e e e e e e aaao o +
| PAD 0x00 |
o mm e e e e e e e e e e e memmao-- +
| VPN related QU (3 octets) |
oo e e e e e e e e oo oo +
| VPN | ndex (4 octets) |
o m e e e e e e aaao o +

When the encapsul ati on header is used, the renai nder of the PDU MJST
be structured according to the appropiate format described in section
5 or 6 (i.e., the VPN encapsul ati on header is prepended to the PDU
wi thin an AALS5 CPCS SDU).

8.2 LLC-encapsul ated routed or bridged PDUs within a VPN

When a LLC-encapsul ated routed or bridged PDU is sent within a VPN
usi ng ATM over AAL5, a VPN encapsul ati on header MJUST be prepended to
the appropriate routed or bridged PDU format defined in sections 5.1
and 5.2, respectively.

8.3 VC multiplexing of routed or bridged PDUs within a VPN

When a routed or bridged PDU is sent within a VPN using VC

mul tiplexing, the VPN identifier MAY either be specified a priori,

usi ng ATM connection control signalling or adm nstrative assi gnnent
to an ATMinterface, or it MAY be indicated using an encapsul ati on
header .

If the VPN is identified using ATM connection control signalling, all
PDUs carried by the ATM VC are associated with the same VPN. In this
case, the payload formats of routed and bridged PDUs MJUST be as
defined in sections 6.1 and 6.2, respectively. If a PDUis received
contai ning a VPN encapsul ati on header when the VPN has been
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identified using ATM signalling, the receiver MAY drop it and/or take
ot her actions which are inplenmentation specific. Specification of
the mechani smin ATM connection control signalling for carrying VPN
identifiers is outside the scope of this Meno.

If a VPN identifier is administratively assigned to an ATMinterface,
then all PDUs carried by any ATM VCs within that interface are

associated with that VPN. In this case, the payl oad formats of
routed and bridged PDUs MJUST be as defined in sections 6.1 and 6. 2,
respectively. |If a PDUis received containing a VPN encapsul ation

header when the VPN identifier has been adm nistratively assigned,
the receiver MAY drop it and/or take other actions which are

i mpl ementation specific. Specification of nechanisns (such as M Bs)
for assigning VPN identifiers to ATMinterfaces is outside the scope
of this nmeno.

If the VPN identifier is to be indicated using an encapsul ati on
header, then a VPN encapsul ati on header MJST be prepended to the
appropriate routed or bridged PDU format defined in sections 6.1 and
6.2, respectively.

9. Security Considerations

This meno defines nmechani snms for multiprotocol encapsul ati on over
ATM There is an elenment of trust in any encapsul ation protocol: a
receiver nmust trust that the sender has correctly identified the
prot ocol being encapsulated. There is no way to ascertain that the
sender did use the proper protocol identification (nor would this be
desirable functionality). The encapsul ati on nechani sns described in
this meno are believed not to have any other properties that night be
expl oited by an attacker. However, architectures and protocols
operating above the encapsul ation | ayer nay be subject to a variety
of attacks. |In particular, the bridging architecture discussed in
section 7 has the same vulnerabilities as other bridging
architectures.

System security may be affected by the properties of the underlying

ATM networ k. The ATM Forum has published a security framework [12]
and a security specification [13] which may be rel evant.
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Appendi x A, Miltiprotocol Encapsul ati on over FR-SSCS

| TUT Reconmrendation |.365.1 defines a Frane Rel ayi ng Specific

Conver gence Subl ayer (FR- SSCS) to be used on the top of the Common
Part Convergence Subl ayer CPCS) of the AAL type 5 for Frane Rel ay/ ATM
i nterworking. The service offered by FR- SSCS corresponds to the Core
service for Frame Rel aying as described in |.233.

An FR- SSCS- PDU consi sts of Q 922 Address field foll owed by Q 922
Information field. The Q922 flags and the FCS are onitted, since
the correspondi ng functions are provided by the AAL. The figure
bel ow shows an FR- SSCS- PDU enbedded in the Payl oad of an AAL5 CPCS-
PDU.

FR- SSCS- PDU i n Payl oad of AAL5 CPCS- PDU

o mm e e e e e e a— oo oo + o---- -

| Q 922 Address Field | FR-SSCS- PDU Header
(2-4 octets) |

o m e e e e e e aaa oo + o --em -

| |

| Q 922 Inf 6r mation field | FR-SSCS-PDU Payl oad

I : I

I I

o m e e e e e e aaa oo + o --em -

| AAL5 CPCS-PDU Trailer |

o e e e e e e e e e e aa o - +

Rout ed and bridged PDUs are encapsul ated inside the FR SSCS-PDU as
defined in RFC 2427. The Q922 Information field starts with a Q 922
Control field followed by an optional Pad octet that is used to align
the remai nder of the frane to a conveni ent boundary for the sender.
The protocol of the carried PDUis then identified by prefixing the
PDU by an I SO I EC TR 9577 Network Layer Protocol |ID (NLPID).
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In the particular case of an IP PDU, the NLPID is OxCC and the FR-
SSCS- PDU has the foll owi ng format:

FR- SSCS- PDU Format for Routed | P PDUs

Q 922 Addr Field |
| (2 or 4 octets) |

e ma +

| 0x03 (Q 922 Control) |

oo e e e meee e eeao - +

| NLPI D 0xCC |

o +
P PDU

I I
I I
| (up to 2716 - 5 octets) |
I : I

Note that according to RFC 2427, the Q 922 Address field MJST be
either 2 or 4 octets, i.e., a 3 octet Address field MJUST NOT be used.

In the particular case of a CLNP PDU, the NLPID is 0x81 and the FR-
SSCS- PDU has the followi ng format:

FR- SSCS- PDU Format for Routed CLNP PDUs

Q 922 Addr Field |
| (2 or 4 octets) |

o e e e e eeee oo +
| 0x03 (Q 922 Control) |
o e e e e eeee—eao- +
| NLPI D 0x81 |
o +

I : I
| Rest of CLNP PDU |
| (up to 2716 - 5 octets) |
I : I

Note that in case of 1SO protocols the NLPID field forns the first
octet of the PDU itself and MJST not be repeated.

The above encapsul ation applies only to those routed protocols that
have a uni que NLPI D assigned. For other routed protocols (and for
bridged protocols), it is necessary to provide another mechani smfor
easy protocol identification. This can be achieved by using an NLPID
val ue 0x80 to indicate that an | EEE 802. 1a SubNetwork Attachnent

Poi nt (SNAP) header foll ows.
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See RFC 2427 for nore details related to nultiprotocol encapsul ation
over FRCS.

Appendi x B. List of Locally Assigned val ues of QU 00-80-C2

with preserved FCS w o preserved FCS Medi a

0x00-01 0x00- 07 802. 3/ Et her net
0x00- 02 0x00- 08 802.4
0x00- 03 0x00- 09 802.5
0x00- 04 0x00- 0A FDDI
0x00- 05 0x00-0B 802. 6
0x00- 0D Fragment s
0x00- OE BPDUs

Appendix C. Partial List of NLPIDs

0x00 Nul | Network Layer or |nactive Set (not used with ATM

0x80 SNAP

0x81 | SO CLNP
0x82 | SO ESI S
0x83 ISO SIS
0xCC Internet IP

Appendi x D. Applications of multiprotocol encapsulation

Muti prot ocol encapsul ation is necessary, but generally not

sufficient, for routing and bridgi ng over the ATM net works. Si nce
the publication of RFC 1483 (the predecessor of this nenp), severa
system speci fications were devel oped by the | ETF and the ATM Forumto
address various aspects of, or scenarios for, bridged or routed
protocols. This appendix sunmarizes these applications.

1) Point-to-point connection between routers and bridges --
mul ti protocol encapsul ati on over ATM PVCs has been used to provide
a sinple point-to-point link between bridges and routers across an
ATM networ k. Sone anount of nanual configuration (e.g., inlieu
of I NARP) was necessary in these scenari os.

2) Cassical IP over ATM -- RFC 2225 (fornerly RFC 1577) provides an
envi ronment where the ATM network serves as a | ogical |P subnet
(LI'S). ATM PVCs are supported, with address resol ution provided by
I NARP. For ATM SVCs, a new form of ARP, ATMARP, operates over the
ATM net wor k between a host (or router) and an ATMARP server.

VWhere servers are replicated to provide higher availability or
performance, a Server Synchronizati on Cache Protocol (SCSP)
defined in RFC 2335 is used. Cassical I P over ATMdefaults to the
LLC/ SNAP encapsul ati on
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3) LAN Enul ation -- The ATM Forum LAN Enul ati on specification
provi des an environment where the ATM network is enhanced by LAN
Emul ati on Server(s) to behave as a bridged LAN. Stations obtain
configuration information from and register with, a LAN Emul ation
Configuration Server; they resolve MAC addresses to ATM addresses
t hrough the services of a LAN Enul ation Server; they can send
broadcast and nul ticast franes, and al so send uni cast frames for
whi ch they have no direct VC to a Broadcast and Uni cast Server.
LANE uses the VC mul tipl exi ng encapsul ati on forants for Bridged
Et herent/802.3 (w thout LAN FCS) or Bridged 802.5 (wthout LAN
FCS) for the Data Direct, LE Multicast Send and Milticast Forward
VCCS. However, the initial PAD field described in this nemo is
used as an LE header, and might not be set to all 'O

4) Next Hop Resolution Protocol (NHRP) -- In sonme cases, the
constraint that Classical |IP over ATMserve a single LIS Ilinmts
performance. NHRP, as defined in RFC 2332, extends Classical to
all ow "shortcuts’ over a an ATM network that supports severa
LI Ss.

5) Multiprotocol over ATM (MPQA) -- The ATM Forum Muil ti protocol over
ATM Specification integrates LANE and NHRP to provide a generic
bridgi ng/ routing environnent.

6) IP Miulticast -- RFC 2022 extends Classical IP to support IP
multicast. A multicast address resolution server (MARS) is used
possibly in conjunction with a multicast server to provide IP
mul ti cast behavior over ATM point-to-nultipoint and/or point to
poi nt virtual connections.

7) PPP over ATM -- RFC 2364 extends nultiprotocol over ATMto the
case where the encapsul ated protocol is the Point-to-Point
protocols. Both the VC based nultiplexing and LLC/ SNAP
encapsul ati ons are used. This approach is used when the ATM
network is used as a point-to-point Iink and PPP functions are
required.

Appendi x E Differences from RFC 1483

This nmeno replaces RFC 1483. It was intended to renpbve anachroni sns,
provide clarifications of anbiguities discovered by inplenentors or
created by changes to the base standards, and advance this work
through the | ETF standards track process. A nunber of editoria

i mprovenents were made, the RFC 2119 [10] conventions applied, and
the current RFC boilerplate added. The foll owi ng substantive changes
were made. None of themis believed to obsolete inplenentations of
RFC 1483:
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-- usage of NLPID encapsulation is clarified in terns of the RFC 2119
conventi ons

-- a pointer to RFC 2364 is added to cover the case of PPP over ATM

-- RFC 1755 and RFC 2331 are referenced to describe how
encapsul ati ons are negotiated, rather than a | ong-obsolete CCTT
(now I TU-T) working docurment and references to work then in
progress

-- usage of AAL5 is now a reference to ITU-T I.363.5. Options
created in AAL5 since the publication of RFC 1483 are sel ect ed.

-- formatting of routed NLPID-formatted PDUs (which are called
“routed | SO PDUs"
in RFC 1483) is clarified
-- clarification is provided concerning the use of paddi ng between
the PID and MAC destination address in bridged PDUs and the bit
ordering of the MAC address.

-- clarification is provided concerning the use of paddi ng of
Et hernet/802. 3 franes

-- a new encapusl ation for VPNs is added
-- substantive security considerations were added

-- a new appendi x D provides a sumrary of applications of
mul ti protocol over ATM

Aut hors’ Addr esses
Dan G osshan
Motorol a, Inc.
20 Cabot Bl vd.
Mansfield, MA 02048
EMai | : dan@ma. i sg. not. com
Juha Hei nanen
Telia Finland
Myyrmaentie 2
01600 Vantaa, Finland

EMail: jh@elia.fi

Grossman & Hei nanen St andards Track [ Page 22]



RFC 2684 Mul ti protocol Over AALS Sept enber 1999

Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.
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ki nd, provided that the above copyright notice and this paragraph are
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I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
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Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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