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Abst r act

LDAPv2 clients as inplenented according to RFC 1777 [1] have no
notion on referral. The integration between such a client and an

I ndex Mesh, as defined by the Conmon | ndexing Protocol [2], heavily
depends on referrals and therefore needs to be handled in a speci al
way. This docunent defines one possible way of doing this.

1. Background

During the devel opnent of the Common | ndexing Protocol (CIP), one of
the underlying assunptions was that the interaction between clients
and the Index Mesh Servers [1] would heavily depend on the passing of
referrals. Protocols like LDAPv2 [2] that lack this functionality
need to conpensate for it by some neans. The way chosen in this nmeno
is to add nore intelligence into the client. There are two reasons
behind this decision. First, this is not a nmajor enhancenent that is
needed and secondly, that the intelligence when dealing with the

I ndex Mesh, with or the know edge about referrals, eventually has to
go into the client.

2. The clients view of the | ndex Mesh

If a LDAPv2 client is going to be able to interact with the Index
Mesh, the Mesh has to appear as sonething that is understandable to
the client. Basically, this consists of representing the index
servers and their contained indexes in a defined directory
information tree (DIT) [3,4] structure and a set of object classes
and attribute types that have been proven to be useful in this

cont ext .
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2.1 The CIP bject d asses

hj ect class descriptions are witten according to the BNF defined in

[5].
2.1.1 cl Pl ndex

The cl Pl ndex objectd ass, if present in a entry, allows it to hold
one indexval ue and information connected to this val ue.

( 1.2.752.17.3.9
NAME ’ cl Pl ndex’
SUP "top
STRUCTURAL
MUST ( extendedDSI $ idx )
MAY (i ndexQOCAT )

)
2.1.2 cl PDat aSet

The cl PDat aSet objectC ass, if present in a entry, allows it to hold
i nformati on concerni ng one Dat aSet.

( 1.2.752.17.3.10

NAME ' cl PDat aSet’

SUP 'top

STRUCTURAL

MJST ( dSI $ searchBase )

MAY ( i ndexOCAT $ description $ indexType $
accessPoint $ protocol Version $ polledBy $
updatelntervall $ securityOption $
supplierURl $ consumerURI $ baseURl $
attributeNamespace $ consi stencyBase

)
2.2 The CIP attributeTypes

The attributes idx, indexOCAT, extendedDSl, description,

cl Pl ndexType, baseURI, dSI are used by a client accessing the index
server. The other attributes (accesspoint, protocol Version,
pol | edBy, updatelntervall, consumerURlI, supplierURl and
securityOption, attributeNanespace, consistencyBase) are all for
usage in server to server interactions.
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2.2.1 idx
The index value, normally used as part of the RDN

( 1.2.752.17.1.20
NAME i dx’
EQUALI TY casel gnor el ASMat ch
SYNTAX | A5String
S| NGLE- VALUE

)
2.2.2 dsl

Dat aSet ldentifier, a unique identifier for one particular set of
information. This should be an O D, but stored in a stringformat.

( 1.2.752.17.1.21
NAME '’ dSI’
EQUALI TY casel gnor el ASMat ch
SYNTAX | A5String

)
2.2.3 i ndexQOCAT

Describes the type of data that is stored in this entry, by using
obj ectcCl asses and attributeTypes. The information is stored as a
obj ectd ass nane foll owed by a space and then an attributeType nane.
A typical exanple when dealing with whitepages information would be
"person cn".

( 1.2.752.17.1.28
NAME ' i ndex OCAT’
EQUALI TY casel gnor el ASMat ch
SYNTAX | A5String

)
2.2.5 supplierUR

A URI describing which protocols, hostnanes and ports shoul d be used
by an indexserver to interact with servers carrying indexinfornmation
representing this dataSet.

( 1.2.752.17.1.22

NAME ' supplier URI’

EQUALI TY casel gnor el ASMat ch
SYNTAX | A5String
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2.2.6 baseURl

The attribute value for this attribute is a LDAP URI. One can

envi sage other URI syntaxes, if the client knows about nobre access
protocol s besi des LDAP, and the interaction between the client and
the server can not use referrals for sonme reason

( 1.2.752.17.1.26
NAME ' baseURI’
EQUALI TY caseExact | A5ivat ch
SYNTAX | A5Stri ng

)

2.2.7 protocol Version
At present, the Common | ndexi ng Protocol version should be 3.

( 1.2.752.17.1.27
NAME ' pr ot ocol Ver si on
EQUALI TY numeri cStri nghMat ch
SYNTAX nunericString

)
2.2.8 cl Pl ndexType

The type of index Ohject that is used to pass around index
i nformation.

( 1.2.752.17.1.29
NAME ' cl Pl ndexType
EQUALI TY casel gnor el ASMat ch
SYNTAX 1 A5String

)
2.2.10 pol | edBy

The Di stingui shed Nanme of Index servers that polls data fromthis
i ndexserver.

( 1.2.752.17.1.30
NAME ’ pol | edBy’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX DN
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2.2.11 updatel ntervall

The maxi mum duration in seconds between the generation of two updates
by the supplier server.

( 1.2.752.17.1.31
Nanme ’updatelntervall’
EQUALI TY numeri cStri nghMat ch
SYNTAX nunericString
SI NGLE- VALUE

)
2.2.12 securityOption

Whet her and how the supplier server should sign and encrypt the
update before sending it to the consuner server.

( 1.2.752.17.1.32
NAME ' securityQOption’
EQUALI TY casel gnor el ASMat ch
SYNTAX | A5String
SI NGLE- VALUE

)
2.2.13 extendedDSI

Dat aSet ldentifier possibly followed by a space and a taglist, the
| ater as specified by [6].

( 1.2.752.17.1.33
NAME ' ext endedDSI
EQUALI TY casel gnor el ASMat ch
SYNTAX | A5String

)

2.2.14 consumer URI

A URI describing which means a server can accept indexinformation.
An exanple being a miilto URI for MM email based index transport.

( 1.2.752.17.1.34
NAME ' consuner URI’
EQUALI TY caseExact | ASivat ch
SYNTAX |1 A5String
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2.2.15 attributeNanespace

Any consumer supplier pair has to agree on what attribute that should
be used and al so possibly the neaning of the attributenanes. The
value of this attribute should, for exanple, be a URI pointing to a
docunent wherein the agreenent is described

( 1.2.752.17.1.35 NAME 'attribut eNamespace’ EQUALITY
caseExact | AbMat ch SYNTAX |1 A5String
)

2.2.16 consistencyBase

This attribute is specifically used by consumer supplier pairs that
use the tagged index object [6].

( 1.2.752.17.1.36
NAME ' consi st encyBase
EQUALI TY caseExact | ASivat ch
SYNTAX | A5String

)

3. The interaction between a client and the | ndex Mesh

A client interaction with the I ndex Mesh consists of a couple of
rather well defined actions. The first being to find a suitable index
to start with, then to transverse the Index Mesh and finally to query
the servers holding the original data. Note when reading this text
that what is discussed here is the client’s perception of the DT,
how it is in fact inplenented is not discussed.

3.1 Finding a Index Mesh

Thi s approach depends on the fact that every index server partaking
in an Index Mesh is represented in the DIT by a entry of the type

cl PDat aSet, and has a di stingui shed nane (DN) which nost significant
relative distinguished nane (RDN) has the attributetype dSl

Therefore, finding a suitable indexserver to start the search fromis
a matter of searching the DIT at a suitable place for objects with
the objectd ass clPlndexCbject. Every found entry can then be

eval uated by | ooking at the description value as well as the

i ndexOCAT val ue. The description string should be a hunman readabl e
and under st andabl e text that describes what the index server is

i ndexi ng. An exanple of such a string could be, "This index covers
all enpl oyees at Swedi sh Universities and University Coll eges that
has an email account”. The i ndexQOCAT attribute supplies information
about which kind of entries and which attributes within these entries
that the index information has emanated from For exanple, if the
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i ndexOCAT attribute value is "person cn", one can deduce that this is
an i ndex over persons and not over roles, and that it is the
attribute commonNane that is indexed

3.2 Searching the nesh

Each index server has its information represented in the DIT as a
very flat tree. In fact, it is only one | evel deep

0 I ndexservers cl PDat aSet
[\
[ ]\
A A
0 0
cl PDat aSet entries cl Pl ndex entries
one for each Dat aSet one for each index val ue
that this server has that this indexserver
gathered i ndexes from has.

A search then consists of a set of searches. The first being the
search for the index entries that contains an indexval ue that matches
what the user is |ooking for, and the second a search based on the
DSI information in the extendedDSI attribute values returned fromthe
first search. |In the case of the the clPlndexType bei ng tagged-

i ndex, the taglists should be conpared to find which DSI it mght be
useful to pose further queries to.

When doing these types of searches, the client should be aware of the
fact that the index values disregarding their origin (attributeTypes)
al ways are stored in the index server as values of the idx attribute.

The obj ect of the second search is to get information on the
different DataSet involved, and should normally be perforned as a
read. Since the DataSet infornmation probably will remain quite stable
over time, this information lends itself very well to caching. |If at
this stage there is nore than one DataSet involved, the User
interface nmight use the description value to aid the user in choosing
whi ch one to proceed with. The content of the searchBase val ue of
the DataSet tells the client whether it represents another index
server (the nost significant part of the dn is a dSI attribute) or if
it is a end server.
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3.3 Querying the end server

VWhen finally reaching the end server/servers that probably has the
sought for information, the information in the i ndexOCAT attribute
can be used to produce an appropriate filter. |f a search for "Rol *"
in an index having an i ndexOCAT attribute val ue of "person cn"
returns an idx entry with the idx value of "Roland", then an
appropriate filter to use mght be "&|(cn=* roland *)(cn=rol and
*)(cn=* rol and)) (obj ectcl ass=person)”. A conplete exanple of a
search process is given in Appendix A

4. Security Considerations
Since this menmo deals with client behavior, it does not add anything
that either enhances or dimnishes the security features that exists
in LDAPv2.

5. Internationalization

As with security, this menmp neither enhances or di m nishes the
handl ing of internationalization in LDAPv2.
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Appendi x A - Sanpl e Session

Below is a sanple of a session between a LDAPv2 client and an index
server nmesh as specified in this neno.

The original question of the session is to find the enanil address of
a person by the name, "Roland Hedberg", who is working at "Urea
Uni versity" in Sweden.

Step 1.

A singl el evel search with the baseaddress "c=SE' and the filter
"(objectclass=ci pDataset)" was i ssued.

The following results were received:

DN: dSl=1.2.752.17.5.0, c=SE

dsi= 1.2.752.17.5.0

description= "index over enployees with email addresses within Swedish
hi gher educati on”

i ndexOCAT= "cn person”

cl Pl ndexType= "x-tagged-index-1" ;

sear chBase= "dsi =1. 2. 752. 17. 5. 0, c=SE"

prot ocol Version = 3

DN: dSl=1.2.752.23.1.3,c=SE

dsi= 1.2.752.23.1.3

description= "index over Swedi sh | awers"
i ndexOCAT= "cn person"

cl Pl ndexType= "x-tagged-index-1" ;
searchBase= "dsi =1.2.752.23.1. 3, c=SE"
prot ocol Version = 3

Step 2.

Since the first index seened to cover the interesting population, a
single | evel search with the baseaddress "dsi=1.2.752.17.5.0, c=SE"
and the filter " (| (idx=roland)(idx=hedberg))" was issued.

The followi ng results were received:

DN: i dx=Rol and, dSI =1. 2. 752. 17. 5. 0, c=SE

i dx= Rol and

ext endedDSI = 1.2.752.17.5.10 1,473, 612,879, 1024

ext endedDSI = 1. 2.752.17.5.14 35,78, 150, 200

ext endedDSI = 1.2.752.17.5.16 187, 2031, 3167, 5284, 6034- 6040
ext endedDSI = 1.2.752.17.5.17 17
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DN: i dx=Hedberg, dSI =1. 2. 752. 17. 5. 0, c=SE
i dx= Hedberg

extendedDSI = 1.2.752.17.5.8 24,548-552, 1066

ext endedDS| = 1.2.752.17.5.10 473,512,636, 777, 1350
ext endedDS| = 1.2.752.17.5.14 84,112, 143, 200

ext endedDSI = 1.2.752.17.5.15 1890-1912

ext endedDSI = 1.2.752.17.5.17 44

A compari son between the two sets of extendedDSIs shows that two
datasets 1.2.752.17.5.10 and 1.2.752.17.5.14 contains persons naned
"Rol and" and "Hedberg". Therefore, the next step would be to see what
the datasets represent. A conparison like this should nornmally not
be left to the user

Step. 3

Two basel evel searches, one for

"dsi=1.2.752.17.5.10,dsi =1.2.752.17.5.0,c=SE" and the other for
"dsi=1.2.752.17.5.14,dsi =1.2.752.17.5.0,c=SE" with the filter
"(objectclass=ci pdataset)" were issued.

The followi ng results were received:

DN: dSl=1.2.752.17.5.10,dSI=1.2.752.17.5.0, c=SE
dsi= 1.2.752.17.5.10

description= "Enmpl oyees at Umrea University, Sweden”
i ndexOCAT= "person cn"

sear chBase= "o=Umea Uni versitet, c=SE"

respectively

DN: dSl=1.2.752.17.5.14,dSl=1.2.752.17.5.0, c=SE
dsi= 1.2.752.17.5.14

description= "Enpl oyees at Lund University, Sweden”
i ndexOCAT= "person cn"

searchBase= "o=Lunds Uni versitet, c=SE"

Step 4

Based on the descriptions for the two datasets, "1.2.752.17.5.10" was
chosen as the best to proceed with. Fromthe searchbase attribute
value, it was clear that this was a base server. The query now has
to be sonewhat nodified. One possibility would be to issue a query
with the baseobject "o=Unea Universitet,c=SE' and the filter
"(&(cn=Rol and Hedber g) (obj ect cl ass=person))™"
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ki nd, provided that the above copyright notice and this paragraph are
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the copyright notice or references to the Internet Society or other
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devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
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Engl i sh.
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