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Abst r act

This docunent is a tutorial on using the Routing Policy Specification
Language (RPSL) to describe routing policies in the Internet Routing
Registry (IRR). W explain howto specify various routing policies
and configurations using RPSL, how to register these policies in the
IRR, and how to anal yze themusing the routing policy analysis tools,
for exanple to generate vendor specific router configurations.

=

nt roducti on

This docunent is a tutorial on RPSL and is targeted towards an

I nternet/ Network Service Provider (1SP/NSP) engi neer who under st ands
Internet routing, but is newto RPSL and to the |RR Readers are
referred to the RPSL reference docunent (RFC 2622) [1] for

compl eteness. It is also good to have that docunent at hand while
wor ki ng through this tutorial

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.
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The IRRis a repository of routing policies. Currently, the IRR
repository is a set of five repositories maintained at the follow ng
sites: the CA*Net registry in Canada, the ANS, CWand RADB
registries in the United States of Anerica, and the RIPE registry in
Europe. The five repositories are run independently. However, each
site exchanges its data with the others regularly (at |east once a
day and as often as every ten ninutes). CW CA*Net and ANS are
private registries which contain the routing policies of the networks
and the customer networks of CW CA*Net, and ANS respectively. RADB
and RIPE are both public registries, and any ISP can publish their
policies in these registries.

The registries all maintain up-to-date copi es of one another’s data.
At any of the sites, the five registries can be inspected as a set.
One should refrain fromregistering his/her data in nore than one of
the registries, as this practice leads alnost invariably to
inconsistencies in the data. The user trying to interpret the data
is left in a confusing (at best) situation. CW ANS and CA*Net
custonmers are generally required to register their policies in their
provider’'s registry. Ohers may register policies either at the R PE
or RADB registry, as preferred.

RPSL is based on RIPE-181 [2, 3], a language used to register routing
policies and configurations in the IRR Operational use of RIPE-181
has shown that it is sonetinmes difficult (or inpossible) to express a
routing policy which is used in practice. RPSL has been devel oped to
address these shortcom ngs and to provide a | anguage whi ch can be
further extended as the need arises. RPSL obsol etes Rl PE-181

RPSL constructs are expressed in one or nore database "objects" which
are registered in one of the registries described above. Each

dat abase obj ect contains sone routing policy information and sone
necessary adm nistrative data. For exanple, an address prefix routed
in the inter-domain nesh is specified in a route object, and the
peering policies of an AS are specified in an aut-num object. The
dat abase objects are related to each other by reference. For
exanpl e, a route object nust refer to the aut-num object for the AS
in which it is originated. Inplicitly, these relationships define
sets of objects, which can be used to specify policies effecting al
menbers. For exanple, we can specify a policy for all routes of an
ISP, by referring to the AS nunber in which the routes are registered
to be originated.

When objects are registered in the IRR they becone avail able for
others to query using a whois service. Figure 1 illustrates the use
of the whois command to obtain the route object for 128.223.0.0/16
The output of the whois command is the ASCI|I representation of the
route object. The syntax and semantics of the route object are
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described in Appendix A 3. Registered policies can also be conpared
with others for consistency and they can be used to diagnose
operational routing problens in the Internet.

% whoi s -h whois.ra.net 128.223.0.0/16

route: 128.223.0.0/ 16

descr: UONet

descr: Uni versity of Oregon

descr: Conputing Center

descr: Eugene, OR 97403-1212

descr: USA

ori gin: AS3582

mt - by: MAI NT- AS3582

changed: meyer @s. uor egon. edu 19960222
sour ce: RADB

Figure 1: whois command and a route object.

The RATool Set [6] is a suite of tools which can be used to analyze
the routing registry data. It includes tools to configure routers
(RtConfig), tools to analyze paths on the Internet (prpath and
prtraceroute), and tools to conpare, validate and regi ster RPSL
obj ects (roe, aoe and prcheck).

In the follow ng section, we will describe how comon routing
policies can be expressed in RPSL. The objects thensel ves are
described in Appendix A. Authoritative information on the IRR

obj ects, however, should be sought in RFC- 2622, and authoritative

i nformati on on general database objects (person, role, and

mai ntai ners) and on querying and updating the registry databases,
shoul d be sought in RIPE-157 [4]. Section 3.2 describes the use of
Rt Config to generate vendor specific router configurations.

2 Specifying Policy in RPSL

The key purpose of RPSL is to allow you to specify your routing
configuration in the public Internet Routing Registry (IRR), so that
you and others can check your policies and announcements for

consi stency. Mreover, in the process of setting policies and
configuring routers, you take the policies and configurations of
others into account.

In this section, we begin by showi ng how sonme sinple peering policies
can be expressed in RPSL. We will build on that to introduce various

dat abase objects that will be needed in order to register policies in
the IRR, and to show how nore conpl ex policies can be expressed.
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2.1 Common Peering Policies

The peering policies of an AS are registered in an aut-num obj ect

whi ch | ooks sonmething Iike that in Figure 2. W will focus on the
semantics of the inport and export attributes in which peering
policies are expressed. W will also describe some of the other key
attributes in the aut-num object, but the reader should refer to
RFC- 2622 or to RIPE-157 for the definitive descriptions.

aut - num AS2

as- nane: CAT- NET

descr: Catatonic State University
i mport: from AS1 accept ANY

i nport: from AS3 accept <"AS3+$>
export: to AS3 announce ANY
export: to AS1 announce AS2 AS3
adm n-c: ACB6- Rl PE

tech-c: CO19- RI PE

mt - by: OPS4- RI PE

changed: orange@ i pe. net

sour ce: Rl PE

Figure 2: Autononous System Obj ect

Now consider Figure 3 (AS4 and AS5 in the figure will be discussed
later). The peering policies expressed in the AS2 aut-num object in
Figure 2 are typical for a small service provider providing
connectivity for a customer AS3 and using AS1 for transit. That is,
AS2 only accepts announcenents from AS3 which

0 are originated in AS3; and

0 have paths conposed of only AS3's (~ in <"AS3+$> neans that AS3 is
the first nmenber of the path, + neans that AS3 occurs one or nore
times in the path, and $ neans that no other AS can be present in
the path after AS3) (1).

To AS1, AS2 announces only those routes which originate in their AS
or in their customer’s AS.

Figure 3: Sone Nei ghboring ASes.
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In the exanpl e above, "accept ANY" in the inport attribute indicates
that AS2 will accept any announcenents that AS1 sends, and "announce
ANY" in the export attribute indicates that any route that AS2 has in
its routing table will be passed on to AS3. Assuning that AS1
announces "ANY" to AS2, AS2 is taking full routing from ASL.

Note that with this peering arrangenent, if AS1 adds or deletes route
objects, there is no need to update any of the aut-num objects to
continue the full routing policy. Added (or deleted) route objects
will inplicitly update AS1's and AS2’s policies

Wil e the peering policy specified in Figure 2 for AS2 is compn, in
practi ce many peering agreenents are nore conplex. Before we

consi der nore exanpl es, however, let’s first consider the aut-num
object itself. Note that it is just a set of attribute |abels and
val ues whi ch can be submitted to one of the registry databases. This
particul ar object is specified as being in (or headed for) the RIPE
registry (see the last line in Figure 2). The source should be
specified as one of ANS, CANET, CW RADB, or RI PE depending on the
registry in which the object is maintained. The source attribute
must be specified in every database object.

It is also worth noting that this object is "maintained by" OPS4-RI PE
(the value of the mt-by attribute), which references a "mtner"

obj ect. Because the aut-num object may be used for router
configuration and ot her operational purposes, the readers need to be
able to count on the validity of its contents. It is therefore
required that a mtner be specified in the aut-numand in nost other
dat abase obj ects, which neans you nust create a mtner object before
you can register your peering policies. For brief information on the
"mtner" object and object witeability, see Appendix A of this
docunent. For mnore extensive information on how to set up and use a
mtner to protect your database objects, see Section 2.3 of RIPE-157

2.2 ISP Custoner - Transit Provider Policies

It is not uncommon for an ISP to acquire connectivity froma transit
provi der whi ch announces all routes to it, which it in turn passes on
to its customers to allow themto access hosts on the gl oba

Internet. Meanwhile, the ISP will generally announce the routes of
its custoners networks to the transit ISP, naking them accessible on
the global Internet. This is the service that is specified in Figure
2 for AS3.

Consi der again Figure 3. Suppose now that AS2 wants to provide the
sanme service to AS4. Cdearly, it would be easy to nodify the inport
and export lines in the aut-num object for AS2 (Figure 2) to those
shown in Figure 4.
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i mport: from AS1 accept ANY

i nport: from AS3 accept <"AS3+$>

i nport: from AS4 accept <" AS4+$>
export: to AS3 announce ANY

export: to AS4 announce ANY

export: to AS1 announce AS2 AS3 A4

Figure 4: Policy for AS3 and AS4 in the AS2 as-num obj ect

These changes are trivial to make of course, but clearly as the
nunber of AS2 custoners grows, it becones nore difficult to keep
track of, and to prevent errors. Note also that if ASl1 is selective
about only accepting routes fromthe custonmers of AS2 from AS2, the
aut - num obj ect for AS1 woul d have to be adjusted to acconmpbdate AS2’s
new cust oner.

By using the RPSL "as-set" object, we can sinplify this
significantly. In Figure 5 we describe the custoners of AS2.
Having this set to work with, we can nowrewite the policies in
Figure 2 as shown in Figure 6.

as-set: AS2: AS- CUSTOVERS
menbers: AS3 A4

changed: orange@ i pe. net
sour ce: Rl PE

Figure 5: The as-set object

i mport: from AS1 accept ANY

i mport: from AS2: AS- CUSTOMERS accept <"AS2: AS- CUSTOVERS+$>
export: to AS2: AS- CUSTOVERS announce ANY

export: to AS1 announce AS2 AS2: AS- CUSTOMVERS

Figure 6: Policy in the AS2 aut-num object for all AS2 custoners
Note that if the aut-num object for AS1 contains the line:
i mport: from AS2 accept <"AS2+ AS2: AS- CUSTOVERS* $>

then no changes will need to be nade to the aut-num objects for ASl
or AS2 as the AS2 custonmer base grows. The AS nunbers for new
custoners can sinply be added to the as-set AS2: AS- CUSTOMVERS, and
everything will work as for the existing custoners. Cearly in terns
of readability, scalability and maintainability, this is a far better
mechani sm when conpared to adding policy for the custoner AS's to the
aut - num obj ects directly. The policy in this particular exanple
states that AS1 will accept route announcenents from AS2 in which the
first elenent of the path is AS2, followed by nore occurrences of
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AS2, and then O or nore occurrences of any AS2 custoner (e.g. any
menber of the as-set AS2: AS- CUSTOVERS) .

Alternatively, one nmay wish to limt the routes one accepts froma
peer, especially if the peer is a custonmer. This is recomrended for
several reasons, such as preventing the inproper use of unassigned
address space, and of course nalicious use of another organization's
addr ess space.

Such filtering can be expressed in various ways in RPSL. Suppose the
address space 7.7.0.0/16 has been allocated to the | SP managi ng AS3
for assignment to its custonmers. AS3 nmay want to announce part or

all of this block on the global Internet. Suppose AS2 wants to be
certain that it only accepts announcenents from AS3 for address space
that has been properly allocated to AS3. AS2 might then nodify the
AS3 inport line in Figure 2 to read:

i mport: fromAS3 accept { 7.7.0.0/16716-19 }

whi ch states that route announcenents for this address block will be
accepted fromAS3 if they are of length upto /19. This of course
will have to be nodified if and when AS3 gets nore address space
Moreover, it is again clear that for an ISP with a growi ng or
changi ng custoner base, this mechanismw ||l not scale well.

rout e- set: AS2: RS- ROUTES: AS3

menber s: 7.7.0.0/16"16-19
changed: orange@ i pe. net
sour ce: Rl PE

Figure 7: The route-set object

Luckily RPSL supports the notion of a "route-set” which, as shown in
Figure 7, can be used to specify the set of routes that will be
accepted froma given custoner. Gven this set (and a sinilar one
for AS4), the manager of AS2 can now filter on the address space that
will be accepted fromtheir customers by nodi fying the inmport lines
in the AS2 aut-num object as shown in Figure 8.

i mport: from AS1 accept ANY

i mport: from AS3 accept AS2: RS- ROUTES: AS3

i mport: from AS4 accept AS2: RS- ROUTES: AS4
export: to AS2: AS- CUSTOVERS announce ANY
export: to AS1 announce AS2 AS2: AS- CUSTOMVERS

Figure 8 Policy in the AS2 aut-num object for address based
filtering on AS2 custoners
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Note that this is now only slightly nore conplex than the exanple in
Figure 6. Furthernore, nothing need be changed in the AS2 aut-num
obj ect due to address space changes for a custoner, and this
filtering can be supported w thout any changes to the AS1l aut-num
object. The additional conplexity is due to the two route set nanes
being different, otherw se we could have conbined the two inport
statements into one. Please note that the set nanes are constructed
hi erarchically. The first AS number denotes whose sets these are,
and the |l ast AS nunber paraneterize these sets for each peer. RPSL
all ows the peer’s AS nunber to be replaced by the keyword PeerAS.

Hence,
i mport: from AS3 accept AS2: RS- ROUTES: Peer AS
i mport: from AS4 accept AS2: RS- ROUTES: Peer AS

has the sane neaning as the corresponding inport statenments in Figure
6. This lets us conbine the two inport statenments into one as shown
in Figure 9.

i mport: from AS1 accept ANY

i mport: from AS2: AS- CUSTOMERS accept AS2: RS- ROUTES: Peer AS
export: to AS2: AS- CUSTOVERS announce ANY

export: to AS1 announce AS2 AS2: AS- CUSTOVERS

Figure 90 Policy in the AS2 aut-num object using PeerAS

2.3 Including Interfaces in Peering Definitions

In the above exanpl es peerings were only given anong ASes. However,
the peerings may be described in nuch nore detail by RPSL, where
peerings can be specified between physical routers using | P addresses
in the inmport and export attributes. Figure 10 shows a sinple
exanple in which AS1 and AS2 are connected to an exchange point |X
Wil e AS1 has only one connection to the exchange point via a router
interface with IP address 7.7.7.1, AS2 has two different connections

with IP address 7.7.7.2 and 7.7.7.3.
its routing policy in nore detai

The first AS may then define
by specifying its boundary router.

o e e e e oo + o e e e e oo +
| 7.7.7.1 |----- + tomm - | 7.7.7.2 |
I I I I I I
| AS1 | —======= | AS2 |
I I I'X I I I
| | om - | 7.7.7.3 |
o e e e e oo + o e e e e oo +
Figure 10: Including interfaces in peerings definitions
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aut - num AS1
i mport: fromAS2 at 7.7.7.1 accept < "AS2+$>

Because AS1 has only one connection to the exchange point in this
exanple, this specification does not differ fromthat in which no
boundary router is specified. However, AS1 m ght want to choose to
accept only those announcenents from AS2 which come fromthe router
with P address 7.7.7.2 and di sregard those announcenents from router
7.7.7.3. ASl can specify this routing policy as foll ows:

aut - num AS1
i mport: fromAS2 7.7.7.2 at 7.7.7.1 accept <" AS2+$>

By selecting certain pairs of routers in a peering specification,
others can be denied. |If no routers are included in a policy clause
then it is assuned that the policy applies to all peerings anong the
ASes invol ved.

2.4 Describing Sinple Backup Connections

The specification of peerings among ASes is not limted to one router
for each AS. In figure 10 one of the two connections of AS2 to the
exchange point | X might be used as backup in case the other
connection fails. Let us assune that AS1 wants to use the connection
to router 7.7.7.2 of AS2 during regular operations, and router
7.7.7.3 as backup. In a router configuration this my be done by
setting a |local preference. The equivalent in RPSL is a
correspondi ng action definition in the peering description. The
action definitions are inserted directly before the accept keyword.

aut - num AS1

i mport: fromAS2 7.7.7.2 at 7.7.7.1 action pref=10;
fromAS2 7.7.7.3 at 7.7.7.1 action pref=20;
accept < AS2+$>

pref is opposite to local-pref in that the smaller values are
preferred over larger values. Actions may al so be defined wi thout
specifying | P addresses of routers. |If no routers are included in
the policy clause then it is assunmed that the actions are carried out
for all peerings anong the ASes invol ved.

In the previous exanple AS1 controls where it sends its traffic and

whi ch connection is used as backup. However, AS2 nmay al so define a
backup connection in an export clause:
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aut - num AS2

export: to AS1 7.7.7.1 at 7.7.7.2 action med=10;
to AS1 7.7.7.1 at 7.7.7.3 action nmed=20;
announce <AAS2+$>

The definition given here for AS2 is the symmetric counterpart to the
routing policy of ASlL. The selection of routing information is done
by setting the nulti exit discrimnator nmetric med. Actually, med
metrics will not be used in practice like this; they are nore
suitable for |oad bal ancing includi ng backups. For nore details on
med netrics refer to the BG>-4 RFC [7]. To use the ned to achieve

| oad bal ancing, one often sets it to the "IGP netric". This is
specified in RPSL as:

aut - num AS2
export: to AS1 action med=i gp_cost; announce <"AS2+$>

Hence, both routers will set the nmed to the IGP netric at that
router, causing sonme routes to be preferred at one of the routers and
other routes at the other router.

2.5 Multi-Honme Routing Policies using the community Attribute

RFC 1998 [9] describes the use of the BGP community attribute to
provi de support for |oad bal anci ng and backup connections of nulti-
honmed aut ononmous systens. |n this section, we use stepw se
refinement of an exanple to illustrate how those policies mght be
speci fied using RPSL.

The basic premise of RFC 1998 is to use the BGP comunity attribute
to allow a custoner to configure the BGP "LOCAL_PREF" on a provider’s
routers. This will allow the custonmer to influence the provider’s
route selection, normally by |owering the BGP "LOCAL_PREF" to

i ndi cate backup arrangenents.

In this exanple, we illustrate how AS1 (the provider) might specify
their policy so that a customer (AS4) connected to two of ASl's
direct custonmers (AS2 and AS3) might signal to AS1 which connection
is to be preferred.

AS1's base policy is to only accept routes fromcustoners that are

originated by the customer, or by the custoner’s custoners. This
|l eads to a policy such as:
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aut - num AS1
i mport: from AS2

accept (AS2 OR AS4) AND <M"AS2+ ASA* $>
i mport: from AS3

accept (AS3 OR AS4) AND <"AS3+ AS4*$>
i mport: from AS5

accept AS5 AND <"AS5+$>

Note that AS4 is a custoner of AS2 and AS3, and AS5 does not have its
own custoners.

Now suppose we want to add sonme policy to describe that if a custoner
tags a route with community 1:1 then AS1 will act on this to reduce
the BGP "LOCAL_PREF" by 10.

aut-num AS1
import: from AS2

action pref=10;

accept (AS2 OR AS4) AND <"AS2+ AS4* $>

AND conmuni ty. cont ai ns(1: 1)

import: from AS2

action pref=0;

accept (AS2 OR AS4) AND <"AS2+ AS4A* $>
import: from AS3

action pref=10;

accept (AS3 OR AS4) AND <"AS3+ AS4*$>

AND conmuni ty. cont ai ns(1: 1)

inmport: from AS3

action pref=0;

accept (AS3 OR AS4) AND <"AS3+ ASA* $>
import: from AS5

action pref=10;

accept AS5 AND <MAS5+$> AND conmuni ty. cont ai ns(1: 1)
inmport: from AS5

action pref=0;

accept AS5 AND <"AS5+$>

We can see here that basically we are adding identical statenments for
each peering to the policy. This is the ideal candidate for RPSL' s
refine statenent. This will nmake the policy nore concise and avoid
sone of the potential for errors as nore peering statenments are added
in the future:
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aut - num AS1
i mport: {
from AS- ANY
action pref=10;
accept conmunity.contains(1:1);
from AS- ANY
action pref=0;
accept ANY;
} refine {

fromAS2 accept (AS2 OR AS4) AND <MAS2+ AS4A* $>;
from AS3 accept (AS3 OR AS4) AND <"MAS3+ AS4* $>;
from AS5 accept AS5 AND <"AS5+$>;

}
Now, we can clearly see that any route that has been accepted froma
custoner that contains the comunity 1:1 will have it’'s | ocal

pref erence val ue reduced by 10.

The refinement has cl eaned up sone of the policy but we still have a
| arge number of individual policies representing the same basic
provi der policy "fromthe customer, accept custoner routes". These

can be sinplified by using AS sets.

First, we will collect together all of ASl1l's custonmers into a single
AS set, ASLl: AS-CUSTOMERS. W use a hierarchical set name that start
with AS1 to avoid possible set name clashes in IRR with other ASes:

as-set: AS1: AS- CUSTOVERS
menbers: AS2, AS3, ASH

We al so define one set for each custoner which lists the AS nunbers
of any of their custoners.

as-set: AS1: AS- CUSTOMERS: AS2

menber s: AS4

as-set: AS1: AS- CUSTOVERS: AS3

menber s: A4

as-set: AS1: AS- CUSTOMERS: AS5

menbers: # AS5 has no custoners yet, so keep blank for now

We can now use the keyword Peer AS with these AS sets to sinplify the
policy further:
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aut - num AS1
i mport: {
from AS- ANY
action pref=10;
accept conmunity.contains(1:1);
from AS- ANY
action pref=0;
accept ANY;
} refine {
from AS1: AS- CUSTOVERS
accept (Peer AS OR ASL: AS- CUSTOVER: Peer AS)
AND <"Peer AS+ AS1: AS- CUSTOVER: Peer AS* $>

}

The use of Peer AS with AS1: AS- CUSTOVERS is basically equivalent to
| oopi ng over the nenbers of AS1l: AS- CUSTOMVERS, expanding the policy by
replacing PeerAS with a nenber fromthe set AS1l: AS- CUSTOVERS

To illustrate how this policy mght be utilised by AS4, we present
the follow ng policy fragnment:

aut - num A4

export: to AS2
action conmunity. append(1:1);
announce AS1

export: to AS3
announce ASl

Here, AS4 is signalling ASL to prefer the routes from AS3.
3 Tool s

In this section, we briefly introduce a nunber of tools which can be
used to inspect data in the database, to deternmine optinmal routing
policies, and enter new data.

3.1 The aut-num Cbj ect Editor

Al the exanples shown in the previous sections may well be edited by
hand. They may be extracted one by one fromthe IRR using the whois
program edited, and then handed back to the registry robots.

However, again the RATool Set [6] provides a very nice tool which
makes working with aut-num objects nmuch easier: the aut-num object
edi tor aoe.

The aut-num obj ect editor has a graphical user interface to view and

mani pul at e aut-num obj ects regi stered at any | RR New aut-num obj ects
may be generated using tenplates and submitted to the registries.
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Moreover, the routing policy fromthe databases may be conpared to
real life peerings. Therefore, aoe is highly recormmended as an
interface to the IRR for aut-num objects. Further informtion on aoe
is avail able together with the RATool Set [6].

3.2 Router Configuration Using Rt Config

Rt Config is a tool devel oped by the Routing Arbiter project [8] to
generate vendor specific router configurations fromthe policy data
held in the various IRRs. R Config currently supports Cisco, gated
and RSd configuration formats. It has been publicly avail abl e since
|late 1994, and is currently being used by many sites for router
configuration. The next section describes a nethodol ogy for
generati ng vendor specific router configurations using RtConfig (2).

3.3 Using RiConfig

The general paradigmfor using RiConfig involves registering policy
inan IRR building a RtConfig source file, then running running

Rt Confi g against the source file and the | RR database to create
vendor specific router configuration for the specified policy. The
source file will contain vendor specific conmands as well as RtConfig
commands. To nake a source file, pick up one of your router
configuration files and replace the vendor specific policy
configuration commands with the Rt Config conmands.

Conmands beginning with @t Config instruct RtConfig to perform

speci al operations. An exanple source file is shown in Figure 11.

In this exanpl e, commands such as "@t Config inmport AS3582

198. 32.162.1 AS3701 198.32.162.2" instruct RtConfig to generate
vendor specific inmport policies where the router 198.32.162.1 in
AS3582 is inporting routes fromrouter 198.32.162.2 in AS3701. The
other @R Config commands instruct the RiConfig to use certai n nanes
and nunbers in the output that it generates (please refer to RtConfig
manual [8] for additional information).

Once a source file is created, the file is processed by RtConfig (the
default IRRis the RADB, and the default vendor is Ci sco; however,
command |ine options can be used to override these values). The
result of running RtConfig on the source file in Figure 11 is shown
in Figure 19 in Appendi x B.
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router bgp 3582

net wor k 128.223.0.0

!

! Start with access-list 100

!

@ Config set cisco_access _list _no = 100

!

! NERO

nei ghbor 198. 32.162.2 renote-as 3701

@ Config set cisco_map_nanme = "AS3701- EXPORT"

@t Config export AS3582 198.32.162.1 AS3701 198. 32.162.2
@ Config set cisco_map_nane = "AS3701- | MPORT"

@Rt Config inmport AS3582 198.32.162.1 AS3701 198.32.162.2
!

! WNA/ VERI O

nei ghbor 198. 32.162.6 renote-as 2914

@ Config set cisco_map_nane = "AS2914- EXPORT"

@Rt Config export AS3582 198.32.162.1 AS2914 198. 32.162.6
@ Config set cisco_map_nane = "AS2914-| MPORT"

@Rt Config inport AS3582 198.32.162.1 AS2914 198. 32.162. 6

Figure 11: RtConfig Tenplate File
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A RPSL Dat abase bjects

In this appendi x, we introduce the RPSL objects required to inplenent many
typical Internet routing policies. RFC 2622 and Rl PE-157 provide the
authoritative description for these objects and for the RPSL syntax, but
this appendix will often be sufficient in practice.

The frequently needed objects are:
0 nmaintainer objects (mtner)
0 autononpbus system nunber objects (aut-nun
0 route objects (route)
0 set objects (as-set, route-set)

and they are described in the follow ng sections. To nmake your
routing policies and configuration public, these objects should be
registered in exactly one of the IRR registries.

In general, you can register your information by sending the
appropriate objects to an enail address for the registry you use.
The enmi| shoul d consist of the objects you want to have regi stered
or nodified, separated by enpty lines, and preceded by sonme kind of
aut hentication details (see below). The registry robot processes
your mail and enters new objects into the database, deletes old ones
(upon request), or makes the requested nodifications.

You will receive a response indicating the status of your subni ssion
As the emails are handl ed automatically, the response is generally
very fast. However, it should be remenbered that a significant
nunber of updates are al so sonetines submitted to the database (by
ot her robots), so the response tinme cannot be guaranteed. The enail
addresses for subnitting objects to the existing registries are
listed in Figure 12.

ANS aut o- dbm@ans. net
CANET aut o-dbm@anet . net
Ccw auto-rr @w. net
RADB aut o- dbm@ a. net
RIPE auto-dbm@i pe. net

Figure 12: Emmil addresses to register policy objects in IRR
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Because it is required that a naintainer be specified in many of the
dat abase objects, a mtner is usually the first to be created. To
have it properly authenticated, a mtner object is added manual ly by
registry staff. Thereafter, all database subm ssions, deletions and
nmodi fi cati ons shoul d be done through the registry robot.

Each of the registries can provide additional information and support
for users. For the public registries this support is available from
the emai|l addresses listed in Figure 13.

RADB db-adm n@ a. net
RI PE ripe-dbm@i pe. net

Figure 13: Support enmil addresses.

If you are using one of the private registries, your service provider
shoul d be able to address your questions.

A.1 The Maintai ner Object

The mai ntai ner object is used to introduce sone kind of authorization
for registrations. It lists various contact persons and describes
security nechanisns that will be applied when updating objects in the
IRR.  Registering a mtner object is the first step in creating
policies for an AS. An exanple is shown in Figure 14. The naintainer
is called MAINT-AS3701. The contact person here is the sanme for

adm nistrative (admn-c) and technical (tech-c) issues and is
referenced by the NI G handle DMV5. NI C handl es are uni que
identifiers for persons in registries. Refer to registry
docunentation for further details on person objects and usage of

NI C- handl es.

The exampl e shows two authenticati on nechani sns: CRYPT-PWand MAI L-
FROM CRYPT-PWtakes as its argunent a password that is encrypted
with Unix crypt (3) routine. Wen sending updates, the nmmintainer
adds the field password: <cleartext password> to the begi nning of
any requests that are to be authenticated. MAIL-FROMtakes an
argunent that is a regular expression which covers a set of mai
addresses. Only users with any of these mmil addresses are
authorized to work with objects secured by the correspondi ng

mai nt ai ner (3).

The security mechani sns of the mmtner object will only be applied on
those objects referencing a specific mtner object. The reference is
done by adding the attribute mt-by to an object using the nane of
the mmtner object as its value. |In Figure 14, the maintai ner MAI NT-
AS3701 is maintained by itself.
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mt ner : MAI NT- AS3701

descr: Net wor k for Research and Engineering in O egon
remar k: I nternal Backbone

adm n-c: DMVB5

tech-c: DMVB5

upd-t o: noc@er o. net

aut h: CRYPT- PW 949VWK1ni r By6c

aut h: MAI L- FROM . * @er 0. net

notify: noc@er o. net

mmt - by: MAI NT- AS3701

changed: nmeyer @nt c. uor egon. edu 970318
sour ce: RADB

Figure 14: Maintai ner Object
A. 2 The Autononpus System Obj ect

The aut ononpbus system obj ect describes the inport and export policies
of an AS. Each organi zation regi sters an aut ononous system obj ect
(aut-nunm) in the IRR for its AS. Figure 15 shows the aut-num for
AS3582 (UONET) .

The aut ononobus system object lists contacts (admin-c, tech-c) and is
mai nt ai ned by (mmt-by) MAI NT- AS3701 which is the maintainer displayed
in Figure 14.

The nost inmportant attributes of the aut-num object are inport and
export. The inport clause of an aut-num specifies inport policies,
whil e the export clause specifies export policies. The corresponding
clauses allow a very detail ed description of the routing policy of
the AS specified. The details are given in section 2.

Wth these clauses, an aut-num object shows its relationship to other
aut ononous systens by describing its peerings. |In addition, it also
defines a routing entity conprising a group of | P networks which are
handl ed according to the rules defined in the aut-num object.
Therefore, it is closely Iinked to route objects.

In this example, AS3582 inmports all routes from AS3701 by using the
keyword ANY. AS3582 inports only internal routes from AS4222, AS5650,
and AS1798. The inport policy for for AS2914 is slightly nore

conpl ex. Since AS2914 provides transit to various other ASes, AS3582
accepts routes with ASPATHs that begin with AS2194 foll owed by
menbers of AS-WNA, which is an as set (see section A 4.1 bel ow)

descri bing those custoners that transit AS2914.
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Since AS3582 is a multi-homed stub AS (i.e., it does not provide
transit), its export policy consists sinply of "announce AS3582"
cl auses; that is, announce internal routes of AS3582. These routes
are those in route objects where the origin attribute is AS3582.

aut - num AS3582

as- namne: UONET

descr: Uni versity of Oregon, Eugene OR
i mport: from AS3701 accept ANY

i nport: from AS4222 accept <"AS4222+%$>

i nport: from AS5650 accept <"AS5650+%$>

i mport: from AS2914 accept <"AS2914+ (AS-WNA) *$>
i mport: from AS1798 accept <"AS1798+%>
export: to AS3701 announce AS3582
export: to AS4222 announce AS3582
export: to AS5650 announce AS3582
export: to AS2914 announce AS3582
export: to AS1798 announce AS3582

adm n-c: DMVB5

tech-c: DMVB5

notify: net hel p@s. uor egon. edu

mmt - by: MAI NT- AS3582

changed: meyer @nt c. uor egon. edu 970316
sour ce: RADB

Fi gure 15: Aut ononous System hj ect

The aut-num object forns the basis of a scal abl e and mai ntai nabl e

router
route: 128.223.0.0/ 16
ori gin: AS3582
descr: UONet
descr: Uni versity of Oregon
descr: Conputing Center
descr: Eugene, OR 97403-1212
descr: USA
mmt - by: MAI NT- AS3582
changed: meyer @s. uor egon. edu 960222
sour ce: RADB

Figure 16: Exanple of a route object

configuration system For exanple, if AS3582 originates a new route,
it need only create a route object for that route with origin AS3582
AS3582 can now build configuration using this route object wthout
changing its aut-num object.
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Similarly, if for exanple, AS3701 originates a new route, it need
only create a route object for that route with origin AS3701. Both
AS3701 and AS3582 can now build configuration using this route object
wi t hout nodifying its aut-num object.

A. 3 The Route Ohject

In contrast to aut-num objects which describe propagation of routing
informati on for an autononous systemas a whole, route objects define
single routes froman AS. An exanple is given in Figure 16

This route object is maintained by MAI NT- AS3582 and references AS3582
by the origin attribute. By this reference it is grouped together
with other routes of the sane origin AS, becom ng nenber of the
routing entity denoted by AS3582. The routing policies can then be
defined in the aut-numobjects for this group of routes.

Consequently, the route objects give the routes fromthis AS which
are distributed to peer ASes according to the rules of the routing
policy. Therefore, for any route in the routing tables of the
backbone routers a route object nust exist in one of the registries
in IRR route objects nust be registered in the IRRonly for the
routes seen outside your AS. Nornmally, this set of external routes is
different fromthe routes internally visible within your AS. One of
the major reasons is that external peers need no information at all
about your internal routing specifics. Therefore, external routes
are in general aggregated conbinations of internal routes, having
shorter | P prefixes where applicable according to the CIDR rul es.

Pl ease see the CIDR FAQ [5] for a tutorial introduction to CIDR It
is strongly recommended that you aggregate your routes as much as
possi bl e, thereby mnimzing the nunber of routes you inject into the
gl obal routing table and at the same time reduci ng the correspondi ng
nunber of route objects in the IRR

Wil e you may easily query single route objects using the whois
program and subnit objects via mail to the registry robots, this
becones ki nd of awkward for larger sets. The RATool Set [6] offers
several tools to make handling of route objects easier. |f you want
to read policy data fromthe IRR and process it by other prograns,
you mght be interested in using peval which is a |ow |level policy
evaluation tool. As an exanple, the comand

peval -h whois.ra.net AS3582

will give you all route objects from AS3582 regi stered with RADB
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A much nore sophisticated tool fromthe RATool Set to handle route
objects interactively is the route object editor roe. It has a
graphi cal user interface to view and mani pul ate route objects
registered at any IRR New route objects nay be generated from
tenpl ates and submitted to the registries. Mreover, the route

obj ects fromthe databases nmay be conpared to real life routes.
Therefore, roe is highly recormended as an interface to the IRR for
route objects. Further information on peval and roe is avail able
together with the RATool Set [6].

A. .4 Set (bjects

Wth routing policies it is often necessary to reference groups of
aut ononous systems or routes which have identical properties
regarding a specific policy. To nake working with such groups easier
RPSL allows to conmbine themin set objects. There are two basic
types of predefined set objects, as-set, and route-set. The RPSL set
obj ects are described bel ow.

A 4.1 AS-SET bj ect

Aut ononbus system set objects (as-set) are used to group autononous
system objects into naned sets. An as-set has an RPSL nane that
starts with "AS-". In the exanple in Figure 17, an as-set called
AS- NERO- PARTNERS and cont ai ni ng AS3701, AS4201, AS3582, AS4222
AS1798 is defined. The as-set is the RPSL repl acenent for the Rl PE-
181 as-macro. It has been extended to include ASes in the set
indirectly by referencing as set nanes in the aut-num objects.

AS- SETs are particularly useful when specifying policies for groups
such as customers, providers, or for transit. You are encouraged to
regi ster sets for these groups because it is nost likely that you
will treat themalike, i.e. you will have a very simlar routing
policy for all your custoners which have an autononpbus system of
their owmn. You nay as well discover that this is also true for the
providers you are peering with, and it is nost convenient to have the
ASes conbi ned in one as-set for which you offer transit. For
exanple, if a transit provider specifies its inport policy using its
custonmer’s as-set (i.e., its inport clause for the custoner contains
the customer’s as-set), then that custoner can nodify the set of ASes
that its transit provider accepts fromit. Again, this can be
acconpl i shed without requiring the custoner or the transit provider
to nodify its aut-num object.

as-set: AS3582: AS- PARTNERS
nenbers: AS3701, AS4201, AS3582, AS4222, AS1798

Figure 17: as-set Object
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The ASes of the set are sinply conpiled in a comma delimted |ist
followi ng the menbers attribute of the as-set. This list may al so
contain other AS-SET nanes.

A 4.2 ROUTE- SET bj ect

A route-set is a way to nane a group of routes. The syntax is
simlar to the as-set. A route-set has an RPSL nane that starts with
"RS-". The nenbers attribute lists the nmenbers of the set. The

val ue of a nenbers attribute is a list of address prefixes, or
route-set nanes. The nenbers of the route-set are the address
prefixes or the names of other route sets specified.

Figure 18 presents sone exanple route-set objects. The set rs-uo
contains two address prefixes, namely 128.223.0.0/16 and

198. 32.162. 0/ 24. The set rs-bar contains the nenbers of the set rs-
uo and the address prefix 128.7.0.0/16. The set rs-martians
illustrate the use of range operators. 0.0.0.0/0732 are the length
32 nmore specifics of 0.0.0.0/0, i.e. the host routes; 224.0.0.0/ 3"+
are the nore specifics of 224.0.0.0/3, i.e. the routes falling into
the multicast address space. For nore conplete list of range
operators please refer to RFC 2622

route-set: rs-uo
menbers: 128.223.0.0/16, 198.32.162.0/24

route-set: rs-bar
menbers: 128.7.0.0/ 16, rs-uo

route-set: rs-nartians
remarks: routes not accepted from any peer

menbers: 0.0.0.0/0, # default route
0.0.0.0/0732, # host routes
224.0.0. 0/ 3™+, # mul ticast routes

127.0.0. 0/ 8"9- 32,

Figure 18: route-set bjects
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B Qutput of RtConfig: An Exanple

Meyer,

In Figure 19, you see the result of running Rt Config on the source
file in Figure 11.

router bgp 3582

net wor k 128.223.0.0

!

! NERO

nei ghbor 198. 32.162.2 renote-as 3701

no access-list 100
access-list 100 permt ip 128.223.0.0 0.0.0.0 255.255.0.0 0.0.0.0
access-list 100 deny ip 0.0.0.0 255.255.255. 255 0.0.0.0 255. 255. 255. 255
|
no route-map AS3701- EXPORT
rout e-map AS3701- EXPORT permt 1
mat ch i p address 100
|

}outer bgp 3582
nei ghbor 198. 32.162. 2 rout e-map AS3701- EXPORT out
I

ho route-map AS3701- 1 MPORT

route-map AS3701-1 MPORT pernit 1

set local -preference 1000

!

router bgp 3582

nei ghbor 198. 32.162.2 route-nmap AS3701-1 MPORT in
!

! WNA/ VERI O
nei ghbor 198. 32.162.6 renote-as 2914
|

no route-nap AS2914- EXPORT

rout e-map AS2914- EXPORT permt 1
mat ch i p address 100

|

router bgp 3582

nei ghbor 198. 32.162. 6 route-nmap AS2914- EXPORT out

no ip as-path access-list 100

ip as-path access-list 100 permt ~ 2914(((_[0-9]+))*_ \
(13] 22| 97| 132| 175| 668| 1914| 2905| 2914| 3361| 3381| 3791| 3937| \
4178| 4354| 4571| 4674| 4683] 5091| 5303| 5798| 5855| 5856] 5881| 6083 \
| 6188| 6971] 7790| 7951| 8028) ) ?$

|

no route-mp AS2914-1 MPORT

route-map AS2914-1 MPORT permt 1

mat ch as-path 100

set | ocal -preference 998
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Securi

Endnot

(1)

(2)

(3)

}outer bgp 3582
nei ghbor 198. 32.162. 6 route-map AS2914-1MPORT in

Figure 19: CQutput of R Config

ty Considerations

This docunent is a tutorial to RPSL, it does not define protocols or
standards that need to be secured.

es

AS- PATH regul ar expressions are POSI X conpliant regul ar
expr essi ons.

Di scussion of RtConfig internals is beyond the scope of this
docunent .

Clearly, neither of these mechanisnms is sufficient to provide
strong authentication or authorization. Oher public key (e.g.,
PGP) aut hentication nechanisns are available fromsone of the

| RRs.
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