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i mprovenents. Distribution of this nmeno is unlimted.
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1. Introduction

Rout er Requirenments [1] specifies that routers nust receive and
forward directed broadcasts. It also specifies that routers MJST have
an option to disable this feature, and that this option MJST defaul t
to permit the receiving and forwarding of directed broadcasts. Wile
directed broadcasts have uses, their use on the Internet backbone
appears to be conprised entirely of malicious attacks on ot her

net wor ks.

Changing the required default for routers would hel p ensure new
routers connected to the Internet do not add to the probl ens already

present.
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVMENDED', "MNAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119
2. Discussion

Danmagi ng denial of service attacks led to the witing of [2] on
Ingress Filtering. Many network providers and corporate networks have
endorsed the use of these nethods to ensure their networks are not
the source of such attacks

A recent trend in Snurf Attacks [3] is to target networks which

permt directed broadcasts fromoutside their networks. By permitting
directed broadcasts, these systens become "Snurf Anplifiers."
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Whil e the continued inplenentation of ingress filters renmains the
best way to limt these attacks, restricting directed broadcasts
shoul d al so receive priority.

Net wor k service providers and corporate network operators are urged
to ensure their networks are not susceptible to directed broadcast
packets originating outside their networks.

Mobile IP [4] had provisions for using directed broadcasts in a
nmobi | e node’ s use of dynam c agent discovery. Wile sone

i npl ementations support this feature, it is unclear whether it is
useful. O her nmethods of achieving the sane result are docunented in
[5]. It may be worthwhile to consider rempving the | anguage on using
directed broadcasts as Mbile I P progresses on the standards track.

3. Recommendati on
Rout er Requirenments [1] is updated as foll ows:
Section 4.2.2.11 (d) is replaced with:
(d) { <Network-prefix> -1}
Directed Broadcast - a broadcast directed to the specified network
prefix. It MJUST NOT be used as a source address. A router MAY
originate Network Directed Broadcast packets. A router MAY have a
configuration option to allowit to receive directed broadcast
packets, however this option MJST be disabled by default, and thus
the router MUST NOT receive Network Directed Broadcast packets
unl ess specifically configured by the end user
Section 5.3.5.2, second paragraph replaced with:
A router MAY have an option to enabl e receiving network-prefix-
directed broadcasts on an interface and MAY have an option to
enabl e forwardi ng network-prefix-directed broadcasts. These
options MJUST default to bl ocking recei pt and bl ocki ng forwarding
of network-prefix-directed broadcasts.
4. Security Considerations

The goal of this docunment is to reduce the efficacy of certain types
of denial of service attacks.
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8.

Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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