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Abst ract
Thi s docunent expl ains why nass unsolicited electronic mail messages
are harnful in the Internetworking comunity. It gives a set of
gui delines for dealing with unsolicited mail for users, for system
adm nistrators, news administrators, and nmailing |list managers. It

al so nmakes suggestions Internet Service Providers mght foll ow
1. Introduction

The Internet’s origins in the Research and Educati on communities

pl ayed an inportant role in the foundation and fornmation of |nternet
culture. This culture defined rules for network etiquette
(netiquette) and comuni cati on based on the Internet’s being
relatively off-limts to commercial enterprise

This all changed when U.S. Governnment was no |onger the primary
fundi ng body for the U S. Internet, when the Internet truly went

gl obal, and when all commercial enterprises were allowed to join what
had been strictly research networks. Internet culture had becone
deeply enbedded in the protocols the network used. Although the
soci al context has changed, the technical limts of the Internet
protocols still require a person to enforce certain linmts on
resource usage for the "Net to function effectively. Strong

aut hentication was not built into the News and Mail protocols. The
only thing that is saving the Internet from congestion collapse is
the voluntary inclusion of TCP backoff in alnmost all of the TCP/IP
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driver code on the Internet. There is no end-to-end cost accounting
and/ or cost recovery. Bandwi dth is shared anong all traffic w thout
resource reservation (although this is changing).

Unfortunately for all of us, the culture so carefully nurtured
through the early years of the Internet was not fully transferred to
all those new entities hooking into the bandwi dth. Many of those
entities believe they have found a paradi se of thousands of potential
custonmers each of whomis desperate to | earn about stunning new

busi ness opportunities. Alternatively, sone of the new netizens
believe all people should at |east hear about the one true religion
or political party or process. And sone of them know that al nobst no
one wants to hear their nessage but just can't resist how i nexpensive
the net can be to use. Wile there may be thousands of fol ks
desperate for any potential message, mass mailings or Netnews
postings are not at all appropriate on the 'Net.

Thi s docunent expl ains why nmass unsolicited email and Net news posting
(aka spam) is bad, what to do if you get it, what webmasters,

post masters, and news admins can do about it, and how an Internet
Servi ce Provider mght respond to it.

2. Wat is Spant?

The term "spam' as it is used to denote mass unsolicited mailings or
net news postings is derived froma Mnty Python sketch set in a

movi e/tv studio cafeteria. During that sketch, the word "spam' takes
over each itemoffered on the nenu until the entire dial ogue consists
of nothing but "spam spam spam spam spam spam and spam" This so
closely resenbl es what happens when nmass unsolicited mail and posts
take over mailing lists and netnews groups that the term has been
pushed into common usage in the Internet comunity.

When unsolicited mail is sent to a mailing list and/or news group it
frequently generates nore hate mail to the list or group or apparent
sender by people who do not realize the true source of the nmessage.

If the mailing contains suggestions for renoving your name froma
mailing list, 10s to 100s of people will respond to the list with
"renmove" nessages neant for the originator. So, the original message
(spam) creates nore unwanted nmail (spam spam spam spam), which
generates nore unwanted nmail (spam spam spam spam spam spam and
spam). Simlar occurrences are perpetrated in newsgroups, but this
is held sonewhat in check by "cancel bots" (prograns which cance
postings) triggered by mass posting. Recently, cancel bots have grown
less in favor with those adm nistering News servers since the

cancel bots are now generating the sanme anount of traffic as spam
Even News admins are beginning to use filters, denobnstrating that
spam spam spam spam spam spam and spamis a nonunental problem
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3.

Way Mass Mailing is Bad

In the world of paper mail we’'re all used to receiving unsolicited
circulars, advertisenments, and catalogs. GCenerally we don’t object
tothis - we look at what we find of interest, and we discard/recycle
the rest. Wy should receiving unsolicited enail be any different?

The answer is that the cost nodel is different. 1In the paper world,
the cost of mailing is borne by the sender. The sender nust pay for
the privilege of creating the ad and the cost of mailing it to the

reci pient. An average paper comrercial mailing in the U S ends up

costing about $1.00 per addressee. |In the world of electronic
communi cati ons, the recipient bears the majority of the cost. Yes,
the sender still has to conpose the nmessage and the sender has to pay

for Internet connectivity. However, the recipient ALSO has to pay
for Internet connectivity and possibly also connect tine charges and
for disk space. For electronic mailings the recipient is expected to
hel p share the cost of the mailing. Bulk Internet mail fromthe U 'S
ends up costing the sender only about 1/100th of a cent per address;
or FOUR CORDERS of magnitude LESS than bul k paper mailings!

O course, this cost nodel is very popular with those | ooking for
cheap nethods to get their nessage out. By the sane token, it's very
unpopul ar with people who have to pay for their nmessages just to find
that their mailbox is full of junk mail. Neither do they appreciate
being forced to spend tinme learning how to filter out unwanted
messages. Consider this: if you had to pay for receiving paper nai
woul d you pay for junk mail?

Anot her consideration is that the increase in volume of spamwl|
have an inpact on the viability of electronic mail as a

communi cations medium |If, when you went to your postal mail box you
found four crates of mail, would you be willing to search through the
crates for the one or two pieces of mail which were not adverti sing?
Spam has a trenmendous potential to create this scenario in the

el ectroni c worl d.

Frequently spamers indul ge i n unethical behavior such as using mai
servers which allow mail to be relayed to send huge anounts of
electronic solicitations. O they forge their headers to make it

|l ook as if the nail originates froma different domain. These people
don’t care that they're intruding into a personal or business nail box
nor do they care that they are using other people’'s resources wthout
compensating them

The huge cost difference has other bad effects. Since even a very
cheap paper mailing is going to cost tens of (U S.) cents there is a
real incentive to send only to those really likely to be interested.
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So paper bulk mailers frequently pay a premiumto get high quality
mailing lists, carefully prune out bad addresses and pay for services

to update old addresses. Bulk email is so cheap that hardly anyone
sending it bothers to do any of this. As a result, the chance that
the receiver is actually interested in the mail is very, very, very
| ow.

As of the date of this docunment, it is a daily event on the Internet
for a miil service to nelt-down due to an overl oad of spam Every
few nonths this happens to a | arge/ major/regional/

national /international service provider resulting in denial of or
severe degradati on of service to hundreds of thousands of users.

Such service degradations usually pronpt the providers to spend
hundreds of thousands of dollars upgrading their mail service

equi prent just because of the volume of spam Service providers pass
those costs on to custoners.

Doesn’'t the U S. Constitution guarantee the ability to say whatever
one likes? First, the U S Constitutionis lawonly in the US., and

the Internet is global. There are places your mail will reach where
free speech is not a given. Second, the U S Constitution does NOT
guarantee one the right to say whatever one likes. 1|n general, the

U.S. Constitution refers to political freedom of speech and not to
comerci al freedom of speech. Finally, and nmost inportantly, the U S
Constitution DOES NOT guarantee the right to seize the private
property of others in order to broadcast your speech. The Internet
consi sts of a vast nunber of privately owned networks in voluntary
cooperation. There are |aws which govern other areas of electronic
conmmuni cation, nanely the "junk fax" laws. Although these have yet
to be applied to electronic mail they are still an exanple of the
"curbing" of "free speech." Free speech does not, in general,
require other people to spend their noney and resources to deliver or
accept your nessage.

Most responsible Internet citizens have conme to regard unsolicited
mai | / posts as "theft of service". Since the recipient nust pay for
the service and for the npst part the nmail/posts are advertisenents
of unsolicited "stuff" (products, services, information) those
receiving it believe that the practice of making the recipient pay
constitutes theft.

The crux of sending |arge amounts of unsolicited nail and news is not

a legal issue so nuch as an ethical one. |If you are tenpted to send
unsolicited "information" ask yourself these questions: "Whose
resources is this using?" "D d they consent in advance?" "What

woul d happen if everybody (or a very |arge nunber of people) did
this?" "How would you feel if 90% of the mail you received was
advertisements for stuff you didn't want?" "How woul d you feel if 95%
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of the mail you received was advertisenents for stuff you didn't
want ?"  "How woul d you feel if 99% of the mail you received was
advertisenents for stuff you didn’'t want?"

Al t hough nunbers on the volune and rate of increase of spam are not
easy to find, seat-of-the-pants estimates fromthe people on spam
di scussion mailing lists [1] indicate that unsolicited mail/posts
seenms to be followi ng the same path of exponential growh as the
Internet as a whole [2]. This is NOT encouraging, as this kind of
increase puts a strain on servers, connections, routers, and the
bandwi dth of the Internet as a whole. On a per person basis,

unsolicited mail is also on the increase, and individuals also have
to bear the increasing cost of increasing nunbers of unsolicited and
unwanted mail. People interested in hard nunbers may want to point

their web browsers to
http://ww. t echweb. coni se/ directlink.cgi ?l N\L9980504S0003 wher e
I nternet Week reports what spam costs.

Finally, sending |arge volumes of unsolicited email or posting
vol um nous nunbers of Netnews postings is just plain rude. Consider
the follow ng anal ogy: Suppose you discovered a large party going on
in a house on your block. Uninvited, you appear, then join each
group in conversation, force your way in, SHOUT YOUR OPINION (with a
megaphone) of whatever you happen to be thinking about at the tine,
drown out all other conversation, then scream "discrimnation" when
folks tell you you’ re being rude

To continue the party anal ogy, suppose instead of forcing your way
into each group you stood on the outskirts a while and listened to
the conversation. Then you gradually began to add comrents rel evant
to the discussion. Then you began to tell people your opinion of the
i ssues they were discussing; they would probably be less inclined to
| ook badly on your intrusion. Note that you are still intruding.

And that it would still be considered rude to offer to sell products
or services to the guests even if the products and services were

rel evant to the discussion. You are in the wong venue and you need
to find the right one.

Lots of spammers act as if their behavior can be forgiven by

begi nning their nessages with an apol ogy, or by personalizing their
messages with the recipient’s real nanme, or by using a nunber of
ingratiating techniques. But nuch like the techniques used by Uriah
Heep in Dickens’ _David Copperfield_ , these usually have an effect

opposite to the one intended. Poor excuses ("It’s not illegal,"”
"This will be the only nessage you receive," "This is an ad," "It’'s
easy to REMOVE yourself fromour list") are still excuses. Moreover,

they are likely to nake the recipient MORE aggravated rather than
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4a.

| ess aggravat ed.

In particular, there are two very severe problens with believing that
a "renove" feature to stop future mail helps: (1) Careful tests have
been done with sending renove requests for "virgin" email accounts
(that have never been used anywhere else). 1In over 80% of the cases,
this resulted in a deluge of unsolicited email, although usually from
ot her sources than the one the renpbve was sent to. |In other words,

if you don't like unsolicited mail, you should think carefully before
using a renove feature because the evidence is that it will result in
nmore mail not less. (2) Evenif it did work, it would not stop lots
of new unsolicited email every day from new busi nesses that hadn’t
mai | ed bef ore.

ACK!  1’ve Been Spanmed - Now Wat ?

It's unpleasant to receive nmail which you do not want. [t’'s even
nmore unpl easant if you re paying for connect tinme to download it.
And it’'s really unpleasant to receive mail on topics which you find
of fensive. Now that you’re good and mad, what’'s an appropriate
response?

First, you always have the option to delete it and get on with your
life. This is the easiest and safest response. 1t does not
guarantee you won't get nore of the sanme in the future, but it does
take care of the current problem Also, if you do not read your nmai
on a regular basis it is possible that your conplaint is much too
|ate to do any good.

Second, consider strategies that take advantage of screening

technol ogy. You might investigate technol ogies that allow you to
filter unwanted nmail before you see it. Some software allows you to
scan subject lines and del ete unwant ed nessages before you downl oad
them Oher prograns can be configured to downl oad portions of
messages, check themto see if they are advertising (for exanple) and
del ete them before the whol e nessage i s downl oaded

Al so, your organization or your local Internet Service Provider may
have the ability to block unwanted mail at their mail relay nmachines
and thus spare you the hassle of dealing with it at all. It is worth
i nquiring about this possibility if you are the victimof frequent
spam

Your personal nmiler software may allow you to wite rules defining
what you do and do not wish to read. If so, wite a rule which sends
mail fromthe originator of the unwanted mail to the trash. This
will work if one sender or site repeatedly bothers you. You nay al so
consider witing other rules based on other headers if you are sure
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the probability of them being activated for non-spamis | ow enough
That way, although you may still have to pay to download it, you
won't have to read it!

Third, you may consider sending the nmail back to the originator
objecting to your being on the mailing-list; however, we reconmrend
against this. First, a lot of spamers disgui se who they are and
where their mail cones fromby forging the mail headers. Unless you
are very experienced at readi ng headers di scovering the true origin
of the mail will probably prove difficult. Although you can engage
your |ocal support staff to help you with this, they nay have nuch
hi gher priorities (such as setting up site-wide filters to prevent
spam fromentering the site). Second, responding to this email wll
simply verify your address as valid and nake your address nore

val uabl e for other (ab)uses (as was nentioned above in Section 3).
Third, even if the two previous things do not happen, very probably
your mail will be directed to the conputer equivalent of a black hole
(the bit-bucket).

As of the witing of this document, there are several pieces of
pending legislation in several jurisdictions about the sending of
unsolicited mail and al so about forging headers. |f forging of
headers shoul d beconme illegal, then responding to the sender is |ess
ri sky and nay be useful.

Certainly we advocate comunicating to the originator (as best as you
can tell) to let them know you will NOT be buying any products from
them as you object to the nethod they have chosen to conduct their
busi ness (aka span). Mst responses through nedi a other than
electronic mail (nostly by those who take the tine to phone included
"800" (free to calling party in the U S.) phone nunbers) have proved
somewhat effective. You can also call the business the adverti senent
is for, ask to speak to someone in authority, and then tell themyou
wi Il never buy their products or use their services because their
adverti sing mechanismis spam

Next, you can carbon copy or forward the questionable mail nessages
or news postings to your postmaster. You can do this by sending mnai
"To: Postnmaster @our-site.exanple."” Your postmaster should be an
expert at reading nail headers and will be able to tell if the
originating address is forged. He or she may be able to pinpoint the
real culprit and help close down the site. |If your postmaster wants
to know about unsolicited mail, be sure s/he gets a copy, including
headers. You will need to find out the |local policy and conply.
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*%% | MPORTANT ***

VWherever you send a conplaint, be sure to include the full headers
(most mail and news prograns don't display the full headers by
default). For mmil it is especially inportant to show the

"Recei ved: " headers. For Usenet news, it is the "Path:" header

These normal ly show the route by which the mail or news was
delivered. Wthout them it’'s inpossible to even begin to tell where
the message originated. See the appendix for an exanple of a mnai
header .

There is lively and ongoi ng debate about the validity of changing
one’s emmil address in a Web Browser in order to have Netnews posts
and ermail look as if it is originating fromsone spot other than
where it does originate. The reasoning behind this is that web emai
address harvesters will not be getting a real address when it
encounters these. There is reason on both sides of this debate: If
you change your address, you will not be as visible to the
harvesters, but if you change your address, real people who need to
contact you will be cut off as well. Also, if you are using the
Internet through an organi zati on such as a company, the company may
have policies about "forging" addresses - even your own! NMost people
agree that the consequences of changi ng your enmail address on your
browser or even in your mail headers is fairly dangerous and w ||
nearly guarantee your nail goes into a black hole unless you are very
sure you know what you are doi ng.

Finally, DO NOT respond by sending back | arge volunmes of unsolicited
mail. Two wongs do not nake a right; do not becone your eneny; and
take it easy on the network. Wile the |egal status of spamis
uncertain, the legal status (at least in the U S ) of a "mail bonmb"
(large nunbers and/or sizes of messages to the site with the intent
of disabling or injuring the site) is pretty clear: it is crimnal

There is a web site called "ww. abuse. net” which allows you to

regi ster, then send your nessage to the nanme of the "offending-

domai n@buse. net," which will re-mail your nessage to the best
reporting address for the of fending domain. The site contains good
tips for reporting abuse netnews or email nessages. It also has some
aut omated tools that you nmay download to help you filter your
messages. Also check CIAC bulletin I-005 at:

http://ciac.lInl.gov/ciac/bulletins/i-005c.shtm
or at:

http://spam abuse. net/spam t ool s/ mai | bl ock. htm .
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4b.

Check the Appendi x for a detail ed explanation of tools and
met hodol ogy to use when trying to chase down a spammer.

There’'s a Spamin My G oup!

Net news is al so subject to spammi ng. Here several factors help to
mtigate against the propagati on of spamin news, although they don’t
entirely solve the problem Newsgroups and mailing lists may be
nmoder at ed, whi ch neans that a noderator approves all mail/posts. |If
this is the case, the noderator usually acts as a filter to renove
unwant ed and of f-topic posts/nail.

In Netnews there are progranms whi ch detect posts which have been sent
to nultiple groups or which detect nultiple posts fromthe sane
source to one group. These prograns cancel the posts. VWhile these
wor k and keep unsolicited posts down, they are not 100% effective and
spamin newsgroups seens to be growing at an even faster rate than
spamin mail or on mailing lists. After all, it’'s nuch easier to
post to a newsgroup for which there are thousands of readers than it
is to find individual email addresses for all those folks. Hence the
devel opment of the "cancel bots" (sonetinmes called "cancel moose") for
Net news groups. Cancel bots are triggered when one nessage is sent to
a | arge nunber of newsgroups or when many snall nessages are sent
(fromone sender) to the same newsgroup. |n general these are tuned
to the "Breidbart Index" [3] which is a sonewhat fuzzy neasure of the
interactions of the nunber of posts and nunmber of groups. This is
fuzzy purposefully, so that people will not post a nunber of messages
just under the index and still "get away with it." And as noted
above, the cancel nessages have reached such a volune now that a | ot
of News administrators are beginning to wite filters rather than
send cancels. Still spamgets through, so what can a concerned

neti zen do?

If there is a group noderator, nmake sure s/he knows that off-topic
posts are slipping into the group. |If there is no noderator, you
could take the sane steps for dealing with news as are reconmended
for mail with all the sane caveats.

A reasonable printed reference one m ght obtain has been published by
O Reilly and Associates, _Stopping Spam, by Al an Schwartz and Si nson
Garfinkel [4]. This book also has interesting histories of spammers
such as Cantor and Siegel, and Jeff Slaton. It gives fairly clear
instructions for filtering mail and news.
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5

Hel p for Bel eaguered Adm ns

As a system administrator, news adm nistrator, |ocal Postmaster, or
mai ling-1ist adm nistrator, your users will cone to you for help in
dealing with unwanted nail and posts. First, find out what your
institution s policy is regarding unwanted/unsolicited mail. It is
possible that it won’t do anything for you, but it is also possible
to use it to justify blocking a domain which is sending particularly
offensive mail to your users. |If you don't have a clear policy, it
woul d be really useful to create one. |If you are a mailing-list

adm nistrator, make sure your nailing-list charter forbids off-topic
posts. If your internal-only newsgroups are getting spammed fromthe
outside of your institution, you probably have bigger security

probl ems than just spam

Make sure that your mail and news transports are configured to reject
nmessages injected by parties outside your domain. Recently

m sconfi gured Netnews servers have becone subject to hijacking by
spamers. SMIP source routing <@ el ay. host: user @est. host> is
becom ng deprecated due to its overwhel m ng abuse by spamrers. You
shoul d configure your mail transport to reject rel ayed nmessages (when
neither the sender nor the recipient are within your donmmin). Check

http://ww. sendrai | . or g/
under the "Anti-Spam' headi ng.

If you run a firewall at your site, it can be configured in ways to
di scourage spam For exanple, if your firewall is a gateway host
that itself contains an NNTP server, ensure that it is configured so
it does not allow access fromexternal sites except your news feeds.
If your firewall acts as a proxy for an external news-server, ensure
that it does not accept NNTP connections other than from your
internal network. Both these potential hol es have recently been
expl oited by spammers. Ensure that enmai|l nessages generated within
your dormi n have proper identity information in the headers, and that
users cannot forge headers. Be sure your headers have all the
correct information as stipulated by RFC 822 [5] and RFC 1123 [6].

If you are running a mailing-list, allow ng postings only by

subscri bers neans a spammer woul d actually have to join your |ist

bef ore sendi ng spam messages, which is unlikely. Mke sure your
charter forbids any off-topic posts. There is another spamrel ated
problemwith mailing-lists which is that spamrers like to retaliate
on those who work agai nst them by mass-subscribing their enemes to
mai ling-lists. Your mailing-list software should require
confirmation of the subscription, and only then should the address be
subscri bed.
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It is possible, if you are running a mail transfer agent that allows
it, to block persistant offending sites fromever getting mail into
your site. However, careful consideration should be taken before
taking that step. For exanple, be careful not to block out sites for
which you run MX records! In the long run, it my be nost useful to

hel p your users |earn enough about their mailers so that they can
wite rules to filter their own mail, or provide rules and kill files
for themto use, if they so choose.

There is information about how to configure sendnail avail abl e at
"www. sendnail.org." Help is also available at "spam abuse.net."

Anot her good strategy is to use Internet tools such as whois and
traceroute to find which ISP is serving your problemsite. Notify
the postnmaster or abuse (abuse@f fendi ng-donmi n. exanpl e) address that
they have an offender. Be sure to pass on all header information in
your mnmessages to help themw th tracking down the offender. If they
have a policy against using their service to post unsolicited mail
they will need nore than just your say-so that there is a problem

Al so, the "originating” site may be a victimof the offender as well.
It’s not unknown for those sending this kind of mail to bounce their
mai | through dial-up accounts, or off unprotected mail servers at
other sites. Use caution and courtesy in your approach to those who
| ook I'ike the offender.

News spanmers use simlar techniques for sending spamto the groups.
They have been known to forge headers and bounce posts off "open"
news machines and renailers to cover their tracks. During the height
of the infanous David Rhodes "Make Mney Fast" posts, it was not
unheard of for students to walk away fromterm nals which were | ogged
in, and for sneaky folks to then use their accounts to forge posts,
much to the | ater enbarrassnment of both the student and the
institution.

One way to |lessen problens is to avoid using mail-to URLs on your web
pages. They allow enail addresses to be easily harvested by those
institutions grabbing email addresses off the web. If you need to
have an erai| address preval ent on a web page, consider using a cg
script to generate the mmilto address.

Participate in mailing lists and news groups which discuss

unsolicited nmail/posts and the problens associated with it.
News. admi n. net - abuse. nmi sc i s probably the npst well-known of these.
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6. Wat's an ISP to Do

As an Internet Service Provider, you first and forenmpst shoul d decide
what your stance against unsolicited mail and posts will be. |If you
decide not to tolerate unsolicited nail, wite a clear Acceptable Use
Pol i cy which states your position and delineates consequences for
abuse. If you state that you will not tolerate use of your resource
for unsolicited mail/posts, and that the consequence will be | oss of
service, you should be able to cancel offending accounts relatively
qui ckly (after verifying that the account really IS being m s-used).
If you have downstreani ng arrangenents with other providers, you
shoul d make sure they are aware of any policy you set. Likew se, you
shoul d be aware of your upstream providers’ policies.

Consider limting access for dialup accounts so they cannot be used
by those who spew. Mke sure your mail servers aren't open for mail
to be bounced off them (except for legitinmte users). Mke sure your
mai | transfer agents are the nost up-to-date version (which pass
security audits) of the software.

Educat e your users about how to react to spew and spewers. Mke sure
instructions for witing rules for mailers are clear and avail abl e.
Support their efforts to deal with unwanted nmail at the local |evel -
taki ng some of the burden from your system adnini strators.

Make sure you have an address for abuse conplaints. |f conplainers
can routinely send mail to "abuse@i gl SP. exanpl e* and you have
soneone assigned to read that mail, workflow will be nmuch snopot her
Don’t require people conplaining about spamto use sonme unique |oca
address for conplaints. Read and use 'postnaster’ and 'abuse’. W
recomrend adherence to RFC 2142, _Mail box Names for Conmon Services,
Rol es and Functions. _ [7].

Finally, wite your contracts and terns and conditions in such

| anguage that allows you to suspend service for offenders, and so
that you can inpose a charge on them for your costs in handling the
conmpl aints their abuse generates and/or terninating their account and
cleaning up the nmess they make. Sone |arge | SPs have found that they
can fund nuch of their abuse prevention staff by inposing such
charges. Make sure all your custoners sign the agreenent before
their accounts are activated. There is a |list of "good" Acceptable
Use Policies and Terns of Service at:

http://spam abuse. net/ goodsi t es/i ndex. htm .
Legal |y, you nay be able to stop spamrers and spamrel ayers, but this

is certainly dependent on the jurisdictions involved. Potentiallly,
the passing of spamvia third party conputers, especially if the
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headers are forged, could be a crininal action depending on the | aws
of the particular jurisdiction(s) involved. |If your site is being
used as a spamrelay, be sure to contact |ocal and national crimna
| aw enforcenent agencies. Site operators may al so want to consi der
bringing civil actions against the spamrer for expropriation of
property, in particular the conputer time and network bandwi dth. In
addition, when a mailing list is involved, there is a potenti al
intellectual property rights violation

There are a few law suits in the courts now which clai m spanmers
interfered with and endangered network connectivity. At |east one
conpany is attenpting to charge spammers for the use of its networks
(www. kel i nk. com spam’) .

7. Security Considerations

Certain actions to stop spaming nay cause problens to legitimte
users of the net. There is a risk that filters to stop spaming wl |
unintentionally stop legitinmate mail too. Overloadi ng postnasters

wi th conpl ai nts about spamm ng may cause trouble to the wong person,
someone who i s not responsible for and cannot do anything to avoid
the spamm ng activity, or it nmay cause trouble out of proportion to
the abuse you are conpl ai ning about. Be sure to exercise discretion
and good judgnment in all these cases. Check your |ocal escalation
procedure. The Site Security Handbook [2] can hel p define an
escal ati on procedure if your site does not have one defi ned.

Lower | evels of network security interact with the ability to trace
spamvia | ogs or nessage headers. Measures to stop various sorts of
DNS and | P spoofing can make this information nore reliable.

Spammers can and will exploit obvious security weaknesses, especially
in NNTP servers. This can lead to denial of service, either fromthe
sheer volume of posts, or as a result of action taken by upstream
provi ders.
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10. Appendix - How to Track Down Spanmers

In a large proportion of spans today, conplaining to the postmaster
of the site that is the apparent sender of a nessage will have little
ef fect because either the headers are forged to di sguise the source
of the message, or the senders of the nessage run their own

systenm donai n, or both.

As a result, it may be necessary to look carefully at the headers of
a nmessage to see what parts are nost reliable, and/or to conplain to
the second or third-level Internet providers who provide |nternet
service to a probl em donai n.

In many cases, getting reports with full headers from various

reci pients of a spamcan help |ocate the source. In extrene cases of
header forgery, only exam nation of logs on nultiple systens can
trace the source of a message

Wth only one message in hand, one has to make an educated guess as
to the source. The followi ng are only rough guidelines.

In the case of mail nessages, "Received:" headers added by systens
under control of the destination organization are nost likely to be
reliable. You can’t trust what the source domain calls itself, but
you can usually use the source | P address since that is determ ned by
the destination domain's server.

In naive mail forgeries, the "Message-ID:" header may show the first
SMIP server to handl e the nmessage and/or the "Received:" headers may
all be accurate, but neither can be relied on. Be especially wary
when the Received: headers have other headers intermnm xed. Normally,
Recei ved: headers are all together in a block, and when split up, one
or the other blocks is probably forged.

In the case of news nessages, sone part of the Path: header nmay be a
forgery; only reports fromnultiple sites can nmake this clear. In
nai ve news forgeries, the "NNTP-Posting-Host:" header shows the
actual source, but this can be forged too.

If a spam nessage advertises an Internet server like a WWsite, that
server must be connected to the network to be usable. Therefore that
address can be traced. It is appropriate to conplain to the ISP
hosting a web site advertised in a SPAM even if the origin of the
spam seens to be el sewhere. Be aware that the spam could be an
attack on the advertised site; the perpetrator knows the site will be
deluged with conplaints and their reputation will be damaged. Any
spamwi th an electronic address in it is suspect because nost
spamers know they’' re unwel conre and won't make thensel ves accessi bl e.
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Here is an exanple mail header

From friendl ynmai | @09. 214. 12. 258. com Thu Feb 26 20: 32: 47 1998

Received: fromclio.sc.intel.comby Ludwi g.sc.intel.com (4.1/SM-4.1)
id AAO5377; Thu, 26 Feb 98 20: 32:46 PST

Recei ved: from 209.214. 12. 258. com (209. 214. 12. 258. com [ 208. 26. 102. 16])
by clio.sc.intel.com (8.8.6/8.8.5) with ESMIP id UAA29637
for <sallyh@ntel.comr; Thu, 26 Feb 1998 20:33: 30 -0800 (PST)

Recei ved: ok

X- Sender: pronol@ot osportsbook. com

X-Advertisenent: <a href="http://ww. opt-out.conm >

Cick here to be renoved.

Date: Thu, 26 Feb 1998 23:23:03 -0500

From Sent By <pronpl@ot osportsbook. conr

Repl y-To: Sent By <pronol@ot osportsbook. con»

To: friend@ul kmai | er

Subj ect: Ad: FREE $50 in Sportsbook & Casino

X-Mailer: AK-Mail 3.0b [eng] (unregistered)

M nme-Version: 1.0

Cont ent - Type: text/plain; charset=us-asci

Cont ent - Transf er-Encodi ng: 7bit

Sender: friendl ynmai |l @qua. 258. com

Message-1d: <bul k. 6508. 19980226232535@qua. 258. con

Status: R

Doing a traceroute on an | P address or DNS address will show what
domai ns provide | P connectivity fromyou to that address.

Usi ng whoi s and nsl ookup, one can try to determne who is
adm ni stratively responsible for a domain.

In sinple cases, a user of a responsible site may be exploiting an
account or a weakness in dial-up security; in those cases a conpl aint
to a single site may be sufficient. However, it nay be appropriate to
complain to nore than one domain, especially when it |ooks like the
spamers run their own system

If you look at the traceroute to an address, you will normally see a
series of dommins between you and that address, with one or nore

wi de- area/national |Internet Service Providers in the niddle and
"smal | er" networks/domains on either end. It may be appropriate to
complain to the domai ns nearer the source, up to and including the
cl osest wide-area | SP. However, this is a judgenent call.

If an internmedi ate site appears to be a known, responsible donain,
stoppi hg your conplaints at this point nmakes sense.
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