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and status of this protocol. Distribution of this nmeno is unlimted.
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1. Introduction

Thi s docunent describes four optional security service extensions for
S/M ME. The services are:

- signed receipts
- security labels
- secure nailing lists
- signing certificates

The first three of these services provide functionality that is
simlar to the Message Security Protocol [MSP4], but are useful in
many ot her environments, particularly business and finance. Signing
certificates are useful in any environment where certificates night
be transmitted with signed nessages.

The services described here are extensions to S/M M version 3 ([ M5@G
and [CERT]), and sone of themcan al so be added to S/M ME version 2

[ SM ME2] . The extensions described here will not cause an S/M ME
version 3 recipient to be unable to read nessages froman S/M Me
versi on 2 sender. However, sone of the extensions will cause nessages
created by an S/M ME version 3 sender to be unreadable by an SIM M
version 2 recipient.

Thi s docunent describes both the procedures and the attributes needed
for the four services. Note that some of the attributes described in
this docunment are quite useful in other contexts and should be

consi dered when extending S/M ME or other CMS applications.
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The format of the nessages are described in ASN. 1: 1988 [ ASNL-1988].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ MUSTSHOULD] .

1.1 Triple Wapping

Sone of the features of each service use the concept of a "triple
wr apped” nessage. A triple wapped nmessage is one that has been
signed, then encrypted, then signed again. The signers of the inner
and outer signatures may be different entities or the sane entity.
Note that the S/M ME specification does not limt the nunmber of
nested encapsul ati ons, so there may be nore than three w appings.

1.1.1 Purpose of Triple Wapping

Not all nessages need to be triple wapped. Triple wapping is used
when a nmessage nmust be signed, then encrypted, and then have signed
attributes bound to the encrypted body. Quter attributes may be added
or renoved by the nessage originator or internediate agents, and may
be signed by internmedi ate agents or the final recipient.

The inside signature is used for content integrity, non-repudiation
with proof of origin, and binding attributes (such as a security

| abel) to the original content. These attributes go fromthe
originator to the recipient, regardless of the nunber of intermediate
entities such as mail |ist agents that process the nmessage. The
signed attributes can be used for access control to the inner body.
Requests for signed receipts by the originator are carried in the

i nside signature as well.

The encrypted body provides confidentiality, including
confidentiality of the attributes that are carried in the inside
si gnature.

The outside signature provides authentication and integrity for
information that is processed hop-by-hop, where each hop is an
intermedi ate entity such as a mail list agent. The outer signature
binds attributes (such as a security label) to the encrypted body.
These attributes can be used for access control and routing
deci si ons.
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1.1.2 Steps for Triple Wapping

The steps to create a triple wapped nessage are:

1.

2

Start with a nmessage body, called the "original content".

Encapsul ate the original content with the appropriate M ME
Content-type headers, such as "Content-type: text/plain". An
exception to this M ME encapsul ation rule is that a signed receipt
is not put in MM headers.

Sign the result of step 2 (the inner MM headers and the origina
content). The SignedData encapContentl|nfo eContent Type object
identifier MIST be id-data. If the structure you create in step 4
is multipart/signed, then the SignedData encapContentlnfo eContent
MUST be absent. If the structure you create in step 4 is
application/pkcs7-m me, then the SignedData encapContentlnfo
eContent MUST contain the result of step 2 above. The Si gnedData
structure is encapsulated by a Contentlnfo SEQUENCE with a
cont ent Type of i d-signedDat a.

Add an appropriate M ME construct to the signed nessage from step
3 as defined in [M8G. The resulting nessage is called the "inside
signature".

If you are signing using multipart/signed, the MM construct
added consists of a Content-type of multipart/signed with
paraneters, the boundary, the result of step 2 above, the
boundary, a Content-type of application/pkcs7-signature,
optional M ME headers (such asContent-transfer-encodi ng and
Content-di sposition), and a body part that is the result of
step 3 above.

If you are instead signing using application/pkcs7-mnme, the MM
construct added consists of a Content-type of
application/pkcs7-mme with paraneters, optional M ME headers
(such as Content-transfer-encoding and Content-di sposition), and
the result of step 3 above.

Encrypt the result of step 4 as a single block, turning it into an
appl i cation/pkcs7-m me object. The Envel opedDat a

encrypt edContent I nfo content Type MJST be i d-data.

The Envel opedData structure is encapsulated by a Contentlnfo
SEQUENCE with a content Type of id-envel opedData. This is called
the "encrypted body".
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6. Add the appropriate M ME headers: a Content-type of
appl i cation/pkcs7-minme with paranmeters, and optional M ME headers
such as Content-transfer-encodi ng and Content-di sposition

7. Using the sane logic as in step 3 above, sign the result of step 6
(the M ME headers and the encrypted body) as a single block

8. Using the same logic as in step 4 above, add an appropriate M M
construct to the signed nessage fromstep 7. The resulting nessage
is called the "outside signature", and is also the triple wapped
nessage

1.2 Format of a Triple Wapped Message

A triple wapped message has nmany | ayers of encapsul ati on. The
structure differs based on the choice of format for the signed
portions of the nessage. Because of the way that M ME encapsul ates
data, the layers do not appear in order, and the notion of "layers"
becones vague

There is no need to use the multipart/signed format in an inner
signature because it is known that the recipient is able to process
S/ M ME nessages (because they decrypted the niddl e wapper). A
sendi ng agent m ght choose to use the nultipart/signed format in the
outer layer so that a non-S/M ME agent could see that the next inner
| ayer is encrypted; however, this is not of great value, since all it
shows the recipient is that the rest of the message is unreadable.
Because many sendi ng agents always use nultipart/signed structures,
all receiving agents MJST be able to interpret either

mul tipart/signed or application/pkcs7-m nme signature structures.

The format of a triple wapped nmessage that uses mnultipart/signed for
both signatures is:

[step 8] Content-type: nultipart/signed;

[step 8] prot ocol ="appl i cation/ pkcs7-si gnature";
[step 8] boundar y=out er boundary
[step 8]

[step 8] --outerboundary
[step 6] Content-type: application/pkcs7-m ne;

)
[step 6] sm ne-type=envel oped- dat a )
[step 6] )
[step 4] Content-type: nultipart/signed; | )
[step 4] pr ot ocol ="appl i cati on/ pkcs7-si gnature"; | )
[step 4] boundar y=i nner boundary | )
[step 4] )
[step 4] --innerboundary | )
[step 2] Content-type: text/plain % | )
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[step 2]

[step 1] Original content

[step 4]

[step 4] --innerboundary
[step 4] Content-type: application/pkcs7-signature

[step 4]

[step 3] inner SignedData bl ock (eContent is m ssing)

[step 4]

[step 4] --innerboundary--

[step 8]

[step 8] --outerboundary

% |
% |

e e e e N e N N

[step 8] Content-type: application/pkcs7-signature

[step 8]

[step 7] outer SignedData bl ock (eContent is m ssing)

[step 8]

[step 8] --outerboundary--

% = These lines are what the inner signature is conputed over.

| = These lines are what

is encrypted in step 5. This encrypted result

is opaque and is a part of an Envel opedData bl ock

)

These |ines are what the outer signature is computed over

The format of a triple wapped nessage that uses application/pkcs7-
mnme for the both signatures is:

[step 8] Content-type: application/pkcs7-m me;

[step 3] inner SignedData bl ock (eContent is present)
[step 2] Content-type: text/plain

[step 2]

[step 8] sm me-type=si gned- dat a

[step 8]

[step 7] outer SignedData bl ock (eContent is present) @)

[step 6] Content-type: application/pkcs7-m ne; @)

[step 6] sm me-t ype=envel oped- dat a; @)

[step 6] @)

[step 4] Content-type: application/pkcs7-m ne; @)

[step 4] sm nme-type=si gned- dat a @]

[step 4] @)
O
O
O
O

[step 1] Original content

e e e e N e N N N N

I = These lines are the inner SignedData bl ock, which is opaque and
contains the ASN. 1 encoded result of step 2 as well as contro

i nformation.
| = These lines are what

is encrypted in step 5. This encrypted result

is opaque and is a part of an Envel opedData bl ock
) = These lines are what the outer signature is conmputed over
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O = These lines are the outer SignedData bl ock, which is opaque and
contains the ASN. 1 encoded result of step 6 as well as contro
i nformation.

1.3 Security Services and Triple Wapping

The first three security services described in this docunent are used
with triple wapped nmessages in different ways. This section briefly
describes the relationship of each service with triple wapping; the
ot her sections of the docunment go into greater detail.

1.3.1 Signed Receipts and Triple Wapping

A signed recei pt may be requested in any SignedData object. However,
if a signed receipt is requested for a triple wapped nessage, the
recei pt request MJST be in the inside signature, not in the outside
signature. A secure mailing list agent nmay change the receipt policy
in the outside signature of a triple wapped nessage when t hat
message is processed by the mailing |ist.

Note: the signed receipts and receipt requests described in this neno
differ fromthose described in the work done by the | ETF Recei pt
Notification Wrrking G oup. The output of that Wrking G oup, when
finished, is not expected to work well with triple wapped nessages
as described in this docunent.

1.3.2 Security Labels and Triple Wapping

A security | abel may be included in the signed attributes of any
Si gnedDat a object. A security label attribute nay be included in
either the inner signature, outer signature, or both.

The inner security label is used for access control decisions related
to the plaintext original content. The inner signature provides

aut hentication and cryptographically protects the integrity of the
original signer’'s security label that is in the inside body. This
strategy facilitates the forwardi ng of nmessages because the origina
signer’s security label is included in the SignedData bl ock which can
be forwarded to a third party that can verify the inner signature
which will cover the inner security label. The confidentiality
security service can be applied to the inner security |abel by
encrypting the entire inner SignedData bl ock within an Envel opedDat a
bl ock.

A security | abel may also be included in the signed attributes of the
outer SignedData bl ock which will include the sensitivities of the
encrypted nessage. The outer security label is used for access
control and routing decisions related to the encrypted nessage. Note
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that a security label attribute can only be used in a
signedAttributes bl ock. An eSSSecuritylLabel attribute MJST NOT be
used in an Envel opedData or unsigned attri butes.

1.3.3 Secure Mailing Lists and Triple Wapping

Secure nmail |ist nessage processing depends on the structure of

S/M ME | ayers present in the nmessage sent to the mail |ist agent. The
mai | |ist agent never changes the data that was hashed to formthe
inner signature, if such a signature is present. If an outer
signature is present, then the agent will nodify the data that was
hashed to formthat outer signature. In all cases, the agent adds or
updat es an ml Expansi onHi story attribute to docunent the agent’s
processing, and ultinmately adds or replaces the outer signature on
the message to be distributed.

1.3.4 Placenment of Attributes

Certain attributes should be placed in the inner or outer SignedData
message; some attributes can be in either. Further, sone attributes
must be signed, while signing is optional for others, and some
attributes nust not be signed. ESS defines several types of
attributes. ContentHi nts and Contentldentifier MAY appear in any
list of attributes. contentReference, equival entLabel,
eSSSecuritylLabel and m Expansi onHi story MJST be carried in a
SignedAttributes or AuthAttributes type, and MJST NOT be carried in a
Unsi gnedAttri butes, UnauthAttributes or UnprotectedAttributes type.
nmegSi gbi gest, recei pt Request and signingCertificate MJST be carried
in a SignedAttributes, and MJUST NOT be carried in a AuthAttributes,
Unsi gnedAttributes, UnauthAttributes or UnprotectedAttributes type.
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The following table sunmari zes the recommendation of this profile. In
the OD colum, [ESS] indicates that the attribute is defined in this

docunent .
| | ' nner or |

Attribute | D | out er | Si gned
------------------ TRttt B EEEEl EEREEEES
contentH nts | i d-aa- content H nt [ ESS] | ei t her | MAY
contentldentifier |id-aa-contentldentifier [ESS] |either | MAY
content Reference |id-aa-contentReference [ESS] |either | MUST
cont ent Type | i d-cont ent Type [ CVB] | ei t her | MUST
counterSignature |id-countersignature [CMV5] | ei t her | MUST NOT
equi val ent Label | i d- aa- equi val ent Label s [ESS] |either | MUST
eSSSecuritylLabel |id-aa-securitylabel [ESS] | ei t her | MUST
messageDi gest | i d- messageDi gest [ CVB] | ei t her | MUST
negSi ghi gest | i d-aa- msgSi gDhi gest [ ESS] | i nner only| MUST
m Expansi onHi st ory| i d- aa- M ExpandHi story [ ESS] | out er only| MJST
recei pt Request | i d-aa-recei pt Request [ ESS] | i nner only| MUST
signingCertificate|id-aa-signingCertificate [ESS]|either | MUST
si gni ngTi ne | i d-si gni ngTi ne [ CVB] | ei t her | MUST
sm meCapabilities | sM MECapabilities [ MSG | ei t her | MUST
sM MEEncr ypti on-

KeyPr ef er ence | i d- aa- encrypKeyPref [ MG | ei t her | MUST

CVB defines signedAttrs as a SET OF Attribute and defines

unsi gnedAttrs as a SET OF Attribute. ESS defines the contentHints,
contentldentifier, eSSecuritylLabel, nsgSi ghi gest, m ExpansionHi story,
recei pt Request, content Reference, equival ent Label s and
signingCertificate attribute types. A signerlnfo MJST NOT incl ude

mul tiple instances of any of the attribute types defined in ESS
Later sections of ESS specify further restrictions that apply to the
recei pt Request, ml Expansi onHi story and eSSecuritylabel attribute

types.

CVB defines the syntax for the signed and unsigned attributes as
"attrValues SET OF AttributeValue". For all of the attribute types
defined in ESS, if the attribute type is present in a signerlnfo,
then it MUST only include a single instance of AttributeValue. In
ot her words, there MUST NOT be zero, or nultiple, instances of
AttributeVal ue present in the attrValues SET OF Attri buteVval ue.

If a counterSignature attribute is present, then it MJST be included
in the unsigned attributes. It MJUST NOT be included in the signed
attributes. The only attributes that are allowed in a
counterSignature attribute are counterSi gnature, messageDi gest,

si gni ngTine, and signingCertificate.
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Note that the inner and outer signatures are usually those of
different senders. Because of this, the same attribute in the two
signatures could lead to very different consequences.

Contentldentifier is an attribute (OCTET STRING used to carry a
uni que identifier assigned to the nessage.

1.4 Required and Optional Attributes

Sone security gateways sign nessages that pass through them If the
nmessage i s any type other than a signedData type, the gateway has
only one way to sign the nmessage: by wapping it with a signedData

bl ock and M ME headers. |If the nessage to be signed by the gateway is
a signedData nessage al ready, the gateway can sign the nmessage by
inserting a signerinfo into the signedData bl ock

The nmai n advantage of a gateway adding a signerinfo instead of
wrappi ng the nessage in a new signature is that the nessage doesn’t
grow as much as if the gateway w apped the nessage. The nmain

di sadvantage is that the gateway nmust check for the presence of
certain attributes in the other signerinfos and either onmt or copy
those attri butes.

If a gateway or other processor adds a signerinfo to an existing

si gnedDat a bl ock, it MJST copy the m ExpansionHi story and
eSSSecuritylLabel attributes from other signerinfos. This hel ps ensure
that the recipient will process those attributes in a signerinfo that
it can verify.

Note that sormeone may in the future define an attribute that nust be
present in each signerinfo of a signedData block in order for the
signature to be processed. If that happens, a gateway that inserts
signerinfos and doesn’t copy that attribute will cause every nessage
with that attribute to fail when processed by the recipient. For this
reason, it is safer to wap nessages with new signatures than to

i nsert signerlnfos.

1.5 bject ldentifiers

The object identifiers for nmany of the objects described in this nmeno
are found in [CM5], [M5@E, and [CERT]. O her object identifiers used
in SSMM: can be found in the registry kept at

<http://www inc.org/ietf-smme/oids. html > Wen this nmeno noves to
standards track within the IETF, it is intended that the | ANA wll

mai ntain this registry
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2. Signed Receipts

Returning a signed recei pt provides to the originator proof of
delivery of a nessage, and allows the originator to denponstrate to a
third party that the recipient was able to verify the signature of
the original nessage. This receipt is bound to the original nessage
through the signature; consequently, this service nmay be requested
only if a message is signed. The recei pt sender nay optionally al so
encrypt a receipt to provide confidentiality between the receipt
sender and the receipt recipient.

2.1 Signed Recei pt Concepts

The originator of a nmessage may request a signed receipt fromthe
message’s recipients. The request is indicated by adding a
recei pt Request attribute to the signedAttributes field of the
Signerinfo object for which the receipt is requested. The receiving
user agent software SHOULD automatically create a signed recei pt when
requested to do so, and return the receipt in accordance with nmailing
i st expansion options, |local security policies, and configuration
options.

Because receipts involve the interaction of two parties, the
term nol ogy can sonetimes be confusing. In this section, the "sender"
is the agent that sent the original nessage that included a request
for a receipt. The "receiver" is the party that received that nessage
and generated the receipt.

The steps in a typical transaction are:

1. Sender creates a signed nmessage including a receipt request
attribute (Section 2.2).

2. Sender transmits the resulting message to the recipient or
recipients.

3. Recipient receives nessage and determines if there is a valid
signature and recei pt request in the message (Section 2. 3).

4. Recipient creates a signed receipt (Section 2.4).

5. Recipient transmits the resulting signed receipt nessage to the
sender (Section 2.5).
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6. Sender receives the nessage and validates that it contains a
signed receipt for the original nessage (Section 2.6). This
validation relies on the sender having retained either a copy of
the original nessage or information extracted fromthe origina
message

The ASN.1 syntax for the receipt request is given in Section 2.7; the
ASN. 1 syntax for the receipt is given in Section 2.8.

Note that a sending agent SHOULD renenber when it has sent a receipt
so that it can avoid re-sending a receipt each time it processes the
nessage

A recei pt request can indicate that receipts be sent to many pl aces,
not just to the sender (in fact, the receipt request mght indicate
that the receipts should not even go to the sender). In order to
verify a receipt, the recipient of the receipt nust be the originator
or a recipient of the original nessage. Thus, the sender SHOULD NOT
request that receipts be sent to anyone who does not have an exact
copy of the message.

2.2 Recei pt Request Creation

Multi-layer S/IM ME nmessages may contain nmultiple SignedData | ayers.
However, receipts nmay be requested only for the innernost SignedData
layer in a multi-layer S/MME nessage, such as a triple wapped
message. Only one recei pt Request attribute can be included in the
signedAttri butes of a Signerlnfo.

A Recei pt Request attribute MJUST NOT be included in the attributes of
a Signerinfo in a SignedData object that encapsul ates a Receipt
content. In other words, the receiving agent MJUST NOT request a
signed receipt for a signed receipt.

A sender requests receipts by placing a recei ptRequest attribute in
the signed attributes of a signerlinfo as foll ows:

1. A receiptRequest data structure is created

2. A signed content identifier for the message is created and assi gned
to the signedContentldentifier field. The signedContentldentifier
is used to associate the signed receipt with the nessage requesting
the signed receipt.

3. The entities requested to return a signed receipt are noted in the
recei ptsFromfield.
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4. The message originator MJST popul ate the receiptsTo field with a
Gener al Names for each entity to whomthe recipient should send the
signed receipt. If the message originator wants the recipient to
send the signed receipt to the originator, then the originator MJST
include a General Nanes for itself in the receiptsTo field.

General Nanes is a SEQUENCE OF General Name. receiptsTo is a
SEQUENCE OF General Names in which each General Names represents an
entity. There may be nultiple General Nane instances in each
General Names. At a mninmum the nessage origi nator MJST popul ate
each entity’'s General Nanes with the address to which the signed
recei pt should be sent. Optionally, the nessage origi nator MAY

al so popul ate each entity’s General Nanes with other CGeneral Nane

i nstances (such as directoryNane).

5. The conpl eted recei pt Request attribute is placed in the
signedAttributes field of the Signerlnfo object.

2.2.1 Multiple Recei pt Requests

There can be multiple Signerinfos within a SignedData object, and
each Signerinfo may include signedAttributes. Therefore, a single
Si gnedDat a obj ect may include nmultiple Signerlnfos, each Signerlnfo
havi ng a recei pt Request attribute. For exanple, an originator can
send a signed nessage with two Signerlnfos, one containing a DSS
signature, the other containing an RSA signature.

Each reci pient SHOULD return only one signed receipt.

Not all of the Signerlnfos need to include receipt requests, but in
all of the Signerinfos that do contain receipt requests, the receipt
requests MJUST be identical

2.2.2 Information Needed to Validate Signed Receipts

The sendi ng agent MJST retain one or both of the following itens to
support the validation of signed receipts returned by the recipients.

- the original signedData object requesting the signed receipt

- the nessage signature digest value used to generate the origina
si gnedDat a signerlnfo signature value and the digest value of the
Recei pt content containing values included in the origina
signedData object. If signed receipts are requested frommultiple
reci pients, then retaining these digest values is a performance
enhancenment because the sendi ng agent can reuse the saved val ues
when verifying each returned signed receipt.
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2.3 Recei pt Request Processing

A recei pt Request is associated only with the Signerlnfo object to
which the receipt request attribute is directly attached. Receiving
software SHOULD exam ne the signedAttributes field of each of the
Signerinfos for which it verifies a signature in the innernost
signedData object to deternmine if a receipt is requested. This may
result in the receiving agent processing nultiple receiptRequest
attributes included in a single SignedData object, such as requests
made from different people who signed the object in parallel

Bef ore processing a recei pt Request signedAttribute, the receiving
agent MUST verify the signature of the Signerlinfo which covers the
recei pt Request attribute. A recipient MIST NOT process a
recei pt Request attribute that has not been verified. Because all
recei pt Request attributes in a SignedData object nust be identical,
the receiving application fully processes (as described in the

foll owi ng paragraphs) the first recei ptRequest attribute that it
encounters in a Signerinfo that it verifies, and it then ensures that
all other recei ptRequest attributes in signerinfos that it verifies
are identical to the first one encountered. If there are verified
Recei pt Request attributes which are not the same, then the processing
software MUST NOT return any signed receipt. A signed receipt SHOULD
be returned if any signerinfo containing a recei ptRequest attribute
can be validated, even if other signerlnfos containing the sane
recei pt Request attribute cannot be validated because they are signed
using an algorithmnot supported by the receiving agent.

If a recei ptRequest attribute is absent fromthe signed attri butes,
then a signed recei pt has not been requested fromany of the nessage
reci pients and MUST NOT be created. If a recei ptRequest attribute is
present in the signed attributes, then a signed receipt has been
requested fromsone or all of the message recipients. Note that in
sonme cases, a receiving agent might receive two al nost-identica
messages, one with a receipt request and the other without one. In
this case, the receiving agent SHOULD send a signed receipt for the
message that requests a signed receipt.

If a recei ptRequest attribute is present in the signed attributes,

the follow ng process SHOULD be used to determine if a nessage
reci pi ent has been requested to return a signed receipt.
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1. If an m ExpansionHi story attribute is present in the outernost
si gnedDat a bl ock, do one of the followi ng two steps, based on the
absence or presence of m ReceiptPolicy:

1.1. If an m ReceiptPolicy value is absent fromthe |ast M.Data
el ement, a Mail List receipt policy has not been specified
and the processing software SHOULD exam ne the
recei pt Request attribute value to deternmine if a receipt
shoul d be created and returned.

1.2. If an m ReceiptPolicy value is present in the |last MData
el ement, do one of the followi ng two steps, based on the
val ue of n Recei pt Poli cy:

1.2.1. If the m ReceiptPolicy value is none, then the receipt
policy of the Mail List supersedes the originator’s
request for a signed receipt and a signed recei pt MJST
NOT be creat ed.

1.2.2. If the m ReceiptPolicy value is insteadOf or
i nAddi ti onTo, the processing software SHOULD exam ne
the receiptsFromval ue fromthe recei pt Request
attribute to deternmine if a receipt should be created
and returned. If a receipt is created, the insteadX
and inAdditionTo fields identify entities that SHOULD
be sent the receipt instead of or in addition to the
ori gi nat or.

2. If the receiptsFromval ue of the recei pt Request attribute
allOFirstTier, do one of the following two steps based on the
value of allOFirstTier.

2.1. If the value of allOFirstTier is all Receipts, then a signed
recei pt SHOULD be created.

2.2. If the value of allOFirstTier is firstTierRecipients, do
one of the followi ng two steps based on the presence of an
m Expansi onHi story attribute in an outer signedData bl ock:

2.2.1. If an m ExpansionHi story attribute is present, then
this recipient is not a first tier recipient and a
signed recei pt MJST NOT be creat ed.

2.2.2. If an m Expansi onHi story attribute is not present,
then a signed recei pt SHOULD be creat ed.

3. If the receiptsFromval ue of the recei ptRequest attribute is a
recei ptList:
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3.1. If receiptList contains one of the General Names of the
reci pient, then a signed recei pt SHOULD be creat ed.

3.2. If receiptList does not contain one of the General Nanes of
the recipient, then a signed recei pt MUST NOT be created.

A flow chart for the above steps to be executed for each signerinfo
for which the receiving agent verifies the signature would be:

0. Receipt Request attribute present?

YES -> 1.
NO -> STCP
1. Has m Expansi onHi story in outer signedData?
YES -> 1.1.
NO -> 2.
1.1. m ReceiptPolicy absent?
YES -> 2.
NO -> 1.2.

1.2. Pick based on value of m ReceiptPolicy.
none -> 1.2.1.
i nsteadOf or inAdditionTo -> 1.2.2.

.2.1. STOP.

.2.2. Exanmine receiptsFromto deternmine if a receipt should be
created, create it if required, send it to recipients designated
by m Recei ptPolicy, then -> STOP.

2. Is value of receiptsFromall OFirstTier?

YES -> Pick based on value of allOrFirstTier.
al | Receipts -> 2. 1.
firstTi erRecipients -> 2.2.

NO -> 3.

o

2.1. Create a receipt, then -> STOP.

2.2. Has m ExpansionHi story in the outer signedData bl ock?
YES -> 2.2.1.
NO -> 2.2.2.

2.2.1. STOP.

2.2.2. Create a receipt, then -> STOP.

3. Is recei ptsFromval ue of receiptRequest a receiptlList?
YES -> 3.1.
NO -> STOP.

3.1. Does receiptList contain the recipient?
YES -> Create a receipt, then -> STOP.
NO -> 3.2.

3.2. STOP.
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2.4 Signed Receipt Creation

A signed receipt is a signedData object encapsul ating a Recei pt
content (also called a "signedData/Receipt"). Signed receipts are
created as foll ows:

1. The signature of the original signedData signerlnfo that includes
the recei pt Request signed attribute MJST be successfully verified
before creating the signedDat a/ Recei pt.

1.1

1.2

The content of the original signedbData object is digested as
described in [CM5]. The resulting digest value is then
conmpared with the value of the nmessageDi gest attribute
included in the signedAttributes of the original signedData
signerinfo. If these digest values are different, then the
signature verification process fails and the

si gnedDat a/ Recei pt MJST NOT be created.

The ASN. 1 DER encoded signedAttributes (including
messageDi gest, recei pt Request and, possibly, other signed
attributes) in the original signedData signerinfo are
digested as described in [CM5]. The resulting digest

val ue, called nsgSigbhigest, is then used to verify the
signature of the original signedbData signerinfo. If the
signature verification fails, then the signedData/ Recei pt
MUST NOT be creat ed.

2. A Receipt structure is created

2. 1.

2. 2.

2. 3.

2.4.

The val ue of the Receipt version field is set to 1.

The object identifier fromthe content Type attribute
included in the original signedData signerlnfo that

i ncludes the recei pt Request attribute is copied into
the Receipt content Type.

The original signedData signerlnfo receiptRequest
si gnedContentldentifier is copied into the Receipt
si gnedContent I dentifi er

The signature value fromthe original signedData signerlnfo
that includes the recei pt Request attribute is copied into
the Receipt ori gi nat or Si gnat ur eVal ue.

3. The Receipt structure is ASN. 1 DER encoded to produce a data
stream D1
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10.

D1 is digested. The resulting digest value is included as the
messageDi gest attribute in the signedAttributes of the signerinfo
which will eventually contain the signedData/Receipt signature
val ue.

The di gest value (nsgSigDigest) calculated in Step 1 to verify the
signature of the original signedData signerinfo is included as the
megSi ghi gest attribute in the signedAttributes of the signerlnfo
which will eventually contain the signedData/Receipt signature

val ue.

A content Type attribute including the id-ct-receipt object
identifier MJST be created and added to the signed attributes of
the signerinfo which will eventually contain the

si gnedDat a/ Recei pt si gnature val ue.

A signingTine attribute indicating the tinme that the

si gnedDat a/ Recei pt is signed SHOULD be created and added to the
signed attributes of the signerinfo which will eventually contain
the signedDat a/ Recei pt signature value. O her attributes (except
recei pt Request) may be added to the signedAttributes of the

si gner | nfo.

The signedAttributes (nessageDi gest, msgSi ghi gest, content Type and,
possi bly, others) of the signerinfo are ASN.1 DER encoded and

di gested as described in [CM5]. The resulting digest value is used
to calculate the signature value which is then included in the

si gnedDat a/ Recei pt si gnerl nfo.

The ASN. 1 DER encoded Receipt content MJST be directly encoded
within the signedData encapContentlnfo eContent OCTET STRI NG
defined in [CM5]. The id-ct-receipt object identifier MJST be
included in the signedData encapContentlnfo eContentType. This
results in a single ASN. 1 encoded object conposed of a signedData
including the Receipt content. The Data content type MJST NOT be
used. The Receipt content MJST NOT be encapsulated in a MM
header or any other header prior to being encoded as part of the
si gnedDat a obj ect .

The signedDat a/ Receipt is then put in an application/pkcs7-m ne
M ME wrapper with the sm nme-type paranmeter set to

"signed-receipt". This will allow for identification of signed
recei pts without having to crack the ASN. 1 body. The sm ne-type
paraneter would still be set as normal in any |ayer w apped

around this message.
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11. If the signedData/Receipt is to be encrypted within an
envel opedDat a obj ect, then an outer signedData object MJST be
created that encapsul ates the envel opedData object, and a
contentHints attribute with content Type set to the id-ct-receipt
obj ect identifier MJST be included in the outer signedData
Signerinfo signedAttributes. When a receiving agent processes the
out er signedData object, the presence of the id-ct-receipt ODin
the contentH nts content Type indicates that a signedDat a/ Recei pt
is encrypted within the envel opedDat a obj ect encapsul ated by the
out er si gnedDat a.

Al'l sending agents that support the generation of ESS signed receipts
MUST provide the ability to send encrypted signed receipts (that is,
a signedbDat a/ Recei pt encapsul ated within an envel opedData). The
sendi ng agent MAY send an encrypted signed receipt in response to an
envel opedDat a- encapsul at ed si gnedData requesting a signed receipt. It
is a matter of local policy regardi ng whether or not the signed
recei pt should be encrypted. The ESS signed receipt includes the
message di gest value calcul ated for the original signedData object
that requested the signed receipt. If the original signedData object
was sent encrypted within an envel opedData object and the ESS signed
receipt is sent unencrypted, then the nessage di gest val ue cal cul ated
for the original encrypted signedData object is sent unencrypted. The
responder shoul d consider this when deciding whether or not to
encrypt the ESS signed receipt.

2.4.1 MExpansionHi story Attributes and Receipts

An M_.Expansi onHi story attribute MJUST NOT be included in the
attributes of a Signerinfo in a SignedData object that encapsul ates a
Recei pt content. This is true because when a SignedDatal/ Receipt is
sent to an MLA for distribution, then the MA nmust always encapsul ate
the received SignedData/Receipt in an outer SignedData in which the
MLA wi Il include the M.ExpansionHi story attribute. The M.A cannot
change the signedAttributes of the received SignedData/ Recei pt

object, so it can't add the M.Expansi onHi story to the

Si gnedDat a/ Recei pt .

2.5 Determ ning the Recipients of the Signed Receipt
If a signed receipt was created by the process described in the
sections above, then the software MJST use the follow ng process to
determine to whomthe signed recei pt should be sent.
1. The receiptsTo field nmust be present in the recei pt Request

attribute. The software initiates the sequence of recipients with
the val ue(s) of receiptsTo.
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2. If the M ExpansionHi story attribute is present in the outer
Si gnedDat a bl ock, and the | ast MData contains an M.Recei pt Policy
val ue of insteadd, then the software replaces the sequence of
recipients with the value(s) of insteadO.

3. If the M ExpansionHi story attribute is present in the outer
Si gnedbData bl ock and the | ast M.Data contai ns an M_Recei pt Policy
val ue of inAdditionTo, then the software adds the val ue(s) of
i nAddi tionTo to the sequence of recipients.

2.6. Signed Receipt Validation

A signed receipt is comunicated as a single ASN. 1 encoded obj ect
composed of a signedData object directly including a Receipt content.
It is identified by the presence of the id-ct-receipt object
identifier in the encapContentlnfo eContent Type val ue of the

si gnedDat a obj ect including the Receipt content.

Al t hough recipients are not supposed to send nore than one signed
recei pt, receiving agents SHOULD be able to accept nultiple signed
receipts froma recipient.

A signedDat a/ Receipt is validated as foll ows:
1. ASN. 1 decode the signedData object including the Receipt content.

2. Extract the content Type, signedContentldentifier, and
ori gi nator Si gnatureVal ue fromthe decoded Receipt structure to
identify the original signedData signerlinfo that requested the
si gnedDat a/ Recei pt .

3. Acquire the message signature digest value cal cul ated by the sender
to generate the signature value included in the original signedData
signerinfo that requested the signedData/ Recei pt.

3.1. If the sender-cal cul ated nessage signature di gest val ue has
been saved locally by the sender, it nust be |ocated and
retrieved.

3.2. If it has not been saved, then it must be re-cal cul ated based
on the original signedData content and signedAttributes as
described in [CVS].

4. The message signature digest value calculated by the sender is then
compared with the value of the nsgSi ghi gest signedAttribute
included in the signedDatal/ Recei pt signerinfo. If these digest
val ues are identical, then that proves that the nmessage signature
di gest val ue cal culated by the recipient based on the received
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original signedData object is the same as that cal cul ated by the
sender. This proves that the recipient received exactly the same
original signedData content and signedAttributes as sent by the
sender because that is the only way that the recipient could have
cal cul ated the sane nmessage signature digest value as cal cul ated by
the sender. |If the digest values are different, then the

si gnedDat a/ Recei pt signature verification process fails.

5. Acquire the digest value cal cul ated by the sender for the Receipt
content constructed by the sender (including the contentType,
si gnedContentldentifier, and signature value that were included in
the original signedData signerlinfo that requested the
si gnedDat a/ Recei pt) .

5.1. If the sender-cal cul ated Recei pt content digest val ue has
been saved locally by the sender, it nust be |ocated and
retrieved.

5.2. If it has not been saved, then it nust be re-calculated. As
described in section above, step 2, create a Receipt
structure including the content Type, signedContentldentifier
and signature value that were included in the origina
si gnedDat a signerlnfo that requested the signed receipt. The
Recei pt structure is then ASN.1 DER encoded to produce a data
stream which is then digested to produce the Recei pt content
di gest val ue.

6. The Receipt content digest value calculated by the sender is then
conpared with the value of the nessageDi gest signedAttribute
included in the signedDatal/Recei pt signerinfo. If these digest
val ues are identical, then that proves that the values included in
the Receipt content by the recipient are identical to those that
were included in the original signedData signerinfo that requested
the signedData/ Recei pt. This proves that the recipient received the
origi nal signedData signed by the sender, because that is the only
way that the recipient could have obtai ned the original signedData
signerinfo signature value for inclusion in the Receipt content. I|f
the digest values are different, then the signedData/ Recei pt
signature verification process fails.

7. The ASN. 1 DER encoded signedAttri butes of the signedData/ Recei pt
signerinfo are digested as described in [ CM5].

8. The resulting digest value is then used to verify the signature
val ue included in the signedData/Receipt signerinfo. If the
signature verification is successful, then that proves the
integrity of the signedDatal/receipt signerlnfo signedAttributes and
authenticates the identity of the signer of the signedDatal/ Receipt
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signerinfo. Note that the signedAttributes include the

reci pi ent-cal cul at ed Recei pt content digest val ue (nmessageD gest
attribute) and recipient-cal cul ated message signature di gest val ue
(megSi ghi gest attribute). Therefore, the aforenentioned conparison
of the sender-generated and recipi ent-generated di gest val ues
conmbi ned with the successful signedData/Receipt signature
verification proves that the recipient received the exact origina
si gnedDat a content and signedAttributes (proven by nsgSi gh gest
attribute) that were signed by the sender of the origina

si gnedDat a obj ect (proven by nessageDi gest attribute). If the
signature verification fails, then the signedData/ Recei pt signature
verification process fails.

The signature verification process for each signature algorithmthat
is used in conjunction with the CM5 protocol is specific to the
algorithm These processes are described in docunents specific to
the al gorithns.

2. 7 Receipt Request Syntax

A recei pt Request attribute value has ASN. 1 type Recei pt Request. Use
the recei pt Request attribute only within the signed attributes
associated with a signed nessage.

Recei pt Request ::= SEQUENCE {
si gnedContentldentifier Contentldentifier,
recei pt sFrom Recei pt sFrom
recei pt sTo SEQUENCE SI ZE (1. . ub-recei ptsTo)) OF General Nanmes }

ub-receiptsTo I NTEGER ::= 16

i d-aa-recei pt Request OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 1}

Contentldentifier ::= OCTET STRI NG

i d-aa-contentldentifier OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)

us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smime(16) id-aa(2) 7}

A signedContentldentifier MJIST be created by the nessage origi nator
when creating a receipt request. To ensure gl obal uniqueness, the

m ni mal signedContentldentifier SHOULD contai n a concatenation of
user-specific identification information (such as a user nane or
public keying material identification information), a GeneralizedTi ne
string, and a random numnber.
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The receiptsFromfield is used by the originator to specify the
reci pients requested to return a signed receipt. A CHOCE is provided
to allow specification of:

- receipts fromall recipients are requested

- receipts fromfirst tier (recipients that did not receive the
message as nmenbers of a mailing list) recipients are requested

- receipts froma specific list of recipients are requested

Recei ptsFrom :: = CHO CE {
al|OFirstTier [0] AIIOrFirstTier,
-- fornerly "all OrNone [0] Al | Or None"
recei ptList [1] SEQUENCE OF General Nanes }

AllOFirstTier ::= INTEGER { -- Formerly Al OrNone
al | Recei pts (0),
firstTierRecipients (1) }

The receiptsTo field is used by the originator to identify the
user(s) to whomthe identified recipient should send signed receipts.
The nessage origi nator MJST popul ate the receiptsTo field with a
General Nanes for each entity to whomthe recipient should send the
signed receipt. If the nessage originator wants the recipient to send
the signed receipt to the originator, then the originator MJST
include a General Nanmes for itself in the receiptsTo field.

2.8 Recei pt Syntax

Recei pts are represented using a new content type, Receipt. The
Recei pt content type shall have ASN. 1 type Recei pt. Receipts nust be
encapsul ated within a SignedData nmessage.

Recei pt ::= SEQUENCE ({
ver si on ESSVer si on,
cont ent Type Content Type,
signedContentldentifier Contentldentifier,
ori gi nat or Si gnat ur eVal ue OCTET STRI NG }

id-ct-receipt OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-ct(1) 1}

ESSVersion ::= INTEGER { v1(1) }

The version field defines the syntax version nunber, which is 1 for
this version of the standard.
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2.9 Content Hints

Many applications find it useful to have information that describes
the i nnernpbst signed content of a nulti-layer nessage avail abl e on
the outernost signature |ayer. The contentHi nts attribute provides
such information.

Content-hints attribute values have ASN. 1 type contentHints.

ContentH nts ::= SEQUENCE ({
content Description UTF8String (SIZE (1..MAX)) OPTI ONAL,
cont ent Type Content Type }

i d-aa-content H nt OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 4}

The contentDescription field my be used to provide infornmation that
the recipient may use to select protected nessages for processing,
such as a nmessage subject. If this field is set, then the attribute
is expected to appear on the signedData object enclosing an

envel opedDat a obj ect and not on the inner signedData object. The
(SIZE (1..MAX)) construct constrains the sequence to have at | east
one entry. MAX indicates the upper bound is unspecified.

I mpl enentations are free to choose an upper bound that suits their
envi ronnent .

Messages which contain a signedData object wapped around an

envel opedDat a obj ect, thus nmasking the inner content type of the
message, SHOULD include a contentH nts attribute, except for the case
of the data content type. Specific nessage content types may either
force or preclude the inclusion of the contentHi nts attribute. For
exanpl e, when a signedData/Receipt is encrypted within an

envel opedDat a obj ect, an outer signedData object MJST be created that
encapsul ates the envel opedData object and a contentHi nts attribute
with content Type set to the id-ct-receipt object identifier MIST be
included in the outer signedData Signerlnfo signedAttributes.
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2.10 Message Signature Digest Attribute

The nsgSi gDhi gest attribute can only be used in the signed attributes
of a signed receipt. It contains the digest of the ASN. 1 DER encoded
signedAttributes included in the original signedData that requested
the signed receipt. Only one nsgSi gDhi gest attribute can appear in a
signed attributes set. It is defined as foll ows:

megSi ghi gest :: = OCTET STRI NG

i d-aa- msgSi gDi gest OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snminme(16) id-aa(2) 5}

2.11 Signed Content Reference Attribute

The contentReference attribute is a link fromone SignedData to
another. It may be used to link a reply to the original nessage to
which it refers, or to incorporate by reference one SignedData into
another. The first SignedData MJUST include a contentldentifier signed
attribute, which SHOULD be constructed as specified in section 2.7.
The second SignedData links to the first by including a

Cont ent Ref erence signed attribute containing the content type,
content identifier, and signature value fromthe first SignedData.

Cont ent Ref erence ::= SEQUENCE {
cont ent Type Content Type,
si gnedContentldentifier Contentldentifier,
ori gi nat or Si gnat ureVal ue OCTET STRI NG }

i d- aa- cont ent Ref er ence OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) id-aa(2) 10 }

3. Security Labels

This section describes the syntax to be used for security |abels that
can optionally be associated with S/M ME encapsul ated data. A
security label is a set of security information regarding the
sensitivity of the content that is protected by S/M M encapsul ation

"Aut hori zation" is the act of granting rights and/or privileges to
users permtting themaccess to an object. "Access control" is a
means of enforcing these authorizations. The sensitivity infornmation
in a security | abel can be conpared with a user’s authorizations to
determine if the user is allowed to access the content that is
protected by S/M ME encapsul ati on
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Security labels may be used for other purposes such as a source of
routing information. The | abels often describe ranked | evels

("secret", "confidential", "restricted", and so on) or are role-
based, describing which kind of people can see the information
("patient’s health-care team', "nedical billing agents",

"unrestricted", and so on).
3.1 Security Label Processing Rul es

A sending agent may include a security label attribute in the signed
attributes of a signedData object. A receiving agent exanines the
security | abel on a received nessage and deterni nes whether or not
the recipient is allowd to see the contents of the nessage.

3.1.1 Adding Security Labels

A sending agent that is using security |abels MJST put the security
| abel attribute in the signedAttributes field of a Signerlnfo block
The security |abel attribute MJST NOT be included in the unsigned
attributes. Integrity and authentication security services MJST be
applied to the security label, therefore it MJST be included as a
signed attribute, if used. This causes the security |label attribute
to be part of the data that is hashed to formthe Signerlnfo
signature value. A Signerlnfo block MJST NOT have nore than one
security | abel signed attribute.

VWhen there are multiple SignedData bl ocks applied to a nessage, a
security label attribute may be included in either the inner
signature, outer signature, or both. A security |abel signed
attribute may be included in a signedAttributes field within the

i nner SignedData bl ock. The inner security label will include the
sensitivities of the original content and will be used for access
control decisions related to the plaintext encapsul ated content. The
i nner signature provides authentication of the inner security | abe
and cryptographically protects the original signer’s inner security
| abel of the original content.

VWhen the originator signs the plaintext content and signhed
attributes, the inner security label is bound to the plaintext
content. An internediate entity cannot change the inner security

| abel without invalidating the inner signature. The confidentiality
security service can be applied to the inner security |abel by
encrypting the entire inner signedData object w thin an Envel opedDat a
bl ock.

A security | abel signed attribute may al so be included in a

signedAttributes field within the outer SignedData bl ock. The outer
security label will include the sensitivities of the encrypted
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message and will be used for access control decisions related to the
encrypted message and for routing decisions. The outer signature
provi des authentication of the outer security |abel (as well as for
the encapsul ated content which may include nested S/M ME nessages).

There can be multiple Signerinfos within a SignedbData object, and
each Signerlinfo may include signedAttributes. Therefore, a single

Si gnedDat a obj ect may include nultiple eSSSecuritylLabels, each
Signerlnfo having an eSSSecuritylLabel attribute. For exanple, an
originator can send a signed nessage with two Signerlnfos, one
containing a DSS signature, the other containing an RSA signature. I|f
any of the Signerinfos included in a SignedData object include an
eSSSecuritylLabel attribute, then all of the Signerinfos in that

Si gnedbDat a obj ect MJST include an eSSSecuritylLabel attribute and the
val ue of each MJST be identical

3.1.2 Processing Security Labels

Bef ore processing an eSSSecuritylLabel signedAttribute, the receiving
agent MUST verify the signature of the Signerlinfo which covers the
eSSSecuritylLabel attribute. A recipient MJIST NOT process an
eSSSecuritylLabel attribute that has not been verified.

A receiving agent MJST process the eSSSecuritylLabel attribute, if
present, in each Signerinfo in the SignedData object for which it
verifies the signature. This may result in the receiving agent
processing multiple eSSSecuritylLabels included in a single SignedData
obj ect. Because all eSSSecuritylLabels in a SignedData object nust be
identical, the receiving agent processes (such as perform ng access
control) on the first eSSSecuritylLabel that it encounters in a
Signerinfo that it verifies, and then ensures that all other
eSSSecuritylLabels in signerinfos that it verifies are identical to
the first one encountered. If the eSSSecuritylLabels in the
signerinfos that it verifies are not all identical, then the

recei ving agent MJST warn the user of this condition

Recei vi ng agents SHOULD have a | ocal policy regardi ng whether or not
to show the inner content of a signedData object that includes an
eSSSecuritylLabel security-policy-identifier that the processing
software does not recognize. If the receiving agent does not
recogni ze the eSSSecuritylLabel security-policy-identifier value, then
it SHOULD stop processing the nessage and indicate an error
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3.2 Syntax of eSSSecuritylLabe

The eSSSecuritylLabel syntax is derived directly from[MISABS] ASN. 1
nodul e. (The MISAbstract Service nodul e begins with "DEFI NI TI ONS
IMPLICIT TAGS ::=".) Further, the eSSSecuritylLabel syntax is
conpatible with that used in [ MSP4].

ESSSecuritylLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier,
security-classification SecurityCd assification OPTI ONAL
privacy-mark ESSPrivacyMark OPTI ONAL
security-categories SecurityCategories OPTI ONAL }

i d-aa-securitylLabel OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 2}

SecurityPolicyldentifier ::= OBJECT | DENTIFIER

SecurityC assification ::= | NTEGER {

unmar ked (0),

uncl assified (1),

restricted (2),

confidential (3),

secret (4),

top-secret (5) } (O..ub-integer-options)

ub-integer-options | NTEGER ::= 256

ESSPri vacyMark ::= CHO CE {
pString PrintableString (Sl ZE (1..ub-privacy-mark-1Iength)),
utf8String UTF8String (SIZE (1..MAX))

}

ub- privacy-nmark-1ength I NTEGER ::= 128

SecurityCategories ::= SET SIZE (1..ub-security-categories) OF

SecurityCat egory
ub-security-categories |INTEGER ::= 64
SecurityCategory ::= SEQUENCE {

type [0] OBJECT | DENTI FI ER
val ue [1] ANY DEFINED BY type -- defined by type

}

--Note: The aforenentioned SecurityCategory syntax produces identica
--hex encodings as the follow ng SecurityCategory syntax that is
--docunented in the X 411 specification
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--SecurityCategory ::= SEQUENCE {
-- type [0] SECURI TY- CATEGCORY,
-- value [1] ANY DEFI NED BY type }

- - SECURI TY- CATEGCORY MACRO :: =

--BEG N

--TYPE NOTATION ::= type | enpty

--VALUE NOTATION :: = val ue (VALUE OBJECT | DENTI FI ER)
- - END

3.3 Security Label Conponents

This section gives nore detail on the the various components of the
eSSSecuritylLabel syntax.

3.3.1 Security Policy Identifier

A security policy is a set of criteria for the provision of security
services. The eSSSecuritylLabel security-policy-identifier is used to
identify the security policy in force to which the security | abe
relates. It indicates the senantics of the other security |abe
components.

3.3.2 Security Cassification

Thi s specification defines the use of the Security C assification
field exactly as is specified in the X 411 Recomendati on, which
states in part:

If present, a security-classification may have one of a

hi erarchical |ist of values. The basic security-classification

hi erarchy is defined in this Recommendati on, but the use of these
val ues is defined by the security-policy in force. Additiona

val ues of security-classification, and their position in the

hi erarchy, may al so be defined by a security-policy as a |loca
matter or by bilateral agreenent. The basic security-
classification hierarchy is, in ascending order: unmarked,

uncl assified, restricted, confidential, secret, top-secret.

This nmeans that the security policy in force (identified by the
eSSSecuritylLabel security-policy-identifier) defines the
Securityd assification integer values and their meanings.

An organi zation can develop its own security policy that defines the
SecurityC assification | NTECER val ues and their neani ngs. However,
the general interpretation of the X 411 specification is that the
val ues of 0 through 5 are reserved for the "basic hierarchy" val ues
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of unmarked, unclassified, restricted, confidential, secret, and
top-secret. Note that X 411 does not provide the rules for how these
val ues are used to | abel data and how access control is perfornmed
usi ng these val ues.

There is no universal definition of the rules for using these "basic
hi erarchy" val ues. Each organi zation (or group of organizations) wll
define a security policy which docunents how the "basic hierarchy"
val ues are used (if at all) and how access control is enforced (if at
all) within their domain.

Therefore, the security-classification value MIST be acconpani ed by a
security-policy-identifier value to define the rules for its use. For
exanpl e, a conpany’s "secret" classification may convey a different
meani ng than the US Government "secret” classification. In sumary, a
security policy SHOULD NOT use integers 0 through 5 for other than
their X 411 neani ngs, and SHOULD i nstead use other values in a

hi erarchi cal fashi on.

Note that the set of valid security-classification values MJST be
hi erarchical, but these values do not necessarily need to be in
ascendi ng nunerical order. Further, the values do not need to be
conti guous.

For exanple, in the Defense Message System 1.0 security policy, the
security-classification value of 11 indicates Sensitive-But-

Uncl assified and 5 indicates top-secret. The hierarchy of sensitivity
ranks top-secret as nore sensitive than Sensitive-But-Unclassified
even though the nunerical value of top-secret is |ess than

Sensi tive-But-Uncl assifi ed.

(O course, if security-classification values are both hierarchica
and in ascending order, a casual reader of the security policy is
more likely to understand it.)

An exanpl e of a security policy that does not use any of the X 411
val ues m ght be:

10 -- anyone

15 -- Morgan Corporation and its contractors
20 -- Morgan Corporation enpl oyees

25 -- Morgan Corporation board of directors

An exanpl e of a security policy that uses part of the X 411 hierarchy
m ght be:

0 -- unmarked
1 -- unclassified, can be read by everyone
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2 -- restricted to Tinberwolf Productions staff
6 -- can only be read to Ti mberwolf Productions executives

3.3.3 Privacy Mark

If present, the eSSSecuritylLabel privacy-mark is not used for access
control. The content of the eSSSecuritylLabel privacy-mark may be
defined by the security policy in force (identified by the
eSSSecuritylLabel security-policy-identifier) which may define a |ist
of values to be used. Alternately, the value may be determ ned by the
originator of the security-I abel

3.3.4 Security Categories

If present, the eSSSecuritylLabel security-categories provide further
granularity for the sensitivity of the nmessage. The security policy
in force (identified by the eSSSecuritylLabel security-policy-
identifier) is used to indicate the syntaxes that are allowed to be
present in the eSSSecuritylabel security-categories. Alternately, the
security-categories and their values may be defined by bilatera

agr eenent .

3.4 Equivalent Security Labels

Because organi zations are allowed to define their own security
policies, many different security policies will exist. Sone

organi zations may wi sh to create equival encies between their security
policies with the security policies of other organizations. For
exanpl e, the Acnme Conpany and the Wdget Corporation may reach a

bil ateral agreenent that the "Acne private" security-classification
value is equivalent to the "Wdget sensitive" security-classification
val ue.

Recei vi ng agents MJST NOT process an equi val entlLabels attribute in a
message if the agent does not trust the signer of that attribute to
translate the original eSSSecuritylLabel values to the security policy
included in the equival entlLabels attribute. Receiving agents have the
option to process equival entLabels attributes but do not have to. It
is acceptable for a receiving agent to only process
eSSSecuritylLabels. Al receiving agents SHOULD recogni ze

equi val ent Label s attributes even if they do not process them

3.4.1 Creating Equival ent Labels

The Equi val ent Label s signed attribute is defined as:
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Equi val ent Label s :: = SEQUENCE OF ESSSecurityLabel

i d-aa- equi val ent Label s OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 9}

As stated earlier, the ESSSecuritylLabel contains the sensitivity

val ues sel ected by the original signer of the signedData. If an
ESSSecuritylLabel is present in a signerinfo, all signerinfos in the
si gnedDat a MUST contain an ESSSecuritylLabel and they MJST all be
identical. In addition to an ESSSecuritylLabel, a signerlnfo MAY al so
i nclude an equi val ent Label s signed attribute. |If present, the

equi val ent Label s attribute MJUST include one or nore security |abels
that are believed by the signer to be semantically equivalent to the
ESSSecuritylLabel attribute included in the same signerlnfo.

Al'l security-policy object identifiers MJST be unique in the set of
ESSSecuritylLabel and Equi val entLabel s security | abels. Before using
an Equi val ent Label s attribute, a receiving agent MJST ensure that all
security-policy O Ds are unique in the security |abel or |abels
included in the Equival entLabels. Once the receiving agent selects
the security label (wthin the Equival entlLabels) to be used for
processing, then the security-policy OD of the selected

Equi val ent Label s security | abel MJST be conpared with the
ESSSecuritylLabel security-policy O D to ensure that they are unique

In the case that an ESSSecuritylabel attribute is not included in a
signerinfo, then an Equival entlLabels attribute may still be incl uded.
For exanple, in the Acne security policy, the absence of an
ESSSecuritylLabel could be defined to equate to a security | abe
conposed of the Acne security-policy O D and the "unmarked"
security-classification.

Not e t hat equival entLabel s MUST NOT be used to convey security | abels
that are senmantically different fromthe ESSSecuritylLabel included in
the signerinfos in the signedData. If an entity needs to apply a
security label that is semantically different fromthe
ESSSecurityLabel, then it MJST include the sematically different
security label in an outer signedData object that encapsul ates the

si gnedDat a object that includes the ESSSecuritylLabel

If present, the equival entlLabels attribute MJST be a signed
attribute; it MJST NOT be an unsigned attribute. [CVS] defines
signedAttributes as a SET OF Attribute. A signerlnfo MJST NOT include
mul tiple instances of the equival entlLabels attribute. CM5 defines the
ASN. 1 syntax for the signed attributes to include attrValues SET OF
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AttributeVal ue. A equival entlLabels attribute MJUST only include a
single instance of AttributeValue. There MJST NOT be zero or nultiple
instances of AttributeValue present in the attrValues SET OF
Attri but eval ue.

3.4.2 Processing Equival ent Labels

A receiving agent SHOULD process the ESSSecuritylabel before
processi ng any Equival entlLabels. If the policy in the
ESSSecuritylLabel is understood by the receiving agent, it MJST
process that | abel and MJST ignore all Equival entLabel s.

When processi ng an Equi val entLabel s attribute, the receiving agent
MUST val idate the signature on the Equival entlLabels attribute. A
recei ving agent MJST NOT act on an equival entLabels attribute for
whi ch the signature could not be validated, and MJUST NOT act on an
equi val ent Label s attribute unless that attribute is signed by an
entity trusted to translate the original eSSSecuritylLabel values to
the security policy included in the equival entlLabels attribute.
Determ ning who is allowed to specify equival ence mappings is a | oca
policy. If a message has nore than one Equival entlLabels attribute,
the receiving agent SHOULD process the first one that it reads and
val idates that contains the security policy of interest to the
recei ving agent.

4. Mail List Managenent

Sendi ng agents nust create recipient-specific data structures for
each recipient of an encrypted nessage. This process can inpair
performance for nessages sent to a |arge nunber of recipients. Thus,
Mai | List Agents (M.As) that can take a single nessage and perform
the recipient-specific encryption for every recipient are often
desired.

An MLA appears to the nmessage originator as a normal nessage

reci pient, but the MLA acts as a nessage expansi on point for a Mi
List (M). The sender of a nmessage directs the nessage to the MA,

whi ch then redistributes the nessage to the nenbers of the M.. This
process of fl oads the per-recipient processing fromindividual user
agents and allows for nore efficient managenent of large M.s. Ms are
true nessage recipients served by M.As that provide cryptographic and
expansion services for the mailing list.

In addition to cryptographic handling of nessages, secure mailing

lists also have to prevent mail |oops. A mail |oop is where one
mailing list is a menber of a second nailing list, and the second
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mailing list is a nmenber of the first. A nessage will go from one
list to the other in a rapidly-cascadi ng succession of mail that wll
be distributed to all other nenbers of both lists.

To prevent mail |oops, M.As use the nml ExpansionHi story attribute of
the outer signature of a triple wapped nessage. The

m Expansi onHi story attribute is essentially a list of every MA that
has processed the nessage. If an M.A sees its own unique entity
identifier inthe list, it knows that a | oop has been forned, and
does not send the nessage to the |ist again.

4.1 Mail List Expansion

Mail |ist expansion processing is noted in the value of the

m Expansi onHi story attribute, located in the signed attributes of the
MLA's Signerinfo block. The M.A creates or updates the signed

m Expansi onHi story attribute value each tinme the MLA expands and
signs a nessage for nmenbers of a mail Iist.

The MLA MUST add an M.Data record containing the MLA's identification
informati on, date and tinme of expansion, and optional receipt policy
to the end of the mail |ist expansion history sequence. If the

m Expansi onHi story attribute is absent, then the MLA MJST add the
attribute and the current expansion becones the first element of the
sequence. |If the nl ExpansionHi story attribute is present, then the
MLA MUST add the current expansion information to the end of the

exi sting M_Expansi onHi story sequence. Only one ml Expansi onHi story
attribute can be included in the signedAttributes of a Signerlnfo.

Note that if the m ExpansionHi story attribute is absent, then the
recipient is a first tier message recipient.

There can be multiple Signerinfos within a SignedData object, and
each Signerlinfo may include signedAttributes. Therefore, a single

Si gnedDat a obj ect may include nmultiple Signerlnfos, each Signerlnfo
havi ng a m Expansi onHi story attribute. For exanple, an MA can send a
si gned nmessage with two Signerlnfos, one containing a DSS signature,
the ot her containing an RSA signature.

If an MLA creates a Signerinfo that includes an nl Expansi onHi story
attribute, then all of the Signerlnfos created by the MLA for that
Si gnedDat a obj ect MJST include an m ExpansionHi story attribute, and
the val ue of each MJUST be identical. Note that other agents m ght

|l ater add Signerinfo attributes to the SignedData bl ock, and those
addi tional Signerlnfos mght not include m ExpansionH story
attributes
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A recipient MIST verify the signature of the Signerlnfo which covers
the m Expansi onHi story attribute before processing the

m Expansi onHi story, and MJST NOT process the ml Expansi onHi story
attribute unless the signature over it has been verified. If a

Si gnedDat a obj ect has nore than one Signerlnfo that has an

m Expansi onHi story attribute, the recipient MIST conpare the

m Expansi onHi story attributes in all the Signerinfos that it has
verified, and MJUST NOT process the nml ExpansionHi story attribute

unl ess every verified m ExpansionH story attribute in the SignedData
block is identical. If the m ExpansionHi story attributes in the
verified signerinfos are not all identical, then the receiving agent
MJUST stop processing the nmessage and SHOULD notify the user or M.A
adm nistrator of this error condition. In the nm Expansi onH story
processi ng, Signerlnfos that do not have an m Expansi onH story
attribute are ignored.

4.1.1 Detecting Mail List Expansion Loops

Prior to expanding a nmessage, the M.A exanines the val ue of any

existing mail |ist expansion history attribute to detect an expansion
| oop. An expansion | oop exists when a nessage expanded by a specific
M.A for a specific mail list is redelivered to the sane MLA for the
same nmail |ist.

Expansi on | oops are detected by examining the mail Listldentifier
field of each M.Data entry found in the mail |ist expansion history.
If an MLAfinds its own identification information, then the M.A nust
di sconti nue expansi on processing and shoul d provi de warning of an
expansion loop to a hunman nail list adnministrator. The mail |ist

adm nistrator is responsible for correcting the | oop condition

4.2 Mail List Agent Processing

The first few paragraphs of this section provide a high-Ileve
description of M.A processing. The rest of the section provides a
detail ed description of M.A processing.

M_A nmessage processing depends on the structure of the S/MME | ayers
in the nessage sent to the MLA for expansion. In addition to sending
triple wapped nessages to an MLA, an entity can send ot her types of
messages to an M.A, such as:

- a single wapped signedData or envel opedData nessage

- a doubl e wapped nessage (such as signed and envel oped, envel oped
and signed, or signed and signed, and so on)

- a quadrupl e-w apped nessage (such as if a well-fornmed triple
wr apped nessage was sent through a gateway that added an outer
Si gnedDat a | ayer)
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In all cases, the MLA MJST parse all |ayers of the received nessage
to determine if there are any signedData | ayers that include an
eSSSecuritylLabel signedAttribute. This may include decrypting an
Envel opedData | ayer to determine if an encapsul ated Si gnedData | ayer
i ncludes an eSSSecuritylLabel attribute. The MLA MJST fully process
each eSSSecuritylLabel attribute found in the various signedData

| ayers, including performning access control checks, before
distributing the nessage to the M. nenbers. The details of the access
control checks are beyond the scope of this docunent. The M.A MJST
verify the signature of the signerinfo including the eSSSecuritylLabe
attribute before using it.

In all cases, the MLA MJST sign the nessage to be sent to the M.
menbers in a new "outer" signedData |ayer. The MLA MUST add or update
an m Expansi onHi story attribute in the "outer” signedData that it
creates to docunment M.A processing. |If there was an "outer”
signedData | ayer included in the original nmessage received by the
M.A, then the M.A-created "outer" signedData | ayer MJST include each
signed attribute present in the original "outer" signedData |ayer,

unl ess the MLA explicitly replaces an attribute (such as signingTinme
or m Expansi onHi story) with a new val ue.

When an S/M ME nessage is received by the MLA, the MLA MUST first

det ermi ne which received signedData |ayer, if any, is the "outer"
signedData layer. To identify the received "outer" signedData |ayer,
the MLA MUST verify the signature and fully process the
signedAttributes in each of the outer signedData |ayers (working from
the outside in) to determine if any of themeither include an

m Expansi onHi story attribute or encapsul ate an envel opedData obj ect.

The MLA's search for the "outer" signedbData |ayer is conpleted when
it finds one of the follow ng:

- the "outer" signedData | ayer that includes an m Expansi onHi story
attribute or encapsul ates an envel opedDat a obj ect

- an envel opedData | ayer

- the original content (that is, a layer that is neither
envel opedDat a nor si gnedDat a) .

If the MLA finds an "outer" signedData | ayer, then the MLA MJST
performthe follow ng steps:

1. Strip off all of the signedData |ayers that encapsul ated the
"outer" signedData | ayer

2. Strip off the "outer" signedData |ayer itself (after renmenbering
the included signedAttributes)
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3. Expand the envel opedData (if present)

4. Sign the nmessage to be sent to the M. menbers in a new "outer"
signedData | ayer that includes the signedAttributes (unless
explicitly replaced) fromthe original, received "outer" signedData
| ayer.

If the MLA finds an "outer" signedData | ayer that includes an

m Expansi onHi story attribute AND the M.A subsequently finds an

envel opedDat a | ayer buried deeper with the |ayers of the received
nmessage, then the MLA MUST strip off all of the signedData | ayers
down to the envel opedData | ayer (including stripping off the origina
"outer" signedData | ayer) and MJST sign the expanded envel opedData in
a new "outer" signedData | ayer that includes the signedAttributes
(unless explicitly replaced) fromthe original, received "outer"”

si gnedDat a | ayer.

If the MLA does not find an "outer" signedData | ayer AND does not
find an envel opedData | ayer, then the MLA MJST sign the original,
recei ved nessage in a new "outer" signedbData |layer. If the M.A does
not find an "outer" signedData AND does find an envel opedData | ayer
then it MUST expand the envel opedData |layer, if present, and sign it
in a new "outer" signedData | ayer.

4.2.1 Exanpl es of Rule Processing
The foll owi ng exanpl es hel p explain the rul es above:

1) A nessage (S1(Original Content)) (where S = SignedData) is sent to
the MLA in which the signedData | ayer does not include an
M_Expansi onHi story attribute. The M.A verifies and fully processes
the signedAttributes in S1. The MA decides that there is not an
original, received "outer" signedData |ayer since it finds the
original content, but never finds an envel opedData and never finds
an m Expansi onHi story attribute. The M.A cal cul ates a new
signedData | ayer, S2, resulting in the follow ng nessage sent to
the M. recipients: (S2(S1(Original Content))). The MA includes an
m Expansi onHi story attribute in S2

2) A nmessage (S3(S2(S1(OGriginal Content)))) is sent to the MLAin
whi ch none of the signedData | ayers includes an M.Expansi onHi story
attribute. The MLA verifies and fully processes the
signedAttributes in S3, S2 and S1. The MA decides that there is
not an original, received "outer" signedData |ayer since it finds
the original content, but never finds an envel opedData and never
finds an m Expansi onHi story attribute. The M.A cal cul ates a new
signedData | ayer, S4, resulting in the foll ow ng
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3)

4)

5)

6)

message sent to the M recipients:
(S4(S3(S2(S1(Original Content))))). The MA includes an
m Expansi onHi story attribute in $4.

A nmessage (E1(S1(Original Content))) (where E = envel opedbData) is
sent to the MLA in which S1 does not include an M_.Expansi onHi story
attribute. The M.A decides that there is not an original,
received "outer" signedData |ayer since it finds the E1 as the
outer |layer. The MA expands the recipientinformation in El. The
M.A cal cul ates a new signedData | ayer, S2, resulting in the

foll owi ng message sent to the M. recipients:

(S2(E1(S1(Original Content)))). The M.A includes an

m Expansi onHi story attribute in S2

A nmessage (S2(E1(S1(Original Content)))) is sent to the MA in
which S2 includes an M.ExpansionHistory attribute. The M.A verifies
the signature and fully processes the signedAttributes in S2. The
M.A finds the m Expansi onHi story attribute in S2, so it decides
that S2 is the "outer" signedData. The M.A renenbers the
signedAttributes included in S2 for later inclusion in the new
outer signedData that it applies to the nessage. The M.A strips off
S2. The M.A then expands the recipientinformation in ELlL (this
invalidates the signature in S2 which is why it was stripped). The
nMLA cal cul ates a new signedData | ayer, S3, resulting in the

foll owi ng message sent to the M. recipients: (S3(EL(S1(Origina
Content)))). The M.A includes in S3 the attributes fromS2 (unl ess
it specifically replaces an attribute value) including an updated
m Expansi onHi story attri bute.

A nmessage (S3(S2(E1(S1(Original Content))))) is sent to the MLAin
whi ch none of the signedData | ayers include an M.Expansi onHi story
attribute. The M.LA verifies the signature and fully processes the
signedAttributes in S3 and S2. Wen the M.A encounters E1, then it
decides that S2 is the "outer" signedData since S2 encapsul ates E1.
The M.A renenbers the signedAttributes included in S2 for |ater
inclusion in the new outer signedData that it applies to the
message. The MA strips off S3 and S2. The M.A then expands the
recipientinformation in E1 (this invalidates the signatures in S3
and S2 which is why they were stripped). The M.A cal cul ates a new
signedData | ayer, S4, resulting in the follow ng nessage sent to
the ML recipients: (S4(EL(S1(Original Content)))). The MA
includes in S4 the attributes fromS2 (unless it specifically
replaces an attribute value) and includes a new

m Expansi onHi story attribute

A nmessage (S3(S2(E1(S1(Original Content))))) is sent to the MLAin
whi ch S3 includes an M.ExpansionHistory attribute. In this case,
the MLA verifies the signature and fully processes the
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4.2.3

signedAttributes in S3. The MLA finds the m ExpansionHi story in S3,
so it decides that S3 is the "outer" signedData. The M.A remenbers
the signedAttributes included in S3 for later inclusion in the new
outer signedData that it applies to the nessage. The M.A keeps on
parsi ng encapsul ated | ayers because it nust determine if there are
any eSSSecuritylLabel attributes contained within. The MA verifies
the signature and fully processes the signedAttributes in S2. Wen
the MLA encounters E1, then it strips off S3 and S2. The M.A then
expands the recipientinformation in E1 (this invalidates the
signatures in S3 and S2 which is why they were stripped). The MA
cal cul ates a new signedData | ayer, S4, resulting in the follow ng
message sent to the M. recipients: (S4(EL(S1(Original Content)))).
The MLA includes in S4 the attributes fromS3 (unless it
specifically replaces an attribute value) including an updated

m Expansi onHi story attri bute.

Pr ocessi ng Choi ces

The processing used depends on the type of the outernost |ayer of the
message. There are three cases for the type of the outernost data:

4.2.3.

2

Envel opedDat a
Si gnedDat a
dat a

1 Processing for Envel opedDat a

The MLA locates its own Recipientlnfo and uses the information it
contains to obtain the nessage key.

The M.LA renpves the existing recipientinfos field and repl aces it
with a new recipientlnfos value built from Recipientlnfo

structures

created for each nenber of the mailing list. The M.A al so renoves
the existing originatorinfo field and replaces it with a new
originatorinfo value built frominformation describing the MA.

The M_A encapsul ates the expanded encrypted message in a

Si gnedDat a bl ock, addi ng an nml Expansi onHi story attribute as
described in the "Mail List Expansion" section to docunent the
expansi on.

The M.A signs the new nessage and delivers the updated nmessage to
mail |ist menbers to conplete M.A processing.
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4.2.3.2 Processing for SignedData

M_LA processing of nulti-layer nmessages depends on the type of data in
each of the layers. Step 3 below specifies that different processing
wi Il take place depending on the type of CM5 nessage that has been
signed. That is, it needs to know the type of data at the next inner

| ayer, which may or nmay not be the innernost |ayer

1. The MLA verifies the signature value found in the outernopst
Si gnedDat a | ayer associated with the signed data. MA
processing of the nmessage termnates if the nmessage signature
is invalid.

2. |If the outernost SignedData |ayer includes a signed

m Expansi onHi story attribute, the M.A checks for an expansion | oop
as described in the "Detecting Mail List Expansion Loops" section,
then go to step 3. If the outernost SignedData |ayer does not

i nclude a signed m ExpansionHi story attribute, the MA signs the
whol e nessage (including this outernost SignedData |ayer that
doesn’t have an m Expansi onHi story attribute), and delivers the
updat ed nmessage to mail list menbers to complete MLA processi ng.

3. Determine the type of the data that has been signed. That is, |ook
at the type of data on the |ayer just bel ow the SignedData, which
may or nmay not be the "innernost" |ayer. Based on the type of data,
performeither step 3.1 (Envel opedData), step 3.2 (SignhedData), or
step 3.3 (all other types).

3.1. If the signed data is Envel opedData, the M.A perforns
expansi on processing of the encrypted nessage as
described previously. Note that this process invalidates the
signature value in the outernost SignedData | ayer associated
with the original encrypted nmessage. Proceed to section 3.2
with the result of the expansion.

3.2. If the signed data is SignedbData, or is the result of
expandi ng an Envel opedData bl ock in step 3.1:

3.2.1. The MLA strips the existing outernost SignedData |ayer
after remenbering the value of the m ExpansionHistory
and all other signed attributes in that |ayer, if
present.

3.2.2. If the signed data is Envel opedData (fromstep 3.1),

the M.A encapsul ates the expanded encrypted nessage
in a new outernost SignedData | ayer. On the other
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If the

3. 3.

1.

hand, if the signed data is SignhedData (from step
3.2), the M.A encapsul ates the signed data in a new
out ernost Si gnedData | ayer

The outernpst signedData | ayer created by the MLA
repl aces the original outernost signedData |ayer. The
MLA MJST create an signed attribute list for the new
out er nost signedbData | ayer which MJST include each
signed attribute present in the original outernopst
signedData | ayer, unless the M.A explicitly repl aces
one or nore particular attributes with new value. A
special case is the m ExpansionHi story attribute. The
MLA MUST add an ni Expansi onHi story signed attribute
to the outer signedData | ayer as foll ows:

3.1. If the original outernost SignedData |ayer
i ncluded an m Expansi onHi story attribute, the
attribute’s value is copied and updated with the
current M. expansion information as described in
the "Mail List Expansion" section

3.2. If the original outernost SignedData |ayer did
not include an nl ExpansionHi story attribute, a
new attribute value is created with the current
M. expansion information as described in the
"Mai | List Expansion" section.

signed data is not Envel opedData or SignedDat a:

The M.A encapsul ates the received signedData object in
an outer SignedData object, and adds an

m Expansi onHi story attribute to the outer SignedData
obj ect containing the current M. expansion information
as described in the "Mail List Expansion" section.

4. The M.A signs the new nessage and delivers the updated nessage to
list menbers to conplete M.A processing.

mai |

A flow chart for the above steps woul d be:

1. Has a valid signature?

YES -> 2.

NO
2. Does outermpst SignedData |ayer contain m Expansi onHi story?

YES -> Check it, then -> 3.

NO

Hof f man

-> STOP.

-> Sign nmessage (including outernost SignedData that

doesn’t have nl ExpansionHistory), deliver it, STOP.
3. Check type of data just bel ow outernpbst SignedData.
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Envel opedData -> 3.1
Si gnedData -> 3. 2.
all others -> 3.3.

3.1. Expand the encrypted nessage, then -> 3.2.
3.2. -> 3.2.1.
3.2.1. Strip outernost SignedData |ayer, note val ue of
m Expansi onHi story and other signed attributes, then -> 3.2.2.
3 Encapsul ate in new signature, then -> 3.2.3.

. 2. 2.

3.2.3. Create new signedData | ayer. Was there an old
m Expansi onHi story?
YES -> copy the old m Expansi onHi story val ues, then -> 4.
NO -> create new nl Expansi onHi story val ue, then -> 4.

3.3. Encapsulate in a SignedData | ayer and add an nm Expansi onHi story
attribute, then -> 4.

4. Sign nmessage, deliver it, STOP.

4.2.3.3 Processing for data

1. The M.A encapsul ates the nessage in a SignedData | ayer, and adds an
m Expansi onHi story attribute containing the current M. expansion
informati on as described in the "Mail List Expansion” section

2. The M.A signs the new nessage and delivers the updated nessage to
mai | |ist nmenbers to conplete MLA processing.

4.3 Mail List Agent Signed Receipt Policy Processing

If amiling list (B) is a nenber of another mailing list (A), list B
often needs to propagate forward the mailing list receipt policy of

A. As a general rule, a nailing Iist should be conservative in
propagating forward the rmailing list receipt policy because the
ultimte recipient need only process the last itemin the M
expansi on history. The M.A builds the expansion history to neet this
requi renent.
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The following table describes the outconme of the union of mailing
list A's policy (the rows in the table) and mailing list B s policy
(the colums in the table).

| B's policy
A's policy | none i nst eadr i nAddi ti onTo m ssi ng
none | none none none none
i nst ead* | none i nst eadr ( B) *1 i nst eadr (A)
i nAddi tionTo | none i nst eadr ( B) *2 i nAddi ti onTo(A)
m ssi ng | none i nst eadr ( B) i nAddi ti onTo(B) m ssi ng
*1 = insteadO (i nsteadOf (A) + i nAdditionTo(B))
*2 = inAdditionTo(i nAdditi onTo(A) + inAdditionTo(B))

4.4 Mail List Expansion History Syntax

An m ExpansionHi story attribute value has ASN. 1 type
M_Expansi onHi story. |If there are nmore than ub-mi -expansion-history
mailing lists in the sequence, the receiving agent shoul d provide

notification of the error to a human mail list adm nistrator. The
mail list admnistrator is responsible for correcting the overfl ow
condi ti on.

M_Expansi onHi story ::= SEQUENCE

SI ZE (1..ub-n -expansi on-history) OF M.Data

i d-aa- m ExpandHi story OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snminme(16) id-aa(2) 3}

ub-m - expansi on-history I NTEGER ::= 64

M.Dat a contains the expansion history describing each MLA that has
processed a nessage. As an M.A distributes a nessage to nenbers of an
M., the MLA records its unique identifier, date and tine of

expansi on, and receipt policy in an MData structure.

M.Dat a ::= SEQUENCE ({
mai | Listldentifier Entityldentifier,
expansi onTi ne General i zedTi ne,
m Recei pt Pol i cy M_.Recei ptPolicy OPTI ONAL }

Entityldentifier ::= CHO CE {

i ssuer AndSeri al Nunmber | ssuer AndSeri al Nunber,
subj ect Keyl denti fier SubjectKeyldentifier }
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The receipt policy of the ML can withdraw the originator’s request

for the return of a signed receipt. However, if the originator of the
message has not requested a signed receipt, the M.A cannot request a
signed receipt. In the event that a M.'s signed receipt policy
supersedes the originator’s request for signed receipts, such that
the originator will not receive any signed receipts, then the MLA MAY
informthe originator of that fact.

VWhen present, the m ReceiptPolicy specifies a receipt policy that
supersedes the originator’s request for signed receipts. The policy
can be one of three possibilities: receipts MJST NOT be returned
(none); receipts should be returned to an alternate list of
recipients, instead of to the originator (insteadO); or receipts
shoul d be returned to a list of recipients in addition to the
originator (inAdditionTo).

M_.Recei ptPolicy ::= CHO CE {
none [0] NULL,
i nsteadOf [1] SEQUENCE Sl ZE (1..MAX) OF Ceneral Nanes,
i nAddi tionTo [2] SEQUENCE S| ZE (1..MAX) OF Ceneral Names }

5. Signing Certificate Attribute

Concerns have been raised over the fact that the certificate which
the signer of a CM5 SignedData object desired to be bound into the
verification process of the SignedData object is not
cryptographically bound into the signature itself. This section
addresses this issue by creating a new attribute to be placed in the
signed attributes section of a Signerlnfo object.

This section also presents a description of a set of possible attacks
dealing with the substitution of one certificate to verify the
signature for the desired certificate. A set of ways for preventing
or addressing these attacks is presented to deal with the sinplest of
the attacks.

Aut hori zation informati on can be used as part of a signature
verification process. This information can be carried in either
attribute certificates and other public key certificates. The signer
needs to have the ability to restrict the set of certificates used in
the signature verification process, and infornmation needs to be
encoded so that is covered by the signature on the SignedData object.
The nmethods in this section allow for the set of authorization
certificates to be listed as part of the signing certificate
attribute.
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Explicit certificate policies can also be used as part of a signature
verification process. If a signer desires to state an explicit
certificate policy that should be used when validating the signature,
that policy needs to be cryptographically bound into the signing
process. The net hods described in this section allows for a set of
certificate policy statenents to be listed as part of the signing
certificate attribute.

5.1. Attack Descriptions

At least three different attacks can be | aunched agai nst a possible
signature verification process by replacing the certificate or
certficates used in the signature verification process

5.1.1 Substitution Attack Description

The first attack deals with sinple substitution of one certificate
for another certificate. In this attack, the issuer and serial nunber
in the Signerinfo is nodified to refer to a new certificate. This new
certificate is used during the signature verification process.

The first version of this attack is a sinple denial of service attack
where an invalid certificate is substituted for the valid
certificate. This renders the nessage unverifiable, as the public key
in the certificate no |l onger matches the private key used to sign the
nessage

The second version is a substitution of one valid certificate for the
original valid certificate where the public keys in the certificates
match. This allows the signature to be validated under potentially
different certificate constraints than the originator of the nessage
i nt ended.

5.1.2 Reissue of Certificate Description

The second attack deals with a certificate authority (CA) re-issuing
the signing certificate (or potentially one of its certificates).
This attack may start becoming nore frequent as Certificate
Authorities reissue their own root certificates, or as certificate
authorities change policies in the certificate while reissuing their
root certificates. This problemal so occurs when cross certificates
(with potentially different restrictions) are used in the process of
verifying a signature.
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5.1.3 Rogue Duplicate CA Description

The third attack deals with a rogue entity setting up a certificate
authority that attenpts to duplicate the structure of an existing CA
Specifically, the rogue entity issues a new certificate with the sane
public keys as the signer used, but signed by the rogue entity's
private key.

5.2 Attack Responses

Thi s docunent does not attenpt to solve all of the above attacks;
however, a brief description of responses to each of the attacks is
given in this section

5.2.1 Substitution Attack Response

The deni al of service attack cannot be prevented. After the
certificate identifier has been nodified in transit, no verification
of the signature is possible. There is also no way to autonmatically
identify the attack because it is indistinguishable froma nessage
corruption.

The substitution of a valid certificate can be responded to in two
different manners. The first is to make a bl anket statenent that the
use of the same public key in two different certificates is bad
practice and has to be avoided. In practice, there is no practica

way to prevent users fromgetting new certificates with the sane
public keys, and it should be assunmed that they will do this. Section
5.4 provides a new attribute that can be included in the Signerlinfo
signed attributes. This binds the correct certificate identifier into
the signature. This will convert the attack froma potentially
successful one to sinply a denial of service attack

5.2.2 Reissue of Certificate Response

A CA shoul d never reissue a certificate with different attributes.
Certificate Authorities that do so are follow ng poor practices and
cannot be relied on. Using the hash of the certificate as the
reference to the certificate prevents this attack for end-entity
certificates.

Preventing the attack based on reissuing of CA certificates would
require a substantial change to the usage of the signingCertificate
attribute presented in section 5.4. It would require that ESSCert| Ds
woul d need to be included in the attribute to represent the issuer
certificates in the signer’s certification path. This presents

probl enrs when the relying party is using a cross-certificate as part
of its authentication process, and this certificate does not appear
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on the list of certificates. The problens outside of a closed PK
make the addition of this information prone to error, possibly
causing the rejection of valid chains.

5.2.3 Rogue Duplicate CA Response

The best nethod of preventing this attack is to avoid trusting the

rogue CA. The use of the hash to identify certificates prevents the
use of end-entity certificates fromthe rogue authority. However the
only true way to prevent this attack is to never trust the rogue CA

5.3 Related Signature Verification Context

Sone applications require that additional information be used as part
of the signature validation process. In particular, authorization
information fromattribute certificates and other public key
certificates or policy identifiers provide additional infornmation
about the abilities and intent of the signer. The signing certificate
attribute described in Section 5.4 provides the ability to bind this
context information as part of the signature.

5.3.1 Authorization Information

Sone applications require that authorization information found in
attribute certificates and/or other public key certificates be
validated. This validation requires that the application be able to
find the correct certificates to performthe verification process;
however there is no list of the certificates to used in a Signerinfo
obj ect. The sender has the ability to include a set of attribute
certificates and public key certificates in a SignedData object. The
receiver has the ability to retrieve attribute certificates and
public key certificates froma directory service. There are sone

ci rcunst ances where the signer may wish to limt the set of
certificates that may be used in verifying a signature. It is usefu
to be able to list the set of certificates the signer wants the
recipient to use in validating the signature.

5.3.2 Policy Information

A rel ated aspect of the certificate binding is the issue of multiple
certification paths. In sone instances, the senantics of a
certificate in its use with a nessage nay depend on the Certificate
Aut horities and policies that apply. To address this issue, the
signer may also wish to bind that context under the signature. Wile
this could be done by either signing the conplete certification path
or a policy ID, only a binding for the policy IDis described here.
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5.4 Signing Certificate Attribute Definition
The signing certificate attribute is designed to prevent the sinple
substitution and re-issue attacks, and to allow for a restricted set
of authorization certificates to be used in verifying a signature.

The definition of SigningCertificate is

SigningCertificate ::= SEQUENCE {

certs SEQUENCE OF ESSCert!| D

policies SEQUENCE OF Pol i cyl nformati on OPTI ONAL
}
i d-aa-signingCertificate OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smne(16) id-aa(2) 12 }

The first certificate identified in the sequence of certificate
identifiers MIUST be the certificate used to verify the signature. The
encodi ng of the ESSCertID for this certificate SHOULD i ncl ude the
issuerSerial field. If other constraints ensure that

i ssuer AndSeri al Nunber will be present in the Signerinfo, the

i ssuerSerial field MAY be onmitted. The certificate identified is used
during the signature verification process. If the hash of the
certificate does not match the certificate used to verify the
signature, the signature MJST be considered invalid.

If nore than one certificate is present in the sequence of
ESSCert|I Ds, the certificates after the first one limt the set of
aut hori zation certificates that are used during signature validation.
Aut hori zation certificates can be either attribute certificates or
normal certificates. The issuerSerial field (in the ESSCertl|D
structure) SHOULD be present for these certificates, unless the
client who is validating the signature is expected to have easy
access to all the certificates requred for validation. If only the
signing certificate is present in the sequence, there are no
restrictions on the set of authorization certificates used in
validating the signature

The sequence of policy information terns identifies those certificate
policies that the signer asserts apply to the certificate, and under
which the certificate should be relied upon. This val ue suggests a
policy value to be used in the relying party’'s certification path

val i dati on.

If present, the SigningCertificate attribute MJST be a signed

attribute; it MJUST NOT be an unsigned attribute. CMVM5 defines
SignedAttributes as a SET OF Attribute. A Signerlnfo MJUST NOT include
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mul tiple instances of the SigningCertificate attribute. CVS defines
the ASN. 1 syntax for the signed attributes to include attrVal ues SET
OF AttributevValue. A SigningCertificate attribute MJST include only a
single instance of AttributeValue. There MJST NOT be zero or nultiple
i nstances of AttributeValue present in the attrValues SET OF
Attri but eval ue.

5.4.1 Certificate ldentification

The best way to identify certificates is an often-discussed issue.

[ CERT] has inmposed a restriction for SignedData objects that the

i ssuer DN nmust be present in all signing certificates. The

i ssuer/serial nunber pair is therefore sufficient to identify the
correct signing certificate. This information is already present, as
part of the Signerlnfo object, and duplication of this information
woul d be unfortunate. A hash of the entire certificate serves the
same function (allowing the receiver to verify that the sane
certificate is being used as when the nessage was signed), is

smal ler, and pernits a detection of the sinple substitution attacks.

Attribute certificates and additional public key certificates
containing authorization informati on do not have an issuer/seria
nunber pair represented anywhere in a Signerlnfo object. Wen an
attribute certificate or an additional public key certificate is not
included in the SignedData object, it beconmes nuch nore difficult to
get the correct set of certificates based only on a hash of the
certificate. For this reason, these certificates SHOULD be identified
by the |ssuerSerial object.

Thi s docunent defines a certificate identifier as:

ESSCertID ::= SEQUENCE {
cert Hash Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL
}
Hash ::= OCTET STRING -- SHA1l hash of entire certificate
I ssuerSerial ::= SEQUENCE ({
i ssuer Cener al Nanes,
seri al Nunber CertificateSerial Nunber
}

When creating an ESSCertl D, the certHash is computed over the entire
DER encoded certificate including the signature. The issuerSeria
woul d normal Iy be present unless the value can be inferred from ot her
i nfornation.
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When encodi ng | ssuerSerial, serial Number is the serial nunber that
uniquely identifies the certificate. For non-attribute certificates,
the i ssuer MJST contain only the issuer nane fromthe certificate
encoded in the directoryNane choi ce of General Nanes. For attribute
certificates, the issuer MJST contain the issuer nane field fromthe
attribute certificate.

6. Security Considerations

Al'l security considerations from[CMS] and [ SM ME3] apply to
applications that use procedures described in this docunent.

As stated in Section 2.3, a recipient of a receipt request must not
send back a reply if it cannot validate the signature. Simlarly, if
there conflicting receipt requests in a nessage, the recipient nust
not send back receipts, since an attacker nmay have inserted the
conflicting request. Sending a signed receipt to an unvali dated
sender can expose information about the recipient that it may not
want to expose to unknown senders.

Senders of receipts should consider encrypting the receipts to
prevent a passive attacker fromgleaning information in the receipts.

Senders nmust not rely on recipients’ processing software to correctly
process security labels. That is, the sender cannot assume that
adding a security label to a message will prevent recipients from

Vi ewi ng nessages the sender doesn’t want themto view It is expected
that there will be many SIMME clients that will not understand
security labels but will still display a | abelled nessage to a
reci pi ent.

A receiving agent that processes security |abels rmust handle the
content of the messages carefully. If the agent decides not to show
the nessage to the intended recipient after processing the security

| abel , the agent nust take care that the recipient does not
accidentally see the content at a later tine. For exanple, if an
error response sent to the originator contains the content that was
hi dden fromthe recipient, and that error response bounces back to
the sender due to addressing errors, the original recipient can

possi bly see the content since it is unlikely that the bounce nessage
wi Il have the proper security |abels

A man-in-the-mddl e attack can cause a recipient to send receipts to
an attacker if that attacker has a signature that can be validated by
the recipient. The attack consists of intercepting the origina
message and adding a nlLData attribute that says that a receipt should
be sent to the attacker in addition to whoever el se was going to get
the receipt.
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Mailing lists that encrypt their content may be targets for denial -
of -service attacks if they do not use the mailing |list managenent
described in Section 4. Using sinple RFC822 header spoofing, it is
quite easy to subscribe one encrypted mailing list to another,
thereby setting up an infinite | oop

Mai ling List Agents need to be aware that they can be used as oracles
for the the adaptive chosen ciphertext attack described in [CV5].
M_.As should notify an admnistrator if a |arge nunber of
undecrypt abl e nessages are received.

When verifying a signature using certificates that cone with a [ CV5]
message, the recipient should only verify using certificates
previously known to be valid, or certificates that have conme froma
signed SigningCertificate attribute. QG herw se, the attacks described
in Section 5 can cause the receiver to possibly think a signature is
valid when it is not.
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A. ASN. 1 Mbdul e

Ext endedSecurityServi ces
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) ess(2) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

I MPORTS

-- Cryptographic Message Syntax (CMS)
Cont ent Type, |ssuer AndSeri al Nunber, SubjectKeyl dentifier
FROM Crypt ogr aphi cMessageSyntax { iso(1) menber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16) nodul es(0) cns(1)}

-- PKIX Certificate and CRL Profile, Sec A2 Inplicitly Tagged Mdul e,
-- 1988 Syntax

Pol i cyl nformati on FROM PKI X1l mplicit88 {iso(1)

i dentified-organization(3) dod(6) internet(1l) security(5)

mechani sms(5) pkix(7)id-nmod(0) id-pkixl-inplicit-88(2)}

-- X. 509
Cener al Nanmes, CertificateSerial Number FROM Certi fi cat eExt ensi ons
{joint-iso-ccitt ds(5) nodul e(1l) certificateExtensions(26) 0};

-- Extended Security Services

-- The construct "SEQUENCE SI ZE (1..MAX) OF" appears in several ASN. 1

-- constructs in this nodule. A valid ASN. 1 SEQUENCE can have zero or

-- nmore entries. The SIZE (1..MAX) construct constrains the SEQUENCE to
-- have at |least one entry. MAX indicates the upper bound is unspecified.
-- Inplenmentations are free to choose an upper bound that suits their

-- environnent.

UTF8String ::= [UNI VERSAL 12] IMPLICIT OCTET STRI NG

-- The contents are formatted as described in [UTF8]
-- Section 2.7
Recei pt Request ::= SEQUENCE {

si gnedContentldentifier Contentldentifier,
recei pt sFrom Recei pt sFrom
recei ptsTo SEQUENCE SI ZE (1..ub-recei ptsTo) OF General Nanes }

ub-recei ptsTo I NTEGER ::= 16
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i d-aa-recei pt Request OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smime(16) id-aa(2) 1}

Contentldentifier ::= OCTET STRI NG

i d-aa-contentldentifier OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)

us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snminme(16) id-aa(2) 7}

Recei pt sFrom : : = CHO CE {
al|OFirstTier [0] AIIOFirstTier,
-- fornerly "all OrNone [0] Al | Or None"
recei ptList [1] SEQUENCE OF General Nanes }

AllOFirstTier ::= INTEGER { -- Formerly Al OrNone
al | Recei pts (0),
firstTierRecipients (1) }

-- Section 2.8

Recei pt ::= SEQUENCE ({
ver si on ESSVer si on,
cont ent Type Content Type,
signedContentldentifier Contentldentifier,
ori gi nat or Si gnat ureVal ue OCTET STRI NG }

id-ct-receipt OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-ct(1) 1}

ESSVersion ::= INTEGER { v1(1) }

-- Section 2.9

ContentH nts ::= SEQUENCE ({

content Description UTF8String (SIZE (1..MAX)) OPTI ONAL,
cont ent Type Content Type }

i d-aa-contentHi nt OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 4}

-- Section 2.10

MsgSi gDi gest ::= OCTET STRI NG

i d-aa- msgSi gDhi gest OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)

us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 5}

-- Section 2.11
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Cont ent Ref erence ::= SEQUENCE {
cont ent Type Content Type,
si gnedContentldentifier Contentldentifier,
ori gi nat or Si gnat ureVal ue OCTET STRI NG }

i d- aa- cont ent Ref er ence OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) id-aa(2) 10 }

-- Section 3.2

ESSSecuritylLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier,
security-classification SecurityCd assification OPTI ONAL
privacy-mark ESSPrivacyMark OPTI ONAL
security-categories SecurityCategories OPTI ONAL }

i d-aa-securitylLabel OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 2}

SecurityPolicyldentifier ::= OBJECT |DENTIFIER

SecurityC assification ::= | NTEGER {

unmar ked (0),

unclassified (1),

restricted (2),

confidential (3),

secret (4),

top-secret (5) } (0..ub-integer-options)

ub-integer-options | NTEGER ::= 256

ESSPri vacyMark ::= CHO CE {
pString PrintableString (SIZE (1..ub-privacy-mark-Iength)),
utf8String UTF8String (SIZE (1..MAX))

}

ub- privacy-mark-1ength | NTEGER ::= 128

SecurityCategories ::= SET SIZE (1..ub-security-categories) OF

SecurityCat egory
ub-security-categories |INTEGER ::= 64
SecurityCategory ::= SEQUENCE {

type [0] OBJECT | DENTIFI ER
val ue [1] ANY DEFINED BY type -- defined by type

}
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--Note: The aforenentioned SecurityCategory syntax produces identical
--hex encodings as the follow ng SecurityCategory syntax that is
--docunented in the X 411 specification:

--SecurityCategory ::= SEQUENCE {

-- type [0] SECURI TY- CATEGORY,

-- val ue [1] ANY DEFI NED BY type }

- - SECURI TY- CATEGORY MACRO :: =

--BEG N

--TYPE NOTATION ::= type | enmpty

--VALUE NOTATION :: = val ue (VALUE OBJECT | DENTI FI ER)

--END

-- Section 3.4

Equi val ent Label s ::= SEQUENCE OF ESSSecuritylabel

i d-aa-equi val ent Label s OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)

us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sminme(16) id-aa(2) 9}

-- Section 4.4
M_Expansi onHi story ::= SEQUENCE
SI ZE (1..ub-n -expansi on-history) OF M.Data
i d-aa- m ExpandHi story OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snminme(16) id-aa(2) 3}
ub-m - expansi on-history I NTEGER ::= 64
M.Data ::= SEQUENCE {

mai |l Listldentifier Entityldentifier,
expansi onTi ne General i zedTi ne,
m Recei pt Pol i cy M_.Recei pt Policy OPTI ONAL }

Entityldentifier ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber,
subj ect Keyl denti fier SubjectKeyldentifier }

M_.Recei pt Policy ::= CHO CE {
none [0] NULL,

i nsteaddf [1] SEQUENCE SI ZE (1..MAX) OF Ceneral Nanes,
i nAddi tionTo [2] SEQUENCE S| ZE (1..MAX) OF Ceneral Names }

-- Section 5.4
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SigningCertificate ::= SEQUENCE {

certs SEQUENCE OF ESSCert!| D

policies SEQUENCE OF Pol i cyl nformati on OPTI ONAL
}
i d-aa-signingCertificate OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 12 }

ESSCert|I D ::= SEQUENCE ({
cert Hash Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL
}
Hash ::= OCTET STRING -- SHA1l hash of entire certificate
I ssuerSerial ::= SEQUENCE ({
i ssuer Cener al Nanes,
seri al Nunber CertificateSerial Nunber
}

END -- of ExtendedSecurityServices
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